Advanced Computer Networks (ACNS)
Topics Covered

Internet routing characterization

Routing security

Internet of things (loT)

ISP traffic engineering

Critical network infrastructure services
Network security: IDS, worms, and honeypots
CDNSs, Peer to peer and overlay networks
Wireless networking

Sensor networking

Network measurements

Network security

Network models
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Advanced Computer Networks

What Do You Need To Do?
A research-oriented class project

= Paper Reviews
= | ead one class discussion
= 2-3 design assignments
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Advanced Computer Networks

Paper Reviews
Goal: synthesize main ideas and concepts in the
papers
= Length of your report: no more than half page per
paper
= Content of your report:
- Main points intended by the author
- Points you particularly liked/disliked
- Other comments (such as answering questions
asked...)
= Submission:
- Submit each review via on lecture day in class
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Advanced Computer Networks

Grading:

e 40% for Projects |, Il and lli

¢ 45% for Final exam
® 15% for Homework and paper reviews.
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Advanced Computer Networks

Self Introduction:

who is your lecturer?
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Advanced Computer Networks

Student introduction
. Please introduce yourself: name,
standing, research area if any?
= Say a few words about what you think

you would like to learn about computer
networks

= Or what you think are “unsolved”
problems in computer networks
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ACN Lecture 1
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Focus of the course (2)

Three “networking” topics:

st tems dﬁ’3
Networking )M
Communications 3\6”)5

* We’'re in the middle
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Why learn about the Internet?

1. Curiosity »
2. Impact on our world »
3. Job prospects!
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From this experimental network ...
ARPANET ~1970

' SRI UTAH MIT SRI UTAH ILLINDIS MIT LINCOLN CASE
Sl UTAH b, () L= Or ) O O
UCSB UGSB OSDC UCSB QO sbC QCARN
STA
) O O - - > O O o 0
UCLA UGLA RAND BBM UCLA RAND BBM HARVARD BURROUGHS
(a) Dec. 1965. (b) July 1970. (c) March 1971.
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To this!
Internet ~2005

* An everyday institution
used at work, home,
and on-the-go

* Visualization contains
millions of links
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Internet — Societal Impact

* An enabler of societal change

_

— Easy access to knowledge - WIKIPEDIA

PayPal

— Personal relationships match.com §§

— Electronic commerce

— Discussion without censorship T&'
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Internet — Economic impact

* An engine of economic growth
— Advertising-sponsored search

'II!

— “Long tai

— Online marketplaces

— Crowdsourcing

9/20/2015
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The Main Point (2)

1.

ff\To learn the fundamentals of

computer networks

— What hard problems must they
solve?

— What design strategies have
proven valuable?
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Why learn the Fundamentals?

1. Apply to all computer
networks

2. Intellectual interest »
3. Change / reinvention »
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Fundamentals — Intellectual Interest
X Example key problem: Reliability!
— Any part of the Internet might fail
— Messages might be corrupted
— S0 how do we provide reliability?

* Reliability solutions

— Codes to detect/correct errors
— Routing around failures ...
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Fundamentals — Intellectual Interest
§ Example key problem: Reliability!
— Any part of the Internet might fail
— Messages might be corrupted
~=250 how do we provide reliability?

'&Reliability solutions
— Codes to detect/correct errors
— Routing around failures ...
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Fundamentals — Intellectual Interest (2)

Key problem Example solutions

Reliability despite Codes for error detection/correction (§3.2, 3.3)
failures Routing around failures (§5.2)

Network growth Addressing (§5.6) and naming (§7.1)

and evolution Protocol layering (§1.3)

Allocation of resources | Multiple access (§4.2)

like bandwidth Congestion control (§5.3, 6.3)

Security against Confidentiality of messages (§8.2, 8.6)

various threats Authentication of communicating parties (§8.7)

9/20/2015 Hajrasouliha_2015 20



| - Fundamentals — Reinvention

-QThe Internet is constantly being re-invented!

— Growth over time and technology trends drive

upheavals in Internet design and usage »
N " ..
-“E‘Today’s Internet is different from yesterday’s

— And tomorrow’s will be different again
— But the fundamentals remain the same
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Fundamentals — Reinvention (2)

Internet Domain Survey Host Count

* Atleast a billion "7
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Fundamentals — Reinvention (2)

* At least a billion
Internet hosts
and growing ...

9/20/2015
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Fundamentals — Reinvention (3)

* Examples of upheavals in the past 1-2 decades

Growth / Tech Driver | Upheaval
= | Emergence of the web | Content Distribution Networks

Digital songs/videos Peer-to-peerfile sharing

Falling cost/bit Voice-over-IP calling

Many Internet hosts IPvE

Wireless advances Mobile devices

And now today talk is about loT
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Advanced Computer Networks

Who is Who in the Internet ?
* Internet Engineering Task Force (IETF): The IETF is the
protocol engineering and development arm of the Internet.
Subdivided into many working groups, which specify RFCs or
Request For Comments.
* |RTF (Internet Research Task Force): The Internet
Research Task Force is a composed of a number of focused,
long-term and small Research Groups.
= |nternet Architecture Board (IAB): The IAB iIs responsible
for defining the overall architecture of the Internet, providing
guidance and broad direction to the IETF.
= The Internet Engineering Steering Group (IESG): The
IESG is responsible for technical management of IETF activities
and the Internet standards process. Standards. Composed of the
Area Directors of the IETF working groups.
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Advanced Computer Networks

Internet Standardization Process
= All standards of the Internet are published as
RFC (Request for Comments). But not all RFCs
are Internet Standards !
- RFCs are available @: http://www.ietf.org
= Atypical (but not only) way of standardization is:
- Internet Drafts
- RFC
- Proposed Standard
- Draft Standard (requires 2 working implementation)
- Internet Standard (declared by IAB)

= David Clark, MIT, 1992: "We reject: kings, presidents, and
voting. We believe in: rough consensus and running code.”

9/20/2015 Hajirasouliha H 26



Advanced Computer Networks
Internet Physical Infrastructure

= Residential
Access

- Modem
- DSL

- Cable
modem

- Satellite

9/20/2015

« Enterprise/l'SP access, =  Campus network

Backbone transmission - Ethernet, ATM
- T1T3, DS-1DS-3 - Internet Service Providers

- 0C3, 0C-12 - access, regional,
- ATM vs. SONET, vs. backbone
WDM

- Point of Presence (FOP)

- Network Access Point
(NAP)
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Uses of Networks:

» To built effective Computer Nets. We need to study
USES of NETSs.

> Uses of Networks are: At Home, Work, Mobile.

» Uses of Nets. Tells us Why we need to built networks.

» S0 we can say nets. Are for:

1)User Communications.

2)Resource Sharing.

3)Content Delivery.

4)Computer Communications.

5)Connecting Computer Systems to Physical World.
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Example Uses of Networks

" What do these uses
_ tell us about why we
build networks?
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H1 For User Communication

* From the telephone onwards:
— VolP (voice-over-IP)
— Video conferencing
— Instant messaging
— Social networking

—>Enables remote communication
— Need low latency for interactivity
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#2 For Resource Sharing

* Many users may access the
same underlying resource

— E.g., 3D printer, search index,
machines in the cloud

— More cost effective than dedicated
resources per user

— Even network links are shared via
statistical multiplexing »

9/20/2015 Hajrasouliha_2015
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Statistical Multiplexing

* Sharing of network bandwidth
between users according to the
statistics of their demand

— (Multiplexing just means sharing)

— Useful because users are mostly idle
and their traffic is bursty

* Key question:
— How much does it help?
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L

Statistical Multiplexing (2)

Example: Users in an ISP network
— Network has 100 Mbps (units of bandwidth)
— Each user subscribes to 5 Mbps, for videos 100 ISP
— But a user is active only 50% of the time ...

How many users can the ISP support?
— With dedicated bandwidth for each user:

— Probability all bandwidth is used:
(assuming independent users)

9/20/2015 Hajrasouliha_2015
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Statistical Multiplexing (2)

*  Example: Users in an ISP network
— Network has 100 Mbps (units of bandwidth)

— Each user subscribes to 5 Mbps, for videos Ql_> @
ufers

N
ke

[#]
(I CE
A A

|

— But a user is active only 50% of the time ...

‘C

*  How many users can the ISP support? \8D

7 740 |

o
/
— Probability all bandwidthis used: 1. » L . -r) O
(assuming independentusers) L& .l ” (1' lﬁt

—= With dedicated bandwidth for each user:

W
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Binomial Distribution:
n

Probof(n=k) = (k) p* (1 —p)nk

n= number of intended users. p=probability of using all the

assigned BW by a user.
k = number of active users. -

*The combination of 10 n) n= 5;5

users out of 35.
~ 1 K K=lo

K

*Probability of k active users _>? = |b}(

*Probability that (n-k) user
are NOT active

> (! "‘l’)h_Ke- (n=X)
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Probof(n=k) = G:’) p* (1 —p)nk

With:

»n=35

»k=10

»Pk=10%

Then:

P(n=k)=0.0004

The probability of 10 users being active.
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Statistical Multiplexing (3)

*  With 30 independent users, Binomial Calculator
still unlikely (2% chance) to Prob
need more than 100 Mbps! e
— Binomial probabilities Gi}f
0.08
— Can serve more users with i ‘ '
the same size network L J|‘ hl .
— Statistical multiplexing gain is 0 10 ; 20 30
30/20 or 1.5X
— But may get unlucky; users n= [30 p=[os

will have degraded service Prob. Xis atmost v |20 =09786. Compute! |
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Statistical Multiplexing (3)

» With 30 independent users, Binomial Calculator
still unlikely (2% chance) to Probtd ‘fL
need more than 100 Mbps! ngf \2
— Binomial probabilities 2 ) 1P 3
& 0.08 \ 1 ‘:!f vf’
— Can serve more users with o LY.
the same size network i ll‘ II -
— Statistical multiplexing gain is c i = "
.iQ/Z_Q_. @ - - WS
™ gyt may get unlucky; users i B0
will have degraded service Prob.Xis atmost v [20  =08785. Compute! |
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#3 For Content Delivery
N

Same content is delivered to
many users

— Videos (large), songs, apps and
upgrades, web pages, ...

—More efficient than sending a
copy all the way to each user

— Uses replicas in the network »

9/20/2015 Hajrasouliha_2015
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Content Delivery (2)

» Sending content from the source to
4 users takes 4 x 3 =12 “network
hops” in the example

S v
o _—
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Content Delivery (2)

* Sending content from the source to
4 users takes 4 x 3 =12 “network
hops” in the example

Source

EM —— UsFr
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Content Delivery (3)

But sending content via replicas _

takes only 4 + 2 = 6 “network hops”

9/20/2015

==/

Replica
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Content Delivery (3)

« But sending content via replicas _
takes only 4 + 2 = 6 “network hops”

9/20/2015 Hajrasouliha_2015
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H4

For Computer Communication
\

* To let computers interact with
other computers

— E.g., e-commerce, reservations

— Enables automated information
processing across different parties
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H5

To Connect Computers to the Physical World

* For gathering sensor data, and for
manipulating the world

— E.g., webcams, location on mobile
phones, door locks, ...

* This is a rich, emerging usage
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#6 network value
The Value of Connectivity

Bob Metcalfe

* “Metcalfe’s Law” ~1980:

— The value of a network of N nodes
is proportional to N2

— Large networks are relatively more
valuable than small ones

: 2000 |EEE

9/20/2015 Hajrasouliha_2015 46



The Value of Connectivity (2)

* Example: both sides have 12 nodes, but the left network
has more connectivity

e ‘! "
s A\
NS o7 ¥a T
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Wk AN
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The Value of Connectivity (2)

* Example: both sides have 12 nodes, but the left network
has more connectivity
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Advanced Computer Networks

End of
L.ecture 1
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