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Il Microsoft ISA Server 2004 Setup §

I'/ M»cr-osoﬂ
A" Windows Server System

=10l

oS SIS Install ISA Server 2004 «s 55 s, »

Db ol aw S U

Microsoft .

Internet Security &
Acceleration Server2004

Enterprise Edition

Read Release Notes Install ISA Server 2004

Read Getting Started Guide Run Migration Wizard

Read Migration Guide Exit

@ 2004 Microsoft Carporation. All rights resenved. Microsoft

i‘.“!;'- Microsoft ISA Server 2004 - Installation Wizard ﬂ

Welcome to the Installation Wizard for
Microsoft ISA Server 2004

Microsoft d
Internet Security &
Acceleration Server 204

The Installation Wizard will install Microsaft IS4 Server 2004 on
yaur computer,

WARMING: This program is protected by copyright law and
international treaties,

To continue, click Mext,

= Back Cancel
{& Microsoft 1SA Server 2004 - Installation Wizard x|
License Agreement
Please read the following license agreement carefully, /‘ ‘ . ‘ ‘, ‘ o L’ ..*‘ o L’ - 2 ‘
Plgoxle=1y )58 ey asl 39165 b S (] jo
- DS ol el A s pds RN
END-TTZEE LICENSE AGREEMENT FORE MICEOSOFT :I - ’ 2 J5 ; Rt D O

SOFTWARE
WSS Gl ) mg0 A W pdy (e o2 S
MICROSOFT INTERNET SECURITY
AND ACCELERATION SERVER 2004 WS S5 NEXT> (69,5 5
EFntarnrica FAitinn hd

¢ T accept the kerms in the license agreement:

1 do not accept the kerms in the license agresment

< Back I Next = I Cancel




]'E Microsoft ISA Server 2004 - Installation Yiz3 x|

Customer Information
Flease enter wour customer details,

User Mame:

b DS 0)lg 1) Jyaze joue 5o ol pen 4 138l o 5
Organization:

|samancd. bk

AsS SUSNEXT> (64,5

Product Serial Mumber:

< Back | Mext = | Cancel |

& Microsoft ISA Server 2004 - Installation Wiza x|

Setup Scenarios

Select the scenario that best describes this installation, 45 Q)L) ‘)5?3 g;ql_.m LSLQ d_._,; Caomnd U"‘ )Q

(+" Install ISA Seryer services: r(,.._dbo < ).w | B (obf SR

The computer will be an 154 Server arraw member running 154 Server services,

(" Install Configuration Storage server

The computer will skore the configuration used by IS4 Server arrays, [SA Server array 4 ‘33-*:-’ <P m—*—b-*-' )—’9—*—*&4[5 Jj‘ M; )Q -
computers will connect to this server ko retrieve the configuration,
o 0 a5 ISA Server Sy

(" Install both ISA Server services and Configuration Storage server
The camputer will be an 154 Server array member and used to store the enterprise .
configuration. u.)‘ )0 ‘) > 09y g «))‘Q )‘)3 Array
(" Install ISA Server Management
The computer will be used to remotely manage the 134 Server enterprise, A..S <? ‘)—’>‘ Cownd

= = Lo Gk 3l & oledas Cwod ol o -Y

o oslaiul ISA Server s Array
g Mg oo hale yo,w pl 4 ISA ServerArray & aise jaaelS a0l o 05l oo (5,05 04
gl oo Gy 1) Olesdass

o ISA Server Array gac po SoonlS Ol (pl b oS Gl 1) 90,0 auley o o ol o =Y
o) Sleadats 51 asS (6,105 Wilgs o o g g

S S e |y ISA Server aslgn je0 ol 5l as” cuils les 1) Sl cpl asS Ol |y caand ol ST1-F

(Install ISA Server Services).,uS o bl ], (5,8 (i 4 ¥ b Cwond plyo
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& Microsoft 1SA Server 2004 - Installation Wizard

Component Selection

The selected Features will be installed.

Click on an icon in the list to view oF modify how & Feature is installed,

Feature Description

Creates a network share
W\Servertameimspcnt, For
centralized installation of the

IS4 Server

I5A Server Managemenkt
Firewall Client Installation Share
""".' =) This feature will be installed on local hard drive,

=03 This Feature, and all subfeatures, will be installed on local hard drive.

an

¥ This feature will not be available,

Install bo:

Change. . |

I Mexk = I

Help I Space | < Back Cancel

]ﬁ Microsoft ISA Server 2004 - Installation Wizard

Component Selection

The selected Features will be installed,

Click on an icon in the list to wigw or modify how a Feature is installed,

—Feature Descripkion
Stores the enterprise
configuration For ISA Server
arrays.

ISA Server

IS4 Server Management
Firewall Client Installation Share
Message Screener
onfiguration Storage server

This Feature requires 63 MB on
vour hard drive,

Install ko

C:\Program FilesiMicrosoft 158 Serwerl,

; Change. .. |

~h
I Mext = I

Help | Space | < Back Cancel

& Microsoft ISA Server 2004 - Installation Wizard

Enterprise Installation Dptions

Are you creating a new enterprise or replicating an existing enterprise configuration ko this
“ Caonfiguration Starage server?

* Lreate a new ISA Server enterprise

|Jse this option ko create a new IS4 Server enterprise during installation, This
computer will become a Configuration Storage server that arravs can use,

™ Create a replica of the enterprise configuration

IJse this option ko copy the enterprise configuration settings stored on a
Configuration Storage server to this computer, This option enhances Faulk kolerance
by providing a replica of the enterprise configuration. 154 Server arravs can also
use this Configuration Storage server,

.

I Mexk = I

< Back Cancel
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35S e |y SMTP gy T 51 3 b
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Loadly oo b and ase Bl 5l o

Sk 033 e Change g, » SIS

S o5 1) ISA Server

DS SIS NEXT> (9, 5
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i'é'- Microsoft ISA Server 2004 - Installation Wizard

New Enterprise Warning

This computer will be configured as a new Configuration Skorage server,

Do oo g9, Ul SO L e ol o

S aplys o bl a5 WS o led 4 aS

For the most effective deplovment, we recommend that vou create a single
enterprise in wour organization. Arrays are only managed through the
enkerprise ko which they belong. Creating mulkiple enterprises makes it difficulk
to centrally manage all the array computers in your organization,

A\

If an enterprise is already defined on a different Configuration Storage server,
click 'Back! and select the 'Create a replica of the enterprise configuration'
opkion,

IF this is the First Configuration Storage server in vour organization, click 'Next'
ko conkinue,

CSS L osS e W ISA Server
Configuration R oY-JNIP CRVRCS
» ab ks a5 cwl Storage Server

oS S Next (s,

N

< Back

{ii Microsoft ISA Server 2004 - Installation Wizard

Internal Network

Specify the address ranges you wank included in the 134 Server Inkernal
network,

Cancel |

x| Sl o5 1P, Wb cwnd ol o

Add g, p oS 8)lg 1, 0g5 LS

N

Click &dd ko specify the Internal network address ranges and Enterprise
riekwiorks,

Internal Metwork Address Ranges (From-To):

@ For details, see the Getting Started Guide.

< Back | [k = I Cancel

These are the IP address ranges included in this network. \

Start Address | End Address |

Edit, ..

Remove

Specify the range of IP addresses:

Start address:

S s Add Range... g9, » S5 ool yo

X

End address:

Add Adapter. ..

Add Private

[ 192 .

|
|
|

168 . 1 . 1 |192.168.1 50

| OK I Cancel |

OK

[« |

Cancel

S9) 2 9% 3)lg 1y 095 IP ) Cod ()l jo
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{& Microsoft ISA Server 2004 - Installation Wizard x|

Internal Network

Specify the address ranges wou want included in the 134 Server Internal
network,

Click Change to edit or add addresses and Enterprise networks for the
Internal network,

Change. ., |

Internal Metwork Address Fanges (From-To):

-

192.168.1.1-192,168.1.50

@ For details, see the Getting Started Guide,

« Back

\

Cancel |

{5 Microsoft ISA Server 2004 - Installation Wizard x|

Firewall Client Connection Settings

Flease werify the connection settings For Firewall clients For 154 Server 2004,

Firewall Client for ISA Server 2004 uses a protocal that encrypts the channel between
the Firewall client and ISA Server.

Firewall clients running earlier versions of the Firewall Client software, or installed on
computers running on Windows 95 SE, Windows ME, or Windows MT 4.0 are alsa
supported, However, encryption will not be used for these connections,

[ allow non-encrypted Firewall client connections:

MOTE: We recommend that vou deploy Firewall Client For 158 Server 2004 as it includes
new security Features,

I Mexk = I

< Back Cancel

{i Microsoft ISA Server 2004 - Installation Wizard |

Services Warning

During installation, some services running locally on this computer mayw be
restarted or disabled,

Services that will be restarted during inskallation:

SNMP Service

FTP Publishing Service

Metwiork Mews Transfer Protocol (MMTR)
115 Admin Service

World Wide ‘Web Publishing Service

Services that will be disabled during installation:

Internet Connection Firewall (ICF) f Internet Connection Sharing (ICS)
IP Metwork Address Translation

x

< Back

Cancel |
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i'él' Microsoft ISA Server 2004 - Installation Wizard

Ready to Install the Program

The wizard is ready to beqin installation,

SUS Install g9, o pl jo Wb Y

Click Install ko begin the installation.

IF you want to review or change any of vour installation settings, click Back. Click Cancel to

exit the wizard,

o9% 5kl ISA Server 2004 Coas b osS

< Back

Cancel |

i'..-_% Microsoft ISA Server 2004 - Installation Wizard

Installing Microsoft ISA Server 2004

The program Features you selected are being installed.

=101 x|

Jsb (Ao

Status:

Stopping SMTP Message Screener related services, ..

Please wait while the Installation Wizard installs Microsoft IS4 Server 2004,
This may take several minutes,

Lo...;)lmfsawﬂpwoﬁwww B

[ ] ]

S SIS Finish g, 0 ceas LG 5l o

cwas ISA Server iy absd ol B e

Qgp 2 o & ISA Server sl>l ol

Start>>> All Program >>> Microsoft ISA
Server >>> ISA Server Management

<<<gp9, S &b

= Back [dext =
Administrator
\g Manage Your Server :,g My Computer
M command Prompt D Control Panel D
L S| (7] Adrninistrative Tools »
Windows Explorer
—N o
— = Printers and Faxes
—5\ Motepad
| g!) Help and Suppart
‘ 154 Server Mananemenk ) P
& Windows Catalog
‘“ Windows Update
[T Accessories »
) ADAM 3 /
™) Administrative Tools — » m
5 SO () 1S4 Server Management
@ Skartup 3 f I5A Server Performance Monitar
& Intermet Explorer
L‘E,I Cutlook Express
All Brograms . Remote Assistance
Log OFF @ Shut Down
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File Action Wiew Help

=10l

o lme®

| ) Microsoft Internet Security and Acceler

K — |

/ Welcome \

&

/ Tasks -

Tasks /

a Connect to Configuration
Storage Server

| v

Welcome to Microsoft Internet
Security and Acceleration
Server 2004

IS4 Server 2004 is an extensible firewall solution,
Designed ko support multi-network environments, 154
Server 2004 provides highly integrated virtual private
networking capabilities, extensible user authentication
models, comprehensive monitoring and alert
notifications, as well as remote management. options,

Related Tasks

@ Open the Microsoft Internet

A Security and Acceleration
Server 2004 Online Help

@ Read about securing your 154
Server

Read the Getting Started Guide K

Use the Getting Started Guide to learn about U
deployving your ISA Server,

Read about securing your ISA Server

Learn about best practices For keeping your IS4
Server compuker secure,

Visit the Microsoft Internet Security and
Acceleration Server 2004 Web site
Get the latest product updates and customer

support information located on the 1S4 Server Web
site,

El

|D0ne

Configuration Storage Server Connection Wizard ﬂ

Microsoft i
Internet Security &
Acceleration Serverzoo4

Welcome to the Connection
Wizard

This wizard helps wou connect ISA Server Management to
the enterprise, by connecting to a specific Configuration
Storage server, The Configuration Storage server
contains the configuration information For all the arrawvs in
this enterprise.

Mext = | Cancel |

Configuration Storage Server Connection Wizard ﬂ

Configuration Storage Server Location

specify the Configuration Storage server wou will connect to For managing the
I534 Server 2004 enterprise,

ISA

&ecify the location of the Configuration Storage server:
-

Select this option if the Configuration Storage server is running on khis compuket,

" On remote computer (remote management)
Emter the Fully gualified demain name (FODT:

hoke that For monitoring array servers, the IP address of this computer must
! be added to the Remoke Management Computers computer set,

Browse.,.. |

/

I Mext = I

< Back Cancel I

ales

Ll 158 o5 a0 &S jghailen
pra ) bl Hopme Wb g ond
28 ol Gl oS a5

Y

Connect to Configration
Storage Server
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Configuration Storage Server Connection Wizard

Array Connection Credentials

Specify if the same ar different credentials should be used ko connect ta the 1SA

Server array members,

IS4 Server Management requires additional monitoring information from the array members,

Specify the credentials that will be used when connecting ta the array.

Caonneck ta the array of ISA Server compukers using:

' The same credentials used ko connect to the Configuration Storage server!

" Different credertials

x| aS &S o o,lil geoge pl a4 ISSG oyl

< Jg‘ d.u)f o CSS )‘ oolawl LS‘)"

aS Lol ISA Server 5o CSS 5l alss

a3 sl g e by a5 e

DB e 43 1y (6,550 CSS pg0

= Back I Mexk = I

Cancel

B 154 Server 2004 Enterprise Edition

Eile

fction  Wiew  Help

IOl x|

&

<]

E@ Arrays

=2 I=RIENIONIC
E I urity and
Enterprise
- Eﬁ Enterprise Policies
- BZ Default Policy
=l Enterprise Networks
<1 Enterprise Add-ins

Ela SAMANCD-F252C1C

£ Manitoring

L4 Firewall Policy (SAMANCD-F
i3 Wirtual Private Metwarks (W
4% Configuration

: |j Servers

el Metworks

rtg Cache

3 ndd-ins

e[ General

<

Microsoft:
Internet Security &
Accelerat;

ion Serverzo04

Enterprise Edition

/ Welcome \

Configuration Storage Server: samancd-F2sjcjc

/ Tasks " Help \

Welcome to Microsoft Internet
Security and Acceleration
Server 2004

ISA Server 2004 is an extensible firewall solution,
Designed to support multi-network environments, 158
Server 2004 provides highly integrated wirtual private
retwarking capabilities, extensible user authentication
models, comprehensive monitoring and alert
notifications, as well as remote management options,

Read the Getting Started Guide

Use the Getting Started Guide to learn about
deploying vour 154 Server,

Read about securing your ISA Server

Learn about best practices for keeping wour 154
Server computer secure.

Visit the Microsoft Internet Security and
Acceleration Server 2004 Web site

Get the latest product updates and customer
support information located on the IS8 Server Web
site.

Tasks

E] Connect to Configuration
Skorage Server

E] Disconnect from Enterprise

Related Tasks

M @ Export (Back Up)

| Configuration

l:-:)) Import (Restore)
Configuration

@ Open the Microsaft Internet

Security and Acceleration
Server 2004 Online Help

@ Read sbout securing your I54
Server

|Done
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Enterprise Edition

E}‘; ?;:;Zir:;;t: Netwarks (V¥ @ Conneckivity =) 1 Alerts #)
[ servers Group Type_~ | Status o Lakest = | Alert | severity [ Me
E Active Direckory nok configured (i 7fE/2011 ... Configuration error Warning 1
..... DHCP not configured _:‘_\'?,1'8,1'2011 .o ISA Server comp,.. Warning 1
""" DMS not configured |i) 7fafz011 ... Service started Information 3
Cthers not configured

1] |
@ Services

| | »

1<
Service | Skatus
1, Sessions D)
Firewwall Started
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@ Reports
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Refresh

] Refresh row
£ Automatic Refresh Rate:

Medium = l
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Low
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B Enterprise

& A P ion Serverz004 samancd-F2sjcic F25ICIC
T Arrays [T
= SAMAMNCD-F253C3C

| Monitoring i Dashboard Y alerts ‘ Sessions \( Services \{Configuration \( Reparts / Tasks \ (Help A

Firewsall Palicy (SAMANCD-F
Alert | Latest = | Skatus | Cateq

Microsoft .
Internet Spcurlty& Configuration Storage Server: Monitoring SAMANCD-

Olye 4 oly e

4 Mirtual Private Metworks (YF L0 | .
# Configuration i# 1\ Configuration er... 7f8f2011 5:25:27 PM Mew Firewall Ref h f 5% W )'ﬂ“u
E 2rres *
L Servers
EE ks I ISA Server com... 7f5(2011 5:25:40 PM Mew Firewsall
-.__5_. Metvaor #] Refresh Mow
"'&) Cache i) Service started FlEiz011 52543 PM e Firewall

3 Addiins #] Automatic Refresh Rate: 3 3 (}%‘)’.’.5 3 4:9[..:3‘ ‘)

[ General IMedium 'I

Alerts Tasks o *5*-‘-*5 B>
W Reset Selecked Alerts
i ﬂ Acknowledge Selected Alerks A 'E) Al e rt

ff' Configure alert Definitions

2l | |
Alert Information
Description: An error occurred while reading configuration inFormation.

Slp <5 ol o

. I o ;
| | | b Ql Sloudass

26| aS , enS IS o, con Tasks o5 s,

Alert Definitions I

p JSS bSOl | YU S8, ead asuin
I Alert | Category - xr) - : J B J

|¢3 Access to Configuration Storage se...  Other .
& Account name resolution Failed Other Oguw )—QLB
&) Alert action Failure Firewall Service =
_ﬂ. Application filker nat regiskered, Security
I:a Array member skatus verification Fai...  Firewall Service
L) Array member status werification su...  Firewall Service
_ﬂ. Array-level policy rule was deleted CQither
A\ Cache container initialization errar Cache - . .. - . . .
1) Cache container recavery complete Cache ol )’QLb )‘Ja" ‘))5'9 JS"'” "\"'“5 Cn odalie a5 )3"2'&""Q
A\ Cache file resize Failure Cache .
M\ Cache initialization Failure Cache Add ) Ed't ) Remove ) Lng 4\.«50 Lg)b 45
1) Cache restoration completed Cache
! Cache write error Cache . - 3 -
O(i' cached object discarded Cache LS‘)‘Q )Ols ‘J?b )0 M ¢ ML’ <* RefreSh
A Companent load Failure Firewall Service X s Al t Cat ‘
! Configuration Agent removed overl,..  Other dnld] 4O 0 1 £ er ategor POIAN PO S
M 1\ Configuration Ag overl... O - ) € 9 , gory ke s vz
1| | b

Add.. | Edit, .. | Remave | Refresh | 'Q; M‘? —x Lefd‘ SS9y e

(04 I Cancel | Anpliy |
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Alerts Properties

Alert Definitions |

| Categar :I

Firewall Service

| Alert
Report Summary Generation Failure

Firewall Service
Cther
Cther
Routing
Routing
Firessall Service

Resource allacation Failure

Revert ko last known configuration ...
Revert ko last known configuration ...
Routing (chaining) Failure

SXIX1X

Routing (chaining) recovery

RPC Filter - Bind Failure

RPC Filter - connectivity changed
Server Publishing Failure

Firewsall Service
Firewsall Service
Firewsall Service
Firewall Service
Firewall Service J

Firewall Service

Server publishing is not applicable,
Server Publishing Recovery
Service Initialization Failure
Service nok responding

Service shubdown Firewall Service

Service started Firewall Service

=

IHEEEEEOREEEEEEEE

Ay Slow connectivity Firewall Service
iy S, _ / .
Add.. | Edit... | Remove | Refresh |
Ok, I Cancel | Apply |

Routing {chaining) failure Propetties 2=

General |Events| Actinml

\g Marne:

Qes_cription 154 Server failed to route the request ta an
[optional]: upstream server,

Categony: I Routing j
Severity: IWarning ﬂ
¥ Enable

Apply |

21X

Cancel |

x|

Routing {chaining} failure Properties

General Events I Actions I

Ewent:

Fouting [chaining] failure

Description: The 154 Server Failled to route the request to an

upstream or member serer.

Additional cenditien: I

I7]
|<.-’-‘m_l,J> j

Specify how many times the event should occur before the alert iz tiggered:

By server

[ Mumber of occurences: I
[~ Mumber of events per second: I

Each subzequent time the thresholds are met, tigger the alert;
% Immediately

" Only if the alert was marually reset

€ IF time since last execution is more than

o |

I— minutes

Apply

Cancel |

olis bads |y idu ool Slawdas aSol (6l Cod (] o
SRl 5 ms ol 03,5 kil elgis @y 1, b Sy aemo
DS SIS EBdit 455 g9, 0 BU S

g Alert o1 cul 0l oo L General cuud o
Caomd 10 0B yusS g duiem | o 4 bgspo Sileisgs
9. aS asine |y Alert g4 ol o Category

DS ascie | sl o ally o Severity cud

Jus e Alert -l o lop 1) Enable 05 S 51

aa.w T
S SIS Events s pe0 5 (59,

S asie |y aly go5 EVENT a8 0 caond ol o
pled b oS bl 1) 0550 9,0 By Server au 5 5o
Number s .au85 obsl |, ANy a0 5 S b g,
oS o0 i |, o Event slaas of occurrences
A3 )0 5 Ay g szl alse 4 o5 ol 5l L3
l, a5 9,90 ,k; Number of events per second
Wil go Bl S a0 5 4l Bk oS o et
&S Sloj b ogi ools iules gy ol oolel pl a5 Sloj
mols (oo 43S oyl 50 g Al ey s g0 4y

L4285 Ve )LAMW‘) L=l by lesgs



YA

il Routing {chaining) Failure Properties

! Generall Events ."-‘Actionsl

T - Test |
SMTP zerver I Browse, . |
From: I
To I
Cc: I

Fiun a program

HBrowsze,.. |
Setdeeaunt... |

|Jze this account:

¥ Report to Windows event log

[~ Stop selected services

Select.. |
Select.. |

[~ Start selected services

o |

Cancel | Ao

Alerts Properties

Alert Definitions |

| Blert

| Cakeqgaory ;I

Repart Surimary Generation Failure Firewall Service

Resource allocation Failure Firewall Service

(XTXTX

Rewert ta last known configuration ... Other
1) Rewvert to last known configuration .., Other
_:'j., R.outing (chaining) Failure Routing
1) Routing {chaining) recovery R oukinig

Firewall Service
Firewall Service
Firewall Service
Firewall Service

RPC Filker - Bind Failure

RPC Filker - connectivity changed
Server Publishing Failure

Server publishing is not applicable,
! Server Publishing Recovery
Service Initialization Failure

Firewall Service
Firewall Service
Firewall Service

Seryice not responding
Service shutdown
Service started

IHHERNEEDOEEEREENEEEE

\

Remove | Refresh

Firewall Service
Firewall Service |

Slow connectiviey Firewall SEMEE_ILI
I . | _ o

21

2|

oK | Cancel | Apply

MNew Alert Wizard

wWelcome to the New Alert

Miczsotty Configuration Wizard

Internet Security &
Acceleration Server2004

Usge thiz wizard to define a new alert for a specified event
atd condition, and to configure the actions that will occur

when the event and caondition trigger the alert.

Alert name:

IMsg

--- Mote: If an event and its condition are already defined, use

-- the alert properties page to configure an alert action,

To continue, click Nest.

S SIS Actions s sy, g

ab ol Alert a5 Sboj auly o et Caond ol 5o

& 1y ool bl ply Mie aups plil ) Joe SO ol 5l o

oS Jlo )l 9> Joe

o9 Lzl Alert sl 5l asy o )l530 o b

S5 jeding Oy o b Alert I wily o eizen
i obwl Alert & by 5 b 5 0 oS L3S

D9 [l b g aBg5 mng

95 2 oS Sl plesgs Alert S palys o V>

< Back Hest »

e ol 5 IS5 b oS e SIS Add

K9y » ST J.:.ZSQ)‘ﬁ ‘) Alert ‘-g.w‘ JJL0.0 JS.:;)Q

LSS SUUS NEXT>
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Mew Alert Wizard x|

Event: and Conditions
An alert iz tiggered by an event. If a condition iz alzo specified, then the event and

the condition must both occur in order to tigger the alert. A‘*‘f . )S :‘27:. o ‘) LQ Event )" S”. - '9' L}_" )O

Select the event and the condition that trigger this alert. ( J.».;S AS..K N EXT> 63) ).’

Additional candition: I j

¢ Back I Mest » I Cancel |
Mew Alert Wizard

Server
Select the server that should trigger the alert

The alert iz triggered by:

Las b g ogi >l o] Alert -l
29 SS9 2 2 9 o5 12 Gl (&9 e S

03.....’ ‘).‘>‘ Lo-w w This server: zamancd-f2zjcic j

S Sl gl an 58

< Back I Heut » I Cancel

ew Alert Wizard x|

Category and Severity . . - . . o
Alert ingtances are grouped together in the Alerts view according to categom twpe ‘) ‘>3'> Alert (_g‘s“"’ w &9" J"L’ e g)"‘ )‘>

and severity level

) 095 pla g9 b pgo an3S 10 5 0uS atin

Agzign the categony and severity level for thiz alert;

LCategaon: IElther j{/ eSS S RS
Severty: h

A8 SIS Next> (g4,

< Back I Hest » I Cancel




New Alert Wizard

x|

Actions

“When the event conditions are met, the alert iz tiggered and the selected alert
actions are automatically executed.

Specify the alert actions far this event:

¥ Send an e-mail message
¥ Fun a program
¥ Feport the event to the 'Windows event log

[ Stop selected |54 Server services

[v iStart selected 154 Server services

< Back I Mest » I Cancel |
New Alert Wizard
Sending E-mail Messages
When the alert is tiggered. an e-mail notification will be sent frarm the specified
zender to the designated recipients.
Specify the name of the Simple Mail Tranzport Protocol [SMTP] server:
SMTF server Browse... |
Type the e-mail address for the sender of the alert notification:
Eram: Isamancd2DDS@gmail.com
Type the e-mail addreszes for the recipients of the alert notification;
To Iuser2@yahoo.com
Ce Isamancd2009@gmail.com
< Back I Next = I Catcel |

New Alert Wizard

el

Running a Program
Y'ou can run the selected program with a local system account or with the account
of a specified user.

Enter the path ta the program vou want to n. Then, select the account that will run the
progran.

Program: d:hblert exe

Use this account:

" Local systern account

Pazzword: I

LConfirm pagsword; I

Browze. .. |

I Browse. .. |

< Back I Mext = I

Cancel

dgie |, ISA Server gla ugyw dusly oo Coond opl 4o

j\wawéﬂ&%qﬂs@@mcﬁlp
Sy dod Cond ol jo 0SS ol Alert sl

3,)lg 1, SMTP Server oL wb Jgl cwond ol jo
JURVP U R Sy VO IR Y] PP ICUU SR VL
IRV B VTP F-N VO IRV P\ SN O o3

A4S SIS Next> g4, 5

QT oAby S u,;)oi Aslgl oo Jol G o
$9y b g ol &S S atine wily (e g S Sl
a5 50 S 69, b ol Lol pics Lol ilST

WS ez |y ol adley o el 095

New Alert Wizard

Stopping Services
wihen the alert is tiggered, the selected |54 Server services will automnatically
stop.

Select the |54 Server services to stop when the alert is tiggered.

Services:

O Microzaft Fireweal
O Microzaft 154 Server Job Scheduler

KWL}

.

Select Al Cleardll |

Cancel

< Back I

Tdext >
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New Alert Wizard x|

Starting Services
“When the alert is triggered, the selectad 154 Server services will automatically

start. 0 ﬁ-LA-;S ‘).7‘ ‘)

ISA Server sla g w duly o Coond opl 4o

Select the |SA Server services to gtart when the alert iz tiggered.

Services: JA-ZS &A-ls NeXt> 63) >

O Microzoft Firewall
Microzoft |54 Server Job Scheduler

Select Al Clear All
< Back I Mext » I Cancel |
rTTTE— 5
I Completing the New Alert
[l Configuration Wizard . - o “
rn%muﬁty& 9 ools r:L?u‘ 4SS Sl r:Lo..a Ju..s‘y &P o U"‘ 5o
| Acceleration Server2004  ‘You have successhully complated the Mew Alert

Configuration *wizard. The new alert will hawve the following

Nn:gt ) el Finish g, » SIS L. oS cvslins |, o
Meg _
AIe&t\J;t&gtjaecr:d by the: following event: .M) GA [al.oj‘ 4-3 )ls 3 Odwu QL?U‘ Alert

Alert iz triggered by the following server:
zamancd-f2sjcjc

kh Category and Severity:
Other
e
The event will be logged in the event log.
-- E-tail meszage recipient details: -
4| Bl

To close the wizard, click Finish.

¢ Back I Firizh I Cancel |

WSS Jee g Syge w5 ol sl oS Job L Reset 1) oo sll sle Alert ouslgis

Dashtu:-ardynlerts‘(Sessions \(Services \(C-:-nfiguration \(Reports \(Connectivity \(Logging\ A.JS OM QL’)U‘ 6L® Alert )‘ LSSJ (-59) S )5‘

Alerk | Laktest = | Skatus | Cakegor: | Server _

=t Configuration er... 7/9/2011 6:36:13 PM Acknowled.,, Firewall Service sarnancd ‘A““‘S o OJ‘QL“‘A 4"")5 30 AMS w‘)
Configuration errar 7/9/2011 8:36:13 PM Acknowled. .. Firewall Service samancd

=l (1) Service starked 7902011 5:36:33 PM Mew Firewall Service samancd \ . 3 § g_)l ° ~‘ ‘) % “}f Q—" )f‘ . Ackn Owledge
Service started 71912011 8:36:12 PM Mew Firewall Service samancd

S Firewall Service samancd
Acknowledge

VICE sta Reset

g 0,5 wyy [y oo oloul olayg, aS ey

5363 PM Mew Firewall Service samancd

S A0S ST Reset (g; 0 ST g ls Joub
B> glp Ll 5l as 0gl (o el ply S

Confirm Alert Notification Reset |

o 29 .. . L] Are you sure vou wankt to reset Service started?
Dgds BA> LA 0 g0 dlaug, B e oS SIS Yes g9, )
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|/ Dashboard y Alerts Y SESSI0NS \( Services 1"( Configuration 1"( Repork:

Sessions «d

S Jie |y alitre Cledbl wulys oo el 3 ol o
Filter Definition

To define a filker and stark a new query, click Edit Filker 4—--‘-- b J.US ).o.l.d |) 39 ﬁLS lJ 9 ual} ) 6‘ °)L°*i’
Gl 0 il e Sledbl LT 5l Lads s asleny

Ackivakion | Server Mame | Session Type | Client IP = I 5
S S5 Edit Filter s, 55,15 ol
9d oo ol 5 SO

edicriter 20|

Show only entries that match these conditions:

Define the criteria used to Filker the data:

aasie S Filter By cuud jo aily o L
Coomd )0 g S Sl ol 2ls ol )
2 9 aS bl 1) wledb! 51 o Condition
3yl gl obsesl & Kww a5 Value s
Add TO (55, » amr 08 il |, il 51 %,
alol cod 4 wox pld b oS S List

S9y 2 S aslsl cand 4 Al 5l a0l

Filker by Condition Walue
Server Name j ICDntains j I samancd j
Remove | pdate | Add To Lisk I
Cancel

| L oy ok ;s b aus SIS Start Query

. Skart Quety |

s s

/Dashl:u:uard Yﬂ.lerts y SESSI0NS ‘(Services \(Cunfiguratiun \(Repnrts \(Cunnectivity \( Logging \

Filter By | Condikion | Walue |

? odlie aS )5.L=JLQ.QS

samancd

—

| Session Type | Client [P =

Server Mame Contains

Ackivation | Server Mame

| Source Metwork

Cod @ b s oS

| Client sername | Cli

ol yo ik pl a by e
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Services «é

/Dashl:u:uaru:l y Alerts YSessiDns }/Services "( Configurakion W'{Repu:urts 1"'( Conneckivity: W{Lugging \

Service = | SErver I Skakus I Service Upkime |
'2% Microsaft Data Engine samancd Furning
ﬁb Microsaft Firewall samancd Furning 0:39:29

)

Microsoft ISA Server Job Sched. .. samancd Running 0:39:41

o 2 9y 2 Sely adS L aly e Ledg o)ls )18 Lo ISA Server a by o slo ugpw Coond cpl o
A8 s g L T o

¢ Configuration <o

Dashboard y.ﬁ.lerts YSessions YServices yconﬁguratinn \(Reports \(Connectivity \(Logging \

Configuration Status

Configuration skatus monitors the configuration version on each array member, and compares it ko the version on the Configuration Storage server that 154
Server Managemeant is connecked ta,

Server Stakus Last Updated Description
ﬂ-.:arnan-:-:l SYnCe 7 011 &:41:33 PM Se configuration matches the Configuration Skarage server configuration.

ouls ploul Jai 8590 2ol g loj ;0 S Ojge 4 Lol Ky jgiile Combg a5 Cnl (pl 4 by Ceond oyl

QJJLSA)MJ.JQ)‘&LMA‘ cJ )Oszﬁjw‘



YY

ation Storage Server: samancd

¢ Reports «é

Monitoring SAMANCD

Configuration Y Reports % Connectivit \ Loggin \ o & s 1.& o Q .
y( g _p_‘ V\{ 39 g\ / Tasks b{HeIp N LSLQ)lS )| QS)‘“S w)‘; 4_', Cound U"‘

types of activities happening in your networks,

sway, on the task pane, click Generake a MNew Report,
task pane, click Create and Confiqure Report Jobs,

New Report Wizard x|

wWelcome to the New Report
Micrasafr Wizard

Internet Security &
Acceleration Serverzoo4

This wizard helps vou create a new repart, The report is
generated one time only immediately after vou finish the

wizard,

Repork name:

To schedule a recurring repart job, use the Create and
Configure Repart Jobs option,

Refresh SO oobml lp il o e il

£ Refresh Mow

£ Automatic Refresh Rate: 8 e
e =] Generate a.. (5, p Nax 55

Medium =

Reports Tasks / .)9..» ).bUa ) J&w 15 d..u.f &JS

=) Generate a Mew Report

#f Create and Configure
Report Jobs

s Customize Reports

= gf' Customize Surmary Conkent
' Customize ‘Web Usage
Conkent

;g? Customize Application Usage
Conkenk

IS 8yl 093 155 sl el SO cwend () o
S S Next> (g9, poam g

I Report

To continue, click Mext,

= Back: I Mext = I Cancel |

MNew Report Wizard x|

Report Content
A report includes the content specified here.

Coomd 0S5l Lad 355 £95 ¢ Caamd ol 4o

Select the content ko include in this report:

-

V¥ web Usage
[+ application Usage
[V Traffic and Ukilization

i Security

S9y » 39S Sl dea b (SO ¢ adl e
AuS SIS Next>

< Back. I Mext = I Cancel




Yo

New Report Wizard

Report Period
The report will be based on data collected from the skart date until the end date.

Specify the report period For the repart job:

Skark date:
| 7} 8l2011 vl
End date:

| 7l gfz011 'I

Reports are based on data from daily log summaries. Since this data is
nok wet available For koday’s date, the report end date must be a date
priar ko today’s date,

% Back I Mext = I

Cancel

New Report Wizard

Report Publishing
A published report is automatically saved in HTML format to a specified published
directory,

[~ Publish reports ko & directory

Fublished reports directory:

I Browse. ., |

Example: Yiservernameireports

I Pubilisk wsing this accounts

I Seb Account,.. |

The selected account must have permission Ea write ko kthe published reporks
direckory,

I Mext = I

< Back. Cancel

MNew Report Wizard

x|

Send E-mail Motification

After a report is generated a report notification can be sent automatically o a
specified e-mail recipient.

¥ Send e-mail notification For completed reports

SMTP server: | Serverd Browse, ., |
Erom: I samancd2009@gmail. com

To I kordig4@qgmai. com

o | farshid_babajani@yahoo, com

Message:

<Type the message For the body of the e-mail: =

[T Include & link bookhe completed repark in the message

< Back Mext = Cancel

paseies 1y 605 0055 2ol b cwnd (ol o
B ases )18 ole SO (59 2 Oulyi (o0 Do . 0uiS
0,5 bl a5 Juglie 4 bg e @bl |55 den

0,108 Hiales 4 el sl 0 1,

AsS SUST Next> (g4,

o HMl &jg0 0 Lt 5,55 cwd ol o
0,33 ISA Server asg ;0 B8 i Oee
oﬂ_">5 )i.o)w& o M‘sm ;‘405..» s

Ol Glp e g 00) 1) Sl 0y50 S5 0S
S Sl g9y p dwlgtn Wbl g wlS edtice
9 95y ooy pod S5 I ol sl ogl 1>l yas
o Oy 1y ST o1 jeue 50y 5 6,18 pL g e

a1y el obml (BT wsly oo Cend l o

Gk adle o oS Loyl 10 b oogs !
WSS oy 1y 5la5 0590 (slo a5 IS
69)).3&&342_5.«0)05%.15;5..5 Nextég)ﬁ
O ygo et 4 Ll 5,135 s SIS Finish
Al ol
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VDashbDard‘}/.ﬁ.lertsYSessiDnsYServices}(CDnFiguratiDn yREEurts‘ b “""‘5 C"""‘) """15 0w QL’U‘ u“)‘; S x» J"’"‘?" T
Report

’ M., = Feriod Start Date End Date 45*" st_? 5 § ilf V|eW Sy )lS u.wLo.a LS‘)'.’
B repor, C 71812011

L epot

Vi . .t e R =
Publish S5y 2 NS op>d K gl o L ol ol
Delete

Delete asss ;05 L ol oo « 05 SIS Publish

Refresh

S Bae ) s yge 5,155

i gloj b )l colw

el 5y S b oS okl |, Crate and Configure a5 coul, cwow 51 Reports <o ,o I8 ol sl p

Report Jobs |

Report Job | Period | \)9,.» )QLB JJ} J‘i“"’ L’ Jﬁ-;s ‘—i*-ls Add Sy »

x|
Welcome to the New Report Job
s : Wizard
Internet Security &
Acceleration Serverzoos

This wizard helps you create a new report job. A report job
generates recurring reports according to a defined schedule.

Report Job name:

Edit,.. | Remoyve | FLam Fdmy | I Report 2 Jobs|
Ok | Cancel | apply | To continue, click Mext,
x

Report Content
A report includes the content specified hara,

< Back I Mext = I Cancel |
AsS SLAS Next> sq, p Cwond pl o

Select the content to include in this report:

[V web Usage

[V application Usage

[V Traffic and Utilization

ngwml)éﬁf&)\;@wwl)o
SS SIS Next g9, p il

v Security

< Back I Mext = I Cancel
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MNew Report Job Wizard x|

Report Job Schedule
Specify the schedule determining how Frequently, and when, the report job wil

run.
\Run this report job:
oy
\‘r Weekly, on specified days:
I~ sunday I~ Manday [~ Tuesday ™ Wednesday
™ Thursday [" Eriday [" Saturday

To generate & report covering an entite week, specify one day onli.

I 1
To ensure that the repart job runs every month of the year, do not use & date

that may not exist in a month (29, 30, or 31). To generate reports covering an
entire month, set the date to 1,

" Manthly, on this date every month:

By default, reports are generated at 1:00 AM, You can modify report job by configuring
the Repott Job propetties.

< Back. I ek = I

Cancel |

New Report Wizard x|

Report Publishing

& published report is automatically saved in HTML Format to a specified published
direckoty,

I Publish reparts to a direckary:

Published reports diteckory:

I BipEEEs ., |

Example: Yiservernamelreparts

™| Publish using this acemunt;

| Seb gecount, . |

The selected account must have permission ko write to the published reports
directory,

< Back I et = I

Cancel |

New Report Job Wizard =|

Send E-mail Motification

After a report is generated a report notification can be sent automatically to a
specified e-mail recipient,

[ Send e-mail notification For completed reparts:

SMTP server:

Brawse, .. |

From:

Cc:

|
|
To: I
|

Message: <Type the message For the body of the e-mail: =

Tesk: |

™| Include a link b the completed report in the message

I Mexk = I

< Back Cancel |

G 15095 65 GBI Oloy aly (oo Sead 0l o
Sy, Sl b (Khe Ojge 4 wp g dljy, )90
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sl
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09l oo 0, ISA Server aig o o8 i
S A 03 8 e SO0 wedlgee S
Sl 5 4 e (T (sl e 5 005 ) 55 0,50
B ol slp ogd Il )i S 2T (59, 2 wpaly

03 725 9 S8 plg e 9 o) (o ]y pgo SIS

Jeal a1y 00y sloul 5,158 ausles (P Crand ol o
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S8 olg 1) Sl o500 sla any S

G9) » S axbo ;0 g oS SIS Next g, 5
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/Dashbﬂard y Alerts Y SEssi0ns 1)/Services 1)/'Ctnnfiguratian Y Reports }’rtnnnectivitx Y Logging \

Report Jobs Properties

Report Jobs |

2|

| Period

\

Run (5, &9, » 20,8 ol 1, (555 oS ol 51 o
estin 90 oly b 68 5,18 L ass SIS Now

Dgd sloul euls

!E Discard To save changes and update the configuration, click Apply,
/Dashboard Sessions YServices YCDnFiguration YRegorts ‘Connectivity \(Logging \
Repart M... Al | Period | Skart Dake | End Dake | Skatus |
| ‘_._?' Report Custarm Flafznil Flalz011 Completed

Add... | Edit... | Remaove | Run Mo |
’Tl Cancel | Sy

| ijbwwApp|Vse)ﬁ)er‘j‘w

.Q}A::J Oﬂ?‘é

Cowl 08,5 )15 4y £9,5 g 0ol sbul Hlai 090 (0155 auS o odalive ) G j0 aS jghailes

L Report Cuskam

E;F!.Eepn:nrt 2 ... Daily

7/8i2011 7/8i2011 Completed

Completed

¢ Connectivity oo

Connectivity Verification

Caonnectivity verifiers are used to monitor connectivity status between ISA Server and other servers,

To create a connectivity verifier between the I3A Server computer and a specific server, on the task pane, click

Create Mew Connectivity Werifier

“\

Jlasl ailys oo bes <5 ol jo
490~ L I, ISA Server ..

50 Oyl e 50 sle

Sgi ol o axie S b oS SIS Create New Connectivity Verifier g, 5 opl &lp
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Mew Connectivity Yerifier Wizard x|

- Welcome to the New
Internet Secutity & Connectivity Verifier Wizard

Rocareration Salver 201 KUTRRVEL I PRy Connectivity Sy !l S

This wizard helps wou create & new connectiviky verifier,
SuS SIS Next> s, 5

A connectivity verifier is used bo monitor kimely
connectivity between the I1SA Server computer and a
specific computer or URL,

--- Connectivity Yerifier name:

I Conneckivity 1

To continue, dlick Mext,

< Back I Mext = I Cancel |

x| o Iy oo Lad oif a5 glilen
¥ ] )O d.»..:‘s.: as B
Connectivity Yerification Details

Specify the compuker to monitor, the conneckivicy group to which it belongs, and L’ g_A.aLw g LJ‘“")QT Con n ectlon Deta | IS

the verification method,

Connection details )15 u.:‘ L’ M‘s.: w® 9 .AWS $)‘9 ‘) )9 g_i’ M‘

Manitor conneckivity to khis server or LURL:

bns_srv _ Bowse.. | 3 A 3y S0 Sl 5 ) Ao a0 Coll by jg e

Group bype used to categorize this connectivity verifier: IDNS j . . . oo T . e
7o slel lo by alys (oo 2T an S A
~Verification method J..MS UW ‘)

& Send an HITP "GET" request!

¢~ Send a Ping request
A5 SUsNext (s,

{~ Establish a TCP connection ko part:

Cuskarm j I 0

dx S SUUS Finish (g9, o axio o

g 0 0ddline i el SIS

Enable HTTP Connectivity Yerification |

€ Faor HTTP connectivity verification, a rule allowing HTTFE ar HTTPS ko the specified destination must be configured.
"--.'-/

Would wou like the "alow HTTPIHTTPS requests from 154 Server to selected servers For connectivity verifiers" swstem
policy rule to be enabled now?
¥ou will need ko apply the changes o the configuration.

ko Help

J.AL’ A.«.S ‘).‘>‘ ).in) LQLQ D9 S99y X 9 HTTP/HTTPS 4.’9..;: ISA Server 45 J..«.S ? O)LAAJ‘ k)"‘ CY) (DLAJ U"‘
S Apply 1) aladas « 0o,S SIS YeS (g9, p aSol 5l dw dgun audas
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Group Tvpe

"r.ﬁ.lerts Sessions ¥ Services ¥ Configuration Y Reports Y Connectivity '{Lu:u;ging"j . .
Y Y Y )4 4 osls slwl Connectivity g, ,

Method

Destination

Port

htkp: f{Dns_Sey

Properties
Delete

Export Selected
Import to Selected. ..

Disable

Connectivity 1 Properties

2l x|
General IPererties I
Ij Marmne: _onnechivity 1

Descripkion

{opkional):

Scope: Array

Iv Enabled

Ok I Cancel Al

soy 5l aS Sley oy oo Mie s plxl 595 Connectivity

o> oS ez |y Timeout leg 8,55 Jlg>  blis

Threshold

5000 msec

s awm oS cal,

a5

SsS SUSTI, Properties

w5 1y Connectivity gl ouly o lod Caond ol 5o

S pkdle o b = 9 S g QT o,b,0 (5’1'7""'4 045 g DD

RVECI | PEROFS TN BCN

Properties s & vy, = Y&

onneckivity 1 Properties

eneral  Properties |

—Werify conneckion

21|

Manitor connection ko this server

Browse... |

Group bype: DS

' Send an HTTP "GET" request
" Send a Ping request
™ Establish a TCP connection

Conneck to park:

Select the method used to werify the connection:

[

Cuskarn

= o

i~ Timeouk

Specify the timeout response threshold {msec):

Eimeaut

¥ Trigger an alert if the server response is not within the specified

I 5000

o |

Cancel Al
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tLogging wéd

/Dashbuard Y.ﬁ.lerts Yﬁessiuns YServices YCDnFiguratinn YRepDrts YCDnnectivitv YLugging 'q. / Tasks \ fHeIp '\

Filker By | Condition | Yalue |
Log Record Tyvpe  Equals Firewall or Web P... .
Logging Tasks
Log Time Live
3 Edit Filker

E,ﬁ.ctiu:un Mok Equal Conneckion Status b Start Query /
fﬁ Configure Firewall Logging

* Configure ‘Web Proccy Logain
Log Time = I Clienk IP Destination IP I Destination Port I Praotocal I Action | Fule = g b Ry

' Configure SMTP Message
Screener Logging

(%) Extport Filter Definitions
@ Import Filker Definitions

n_ . .

DS ol 4 |, SMTP ¢ Jlg e Gy I SY g S ol Slo jild oiles oo i ol 5o

Mo results found.

35 o SY (59, p sazin gl xld ally e oS Ol | Edit Filter 4538 S el Coonn Sond o
oo | SY SO SleMbl Lasd ¢ osS ol

Dgh yalls py SO B oS SAS sals ateie 435 69, 2 (5 Y Jlgpb eudass ol

20| Jlgpl pelas sl by, Wiz 3wl oo JSB cnl o

tog |Fieids |

Log storage Format: Sy r2 9 UL?U"‘ ‘) MSDE"" M)f J'MS OOL&:\M‘
{+'  MSDE Database A.«.«S &.15 OpthI’\S

Tame: ISALOG _yyyymmdd_FS_nnn.mdf
{~ 5QL Database Options. .
Store the log file in:
" Fle e
Format: * l_SF'.Logs folder _ _
in the 134 Server installation Falder)
IWSC extended log file format j

™ This Folder (enter the Full path):

Marne: ISALOG yyyymmdd_FWS_nnn.w3c Ophions. .. | .
Browse,. ., |

¥ Enable logging For this service

The specified folder musk exist on each server in the array,
If the Folder does nat exist on a server, the service will ot

If vou are logging to a remaote File or SQL database using a non-defaulk start

port, in the System Policy Editor, enable the appropriate Remoke Logging
configuration groups.

rLog file storage limits
¥ Limit katal size of log Files (GEY: Lo Y IS oz Ia_
¥ Maintain free disk space (ME): ‘>|).T clas Jolas> 512

[al'4 | Zancel | Appli |

Maintain log storage limiks b

ISA cdliss asg g0l SY pl oS ol |y Jgl an;s 31

¥ Deleting older log files as necessary  (=0993 b SY Bis

" Discarding new log entries Mo b SY i

) 3l 0525 Jore Osles (oo pgd 43S j0 Nsd (o0 0pd

¥ Delete files older than (days) 7
JE 59,V G b Y Bo>

I” | Compress og files

(6]4 I Cancel |




Firewall Logging Properties 2=

Log |Fields |

Log storage Format:

" MSDE Database

harme: I5ALOG_yyyyrmdd_FWS _nnn.mdf Cptions, ., |

{* S0l Database

2 om oS S SOl e pg0 4T (g, g e ol o

" File
Format: \.)\MS ;i:.lfoption S99y
IWSC extended lag File Farmat j

Marme: ISALOGE_yyyymmdd_FWS _nnn.w3c Cptions, ., |

[V Enable logging Far this service

If you are logging ko a remate file or SQL database using a non-default
paort, in the System Policy Editor, enable the appropriate Remote Logging
configuration groups,

QK | Cancel | Apply

Database Connection Parameters

SEryer | | Browse. .. |
Port: I 1433

Database: I

Tablz: | FirewallLog

v Force data encryption

seodg bwg wilg o ol glolid gaisd S ol gy b
Al Sl gl el

— Authentication Details

* Use Windows authentication

" Use S0 server authentication

User: I Browse. .. |

Password: I,“,“".

Test | o I Cancel

Firewall Logging Properties

Loa  |Fieids |

Log storage Format:

{~ MSDE Database

X 0l e aS ma,lo (ke 0,33 G yd £55 90 Caond (4o

Mame:; ISALOG yywyymmdd_FWS_nnn, mdF Cpkions, .. | L)"‘ 45 A.MS )‘O W)LC L: 9 J.A)L))J rg.ﬁ ‘) ).>" &_ia..’ M‘y ?

" S0l Database Cpkions. .. | Oa.w s s SY w UM JL:.‘B )..\.C 9 JL:B u.cl.: )lf

* Fila

Format:

=d |og File Format

Mame: ISALOG_yyyymmdd_FWS_nnn,w3c Optians. .. |

[ Enable logging for this service

If vou are logging to & remoke File or SCL database using a non-default

pork, in the System Policy Editor, enable the appropriate Remote Logging

configuration groups.

(04 I Cancel appl

¥
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Firewall Logging Properties

Lag Fields |

Include the selected fields in the log:

2|

Server Name

Log Date

Log Time

Transpoark

Client IP and Port
Destination IP and Port
Criginal Client IP
Source Mebwork
Destination Mekwark,
Ackion

Result Code

Rule

Protocol

1 eidirertinnal I
4

Restore Defaulks | Select all |

el &5 aes,S sl | Fields o Lo caand ol o V>

- Aigs (oo pedail Ceond (ol 5 0 o line S

Restore

.

Clear All |

o< ]

Cancel |

Apply |

Web Proxy Loggin

S bkl |, Defaults

, SMTP

o 4 g

Sl md g aib oo LS b9, 3.b MessageSS......

A5l e

Firewall Policy b ,5 3090 cuowd

ISA lo (isu o g 51 (o pide ol Yol @S cow FiTWall POlICY o)L )8 pealss (o i cnl 5o

B 154 Server 2004 Enterprise Edition

File Action Wew Help

Lol g L ol 4 asg3 aS asl o Server

=101 x|

e~ AED 00 IF

| =) Microsoft Internet Security and Acceler

Enterprise

El{_@ Arrays
=@ SAMANCD

-EE] Manitoring

Firewall Policy (SAMARNCDY

L0 Wirkual Private Mebwarks (4WF

F-5% Configuration

/ Firewall Policy '\

Microsoft:
Internet Security &

Acceleration Sefrverzooa

Enterprise Edition

Toolbox

Tasks Y Help

Order = | Polic | Ackion | Protocols

| From /' Liske

Enterprise Policy Rules Applied Before Array Firewall Policy

Firewall Policy Rules

Enterprise Policy Rules Applied After Array Firewall Policy

|_-'—| Last  Enterprise @ Dery Ejﬁ Al Traffic

'_-fﬂ All Mekw

4]

.

Configuration Storage Server: samancd Firewall Policy {SAMANCD)

Protocols

Mew - Edi...

Dielete

[ Camman Prokacals
[ Infrastructure
[ mail

[ Instant Messaging
[ Remote Terminal
[ Streaming Madia
[ wPM and IPsec
[ web

|1 User-Defined

[ Authentication
[ Server Protocals
[ all Pratacols

Users

Content Types

Schedules

Metwork Objects

erRe®
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TAB 5 aw 5l caond () 08, Jlg plo Cad s ISA Server 15581 o 5 o b oin oo o8 IS5 0 a5 jshiles
023 oo oy laisl 4] slas” e a5 Toolbox , Tasks , Help so JSCis

Protocol L ,ls: Toollbox s

oo obe slls plaS e aS 5 I8 89>y .. g PrOtocols e aie glgil 5 cpl ;0 0sS oo comlive 45 jshilen
ouplgtu  Bg a8 oLl alils dxgi oS olml was lgie SO Protocols cuwd o walss: o Y L asil

2,5 oo L5 User-Defined  acgame 13 SS9, o0l 0 ol o JSGg,0 S5

Eirewall Polic Toolbox Y Tasks Y Help
Order = | Puolic | Ackion | Prokocaols | From J Liske Protocols @
Enterprise Policy Rules Applied Before Array Firewall Policy Mew - gdit,,y gﬁ*‘la J.JJ?' JSJBJJ Q.o.}LMJ (5‘).3 ‘JSM d‘ )Q
Protocol
_ _ RPC Protocol I B ass” ol 1) las 0,90 43S IS0
Firewall Policy Rules 3 mal S o J J =
[ Instant Messaging .
|1 Remoate Terminal 05.\.0 J.QUO )J)
Enterprise Policy Rules Applied After Array Firewall Policy [ Streaming Media -

[ ¥PM and IPsec
[ web

Pl [ User-Defined
[ Authentication
[ Server Protocols
[ Al Protocals

[#]Last  Enterprise (D Deny L Al Traffic =i All Netw |

Users

®®

Content Types

e

ew Protocol Definition Wizard x|

Welcome to the New Protocol

N et SaciR TN Definition Wizard L5 251y 1y S pU ceond il 5o
Acceleration Serverzoo4 AuS s Next> (G5 51 s

Thiz wizard helps you create a new protocol definition.
Frotocol definitions gpecify the low-level protocols and port
numnbers that connections uze.

Erotocol definition name:

IF'_ht

To continue, click Mext.

¢ Back I Hewt > I Cancel
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' New Protocol Definition Wizard

i Primary Connection Information
which port number, protocal, and direction are uzed for the primary connection?

Fart Range

SeS SLUS NEeW (59, p o ol 4o

New /Edit Protocol Connection x|
Fratocol Mumber: I &

Protocol bype: TP -

| Protocol Type | Direction ) Mew... |
Edif... |
Delets |

- For protocols used in access rules, protocol direction should be outbound.

1 For server publishing rules, protocol direction must be inbound.

Help abaut creating new pratocols

¢ Back I Mext > I

Cancel |

Direction: IOutbound i l
- Port Range
ram: e To: | 5325|
 ICMP Propetties
—— | ICMP Code: |— ICHP Type: |

- o |

Cancel |

ly JS5ap g5 b ol Cemnd o Yl JSi 50

9 =9 gy Mbopgd Cod (o AS poss

A A0S 0 )lg 095 ISSgm sl ) Sl 0,90 o Bjgr b Sy b g Ceond j0 S aseine |y ISS9 5 (5999

New Protocol Definition Wizard

Primary Connection Information
‘Which part number, protocal, and direction are uzed for the primary connection?

X

Part Bange | Protocol Type | Direction [
5325 TCP Outbound
\ Edi... |
Delete |
i Far pratocals used in access miles, protocal direction should be autbound.

Far zerver publizhing rules, protacal direction rust be inbaund.

Help about creating new protocals

\

< Back | Mest > | Carcel |

New Protocol Definition Wizard

Secondary Connections
Select the settings for any secondary connections,

|

Do pouw veant bo uze zecondary connections?

" Yes

Port Range | Protocol Type | Direction |

i [0
Delete |

< Back I Hewt » I

Cancel

SS SUUS 0K (69, 0,8 ol )
Sl ooy olom! Jlas 0 g0 JSTgp Jilae S o

Rl 6N sl ISy auly o Led g
OsS SUS Next> g9, . oS adlol cud

A G Sy il (oo Led Send cnl o
Yes cund n SIS L uly o a5 oS ol
Slul pgs HASIE S5 New (g5, 5 SIS
Next> (g9, » ¢ Cos o3 Mad a5 ¢ oS
SAS Finish (g5, p o axbo j0 08 SIS
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Microsoft
Internet Security &

Acceleration Server204 Configuration Storage Server: samancd  Firewall Policy (SAMANCD) P J.Jl.a %.QO ? r:L?u‘ 45 LS’L"LQ'C ).Q )‘ J.u

Emterprise Edition

L Apply | Discard | To save changes and update the configuration, click Apply. ULO-A-B-:’ l:; J-‘-;S &A-ls AP P LY SS9

e g

Firewall Policy

Order = | Palic | Action | Protocals

Enterprise Policy Rules Applied Before Array Firewall

Toolbox W Tasks Y Help
Protocols (]
Mew - Edit,.. Delete

1 Common Prokocols
[ Infrastructure
[ Mail
[ Instant Messaging
[ Remote Terminal
1 Streaming Media
[ wPM and IPsec
[ web
= T User-Defined

U Py
Ca p,; Export Selected
[ e

Toolbox \{ Tasks W Help ds.w o)t}'é
| Fram | Liste Protocols @
Policy Mew = Edit.., Delste

2y 00 9 ol obml wax USSgpn S oo eamlin KU pl o jshiles

sl 4258 15 USER-DEFINED ac yorxe

oS bl |, PROPERTIES a5 5 0sS coly oS o SS90 (59, 52

General I Parameters I

Properties .*_
[ al

Delete

Users -OPY

Conte Help

Schedules

Metwork Objects

GIEEE

JSGg ool 0l 0 Lot Gene

<589y 2 S olg ) (Sloy
A8 SIS Parameters

P_ht Properties

General Parameters I

I.Iaf J! Mame:
==

Description
{optional):

Scope: Array

—

ral <5 ;o ceond opl jo

ol lp g ame i)

F, I Cancel Apply

JSGap b oz &g SO auls oo Lol oo 5 ol o

~ Primary Connections

Port Range | Protocol Type | Direction

| add

5325 TCP Outbound

Sl oly o b asS utd (39,5 96999 e 9 il

Edit. ..

Berove Secondary coewd o008 Bi> Ly iulpgl, L8 &ye

—Secondary Connections

Port Range | Protocol Type | Direction

5 9 auS ol 1) pgo aSSS wly . Connections

Edit. .,

, el 2l o05x JSSgy Gl w0 o2 pow Cood

Remove

— Application Filkers

[ onis Filker
O FTP access Filker

[ H.323 Filker
M oraras e

[~ Show orly selected application Filkers

e Lt

o1

Cancel | Appli
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Microsaft
Internet Security &

) \qurat : : : :Users L ,i5
Acceleration Sefverzno4 Configuration Storage Server: samancd  Firewall Policy (SAMANCD) X )

Enterprise Edition

/ Firewall Policy \

COrder - I Polic: I Action | Frotocals | From f Liske

Toolbox

Tasks W Help

Enterprise Policy Rules Applied Before Array Firewall Policy

Firewall Policy Rules

Enterprise Policy Rules Applied After Array Firewall Policy

Protocols

Usérs

©®

e

|_’—| Last  Enkerprise G Deny E:ﬂ All Traffic -_-tﬁ] Al Mebe | -

4] |

?‘g &l Users

1 Systern and Metwork Service L'{ 3 LSMJJ'M’Q }92” LQJ‘ d.e 9 M é’)‘ﬁ M

S 09,5 9 olp)l5 09,5 pl jo 9w obxl

o odalino ma JS& p0 a5 jehailes ) cul sl
ol s S B oS SIS New g9, oS

.oy:b

Content Types

Schedules

_’l Network Dbjects

ew User Set Wizard

Welcome to the New User Sets

Micrasoft : Wizard
Internet Security &
Acceleration Serverzong

Thiz wizard helps you create a new user set A user setis
a group of users, whether Windows or nonwindows [e.g.,

RaDIUS] users, defined together az a single et

When pou create Wweb publishing, protocol, and access
policy wiles, you can apply the rule to one or more user sets.

User zet name:

IUser2D1‘I

To continue, click Nest.

¥

¢ Back I MHest > I

Cancel

ew User Set Wizard

Users
Select uzers to include in the uzer zet.

MHamespace | Group | Damain

/‘

Windowes users an
RADIUS. ..
Securll, .,

P®e®

DS SUUS Next>

a8 Gl b e auS SIS ol 43S (s,

28 2 oogS g o) asly e Jdl
RVEL S =53] B R VI K - I PR U I

d groups., .

< Back

et s

Cancel
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Select Users or Groups

Select thiz object type:

ILlsers, Groups, or Buil-in zecunity pincipals

From thiz location:

Object Tvpes...

ISAMF—\N Co

Enter the object namez to zelect [examplez):

b oS SIS Advanced sy, p cwnd ol o

Sgd el py S

Locations...

K

Advanced... |

[Check Hames

Lo ]

R

Cancel |

A

lSelect Users or Groups

Select thiz object type:

IUsers, Groups, or Built-in security principals

Frarn this lacation:

Object Types... |

|SAMANED

Common Gueries |

Locations. .. |

Hame: IStarts with j I

Description: ISta[ts withj I

= | Digabled aceaumts
= | M expiting passwond

Days since last logar; I 'l

X

Search results:

Ok | Cancel

21|

Lolummng... |
-
Stop |

Find Now oS (g9, p SIS L Cwond cpl o

Oinled omdly )3 39790 slo 09 )5 g ()18 51
Bf)lswbgﬁ)ls&m‘ysoWQ}m‘saoo‘o
J..MS&_ALX»..:“)Ogjf

Select Users or Groups 2|

Select thiz object type:
DObiject Types... |

IUsers, Groups, or Built-in security principals

Mame [RDN I Folder
Administrator 5 MCD

€ sdministiators SAMANCD

€0 ANONYMOL...

mAuthenticated...

€0 Backup Oper..  SAMANCD

€REATCH

€7 CREATOR G..

L CREATOR O...

€L DIALUP

!ﬁ Everyone

6 Guest SAMANCD
- . A e

Users

Select ugers to include in the uger set,

3

New User Set Wizard

Eram this location:
ISAMANED

@ Locations... |

LCheck Names |

Enter the object names to select [examples]:
MNET'wWORE. ; SaAMANMCD \Wetwork Confiquration Operators ;

MET'wORkK SERYICE
Cancel |

o< | y
Al 4098 A s (0 YU SIS 0 &S shailen

S 0 1, TOK (g9, 52 oSS b ol ons 3L

MHamespace | Graup | D omain |
’&Windows METWORK NT AUTHORITY
?iwmdows Metwork Configurati..  BUILTIN

’&Windows METWORK SERVICE NT AUTHORITY

Add...
Hemowe |

A8 SIS Next> (s,
DS SIS Finish g, pam g

User Set S ptwdy Lo Sole ped 4 g
oS NN

< Back

Cancel |
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Toolbox \(_TasksX_Help \

ntent Types

Protocols
HSEI‘S

Mew  Edit... Delete

_,,] Application

_,] Application Data Files
_,] Audio

_,] Compressed Files
9 _,] Documents

Y _,] HTML Documents
_,] Images

| Macra Documents
_E] Texk

| viden

L WRML

Schedules

O)‘s J5| Cond B ‘) Q? Content ru.u." Jql.’ JS.»A Q"‘ O

: Content Type L ,i5

2 aS s 59>y L8 51 ole Content uuS o coslive a5 Caand ol jo
P B Sy 4 el o Lo DS S o oyl pls poubge Sy 4 plaS

L hE S lzl sl Ol (oo o 05ii b g 098 2] a5 g o5l
Sl Lzl ol 4 by g d S 1, TXT igeuy

New (5,9 » )15 ol glp ¢ oS ol wam bl S pplys o Lo Y

New Content Type Sek x|

harme: I S#

Description: Content Types

specify the file and MIME types included in the content bype set,

Available types:

| imsgejpipeg v

58 9 demngio f 0,y Slonsgi wb g0 Ceond )0 ¢ oS | Eeleed brpes:

2945 Saime 31l el Cond p age AT pos Ceand

:audiu,l'x-_mpg REemove |
image pipeg

-

SS9y 2 o J,,_,)_, |) Add w q,o)f g_,bu_,‘ 4\&_,,_,‘ )‘ KT For HTTP requests, incoming content is identified by MIME tvpe, When

sl 0 Syl i 550 CONENT WuiS o 0adline Canndd (3l 4 45 ghailan - ApPICaton

Q—‘ S99y 2 ‘) )15 S sSJ ).L:.r 3,90 Content SS9y \:MM‘) a...lSl;w!e., )

MIME infarmation is missing, or when FTP is used, content is identified by
file kype {extension),

(0] | Cancel

ew  Edit.., Delete

[ Application Data Files

1 Audio

' Compressed Files

I=] Documents

RS r:L?u‘ I=] HTML Documents
A Images

I=] Macro Documents

I=] Text

3 Wideo

g vRML

52

“~




Protocols

Users

Content Types

%ﬁles
MNeWSEdit, ., Delete

] Weekends
] work hours

PRer®

@

Metwork Dbjecks

S50 Gdiwibey U aus SIS

:Schedules b ,

Gaimile)y S asly o el 5 cpl jo b I8 sun ple <8 A s, Y

New (s, » ;5 ol lp e 09> b I8l o3 L g o)l (sl 0 slxl

Marne: IScheduIel 9 GMLQ) lbb Jﬁ‘ u.ouw.ﬁ )O
Description:

SLog pgd S o

Set the ackivation times For rules that are based on this schedule,

po S )3 9 ol o)l

b
T 12|2||4|f| ‘))‘b"‘b)ﬁ" QL") J“"‘ﬁ""""f*m
Sunday .
TMonday . ‘3"‘“5 LJ““'*"
Tuesday
Wednesday _
Thursday ‘;QL"“ u"'“'{b &5
Friday
Saturday

Ok (59, 52 15 plasl I oy

Do slow! s

From: Sunday
To:  Saturday
Time: 7 &AM -5 P

| g

=]

|7¥ Inactive

Cancel |

¢ Network Objects b ,&5

" oS U"‘ )‘ 4\5:.‘;‘, gS_._Q‘).a _}5 aS Ml.a ° Lo 4&».& " LSL4| slice Comnd U"‘

Metwork Dbjects

gl g0 ol

Mews = Edit.. y
Metwork

MNew Network Wizard x|

Metwork Set
Campuker
Address Range
Subnet
Compuker Sek
LRL 2k
Camain Mame Sek
Web Listener
1 Address Ranges
1 Subnets

1 Computer Sets
L URL Sets

[ Domain Mame Sets
1 web Listeners

PH Clients

ks

Welcome to the New Network
Wizard

— Micrasoft N
Internet Security &
Acceleration Serverzo4
Thiz wizard helpz you create a new network, Metworks
gpecify one or more ranges of IP addresses az a network

ohject that can be uzed in rules.

Metwork name:

B
.l

INetwork 1

To continue, click Mest.

< Back I Mest » I

Cancel |

DS SLUS Next > (g9, 0 .ausS 940y 095 Network sl 1y (ol cood ol 5o
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New Metwork Wizard

Hetwork Type
Specify the type of netwark, you are defining.

Internal netwarks contain client computers that 1S4 Server will protect,

{" Perimeter Metwork

£ Perimeter netwaork, usually containg servers that are publizhed to the Internet. 18 will usoally

be lesz trusted than internal netwarks.
" ¥PN Site-To-Site Network

AWPM zite-to-zsite netwark represents a network in 3 remote site, connected through a WP

lirik:.
" External Network

An external network represents an untrusted network, such az the Internet, 1S4 Server haz a

default external netwoark.,

< Back I Mest » I

Carncel I

New Network Wizard

Metwork Addresses
Specify the IP address ranges to include in thiz network.

S el onds S8 Sy wiz 5l Cend

oS (o0 ey |y plas

G aS gl codS Jie Bl asiil ples -
St Juaie ISA Server

Published a5 &us™ o o)Ll slo jg,m 4 =Y
Ol Sl Gl e e sl 4 Wl (o
510555 5

cwl Remot g, SO 50 o aSls G =Y
o ools Jlsh vpn g,k 5l Sledllsl oS

.oy:;)

il s @odl Jostrn s Sond) f oKt oy =F

¢ oS oty

#

Address ranges:

N

Start Addrezs | End Address

~ fdd Hange...

Edit...

Eemove

Add Adapher. .

Enterprize Metworksz:

Add Private

AcdNework. |

WSS ~5~.c-15Add SR

IP Address Range Properties e
specify the range of IP addresses:
Stark address: End address:
192 ., 188 . 5 . 100 I 192 , 165 ., 5 . 120
o] 4 I Cancel

poaw g oS Sylg [P &) SOYL USE o

< Back |

Mest » | Cancel |

08" SIS Ok (s,

Ced & Private sle 5, 51 IP G Add Private ods o, L L g oS ol cand a1y a5, (s SO Ll
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: Network Set U,

Users

Content Types
Schedules

Network < 9,0 1, la Network 5l s ,w O ouilss oo Coond ol o

SS S 1 sl g oums 1,8 Set

PRee®

Metwork Objects

Mew = Edit... Delet

Mebwork

Network 5e s Dgd Halls 5y S B oS SIS Ll 0590 43S (59, 0, opl sl
Camputer

Address Range and Local Hos

Subet tworks x

Cornpuker Sek
Welcome to the New Network

LIRL Set llu'licmsoﬁ' Security & Set Wizard

Dormain Mame Sek nternet Secur

= Acceleration Serverzoo4

‘Web Listener Thiz wizard helpz you create a new network set. Metwork
— sets are used to group 154 Server netwarks togather a5 a

1 URL Sets zingle network, zet that can be uged in les,

[ Domain Marme Seks
[ web Listeners >

Metwork set name:

I
L

To cantinue, click Mest.

Cancel

DS Sl og5 Network: sl o P T

New Network Set Wizard x|

Network Selection
Select network s for the netwark, zet. Specify if the netwark set will include or
exclude the selected networks.

Sl 1) 0g5 Ll )50 aSl Olgs P o Qi‘ 4O

»0 &5 opl o Inccludes all selected.... . oS

Thiz network. et

@ Includes all selected networks Includes 3 .- [ )‘ OM &.Jl?b\.;‘ ‘SLQ S ‘DL.Q:: OJJ‘).A.?

7 Includes all networks except the selected netwarks >
Neme e b aS ples 0xi S py0 o all networks ...
O <% Etemal s B Ia RS )") A
e Internal

O % Local Host A0S ulﬁw‘ 45 ts'Lé(;"

= Metwork 1
O =% Quarantined WPN Clients
O -%%PH Clients

< Back I Hest » I Cancel I . :”.s

:Computer L,

Mew = Edit... Delete

Mekwork,
Mebwaork et o . .. . L& . <

LS SUS S g0 diu Comnd pl 4
Computer H = % )"a" )F° )5 S R SR
fddress Range
Subnek

g S e asein [Pz, SO L paelS SO Cond ol o alyy o Lol

Compuker Sek
URL Sek <[ 2 1
- A.‘.»S OQLO.W‘ ;O.Low 6[.@[9- )d Q‘ )‘
Domain Mame Sek - .
Web Listener

[ Web Listeners

T
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Mew Computer Rule Element
|

Marne:

| Client_1

Computer IP Address:
| 192 . 188 . 5

‘) ‘5>L‘>Lu49.> ).’>—| M)QBQ—\HSQ)‘& ‘)).E.: 0)9.0 IP

S g Hla5 0590 FgualS o )b)y0

Erowse. .. |

Description {opkional):

Pcl
(o] 4 I Zancel
: Address Range U 5
ew  Edit... Delete
Mebwork Set ez
Compukter x > Computer Set 9 S J5) uu....S‘ o OL.;’;oﬁ)lS > @.3) u;‘ as .)_...5 o)b
fddress Rang
Subpet 20 el
Computer Sek
LIRL Set
i = : Pz . s I
Qu:umau.ﬂ Mame Set . Hame I 9 Q.»..S J.o.c JS...; d“‘b
Web Listener 3 =
[ Web Listeners Specify the range of IP addresses: ._\_.._,.5 g_i._lf Ok S9) »
Start Address: End Address:
|192.168.6 1 192 . 168 . & 3
Description
{optional):
[u] I Cancel |
MNetwork Objects 5 (I O . . . "o 8 o
o B T ol LSLQ B 6‘ﬁ SUbnet ;S.a Ceownd LJ"‘ )Q J,u‘j.v < La.u 5 SUbnet Lf )lS
[ Metworks

[ Enterprise Metworks

[ Metwork Sets

New Subnet Rule Element

20%| IT s Mo oS slul 045 el

3 Computers "?JIJ Narng: |Subnet_it B

:JJ W::i:l Specify the network address and the mask to define the range d)ﬁdo M}S 69) )" S u b n et wl“» LS‘)"
j E:I Impart Al Metwork address: J%_S S" l§ )_Lz;
[ Do Mew Subnet... I ER=

L We

Mebwork mask:

| 255

L4235 oo JS Gob Con ol 3

L2585 .25 . 0

Description {optional):

o]

Cancel
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: Computer Set L &

a1y plas ya ol e a5 el Lo Computer , Subnet ,Address Range ;| acgomme & Cond
INVEL R ECN E

:Url Sets b ,i5
: Domain Name Sets L ,i&

o3l o pogs pel 0 b g |y Lo Cols wyol b g oS Byae | ciliBes slo FODN algie o Coond ol jo

: Web Listeners b ,l5

Sl ol ookl ISA Server a5 sld <yg g b ol IP LS 0 olwlud Cdds 150 Coomd (!

Py & e Lol

Ld Subnets
(3 {Computer Sets | WOl b L U oS LS 5 0590 40 35 (695
1 URL Sets

[ Domain Mame Sets

. I— x
Export Al

Impart Al Microsoft
Internet Security &
Acceleration Serverzoo4

Welcome to the New Web
Listener Wizard

Mew \web Listener. .,

Thiz wizard helps you create a new ‘Web listener.

‘Web listeners are used in'Web publishing rules.

HElI:I A'web listener specifies the IP addresses and port on
— which the [SA Server computer listens for incoming Web

reauests.
wieb listener name:

IWeb site

To continue, click Next.

[ [re——
S99y 2 O S Oylg Iy Hla 5590 pal Comd (! 4o —

Next>
| x

IP Addresses
A'web listener can include all IP addresses associated with a network on the 154
Server, or you can select specific IP addresses.

< Back I Mext > I Cancel |

Listen for requests from theze networks:

Name | Selected IP: -
O =% Exsternal <Al IP addressess
O <& Intemal <&l IP addressesy

O =% Local Host <AllIP addresses> =
U1 b <Al 1P add ::-
<AllP addressess

PR TR ] I

b s, g S bl 1) g3 aSls sle Network 3 S,
Address. . | . J.:-:S “ N eXt >

Help about wWeb listerer IF addresses

< Back I Mest > I Cancel
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B [, 555 oy ojleds duilsi o Lo Coand ol o

Port 5pecification

Specify the port that the |54 Server computer will use ta listen on the selectad IP 9 .

addresses for incoming Weh requests. . A.A.ZS JL’_‘B ‘)SSL L> 9 DO B e
~HTTP

[w

HTTF part: IBD— &J J-’L’ m JL’j ‘) SSL M‘P (5'6 ;‘ 4""'”

-85l e Bl Gl Certificate
[~ Enable 55L
SSL port: 443

Certificate: I Select | MQ )‘)3 LQ ‘L;-’; QLQ-Q 65) )-’ ")a)é w )# ‘L’
S S Next> g5, s o

Help about Weh listener port specification

£ Back I Nest > I Cancel .A...;SJ..JS FlniSh ‘Ss))) M WJQ

- Access Rule c& Ly

o oasie |y daie Network sl & oliiws slp |, e Network LLs,l S45> Lo Access Rule

auiS New au;F 5l g 00,5 cunl, ols Firewall Policy o4 59, ISA ,o Access Rule sle ol
Gk oS eolainl 181 8 5 Conly oo 40 99390 TASKS L5 5l alg o b g 0sS ol |, Access Rule

5 Eﬁterprise Tebworks
Ls D Enterprise Add-ins

330 arravs

Firewall Policy

F E
Order = | Polic | Action | Protocals _TDleny%Y_HEm

E‘a SAMANCD Enterprise Policy Rules Applied Before Array Firewall Pt (=
_=| Monitoring
T -l Foiicy (madadions Array Policy Tasks
b Wirtual Private n__Refresh Y Y
E‘ . Confi ki Rules o . .
i}\ onfiguration Expart... §of Creake Srray fccess Bule
L Servers port.. | A 5
el Metworks = ' =] Publish a e SEWEK
%, Cache B 5 e (B o icy Rules Applied&lﬁrray Firewall Poli
K e | =] Publish = Secure Web
i R Web Server Publishing Rule.,. ... Server
Wie L
Secure Web Server Publishing Rule. .. 5 Publish a Mail Server
Help Mail Server Publishing Rule. .
Server Publishing Rule. .. =] Creake Mew Server

Publishing Rule
5 Edit Selected Rule

9eS Alal oz Access Rule cale cly ol o YU ogygs ,o L System Policy Tasks

Z50 Edit System Policy

wgﬁ Show Svstem Policy Rules
@ Export Svstem Policy

'C_}j Import Syskerm Palicy

Entarnrica Dalico
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New Access Rule Wizard

Welcome to the New Access

Micresoft Rule Wizard
lnctr;metSecuﬁty&

Acceleration Server 2004

This wizard helps you create a new access le. Access
rules define the action that iz taken, and the protocols that
may be used, when specified clients fram one netwark,
attempt to access specific destinations or content on
another netwaork.

Access e name:

I.t’-‘«ccess 1

To continue, click Nexst.

Cancel |

< Back I Hext > I

Mew Access Rule Wizard

Rule Action
Select how client requests for content from the specified destination are dealt with
if the conditions specified in the ule are met,

Action to take when mle conditions are met:

\

< Back I Hext » I

Cancel

New Access Rule Wizard

Protocols
Select the protocols this rule applies to.

hiz rule applies to:

T — —

! und b
Selected protocols
All autbound traffic except selected

Edi..

Femove

Partz...

P L

Cancel |

< Back I Mewt » I

3,lg 995 Access Rule sl pul o Cond o) o

A5 SIS Next> gy o e oS

o;l>1 Access Rule il a4 ol oo Cond ol 4o
e oy A 0 0 S L ety e e s
S oo ST, Next> g oo (o )8 258

) A alS el adly o Ll Ceend (pl o
Sl ol asiis S8l sled asa Access Rule
435 (2948 Gy Sl b oyl Jod STl ails
S50 JNsn welsz oo ST (Js - 0SSl
21 2988 oo a8 bl fws &j90 4, L
2S SIS A (59, » g« e 18 pg0 4l S (69,

DS Az gl Ay azio SO
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Add Protocols

Protocals:

|

MNew « Edit... Delete

[= L% Commen Protocols
e o
L' Hrre
L5 HrTes
L' HTTPS Server
L' M85 Server
ﬂ-_'é MSH Messenger
ﬂ-_'é Fing
L3 popa
[L_'é POP3 Server
L' poras server
L'y smre
ﬂ-u'é SMTP Server
L' sMTPS Server
ﬂ-_'é Telnet
ﬂ-_'é Telnet Server
[ Infrastructure

Add Close |

Baps 8 Cand 3l o 1y HTAd oS o5 b g oS oolss!

AS SIS Next> sq, p 00,5 adlol cad a0 aS ol 5l o

New Access Rule Wizard x|

Access Rule Sources

Thiz rule will apply to traffic onginating from the sources specified in thiz page.

This rule applies ta traffic from these sources:

Edit...

—femore |

Hemave

< Back | Ment » |

Cancel I

SS ol | ks 5,40 Network S ol o

A8 SIS Next> g4, o

New Access Rule Wizard x|

| Access Rule Destinations

Thiz e will apply To Traffic zent from the rule sources to the destinations specified

i this page.

LY

Thig rule applies to traffic sent to these destinations:

\

Edit... |

Add Network Entities

Metwork entities:

Ced & Network 6wl Les JSo ol o
S ol sl e 09 LT ol 51315 a8 0™ adlal
.oppwﬁjﬁb‘%f&tlfAdd 9y 5

Mew ~ Edit... Delete

[ Metwarks
[ Enterprise Metworks

ets

<&, all Metworks (and Local Host)
=&, all Protected Metworks
<k, W_Sets

[ Computers

[ Address Ranges

[ subrets

[ Computer Sets

fidd Close

w,‘oeﬁJL&)ljkjo)yWQ&uj\%bbl

Sl pe,S bl |8 IS o a5 Network

Eemaoyve |

< Back

Mest » Cancel

oobed ln 1y B 85 wate SO (nl e
oS oo bl Sl

Sgds yalls o amio S5 U asS SIS Add (s,
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e H U5 ADd 55, 52 om ¢ 05 Ll |y e Network coad ol 4o

Metwark, entities:

Mews = Edit... Delete 3 .s

@ External

= Internal
=% Local Host A.QS &A—ls NeXt> S99y 2 ST
= Metwork 1 r’
=% Quarantined YPM Clients
WPM Clients
[ Enterprise Metworks
[ Metwork Sets
[ Computers
1 Address Ranges
1 Subnets
[ Domain Mame Sets
[ URL Sets
[ Computer Seks

&dd Close |

New Access Rule Wizard |

Uszer Sets
ou can apply the rule to requests from all users. Qr, pou can limit access o

specific user sets. oo . .
» 1, Access Rule ) ol o o ol jo

Thiz rule applies to requests from the following uzer sets: . . e . . .
LoeaS bl 05 o0 atine &5 S0 s,

il Users Add...

Edit... | ) l.; l.> 9 KUSLY ;.;Lév.';.;‘ |) O|).3)l5 ‘nl.o.‘a‘ .\.u\y =

Eemoye | m wbls| o [ @ ]) )_,)[S &_, Add J*ls

ﬂ

User sets;

Mew Edit... Delete

5_"',5:] All Authenticated Users

< Back I Nest > I Cancel > ™ all Users

E_'h,g Systerm and Network Service
' 011

alol cod @ 1y TAd oS 05 b g 4l 8590 0,15 Obesl L assly
I, All Users L oS Obal |, Gasin olp,5 salgs o 51 0SS
Dgd Bi> b oS SIS Remove oS sg, p g ol

A4 SUs Next> gy, ¢

Add Close

User Sets
‘r'ou can apply the rule to requests from all uzers. Or, vou can limit access to

specilic user sets. . §
* .

Thiz rule applies to requests from the following user sets

Add.

User2D11 N | J,z_,_f g_i:lf FiniSh 65) > )L§ )5'1 )0

Bemove |

< Back I Hest > I Cancel
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SASAPPlY o lS (g5, » L )5 2 plesl 5 sy

Microsoft: "
Internet Security &
Accelerat

Configuration Storage Server: s . . . ST i

L, Apply | Discard | Ta save changes and update the

Firewall Pulicg‘\

Order = | Palicy I Ackion | Protocols | Frarm f Li

Access ouS o casline a5 jghiles

Firewall Policy Rules

=l Array @ pery B Dnis
P Ei . L& Qe T -
B;T::; - \ au;S ol 5 ol g9, p ocwl, ol L
- ‘ . 1 . . . ]
Enterprise P\ Copy rray Firewall Policy Cowd u‘ éf &_JLo..Ja.u O Pl’OpertIeS
| #] Last Export Selected . Al Traffic <l All Metworks (... Default rul oS o
Import to Selecked. .. - X
Disable
2| Sy |y Slreds ¢ pel aily e Lot General L5 s
Uszers I Schedule | Content Types I . 9 o . .
General | Zction | Protocols | Fram I Ta d’“"S JL"S SEE ) Jlaﬂ 9 ‘3"‘““5
ﬂ Name: Access pla wyiws Heme auly o Action s o
Dessiption QS Log 1) wledlbl aislgs o g 9udas L g ouaas Rule
[optional]:
&S oS ol 1) IS5y, wuls e Protocols _s o
Type: Accezs Rule )
Evaluation arder: 1 of 1 rules Mo )‘).9 s Sy90 ‘) U" g_id ‘)4
Palicy: Aray
v Enable

5l slp 1, s Network ol o From s o

Jloyl slp 1, lawe Network oslg o TOcs o

ok, I Cancel | Appli | J""S UL’W‘ ‘-S'J‘)"

..LMS uL?u." LQ)T 65)).aul.o.~'a.~> L)"‘ Jl.o.c‘ 6‘)4 ‘) Q9.>).|a.>d)3.a u‘);)ls UserS g.,«.?)o
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:Web Server Publishing Rule <& Ls

oletis 9 cole> ISA SERVER ;| a5 slaNetwork slg o b cis> o Web Server ol pslo b

o2 58 5o sla Network s o1 G598 o0

auiS 5l 900,5 cul, oS Firewall Policy o4 (55, ISA ;o0 Web Server Publishing Rule sl ol

el Tasks <oy olg oo o2 |, 15 opl ¢ oS bl |, Web Server Publishing Rule 4.5 New
x W

Welcome to the New Web
Microsoft : Publishing Rule Wizard
:'-'rx‘c»:eleratic:u!fI Eet)r:.r%rm . @
This wizard helps you publizh a‘web server. ‘web ‘59) )_, Azl ¢ A 'S Q)‘a 099. Web__ (5‘)_, A ,‘ < ;, (“10 C] L.)J‘ )Q

publizhing rules map incoming client requests ta the
appropriate “Web site on the published ‘Web server.

c oS SIS Next>

L- H- ‘w'eh publishing rule name:
e il "7 .

To continue, click Mext.

\

< Back I Mest » I Cancel |

New Web Publishing Rule Wizard x|

Select Rule Action
Specify how you want this iule to respond when the rule conditions are met

A.c:t??.r.w"tf:take when rule conditions are met: We b Se rve r P u b I is h i n g Q—i‘ 4% J%J‘s.? ‘540 - ’E’ C)-"" )O

Sy » R Lo « oIS L) KO-V eLuo A gy o)’l.?‘ Rule

\

< Back I Mest I Cancel |
New Web Publishing Rule Wizard x| © 9 )o ‘S S ‘ )0

Define Website to Publish
Specify the computer [Web server] an which the website iz located. You can
publish the entire website or limit access to a specified folder.

Computer name aor [P address: 1 Isamancd.lk Browse.. |
[~ Fomward the ariginal host header instead of the actual one [specified above). = . . - & = _
2 M3 a5 ol sl a4 oo sl ol les o Lot 51 -Y

23 1315 jesm s [P L g 5gmls ol -

Erter the name of the file or folder pou want to publish. To include all files and subfolders
within a falder uze /. Example: folders™.

Path 3| M)J‘)OMW&AJQ?M&PML;)&AISAQ
Based on your selection, the following *Web site will be published:
Site: 4 [http: s amancd b "»..';S Q)‘j ‘) Qj} )"E'; 0)9'9 ‘:"'.‘.L“J <9 )d‘ljs U"")‘)‘ _\~

Set the part ta which requests should be redirected on the Bridging tab of the rule properties
page.

< Back I Mest » I Cancel
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Public Hame D etails
Specify the public domain name [FODM) or IP address users will tppe to reach the
publizhed site.

ccept requests for 1 IThis damain name [type below): j

s 3S j0 JS ol o

Only requests for this public name or [P address will be forwarded to the published site. For
example wiww, microzoft com.

Fublic: name: 2 Isamancd.tk AL 45 i 09‘3 )‘ ‘) l_@ w‘?}o QS C»«él.l)d _\

Path [optional): I

090 52 5L Y oyleds jo 00,5
This domain... 4535 <G o leds Cond jo 51 -Y

Bazed on pour selections, requests zent to this zite [host header valug] will be accepted:

Site: hitp: #samancd B!

Coomd (ol 0 1) 1090 el Wb oo, Gl |

< Back I et > I Cancel | “""“‘5 0)‘9

s ua.?:...wo‘) wl.w <9 )dJﬁ.‘B u»p\ S CM)O
|
MNew Web Publishing Rule Wizard 1[
Select Web Listener """S
The Weh listener specifies the |P addreszes and port on which the 154 Server
complter listens for incoming YWeb requests.

L1 EHARE 2]

“web listener: IP ‘A';'S g5° Lﬁ.uw w‘?a" )O C«Mﬁé o‘.’.'

1 [websie = g | 2 _
st it 13 ookl ISA Server a5 by &y g b w0l

Property | Value | -

Drescription

Metworks Metwork, 1 . 2 LN Do .
Port{HTTP] a0 F P9 A pxo cSL‘aL“" t5|J‘? o
Port(HTTPS) Dizabled I

Authentication method:  Integrated

Alwavz authenticate Mo LI

00,5 slx! |, Web listener < L3 3l L
A aGS dzgi )1 p0,8 ol Leul )0 g miog

\ gl ly ol wuilyy (oo Lol ¥ iy 35 o Sl

< Back | Mext > | Cancel |

skul was> Web Listener oG ¥ 4y o

x| QS ST Next> (g9, 50 oS

User Sets
“ou can apply the rule to requests from all users. Or, you can limit access to
specific uger gets,

Thig rule applies to requests from the following user sets:

2 User2011 Add...

Sl lyosx ol b )5 cwend cpl jo aily

X

< Back | Mest » | Cancel
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Enterprise Policy Rules Applied Before Array Firewall Policy

Firewall Policy Rules

A8 SIS Finish

L'goms Access 1

&) Deny

Zh M_Sets

= I_f] 2 Array

L Web oS o sanlin a5 jshiles

wheb P1

ali 1 Array @ alow  LgHTTR (71 web site

“

Enterprise Policy Rules Applied After Array Firewall Policy

,_*-I Last  Enkerprise () Deny f:}i &l Traffic '—‘1:] Al Metworks (.. Default role

Web P1 Properties

General

Action Fram Tao

I Traffic I Lizterer

| _,_IJ Harne:

Dezcrption

[optional];

Type: YWieh Publizhing Bule
E waluation arder: 1 of 2 rules

Palicy: Agray

¥ Enable

2l

Public Marme I Pathz I Bridgingl |Jzers I Schedulel Link Tranzlation

o ]

Cancel | fa ][I
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g 00,5 el SISl )00 an S
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S 5 ol 0l o General Cs o
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o yud o5l>| Server Publishing Rule

a2 b aeay mole 4

&lp |y ace Network oty o From s jo

DS asuine S8 5]

slp 1, lowe Network oslg o Tocs o

S el Sl s

S Jos L8 azins pgo Ko b oy o Listener .o o

http,https s o a5 Publish gl 1, ,lai 0,50 &g g 590w £95 0sS rns 0lys o Bridging <o o

Ftp L wb

s sle o g



oy

‘Web secure web server <& Lu

IS b 518 ol (512 caiS Publish 1y ol g S SSL 559 b il oo loud Cemmad (31 53

S L

- ] Enterprise
=] Arrays

Acceleration Sefverzoos Cenfiguration Storage

Firewall 545 5 9,y .05 Jos

d.u)f )| 9 oo; C«.wb sl PO“CV

: Enterprize Editian
-4 SAMANCD
j-__'l Monitoring Firewall Policy
; Firewall Policy (SAMaddes

by

b Wirtual Private Metw Refresh

I Ackion

I Protocaols

}:v Configuration

Export...
Import, ..
Edit System Policy...

Rules Applied Before Array Firewall P

Access Rule...
Weh Server Publishing Rule. ..
Secure Web Server Publishing Rule. ..

Secure web ... 4, ;5 New

& e . .“.|
J&m d.da ¢ oS wls
’ S 5

Help Mail Server Publishing Rule...
_________ = Server Publishing Rule, ..
=RENR Array @ alow LI FTP
L HrTe
L HrTPS

Mew 551 Web Publishing Rule Wizard

Welcome to the SSL Web
Microsoft: ) Publishing Rule Wizard
Internet Security &
Acceleration Server 004

This wizard helps you publish a secure Web site with SSL

bridging or tunneling,

B
el
[

551 Web publishing rule name:

| ssL_1

Ta continue, click Mext,

\

Iy 095 SSL (gl p (oo ] SO Comnd 0] yo
SS SLSNext> g9, p o 0sS 95l

Cancel

% Back I Mesxt = I

Mew 551 Web Publishing Rule Wizard

Publishing Mode
Specify whether 154 Server inspects and filkers requests to the Web site.

Ly dol 4235 ST uds oLl 1) by 4o 35 51 (S

ciecrvpts encrypted traffic and applies inspection and filkering to the

content,

" 550 Tunneling
154 Server relays unmodified encrypted traffic to the published 'Web server.

Help about 351 bridging and tunneling

A5 (Sdly oS (o0 LS oy ¢ wwS ol
Sl pgd iS50 g Cowl ol (5,185 3,
89y 2 005G (5t L) a5 |y o0l (6,105 3o,

) Jol 4935 g S (0 Jlosl 9w g of

Cancel

< Back I et = I
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Mew SSL Web Publishing Rule Wizard

Select Rule Action
Specify how wou want this rule to respond when the rule conditions are met,

ction ko take when rule conditions are met:

\

< Back Cancel

d

Bridging Mode
Specify which connections will be secured,

1 (" Secure connection ta clients

IS4 Server will accept reguests from clients over a secure (HTTPS) connection,
and Forward requests to the Web server over a standard (HTTP) connection,

2 (" Secure connection to Web server

154 Server will accept requests from clients over a skandard (HTTP) connection,
and Farward requests to the Web server over a secure (HTTPS) connection,

pt req 5 over & secure (HTTPS) connection,
and Farward requests ko the Web server aver a secure (HTTPS) connection,

< Back | Mext = |

Cancel |

Rl & 0SS 0 ol b Cwud (ol o
S S Next> g9, 0 olxil )

3929 Bridging (gl ol s Coomd ol 40
JoB g o iy o ISA Server ) a5 0 9,0
CYLas] gy oS 3l a5 1) o blolE WS o
& WS o Jlyl 1y LT g &iyls 41,5 HTTPS

ISA HTTP

Y oau)S 50 . y9mw 99 $9)
b caods 1) b Lol oS o Jou8 Server

29w 99 & &S (oo Jlwyl g HTTP SS9y b
S 53 LB 45 W5410 YL ool 45 HTTPS

Az gl Cawl 519,95 3 (YL Codaol 1 AT Wi o0 ooliiwl HTTPS JSTig 5 5l (oGl 90 2 ¥ 4y 55 50

WS s NexXt> (595 2 am g auiS Sliil 1) (T ¢ ol ¥ &35« 4055 (2 yige 45 oS

Mew 551 Web Publishing Rule Wizard

x|

Define Website to Publish
Specify the computer {W'eb server) on which the website is located. You can
publish the entire website or limit access to a specified Folder,

Computer name or IP address: | samancd

™ Forward the original host header instead of the actual one (sperified above), |

Enter the name of the file or Falder vou want to publish, To include all files and subfalders
within a folder use [*, Example: Folder*.

Path: |

Based on vour selection, the Following Web site will be published:

Sike! |

Set the port ko which requests should be redirected on the Bridging tab of the rule
properties page.

Cancel

< Back | Mext = |

Browse, ..

O ‘_’J‘ )O

2y e JIB 1 e g IP L g Senls pb
Gl @ ol pol cpl wlss oo Leds 51 o0 oo
S5 09 uged db Byme ISA 4 ME a5 ol
)Jaﬁwﬁww)éjwf‘)oww

SO 0l 1 05 Gl g
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New 551 web PublishingRule Wizard x| e .
; ; i3S 50 UK ol o
Public Name Details

Specify the public domain name (FQDM) o IP address users will bvpe ta reach the
published site.

oaduie &S duwgo 3l e caslgS o S cal o -)

Arcept requests for: IThis darnain name (e below): j

Only requests for this public name or IP address will be Forwarded to the published site. For G;_Hggo )_(b )‘ Lg ‘ Y O)LQ.A::J )O w_n);

exarmple v, microsoft, conm,

Public name: Isamancd.tk ThiS domain... M; g_ia O)Loujb M )O }f‘ —Y

Path {optionaly: I

Based on vour selections, requests sent to this site (host header value) will be accepted:

Q.HS Q)‘s

Site: I https:/fsamancd.tkf

< Back I Mext = I Cancel | .0 .S

o ee

P v Pubksing Rule wizard S xf IP oS (o0 Qlls cdpd> )0 Camd (5

Select Web Listener

The Weh listener specifies the |P addreszes and port on which the 158 Server OQLO." ISA Se rver 45 ‘Sl'b ‘;’)9.." 9 Lb w)a|

computer listens for incoming YWeb requests.

Lol l4L-RHARD s ]

Wweb listener:

1 IWeb site j

Listener properties:

e - 05,5 slxw! I, Web listener s Jé 5l L

L9 A iz Lol ol o conl

Metworks Metwiork, 1

PortHTTF) a0

Part(HTTPS) Dizabled I . o & S et .

Authentication methods  Integrated 4€ ‘x'.'.‘J 4’.9J ;‘ Po; ‘?’lm‘ W.‘ )o 9 rﬂ.o}.’
Alwavs authenticate Mo LI

gomlng ) ol wilei (oo Lo ¥ 4 557 50 S
okx! wus Web Listener & ¥ a3 o

< Back | éb | Cancel | A""S “‘g'."ls NeXt> (59) )'.’ "L.*.';S

Mew Web Publishing Rule Wizard x|

User Sets

“Y'ou can apply the rule to requests from all userz. O, you can limit access to
specific uzer sets.

This rule applies to requests from the following user sets: ‘) O? u‘)—})ls L} )—j)ls Coowndd LJ"‘ )0 A.u‘y ‘50
. User2011 ddd..

S9y 2 S Ao [0 g 00,5 SIS Next> sq, p aw

A4S SIS Finish

\' S SIS APPlY 595 56,5 2 oLL o

¢ Back | Hext > | Cancel




of

S5 4 La> Web secure web server 1 sslatsl glp a5 poio Sde |, a5 cpl wb Caond ol LU 5o

S, 0T L esS ol 095 e 49, 50 Hlesgs |, Certification .l oslgs o a5 o0 ls 5Ls Certification

New SSL Web Publishing Rule Wiz

To release input, press Ctrl+Alt. )

Publishing Mode
Specify whether IS8 Server inspects and filkers requests bo the Weh site,

" 550 Bridging
\ 154 Server decrypts encrypted traffic and applies inspection and filkering to the
conkent.

(Ol

: o
ISA Server

elavs unmadified encrypred traffic ko the published Web server,

Help about 551 bridging and tunneling

< Back I fext = I Cancel |

New S§5L Web Publishing Rule Wizard |

Select Server
Specify the network IP address of the server vou are publishing.

e
e |

Erowse. ..

Server IP address;

J 192 188 . 1 1

< Back I Mext = I

Cancel |

New SSL Web Publishing Rule Wizard |

IP Addresses

Select the network IP addresses on the IS4 Server that will lisken for requests
intended For the published server,

Listen For requests from these networks:

Mame | Selected IPs -
O <% External <Al IP addresses >
S Tnternal <4l IP addresses >

O -&-Lacal Host
O <% Quarantined ¥PM Clients
O <& vPu Clients

ZAll 1P addresses =
<Al IP addresses =
=al IP addresses >

AT A

o
Address, ., |

| [ RPN T PRSPPI (R ST [ P [ R Y

2l

< Back I Mexk = I

Cancel

slolss sl ol Ky 4 55 ISA Server el )3

ags s o 4l Certification :pl a5 slo colu

I, SSL Tunneling au 5 JSo 3b aples o Y
c S (o0 3,8 sl an 3T b (geS 4 S ul S Sl
S SIS Next g, 5

N84S S 0)ls 1) o g wyol Gl o oyl 4o
K9y 2 ¢ &9.w PUbI|Sh U" K9y » wL.» <9 w‘
A8 SIS Next>

aS oS bl |y 0g3 aSls sl Network ;1 S5

Publish 4 L4 »
WS SIS Next> g4, 5

AsS SUS Finish (sq, 2 o
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Microsoft- N
E&dﬁm&%m Configuration Storage Server: samancd Firewall Policy (SAMANCD) l:; 90 A_,\_;S 6@ 0o J._QL,,M,Q 45 )5_'4_’&_@
Enterprise Editian *
Firewall Policy S99y ;‘ 9 Sl 00 Obu‘ Lo RUIeS
Marme =~ | Condition | Descripkion | Order Action
Enterprise Policy Rules Applied Before Array Firewall Policy o, o o . S
Aoy g S cwl, oS Lyl
Firewall Policy Rules LQ—;‘ ugl.ﬂ.? . .§ g._:l . ..“ ‘) Properties
[ 7] Allows DNS bo the Tnker ™ Al Users 4 @ Al
alissl 1 Al Users z () Allow < olb oo S Jo o Ao |
T ; o 9) 2 0k 90 Plg Rgd (0 Azl )
[#] wem Clien Internal Metwork Al Users 5 -g Al CO nfigu re 4.24; . § o ‘ ] 5 Le‘-'“—
|_-’—| Web Access OnN % &l Users 3 @ Al i * * )
40 Slo o SSL 1 ,» Htt
Enterprise Policy Rules Applied After Array Firewall Policy L J ts'ﬁ J 5?5 - J p
|_’—| Diefault ruls ?‘gnll Users Predefined acces,.. Last @ Deny . .
5,05 5959 SSL_2

:Mail Server Publishing Rule <& L.

Arcess Rule. ..
WWeb Server Publishing Rule. ..
Secure Web Server Publishing Rule. ..

Mail Server Publishing Rule. ‘

Server Publishing Rule...

Help

New Mail Server Publishing Rule Wizard

Welcome to the New Mail Server

Microsoft Publishing Rule Wizard

Internet Security &
Acceleration Server 2004

This wizard helps vou publish mail servers such as SMTP, or
Wieh mail services such as Outlook Wweb ficcess,

This wizard publishes a single server. Run this wizard for
each mail server that vou are publishing,

--- Mail Server Publishing rule name:

To continue, click Mext,

L,;i Microsobt Inkernet Security and Acceler i.hc o) ity &
E‘:::”:”se Egge'era "ISE EI.I 2004 Configuration Storage Server: samancd
: Y Enterprise Edition
£ SAMANCD
% Dashboard Y alerts ‘Sessions \{Services ‘(Configuration \{Reports \{Connec
e Firei:
13 ¥irtual  Refresh | Latest = | Status | Categor
5 Canfig 5 : Configuration er,.. 7/20/2011 9:36:36 AM Mew Firewall Service
Expart. ..
Impart. .. Service starked 72002011 9:36:57 AM Tew Firewall Service
Edlt System BOICY Yo connectivity  7/20/2011 10:15:47 AM  New Firewall Service

Cancel

= Back: I Mek = I




AOA
Mew Mail Server Publishing Rule Wizard

Select Access Type
Select the tvpe af access this mail server will provide For clients,

$9) 2 Coomd (pl (0 0 asin o g,

S Next> g, 1 g 00,5 SIS Jol 435

!' wveh dlient access: Outlook Web Access (OWA), Outlook Mabile Access, Exchangei

Server AckiveSync

. Client access: RPC, IMAP, POPS, SMTP

i Server-to-server comrmunication: SMTP, NNTP

< Back I Mext = I Cancel |

New Mail Server Publishing Rule Wizard

Select Services
Select the services that wou are publishing on this mail server,

Xl

Web dlient mail services:

[ outlook Mobile Access

[ Exchange ActiveSync

¥ Enable high bit characters used by non-English character sets

U"‘ 9) o)‘):é as ‘) S2.9 A.:L’ Cound L).)‘ )O
2o oS obklly ass Publsh g, Mail

A SIS Next> g9,

< Back I Mext = I Cancel |

Mew Mail Server Publishing Rule Wizard

Bridging Mode
Specify which connections will be secured using bridging.

il gl 4 55 sl SIS el 4y bogy po aST o ol o

= Secure conneckion ko clients

154 Server will establish a secure connection with the client computers and a
standard connection with the mail server,

~ Secure connection to clients and mail server

154 Server will establish a secure connection with both the client computers and
with the mail server.

@b Sel 5l asS OBl g pgd 43S ST (g S S
HN959% y el 5l Mol a5 a4 S gl (ge 0,95
pols syl L8 Slrao o | b anS cpl aldl o cas

2S5 ST NexXt> (g9 g aS Sl pgo a5

< Back. I Mext = I Cancel
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New Mail Server Publishing Rule Wizard x|
specify the Weh Mail Server
Specify the mail server that is hosting the Web mail site.
Enter the name or IP address of the mail server publishing the Web mail site.
wieh mail server: I Mail, samancd ki Browse, .. |
Set: the port bo which requests should be redirected on the EBridging tab of the rule properties
page.
< Back I Mext = I Cancel |
New Mail Server Publishing Rule Wizard x|

Public Name Details

Specify the public domain name {FODN) or IP address users will bype ko reach the
published site,

Accept requests for: IThis domain name (type below): j
Only requests For this public name or IP address will be Forwarded to the published site.

For example www, microsoft, com,

Public narne: samancd.th]

Cancel

< Back I Mext = I

MNew Mail Server Publishing Rule Wizard

Select Web Listener

The 'Web listener specifies the IP addresses and port on which the ISA Server
computer listens For incoming web requests,

A8 SIS Next> g9,y p oo e 0,5

o R L RS OO TR | B R T NGIW] PESS N St

(090 2 5L oS
I, This domain... 4535 <G o)leds Caond jo 3T
Sls Gl Cand o 1y regs el il oS S

X

00,5 oslxsl I, Web listener & L3 51 L

wWieh liskener:

Listener properties:

Edt... |

Mesw, .,
Property | Yalue | -
Description
Metwiarks External, Inkernal
Park{HTTF) 50
Porb(HTTPS) Disabled ]
Authentication methods  Inkegrated
Alwavs authenkicabe o] ﬂ

authentication,

\.‘i‘:) The selected liskener is nat configured ko use OWA Forms-based
The selected listener does nat lisken on an HTTPS part,

S axgi (51 0,5 bl eyl o g oy

S Glg [ ol wily g0 Led S0 &
S, p S Slxl wwus> Web Listener

oS SIS Next>

20l Zesg ME |y el oy

« Back I Mext = I

Cancel
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o
User Sets ‘) J"a" o)9‘° L)‘)")ls L’ 9 )"ls J"’L’ Connd L)"‘ )Q

‘fou can apply the rule to requests From all users, Or, vou can limit access ko
specific user sets,

4 olows sl e wd A old jeme (gl

This rule applies to requests Ffrom the Following user sets: . 3” . g g_;l e ‘ ‘) 39 g M a || u"

?g Al Users

Edit. ..

A8 SIS Next> (g4,

Bemave

I

DS SIS Finish (g9, p om asio (o

« Back. I Mext = I Cancel |

Mew Mail Server Publishing Rule Wizard x|

Select Access Type
Select the type of access this mail server will provide For clients,

\ L Jgl 4035 b g oS Ol ] oo lo

wveh client access: Outlook Web Access (OWA), Outlook Mobile Access, Exchange . lS
Server Activesync . A.HS ) Q‘

43S 90 Alyl o el ISl aslol o g

o Client access: RPC, IMAP, POP3, SMTP

o Server-to-server communication: SMTR, NNTP

< Back I Mext = I Cancel |

:Server Publishing Rule <sLs

B Soe plg P Oye oGy WKl (B g 00 g mals (LB wgie SO b s ol o

QS dxgi G dxds A
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R —

Edit Swstem Policy. ..

Arcess Rule, ..

weh Server Publishing Rule. ..
Secure wWeh Server Publishing Rule. ..
Mail Server Publishing Rule. ..

Server Publishing Rule, ..

Yiew 3

Help

E1-E3] array
2@ samanD
E Monitaring Firewall Policy
) virtL Refresh Ije - | Candition
Sty Conl Export. .. rprise Policy Rules Applied Before Array Firewall Policy
Imnport..,

AL

"g All Users

[E]sa_z

|_’—| WPM Clients to Internal Metwork,

e All Users

|_’—| Web Access Only

% All Users

Server Publishing Ruleas ;5 ceaud ol ,o

Mew Server Publishing Rule Wizard

Welcome to the New Server

rrilcmsofr Security& Publishing Rule Wizard

Acceleration Server 2004

Thiz wizard helps you create a new server publizhing rule.
Server publizhing rules map incaming client requests ta the
appropriate intemal server.

Server publishing rule name;

ISewer_F'u_'I

To continue, click Next.

Enterprise Policy Rules Applied After Array Firewall Policy

x|

S92 9 S Sly pwl S Cwend pl o

DS SIS Next>

< Back I Meut > I

Cancel

Mew Server Publishing Rule Wizard

Select Server
Specify the network, IP address of the server you are publizhing.

Senver IP address:

Browsze... |

| 192 188 . 1 . 1

55 Publish coul )5 a5

AsS SIS Next gq, o

< Back I Mewt » I

Cancel
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New Server Publishing Rule Wizard

Select Protocol

Select the protocol uzed by the published zerver.

Selected protocal:

Iﬂ-__'é] PPTP Server ~
Ports |
e, I
£ Back Mest = Cancel
New Server Publishing Rule Wizard x|
IP Addresszes
Select the netwark, IP addresses on the |54 Server that will listen for requests
intended for the published server.
Lizten for requests from theze networks:
M ame | Selected 1P -
O =% Extemal LAllP addresses:
= | nternal <Al P add

[ =% Local Host
O =% Quarantined PN Clents
O =%%PH Clients

Ml ankioe.._ 1o a1

1

RN PR

<Al IP addresees:
AP addreszes:
<AllP addrezzes:

P N 1 T N Y

|1¥]
Address. . |

< Back I Meut » I

Cancel

S8 as LSSg, oS Sl ceond ol yo

$ly ogd colaiwl  cul
=S oo Publish

A8 SIS Next> g4,

aS (59w

S99y » e AA-»S g.:L?d_:‘ ‘) Sg> 1§ £9)
2SS SIS Next>

SS SIS Finish - (sq, 2 ow

a8 5 ol g plgonsl e oy i sl | Firewall Policy o5 ob 4 cuwd pl b puidlys Lo
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VPN Client cw.s : Virtual Private Network (VPN) b ,l5

Coal 5 a5 olo NEtwork oo, Vi coal b (iS55 Sy mysber 9529 45 usleis 45 Lo 4w oo 05! VPN

L_J Enkerprise
E"__':’} Arrays
SR a SAMANCD
------ _:I Maonitaring

EI é\ Configuration

------ \_’S Firewall Palicy (SAMANCD)
Virtual Private Metwarks (VPN

| = Microsoft Internet Security and Acceleration S

N NP = B ICURR LTS

S e S5 b Caanad o) Ll g

Jd 1y 065 VPN Wb Yl a0 S Ol 1, i 5,50 Cond a0 5l o

S

-3 Servers @-A-As
J.. Mebworks
e Cache .. . — "
EJ e VLY Uw‘ |) L3 Enable YPH Clienf fccess M)f Tasks o )‘ )[5 L)" 6‘)‘.’
i [] General

(4] Disable VPN Client Access

r |

g0 4

ry

VPN Client A 050 AS (69, g WS Jee S0 G 5
jure ien ]

VPN Clients Task
5 ients Tasks 3¢ ol 5y Ko b oS SIS

helps vou define and configure (%) Disable YPH Client Access

5 access the corporate network, i
bual private netwark (YPM) 7 Configure PN Client

T ACCess

1at ¥PN Client Access is General VPN

Configuration

ate clients ko connect to the
sing a YPM connection, |E 2 Select Access Mebworks
1 Define Address
Yindows Users or select | Assignments
1T Caruvar - P
ieneral IGru:uupsI F'ru:utu:u:olsl LlserMappingl
Ty ) plaS jo a8 w00 9y o5 )l S Gl o
[v {Enable WP client access M‘) =
Maxirnurn nurmber of WP clients allowed:
—— L awiles oo Lo ol oo S o a5 General o5 o
VPN Enable VPN client access as ;5 s ol
caS Jd pSep b Jled e 1y 05>
Cowl L (ol 4y 00l 00lo )13 0 o)l a5 00 Cooudd o
Jain bo g ool 4 ailes oo a5 ole CaDIS olawy a5
Iy oae (pl aulyy oo bod a5 ¢ WS 0 asrino 1) &
kK. I Cancel Apply | M‘b )""*""
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¥PN Clients Properties 7]
General Groups IF'ru:utocoIsl Uszer Mappingl

Select the domain groups for which remote access iz allowed: &

Mamespace | Group | Domain | Add... |
Bemaove |

- Uzer accounts belonging to these domain groups should have

1 WPM access [dialin optionz) zet to "Control access through
remaote access policy. ' |f thiz option is not available, select
“Allow Access.

Ok I Cancel | Apply |

S ol 1) sleg S auly o Ll Groups s o
Los ¢« ab azislo |, VPN & jomme g (g yiws  algiy a5
e weS b0y )5 cnl g 1) 09> ()5 sy (o

28 SIS A (g5, ki 3550 09,5 Sl

Select this object type:

IGn:uup& Object Types. .

From thiz location:
ISAMAN cD Locations...

Enter the object names to zelect [examplez):
SaMAMCOYMWPN Client 1; SAMANCDWpn clent 2 Check Mames

PG

Advanced... |

09,5 b oS SIS Find NOW a5 (59, ooy 5L S ,0 g Advanced a5 g9, » SIS LYL S 5o

09,5 uilgl oo 35 Dg>ge i 3590 09,5 ST oS Skl b og,S pl 5l SO L ogd ool iuled Lads sl

¥PN Clients Properties ed F

Generall Groups FProtocals | UserMappingI

Enable the tunneling protocols available for remote acceszs
connections:

PPTF providez a secured connection method far remote
ACCESE,

[T Enable L2TP/IPsec

L2TP/IPzec provides a highly secured connection method for
remaote access.

0k I Cancel Apply |

DS ool 1y e 540

l, 095 bl JSGg, auly o L Protocols _s o

ool ol PPTP o8 s Oygo 4. 0sS jaseiv

‘5.0)30 o‘) )‘ ‘SA»J.M»O 9 Cooe ‘J.ALMJ ’.mg.a L} U"‘ as w‘
|, L2ZTP/IPsec ouly (o 095 5Ls 4 atws Jg « ol
g Sl Hloyer YL sl 5l Ledly aS asS Gl

90 ;2 duly oo lad ¢ el YU el a5l o1 SIS
S Gl 1) ae

o 8 oolaiul 0y90 g 0 s PPTP 4, 0,18 o yiies

=

S S
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L

¥PN Clients Properties

Eenerall Groupsl Protocals  User Mapping |

2]

Izer mapping iz uzed to map P clients from non-Windows namespaces
[RADIUS or EAP authenticated uzers] to the “Windows namespace.

Ag a result, access iules applied to the “Windows user sets are alzo applied
to uzers from non-wWindows namespaces.

[ wihen username does not contain & domair, wse this donmain

[Momain Mame;

for hon-windows authenticated VYPM clients so that uzer-bazed

j() If uzer mapping is not enabled, you will have to create a user set
access rules can be applied.

Regardleszs of the authentication type [RADIUS or EARY), this
uzer zet must be defined in the RADIUS namespace.

Help about user mapping

o]

Cancel | Apply |

s sl CdS @ by e User Mapping e o5 !
EAP 5 RADIUS 5 ,b 3l b a5 asl (o 5900

C05e5 58 lolid 3,90

iy SS9, Enable User Mapping a5 s 5
STaS a2 5 pla (Js 05d (o0 Jbd <l )
O ,500 CoNS SGl 0gd Jaie Lo pego 4 aS (6 0,8

SIS TSI YTy Rty | O VR PR PRV Ror

g o Domain Name cowd o b JSiw

g Juae o] 4 algn a5 0sS (Byme (6,500

ol,5 4 ass sl Firewall Policy o o1 sl Rule G b VPN 0,57 Jlad 51 o a5 il asils asg5

Refresh Polic | Action I Protocols

Expart...
Import...
Edit System Palicy. ..

Access Rule, ..

hlicy Rules Applied Before Array Firew:

Lo General ~ WebServeMyblishing Rule...
i 3
e Secure \Web Serer Publishing Rule. ..
Help Mail Server Publishing Rule. .
| |_’-| Last Server Publishing Rule. ..

MNew Access Rule Wizard

Welcome to the New Access
Rule Wizard

Microsoft .
Internet Security &
Acceleration Serverzoo4

Thiz wizard helps you create a new access rule. Aocess
ules define the action that is taken, and the protocols that
ray be used, when specified clients from ohe network,
attempt to access specific destinations or content on
another netwark,

h... H- Accezs wile name:
-- van_c"ent

To continue, click Next.

Wigds ol L Authentication olgs VPN
I, Access Rule au3 Ko sb L5 cpl iy
3 o5 job |y cand Cpl e aldl L asS Ol

ol sy o Jlg pld iz

54> Access Rule ¢l pul SO caond opl 4o

DS S Next> (g9, p dw « asS o)l

< Back I Mest » I

Canicel
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MNew Access Rule Wizard

Aule Action

Select how client requests for contert from the specified destination are dealt with
if the conditionz specified in the rule are met,

2 o5l>1 Access Rule ) 4 aly (oo Coond ol o

O G922 b b aady mle 4 o yiwd

Action o take when wile conditions are met:

@ Lllow

S oo ST, Next> g wems (o )18 58

< Back Nest »

Cancel

Mew Access Rule Wizard

x|

Protocols

Select the protocols thiz iule applies to.

Sl ol aslis S8l ples asa Access Rule

This mile applies to:

Erotocols:

N

dd
Edit...

FHemoxe

Ports...

P

a5 2948 oo 3l agyls Jeub ST all ails
S50 JSsn delsm o ST (Js - 0SSl
2 1) 2985 oo 0S QL] Sws &j90 4, L

c 920 )18 pgd 43S (s,

New Access Rule Wi

< Back I et » I

Cancel

Access Rule Sources
Thiz rule will apply to traffic anginating fram the sources specified in thiz page.

Cond 4 Network <6 wob e IS ol o

Add Network Entities

Thiz rule apy

Metwork entities:

x|

Mew - Edi... Delete
El L5 Metworks
@ External
== Inkernal
= Local Host

=% Quarantined ¥PM Clients
WPM Clients
1 Enterprise Mebworks
[ Metwork Sets

L Computers

1 Address Ranges
1 Subrets

L Computer Sets

Add Cloze

1=

Edit... |
[ Herore |

Bemove

gl o Lol ol 5l Sl as ass aslsl

dd...

w20,5 bt |, VPN Clients s

Mest >

Cahcel




Al e+ Access Ru

Access Rule Destinations
Thiz rule will apply tao traffic sent frarm H

Wil ~.dd Network Entities

Metwork, entities:
This rule

he rule zources to the destinations specified

x|

Mews = Edit... Delete

[ Enterprise Metwarks
[ Metwork, Sets
[ Computers
[ Address Ranges
1 subnets
1 Domain Marme Sets
[ URL Sets
[ Computer Sets

Add

—— . s | oS obksl L3 e o a5 Network

El [ Metworks *__,..--"'"--
& Frcternal Edit... | .. . L 1 2l o
< Internal / LJLMJ)‘ )'E" 090 uake 4 &&= )‘ "\"L’ Q‘ ‘—i“j‘)”
= Local Host Hemave |
<% Quarantined VPR Clisnts 6‘)‘.‘ ‘) )Lu Sy90 o K.w U"‘ 0O ¢ os.w
VPN Clients X

oS o el S5 ol b

Hext » Cancel

Close

New Access Rule Wizard x|

User Sets
Y'ou can apply the rule to requests from all users.
specific uzer getz,

Or, vou can limit access o

Thiz rule applies to requests fram the following user sets:

T Al Authenticated Users

Add...

Edit...

i

Eemowve

< Back I Hest » I Cancel

s9y » |, Access Rule -l olg o Caond cpl jo

PP I PP VEL SEPO - SR VEL S S S0 L S| JU L
Al oy L L g aas bl 1) ol s ples agles

AS Wlsl e 4 1) 5 S Add

ly ol o oldes oS AalE ol i ol Lot
USs oyl e asS” e

A4S SIS Next> g9, 5

S SAS Finish (g9, 5 51 50

550 6,5 peply> o Yl ¢ oS iy 1 b coMS VPN 59,9 sl Access Rule O puiigs acasd pl b L

09 2 s 4 e plsil lo oS 5959 (sl

B39 g e 430500 (65955 plo 91095 s (59, 2 S

Click Start / Administrative Tools. Click Active Directory Users and Computers/ click on the Users node in the left pane.
Double click on the Administrator account in the right pane of the console.

S8 G e g n ) e 4 )l (655 2Is 50551 353 55 555 2 STL
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Adminisiralor

\g Manage Your Server V4,0 My Computer

S SIS L 0590 4035 (59,

Command Prompt

!
| / windows Explorer
=1

:J Printers and Faxes

9 Control Panel | @}] Certification Authority

il Cluster Administrator
@ Component Services
‘g Computer Management (

4 Configure ¥our Server ‘Wizard

v
@ Motepad : Data Sources (DDBC)
@ Help and Support o
= .E Distributed File System
:] 154 Server Management ) search i3] Event viewer
& Licensing
Eh% Backup {—JRun... 5P Local Security Policy

é Intermet Explorer

all Programs

# Manage Your Server
@ Microsaft .NET Framework 1.1 Configuration
§ Microsoft JNET Framewark 1,1 Wizards
g Metwark Load Balancing Manager
@ Perfarmance
@ Remote Desktops
E Routing and Remote Access

% Services

T@ Terminal Server Licensing
Log Off @ Shut Down

,, Terminal Services Canfiguration

|i‘ Start J @ g J @ Computer Management (= 158 Ser ﬁ’ Terminal Services Manager

E Computer Management - |E||i|
Q File  Action ‘Wiew Window Help |_|ﬁ||5|

= | Bm| X R @

g Computer Management {Local)
Eﬁg System Tools

-] Evert Viswer

-p- Shared Folders

g Local Users and Groups
) Users

D Groups

| Performance Logs and Alerts
z, Device Manager
[—:I@ Storage

& Removable Storags

A Disk Defragrnenter

-igg Disk Management
[]--@ Services and Applications

< b

Pane Full Marne Description

Set Passwaord. . g " . = .
‘%Guest 2 Built-in account Far quest access to o0, S & ©
B suproRT ©,)90 ""’)S SS9y x99 ( L“: ( K—W (3--b,

all Tasks rporation...  This is  vendor's account For the -
Q WPN_user

-

Celzte LUt S g_i..ls rla." 5
Rename TN -
Properties

Help

|Set the user's password.

Administrator Properties e |

General I tember OF
Remate contral I

Remote Access Permission
Allow access

" Deny access

I Profile I Erwironmert | Sessiors | J.iw Lj""a 9 ».\.uS &.JL’>L-" ‘) Dlal'ln w Comnd U"‘ L)

Terminal Services Prafile Dialin

(Drialin o YPN) ..\...;5 g_i..lf A”OW ACCGSS M; 63) )J

|y ilise olnlS ails oo Lot & apdly ansls azgs

' Control access through Femote Access Policy

[~ Werify Caller-ID:

DS Jd Wl Gl 1y A ol g as Gkl

— Callback Options
* Mo Callback

 Always Callback to:

S olee w4 plp)l8 sl Jwd anS pl S

™ Set by Caller [Routing and Femaote Access Service anly) “»9"*’ | A 39w 4_, Mb_,

[ &szsign a Static P Addre

3% I

1 Apply Static Boutes

connection.

Define routes to enable for this Diakin e e |

QK I Cancel | Lpply |
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oS S | 095 )15 g 0uiS 0l VPN 6O 6 b Y

g dx NS 50 15 e 4 pols sl 1) IS ol T (69, 5 0,5 Sl was cadS SO S ol 6l oo

Start>> Control Panel >> Network Connections >>

SIS Next> g, » oo 5L JSo 0 wss SIS New Connection Wizard g, » p ool 5L amio o

New Connection Wizard

Metwork Connection Type
“what do pou want to do?

)

" Connect to the Internet
Connect to the Intermet 2o you can brawse the Web and read email

* Connect to the network at my workplace:
Connect to a buginess network [using dial-up or WYPN] 20 pou can work from home,

a field office, or anather locahon.

" Set up an advanced connection

Connect directly to another computer using vour senal, parallel, or infrared port, or
zet up thiz computer o that other computers can connect to it

< Back I Mext > I

Cancel |

MNew Connection Wizard

Metwork Connection
Howw do pou want to connect to the nebwork. at pour workplace?

Create the following connection;

" Dial-up connection

Connect uging a modem and a regular phone line or an Integrated Services Digital
Metwork ISDMH) phone line.

+ Mirtual Private Network connectior

/i

Connect ta the network. uzing a wirtual private network [WPH] connection over the
Imtemet.

< Back I Mest = I
ew Connection Wizard

Connection Name
Specify a name for thiz connection to your workplace.

Cancel |

)

Type a name for this connection in the following box.

Company Mame

WPMN_Connection

For example, you could twpe the name of your workplace or the name of a server you
will connect to.

Cancel

< Back I Mext > I

S ol g K6 B oS

» x> VPN Connection sb! sl JS& cpl 5o
Sl Next> (g5, 2 am ¢ 0SS SISV 43S )

A4S SIS Next> g9, 5

S9y »2 S ¢ aS oly 0 LIS lp el SO

OsS SUS Next>



New Connection Wizard

VPN Server Selection
YWhat is the name or address of the WPN server?

Type the host name ar Internet Protocal [IP) address of the computer to which yau are
connecting.

Host name or [P address [for example, microzoft.com or 157 54001 )

192.168.1.1

Cancel

A connection that iz created for your use only is saved in your uger account and is not
available unless you are logged on.

< Back | Hest » |

New Connection Wizard

Connection Availability
“'ou can make the new connection available to ary uzer or only to yourself,

Create thiz conhection for:

7 Anyone's use

Cancel

< Back | Mext » |

ew Connection Wizard

)

Completing the New Connection
Wizard

Y'ou have successtully completed the steps needed to
create the following connectior:

Y¥PM_Connection

The connection will be saved in the Mebwork
Connections folder.

W idd a shortcut to this connection to my deskbop

to create the connection and close this wizard, click Finish.

Caticel

< Back | Finizh |

se> ISA Server _ ol o,lois wb Lol o (] )0
S8, LS TISA g b auilsiy 2SOl b oS sl 1,
&S

SuS SIS Next> s, 5

aS oS colaiwl logs alS o obml &5 iSO

5 FemalS 1 (g9, o8l den b g 0ed o pgd AT

Ded oo Jol 4y 38 aS oS colaul

S SIS Next> s, 5

Sy 2 b aSSE L asp 1) e 050 43S S5
RCSUR S Y- Y bl WY
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Connect ¥PN_Conneck

L Shol jopm 30 a5 6 jee 30y 9 )5 pb Ceend ol o

CsS 3l 1y aul 0ol 09,9 j9me ] 4 gl 00,5 Sl

S SIS Connect s, o

szer narme:

IAdminiStratDr

Pazzword:

4 VPN &b 5l cods’ oS msin azrsie oSl ol Yl

[T Save thiz uzer name and password for the following users:

= e anly

 Arpone who uzes this computer

R opee &g Mgd o Ol ¢ Sesl edd Jate 9w
start >> Administrative Tools >> Routing ..,

LConnect |

Cancel | Froperties | Help

| And Remote Access

i Routing and Remote Access

File Action Wiew Help

Lo VPN iS5l ¢ 08 o oomlive a5 ghailen
=101 ]

ol o jopw 4 Sawyd A ol 00,5 olxl oS

o amERE 2

E Routing and Remote Access

Server Skatus

- [y SAMANCD (jocal)

B Network Interfaces

“RRemote Access Clients (1)
- Ports
B2 IP Routing
% Remote Access Policies
D Remaote Access Logging

Remate Access Clients (1)

User fame T | Duration | Mumber of Parts

E SAMANCDY... 00:18:45 1

\

3 Mgl Jate jgpm (pl 4 50 VPN w31

Bgd oo 00l inlad Ceond oy

Ll IS e aisS oolaiwl VPN 5l aales 0 a5 Slo oIS Y

General YPN
Configuration

[ select Access Metworks

gf' Define Address Assignments
g?' Select Authentication Methods
& Specify RADIUS Configuration

Related Tasks

- — e —h

plS 52 59y 1 i e Rk 4 0l0 Dg2g v a0 Dlalal (g, S
Qbld axgi ¢ 0gd ol dw amis SO U asS SIS b oan S sl gl

S,l0 0529 S jo o a4y 38l pled il
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| ¥irtual Private Networks (¥PN) Propertie

Access Networks | address Assignment | .ﬁ.uthentiitionl RADILS |

which clien&an

For site-to-site connections, seleck the local network whose adapter is
the WPN gateway used For connecting to the remote site,

For client connectio* select the nebworks Frol
initiake connections to the VPN server,

These settings are common to all YPM dients and site-ko-site

conneckions,
MName | Description
=heExternal Built-in network, object representing
O =% Internal Network representing the internal r

O =& all Metworks {and Local ...
O 5. a0l Protected Netwarks

This predefined netwaork set include
This predefined network set include

x|

3,10 8529 atrine sl i yo b 4T sled iaS a5 jshiles

S oo ey ol Sl g

o b cadls a5 5 90 Network Gl b cawnd opl o

QS 5T VPN Server b 1) o953 c¥lasl aslys

oS Sl (o pgives lalyh b

a4 I Cancel | Apply
¥irtual Private Networks (¥PN) Propertie 2x]

hroess Nebworks  Address Assignment |F\uthentication | RADIUS |

—Select the IP address assignment method:
£ Skatic address pool

I address ranges:

Start Addr... | End Address | Server | Add...

¢o Dwnamic Host Canfiguration Pratacal (DHCP. Mot supparted on
multinle-server arravs,

Edit... |
Bemave. .. |

Ise the Following network o obkain DHCP, DMNS and WINS services:

Inkernal j

Advanced settings are only applicable For
remote YPM clisnts,

Advanced. .. I—

=, S 05 sla VPN Client sl oilys oo Caond ol yo
3950 DHCP & 1, ) 5, il gl b g 0 e Sk o IP
Ol 4 b asS o Dbl ]y pgs aniS By L aS Juaie
Ol ey a5 0SB 1) Gl 0500 slo gy
SAS L g ooyls L3 Internal oS &S 69, p b gy

Sgd oo ol iy JSs Advanced oIS (s,

Specify the DMN3 and WINS server IP addresses used to resolve
_I—> computer names for YRR client connections:

o4 I Zancel | Apply

| 1 {~ ©Obkain DNS server addresses using DHCP configuration

99y DNS QQ)ST Sy (_g‘).g Jj‘ M)f o Jiw u-" o

< Lo lﬁﬁé d.»..;)f 9O ¢ yg DHCP )| LS P oolawl

% Use the Following DS server addresses:

Primaty: I o. 0 .0 .0 Browse, . |
Backup: I o .o .0 .0 Browse, ., |

3 " obkain WINS server addresses using DHICP configuration

22 13 1, T @l S g 5900 DNS oy bgy o IP il

Cowdy 6‘).3 39 DHCP )‘ 09.»4.: < ool P o dun.’)f e
(5 SO Do 4 o8 5l 43S 0 g 59w WINS (30 ]

w5 B by s WINS ilgs

% {ise the Following WINS server addresses::

Primary: I 0 .0 .0 .0 Browse. .. |
Backup: I o, a0 .0 .0 Browse. .. |

Zancel |
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¥irtual Private Networks (¥PN} Prop

Arcess Nebworks ] Address Assignment  Authentication IRADIUS ]

Authentication methods

Select the authentication methods used when the remote site gateway
or the remote YPM client initiates a connection to ISA Server,

[w #Microsoft encrypked authentication version 2 (MS-CHAPwE) |

Extensible authentication protocal (EARP) with smart card or other
certificate.

|Jse the protocaols below anly for YPM clients running on wWindows 98 or
windows MT 4,0 that do not have the latest YPN client software
installed,

| Microsoft encrypted authentication (M3-CHAP)

[ Encrypted authentication (CHAP). Requires reversible passwords,
[ Shiva password authertication pratocal (SPAP)

| Unencrypted passwaord (PAFY

[ Allow custom IPsec policy For L2TP connection

2x . s o5 cpl o @ Authentication s v,y

oazia 1y )5 Cogp g olull sla by, alys
hexs PAP 59 oS az g b by, ol & ST 0
&'y 09y it MS-CHAPVZ s) 5 (g, (n )

sl o ol gloles

¥irtual Private Networks (¥PN) Prop

Access Metworks l Address Assignment ] Authentication  RADILS l

ou can use a RADIUS server to authenticate remote users and
site-ta-site conneckions.

This configuration applies to all YPM connections made ta this ISA Server
computer,

[ 1lse RADIUS Far authentication:

‘fou can use RADIUS accounting to log YPM connections in the RADIUS
server logs.

[ Use RADIUS For accounting (logging)

To view or modify the list of RADIUS ‘
servers, click RADIUS Servers,

o1

Cancel ‘

5hawsS solatwl wuly oo e <5 op! o : RADIUS s
Authentication 4 _lulus sl RADIUS 4,0 S

SYLall g Wgl (oo by jorm a2 90 o) 5laS S8
aolsl yo culw o5 Colew SYlail pl a5 cole ¢ Colw
w2l oo ol &

255 LOG ledlbl b oy oo 1) pgo ai 35 5lys (oo

S SUsok s,

L aS 5 ls 54>9 Monitor... ol 4 sl 4535 Related Tasks cwud ;o

Related Tasks

' Monitor VPR Clients
() Export VPN Clients
Configuration

i) Import VFr Clients
Zonfiguration

A/ VPN slys oals sl Session s Monitoring cwud jo o1 5l eslaxwl
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Remote Sites cwud : Virtual Private Network (VPN) b ,is

.ol o Secondary sge 5gsls

PN Clents )/ Remote Sites Yy / Tasks \(Felp a5 69, 2 iSOl oyl oloul (ol

Jame - I Description I Protocol I |

= Wpn_Client This network represents a re... PPTP It

Remote Sites Tasks ol asein S 4o aS ).b.; S y90

New Site-to-Site Metwork Wizard

Welcome to the New Network
Microsoft Wizard
Internet Security &
Acceleration Serverzop4
Thiz wizard helps you create a new network. Mebworks
zpecify one or more ranges of [P addresses as a network,
object that can be uzed in ules.

Metwark, name:

ISite Ta Site Connection

To continue, click Mest.

x|

< Bachk I Mest » I Cancel |

New Site-to-Site Metwork Wizard

x|

¥PH Protocol
Select the WPM protocol uzed to protect traffic sent between the sites,

" IP Security protocol [IPsec) tunnel mode
Provides high secunty and interoperability with third party %PH wendaors.

" Layer Two Tunneling Protocol [L2TP) over IPsec

Frovides a highly secured connection method.

* Point-to-Point Tunneling Protocol [PPTP}

Provides a zecured connection method.

< Back I Nest » I Cancel

£51 ndd Remnits Site Network

General VPN
Configuration

Z5 Select Access Mebwarks

ff‘ Define Address Assignments
F5F Select Authentication Methods
7| % specify RADIUS Configuration

Related Tasks

S9) 2 9 S S)lg 093 iSSE slp el S
Sgd ol s S0 B oS SIS Next>

o S astine |y 093 bl | gei Cod ol jo
aS oS bl |, PPTP L L2TP « IPsec olgs



Yo

Microsoft Internet Security and Acceleration Server 2004

N

must be wvalid for all array members.

If the user account already exists, the network name you specified must match this user account name. Otherwise,

woU must create a user accounk with the site-ko-site network name. Click Help For details.

Help

X

Ta access the local site, the remote site needs & user account with dial-in permissions that is recognized by the local
site. The user account must have the same name as the site-to-site network you are creating with this wizard, and

SO 2o,S SIS Next> (g4, p 4SSl 5l os
Slp hls A S aiise ol sl ol
aS b atily )5 G Wl i SS cpl ol

DS SIS 0K (55, 050 ol aub Allow Access cwd pols musss

New Network Wizard

Connection Owner
Specify an 154 Server aray member for thiz connection,

x|

“When Metwork Load Balancing iz enabled, the connection owner iz automaticallp
assigned. When Metwork Load Balancing is dizabled, pou must select the 154
Server amay member,

Select connection owner:

< Back I MNest » I

Cancel |

New Site-to-Site Network Wizard

Remote Site Gateway
Specify the name or P address of the remate site VPN server.

x|

Bemate YPN server name or P address:

IBM

< Back I Next » I

Cancel |

Mew Site-to-Site Network Wizard

Remote Authentication

Far the local site to initiate & connection to the remote site, a user account on the
remote gite iz required for authentication.

x|

¥ Local site can initiate connections to remate site using these credentials:

User name: IUSET'I
Domain: Iibm. com
Paszword: I""‘"

LConfirm pazsword: I“""

The uger account must match the name of the VPN site-to-site
L3 cohhection created on the remote site.

< Back I MHext » I

Cancel

108 15 Slakie Cwwd o ol dial-in s

ISA . Owner L Lol colo Wb axan (pl jo
Load olgn a5 oS obkal 1, s¢5 Server
&S s .2 g Jleé |, Balancing

aS SSISNext> g9, 5

Sl 1y oS J18p blsyl 9w o b awsles o

A5 SUsTNext gq, 5

gaye 0 85 )5 el SOl Led S pl o
a0 j50 Cwand jo g il o 1) ol sl sloul pg

Oy Lol pod 59y 00,55 (2o S1g ¢ apms 3

S 0 lg a5 550 Cend 0 1) piage sl o lo
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2 Network &l IPas, S wb Coand ol o
Hetwork Addiesses
Specify the P address ranges to include in thiz netwark. L’ \ﬂ\a\ 9/\\" )‘ >L~° M‘}.’. ‘510 “’f dl.?u‘ 05-'.>
Address ranges: . . >,
Start Address |En'g“&2'c'l_ress Add Range... I d'{ ‘57.:.:) )‘b b 9 - 0)‘9 \O‘Y\?A\Jvaf
192168.1.2 192168.1.2 _
Ed. | | Lo.u.’ AS...MJ L> wl.....n
Bemowve | i
— dg)ﬁwdm)éawwNeXt>69)ﬁ
nterprise Networks:
A8 SIS Finish
Add Network... |
¢ Back Mest > Cancel |

S92 &5 2 plel Gl asly asg

Oilyl Lals g5 209 0,038 Jwyd 4 Sledad U asS SIS 098 0 cvalin 380 005 YL o aS Apply

O3 bopgd jopw jo | iSOl ed wub ol atils axg ¢ 0uS olxl Site To Site uSSS S

5 1P (o a5 o jo Jaid g ol LS Jie Sl e pled a5 0 dgh iS5 ol 4 Laid ¢ 0sS ols! Secondary

DS 285 )5y ye5

DS e S Gub oS oo i o5 ACCeSS Rule G o iws 6l sl I8 ol aslsl o V>

----- 3 Wirkual Priva

Refresh : Ier | Polic | Ackion | Prota

EI};» Canfiguratic
[ Servers
b Mtk

Expart. .. rprise Policy Rules Applied Before Arra:

d oo ¢ e .o = o -
Er;:znftvstem Bolicy... / WSS UL"‘-“ ‘) JL’" Sy90 An S JS"“ d“‘L’

- 2
Access Rule. ..

weh Server Publishing Rule. ..
Secure Web Server Publishing Rule. ..

Wiew 3

Help Mail Server Publishing Rule. ..

MNew Access Rule Wizard x|

I Ent  Server Publishing Rule. ..

Welcome to the New Access °)‘9 39> Rule Q'i‘ 6‘ﬁ r"“*" SO Connd C):’.‘ )°

llka'lie;mioft' Sectil Rule Wizard
nternet LTl . .
Acceleration Set?verm DS SIS Next> (g, 2 am 0sS

-- ISite To Site Access

To continue, click Mest.

Thig wizard helps vou create a new access rule, Access
les define the action that iz taken, and the protocols that
may be uzed, when specified clients from one network
atternpt to access specific destinations or content an
another netwark,

Access iule name:

< Back I Mest = I Cahcel




A%

New Access Rule Wizard

RAule Action
Select how client requests for cantent from the specified destination are dealt with
if the conditions specified in the rule are met.

Action to take when rule conditions are met:

= i

" Deny

Cancel |

< Back I Mest » I

MNew Access Rule Wizard |

Protocols
Select the protocolz this rule applies to,

This rule applies to:

Al outbound traffic

Erotozols:

Edit:..

Hemave

3

Puarts..

Cancel |

< Back I Mest » I

Mew Access Rule Wizard x|

Access Rule Sources
Thig rule will apply to traffic onginating from the zources specified in thiz page.

Thiz rule applies to traffic from these sources:

| rtermal _‘ Add.. |
-~ Edit.. |
Eemove |

< Back I Hewt » I Cancel

X ow oS bl | Allow a5 cwd (ol o

iS5 Next> (gs, 5 auS il

All Outbound Traffic a5 cend ! o

0SS Next oo, g S sl |,

dx oS okl | Internal 4 ;5 Network
A5 SIS Next> g9, 5
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Mew Access Rule Wizard

Access Rule Destinations

Thiz rule will apply to traffic zent fram the rule zources to the destinations specified

in thiz page.

M Ss b oS SIS A g5, 1 Ceand ol o

Seowlb bbb Cwend opl jo0gd el g5

Thiz rule applies to traffic sent to these destinations:

2ole & ol a5 S sl wa> Network

=L:Branch

Add...

25 e JS5 b 28l s e G ko

Edit..

Bemove |

Add Network Entities x|

Mebwork ertities:

IMBW » Edit... Delete

Metwork

< Back I Mest » I Cancel Computer

Mebwark Set

g_:L?o..:‘ ‘) Network c\.u)f 9 J..uj g_ia.ls NeW S99y » C;w.:‘) Coww wic )*5 [ Enterprise Metwaorks

9y 2 S S 8,lg o3 Network sl pwl G ool 5L ambo jo . oS

New Network Wizard

Metwork Type
Specify the type of network you are defining.

Address Range
Subnet
Computer Set PN Clients
LRL Set

Diomain Mame Set

[ Mebwork Sets

[ Computers

[ Address Ranges
|1 subnets

O S S |S Next> | Domain Mame Sets
” - 1 URL Sets

[ Computer Sets

X Add Close |

" Internal Network
Internal networks contain client computers that 154 Server will protect.

" Perimeter Network

A Perimeter network ugually containg servers that are published to the Internet. [k will usually

be less tusted than intemal networks.

&+ VPN Site-To-Site Network

AVPN site-ta-zite netwark represents a network in a remate site, connected through a VPR

lirk.
" External Network

An external network represents an untrusted netwark., such as the Intemet. |SA Server has a

default extermal netwark.

SS9y p o S Sl ) pew 4 S Cwend ol o

AaS SUUS Next>

< Back I Mext » I

Cancel |

FaliLrmRL o

New Network Wizard

¥PN Protocol
Select the VP protocol uzed to protect traffic sent between the sites.

3 b bl gl 0 LR agas a2y 5F Coomdd oyl 4o

o, bl J5 gl a5 asl oo bogs Ll 5ub

" IP Security protocol [IPzec) tunnel mode

Pravides high security and interoperability with third party YPH vendars.

" Layper Two Tunneling Protocol (L2TP) over IPsec

Provides a highly gecured connection method.

& Point-to-Point Tunneling Protocol [PPTPE

Provides a secured conhection method.

colo b s axan o oS S Next> g9, 5
el ox aman 008 oyl |y s Llie Server

Iy Qgd Jako pgd j9pm & Q~‘ L ssalgdes a5 6,8

< Back I Mest > I

Cancel |
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20 9SS SIS Next> (55, p s oS aseio Network ol slp 1, 1P z, &G o axin 0. asS o)l

New Access Rule Wizard x|

Accezz Rule Destinations
This rule will apply ta traffic sent from the rule sources to the destinations specified
in thiz page.

Thiz rule applies to traffic sent to these destinations:

~4Branch dd.. |

Edit...

Hemove |

< Back I Mest » I Cancel |
New Access Rule Wizard |

Uszer Sets

You can apply the rule to requests from all users. O, pou can limit access to
specific user sets.

This rule applies to requests from the following user sets:

?;] All Authenticated Users

Edit... |
Bemave |

< Back | Mest » | Cancel |

S SIS finish gg, p ow axin

A 0,90 Network oss o sanlin a5 jshiles

2= ;lInternal sla Network as” osb atsls

ol ot Branch 4 ,las 0,90 duaiie 4 Lol
G (ot

SuS SIS Next> s, 5

Geb b aiyls jeme a5 o185 Wb cwend cpl o
Sy p S ol ) )5 pl Gbogs Has
A8 SIS Next>

2ST SIS Finish g9, » b oo 15 31 50
oS ol 1, Access Rule (pl puiecilss Lo Yl

oS A g

5 el sl 0gd Jate Lo Lol ISA @ valgs o a5 ISA Server sl oS sbnl 50 Acces Rule G wls

[ B Array @ allow E All outbow Properties
,_*1 2 Array a Allow fj,j all outbour Delete - Client

9y » a5 (oo odmlin S5 0 &5 jshiles

ooy 4 5 9uS Cewly 0lS 029,5 sll a5 Access Rule

Enterprise Policy Rules Applied After Array Firewal  Exzport Selected
Import to Selected. ..

[#]rast  Erkerpris= (S Deny  Li Al Traffic Jit rule "‘i?. Access (:}‘i‘ )" L:,' )" ;S gw‘ ‘)CO py @.}f

[Mowe Cawn
Disable

Configure HTTP



@ clow IR ) p— Site To Site Access ‘) P aste A )f . .S w‘) . (y UT $9) o)l_}ﬁ S
]2 array @allow sl Delete ypn_Client
e A Ll 0gmg oyl 5 50 adens SO B oS Gl

Export Selected
Import to Selected.. .

Enterprise Policy Rules Applied After Array

,_*1 Last  Enterprise @- Deny !fj,i Al .. Default rule

[Mowve Down
Disable

Configure HTTP

r@.‘{d% OO; QSAS 4; ACCQSS RU |e 69) ){ M..ouw.s u)‘ )Q I_f-|2 Site To Site Access Array ﬁ.ﬁ.llow Ej,f_nll Qutbound ... <% Internal

! 1 Site Ta Site Access(1) E all Qutbaund ... &= Inkernal

..\....5 uL?r...;‘ ‘ B J 9‘ d.u)f 9 ..\.HS S| B A.JS [#]3  wpn_Client Emperties\ L4 &l outbound ... 223 WPN Clients

Delete

Copy \

Enterprise Policy Rules Applied &  Paste

|_’-| Last  Default rule Export Selecked "3,; all Traffic -_L_g &l Networks
Import to Selected. ..

Maove Down
Disable

Configure HTTP
Configure ETP
Configure RPC protocol

Site To Site Access(1) Properties 2x|

Usgers I Schedule I Content Typez
General I Action I Pratocols Frarm I To _ . .
anys ¢ oS ol |, From oo cwnd opl o

This rule applies to traffic from these sources:

2 o,bgd ¢ oS Wi 1) T g oS okl |, Internal

~hiBranch Add...

Ed.. a;S Network julgs 5l 5 oss SIS Add s,

Eemove

H

S ol 1, Branch

Euceptions:
Add...
Edit.. | Site To Site Access{1) Properties e |
Flemmve | Users I Schedule I Content Types |
- General I Ection I Pratocols I From Ta

Thiz rule applies to traffic gent to these destinations:

0K I C | Appl : T
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Select a Firewall Policy
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Welcome to the New Web
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Acceleration Server o4

Web chaining ules detemine whether client requests for
Web content are retrieved directly from the specified
desztination, routed upstream to an |54 Server, or routed to
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Web chaining rule name:

IW’eb chairing 1
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‘Web Chaining Rule Destination
Thisg rule will apply to requests sent to the destinations specified in this page.

Add Network Entities |

This rule 8 nebwark entities:

[ Enterprise Metworks
[ mMebwork Sets
1 Computers
|1 Address Panges
[J subnets
| Computer Sets

Edit... |
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=l Inkernal Hemave |
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_-______,._--' Add... |

| Domain Mame Sets

[0 URL Sats Cancel

Hest »
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x|

Request Action
Specify how client requests for content from the zpecified destination should be
processed,

- Request Processing
{+ Hetneve requests directly from the speciied destinatiors

) (" Redirect requests to a specified upstreamn server

I~ | Allovs delegation of basic authentization credentials

. T L
Al

" Redirect requests to:
Hosted site: I

—
—

Browse. . |
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= Wse automatic dislup

Help about automatic dial-up
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Primary Routing
Yau can zpecify the primary route for requests that are sent to an upstream prosy
FEIVEL
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uze a specific user account, type the name and password,

Server IIBM.com Browse... |
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New Web Chaining Rule Wizard

Backup Action

You can set up a backup action for clients that cannot connect through the
primary route.
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" Retieve requests directly from the specified destination
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Firewall Chaining

Firewall Chaining |

Use this page to specify how requests from Firewall and
SecureMAT clients are Forwarded to upstream servers,

I‘}:

To rouke requests to upstream servers:

" Chain ko this computer:

™| Use this account:

I Sef Account, ., |

2|

oK I Cancel | Apply
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Cache Drives |

2]

-| samancd
Drive | Type | Disk Space ... | Free Space... | Cache Size ...
C NTFS 4085 1544

!

Maximurn cache size (ME): ———. I 154 Set
Beset |

Total disk space on NTFS drives (MB):

4085

Current total cache size (ME): o

Cancel
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Apply. |

[SA Server Warning
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' Hdd Servers

Changes will be applied only after the following services are
restarted:

Array | Service

SAMANCD

ticrozoft Firewall

Save the changes, but don't restart the services

The changes will be applied only after you manually restart
the services.

Save the changes and restart the services
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MName + | Address Ranges | Enl
Networks
@ External 1P addresses external to the ...
= - Internal 7 0.0,0.1 - 126,255.,255,255

<% Local Host

No IP addresses are associat...
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Cache Drive Tasks

4 Define Cache Crives (enak
caching)

d,j Disable Caching
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Internal Properties

Addreszes I
Auto Dizcoverny I Firewall Clignt I WWieh Prosy

General I Domainz |

The Cache Array Routing Protocol [CARP] balances web requests and
cache content acrozs the servers in an amay. CARP iz used only when

caching iz enabled.

v Enable CARP on thiz nebwark,

2 x|

wieh Browser
CAaRP | HLE

I, CARP s Wl oS o osplice a5 jshilen

Enable 4035 o) 5 L oawsl awsls asg

» CARP 5, CARP on this Network

— CARP Exceptions

throughout a seszion cannot have CARF applied.

Do not apply CARFP to traffic to theze Web sites:

[ zamancd. ik

%

Traffic: bo ‘wieb sites requinng that client [P addreszes remain the same

n
\1.4) Thiz lizt of exceptions applies to all netwarksz in the aray.

cogd oo Jld w0,S ol a5 Network s,

©g 38lg oo Ll oplo S8 py j0 a4 ad o
o el oS Blal ced pl 1) ol ol

»

Add...
Edi.. LS b cole oy cpl g, CARP a5 el jslate

Bemoye

di

o Ceomd ol 4 S 0el o APPLY 4 ol

CARP Exceptions a5

Help about CARP confiquration

A8 SIS OK (695 g0

o |

Cancel |

Apply |

s+ Manitorng
L4 Firewall Policy (SAMANCD)
: Wirtual Private Mebworks (WPMN)
=% Configuration
----- d Servers

o Mebworks

Mame:

3 Add-ins
[] General

samancd Properties

meneral  CARF |C0mmunicati0n|

Cache Array Routing Protocol (CARP) divides the cache content
between array servers, CARP load factor determines the relative cache
availability For khis server compared ko the rest of the array servers.,

Specify the CARP load Factor For this IS4 Server camputet:

Load Factor: 100

= Moke that CARP must be enabled on the CARP properties
y page For the netwark this IS4 Server computer belongs
to.

/ SEFYEFS \

B samancd

Sl b Lol als 5 (8l ol
5 0SS Servers sy 59,

Huost ID CARP Load Fac

100

Properties

29 89y 2 B 9 Ced o
L Jol anss 9 culy ol 09>

Delete
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(1255 oo 255 28 NLB)wg 1 jee a0 (P 4508 )15 SG 55, 2 NLB (0,57 JLd (6l

Coly 3ulS 095 4t &5 51 G g9, »  Start >> Control Panel >> Network Connection

L Local Area Connection Properties 2 x|

General | Suthentication | Advanced |
Connect s 1,8 Network Load Balancing sb « 435 cwd ol 5o
I B8 IntellR]PROA000MT Network Connection

00,5 Jbd gl Canl Jled 8 (538 iy D jso 4y AT o)l

OS ol 1) Properties a5 g oS
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[ ] B Metwork Load Balancing
J::J; File and Printer Sharing for Microsoft Mebworks

FIntret Potcal (TCPP) 21|

| Cluster Parameters | Host Parametersl PortHuIesl

Inztall.. Uninstall Froperties

i~ Cluster [P configuration

— Description
. IF address: I 192 .168. 1 . &
Allowes pour computer to access resources of a Microzoft
network. Subnet mask: I 255 . 255.285. 0
Full Internet name: I
Metwork. address: |D2-hf-cD-aE-D1 -06

i~ Cluster operation mode

sf O Multicast ™ IGHE multicast

¥ Show icon in notifization area when connected

Ok, | Cancel |

1 Allow remote control

Femate pazsword: quuuuu

,8 895> Cluster ¢l a5 ool PSS sl cand ol o P —_—

SoealS ST oS o)lg 1) 095 4ty 55 Subnet Mask o o | conedl |

595 5L & atws |, Multicast L g Unicast sle 4035 51 SO pgo dcgame 10 .0 0,05 15 0,10 paago pb Lo

SsS Set ol slp jeae o, S 90 ol 5l S gl pae e 4o oS Ol

Network Load Balancing Properties 2=l

Cluster Parameters  Host Parameters | Part Hulesl

Eriority [unique host identifier]: I 3: Network g_)"‘ (5‘){ u*’)QT |P & J..)L’ - 3 g_)"‘ )d

— Dedicated IP configuration

IP addreszs: I . . . "O S LmNteWOFk . ‘ e K & 25 das
Subnet mask: . J} J R 05T )"’i' )L’" P) 9=

i~ Initial host state

Default state: I Started 7 I

[~ Retain suspended state after computer restarts

e ool IP ol b Ll olgo asws Cluster

Sy asess

X 05> Network ¢l ailss oo o8 31 <5 o
S5 0K (g9, 5 S e e Dye (g
AsS SUs Close sy, 0 oa oS

Ok I Cancel
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093 325 e 4 )5 nl sl S JW8 1) (o5 5 NLB S opls> (oo
A8 SIS Next g, oo 5L axian 4o

S5 S o
Metwork Load Balancing Wizard il 4\..\_a| P o)‘o ‘39?3 5)9_,>55 g_i.’ LJ"‘ )d

Select Load Balanced Hetworks
Specify the netwarks which will be load balanced.

I, o Network .l 5l plaS 2 a5 8y a5

Enahle Metwark Load Balancing for these networks: Set 50 L_Sj) e S § lJ J.JL’ § o ul . ‘
M ame | irtual IF |

O <% Extemal . ~ . .

— 0 a8 w1 eyl IP sles Virtual IP....

e ) 20,5 9)lg Jol o5 5o o8 i

Click. Set Wirtual IP to define the wirtual IP address: and mazk for the selected netwark.

Set ¥irtual IP Address 2=l

Specify the virtual IP address and mask. The virtual IP address is
the address that is shared among the hosts of a Metwork Load
Balancing cluster, and represents the amay in the network.

SetWirtual 1P

nal netwark if the aray iz

i Load balanczing should not be applied to the aray's
\\) nat directly connected b B stermnal netwarl.

Yirtual IP address: I 192 168 . 1 . B

Mask: | 255 255 285 . O

< Back I Nest » I Cancel | I
ak. I Cancel

DS SIS OK (59, 0 ams Isubnet b oS o 0,051, Cluster o ,ol IP YL S 5o

SS SIS finish gg) p oo o axin jo oS SIS Next gg, p ow

Microsoft Internet Security and Acceleration Server 2004 El

- When MLE is enabled, and the Configuration Storage server used by the array is installed on an array member, the
y name you specity for the Configuration Storage server should resolve to the IP address of the intra-array network
adapter, On each array member, set the intra-array address used For communication ko the IP address aof the
intra-array network, adapker, IF Windows authentication is used, the Service Principal Mames (SPM) must be updated
tFor more information click Help). IF certificate authentication is used, an appropriate certificate musk be installed.

Help |
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Marne

=g SAMANCD

Enterprise Palicy, ..

Enterprice sg 4, p L IS5 o0l 50

Wie

. Wirkual F Help
f_;h Configuroerer

[ Servers
=l Metworks

MNew Enterprise Policy Wizard

Welcome to the New

Microsoft Enterprise Policy Wizard
Internet Security & P <Y
Acceleration Serverzoos
Thiz wizard helps vou create a new enterprise policy. After
pou run this wizard, pou can create new enterpze ules to

include in this enterprize policy.

Enterprize policy name:

IF'-:nlicy_1

To continue, chck Nexst,

cale slp g o, S Policies

S9, » o> Enterprice Policies

‘);530)5& 4\.1.1;900; w‘)wu—‘
oS oo bl
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Delete
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Policy_1 Properties ﬂﬁl

General  Assign Roles |

Users and groups:‘

Marne | Role 9 M uL?:.u‘ JS'“ b d_tUa.o ‘) rﬁgO w Comnd L)J‘ )“>

DS SIS Add oS (s, g

Il Administration Delegation 2l x|

Group or User:

I Browse, .. |

Role Description
'h: Has full control over the selected enterprise policy,

add... | Edit, .. | Remove |

Ok I Cancel | apply | oK I Cancel |

Gy 5 JeolS U8 Lad an3S ol bl b oS Ol 1) Ll 5,50 43S ROIE Caand )0 Caand ol o

o9 2l 5 IS5 L wS SIS Browse s, » codls aslss jli s 5. Policy

Select User or Group 2=

Select this object type:

IUser, Group, or Built-in security principal Object Types... |
Erom this location: . . 1 o a -
[camenco Localiors..._ | w“"'l U= "\""5 “_i"ls Flnd Now $9) » ol U"‘ o
Cammon Queriesl . . . c . ..

e [ | o | s @Yb e Gl AT e oy Sl (Gl 8

Description: IStarts with j I . ) .. " ‘ ) ‘
I | Disatled accounts Stop | -A-*-AS“ Ql?f-\-’ ) —

™ Wi expiting passward

Diays since last logor: I—LI @ ‘) ok rw Aa-" Ok M . ". . Ok ‘53) )-3 “-?

\ o
Search results: \.;KI ﬂl Q.A_;S
Name (RDN) ["in Folder [ A b
ﬁi HelpServicesGroup SAMAMCD
€T INTERACTIVE
il54
€T LOCAL SERVICE
€T NETWORK
ﬁENelwolk Configuration Operatars SamANCD
ﬁiNETW’DHK SERVICE
!ﬁperfurmance Log Users SaMaNCD
ﬂperfurmance Monitar Users SAMANCD
€77 Power Users SAMANCD
ﬂ Frint Operators SAMANCD LI
- . e

e m .|:.| LT I i

E|-E # Enterprise Policies
: _:5 Diefaulk Policy
LB Palicy_1
Enterprise MNetworks
il Enterprise Add-ins
1530 Arravys

=g SAMANCD
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IS A5 d dio 4 .S SIS ol 00,5 slul a5 Policy (s, »




v

f Enterprise Policy \

Toolbox \{Tasks "*(Help \

Order = | Marme | Action | Protocols

| From | Liskener

‘nterprise Policy Rules Applied Before Array Firewall Policy

irray Firewall Policy

| 10 hg Protocols &

w = Edit,.. Delete

[ Common Prokocols
[ Infrastructure
[ Mail

-- fArray Rules --

[ Inskant Messaging

nterprise Policy Rules Applied After Array Firewall Policy

|_’—| Last  DCefault rule @ Ceery E:,_E &l Traffic

-_Eg All Metworks [, -_Eg &l Metwork 1 User-Defined

[ Remote Terminal
| Streaming Media
[ ¥PM and IPsec
[ web

[ Authentication
i [ Server Protocals
[ All Prakacals

Users @

Content Types @
Schedules &
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Enterprise Policy Rules Applied Before Array Firewall Policy

Array Firewall Policy

-- Array Rules --
y 4
Enterprise Policy Rules Applied After Array Firewall Policy
ﬂ 1 Palicyl () Allaw E:‘f‘_ All outbound ... -ﬁg External "h Quarankine
[#]Last  Default rule & Deny Ej{'_ All Traffic g Al Netwarks (... < Al Netwarl

Enterprise Policy

Tasks

[} Create Enterprise Access AU
Move Selected Rules Down

& Edit Enterprise Policy
Properties

Related Tasks

(&) Export (Back Up) Enterprise
Falicy

@J Import (Restore) Enterprise
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Mew Access Rule Wizard

Welcome to the New Access

Microsaft : Rule Wizard
Internet Security &
Acceleration Serverzong

This wizard helps you create a new access ule. Access
rules define the action that iz taken, and the protocols that
may be uzed, when specified clients fram one network
attempt to access specilic destinations or content on
another nebwork.

‘-- Access ule name:

IAccess 1

To continue, click Mest.

Cancel

¢ Back I Mest » I

Mew Access Rule Wizard

Rule Action
Select how client requests for content from the specified destination are dealt with
if the conditions specified in the rule are met.

Achion to take when rule conditions are met;
= dllow

\

Cancel

< Back I Mext » I

New Access Rule Wizard

Protocols
Select the protocols thiz e applies to.

Thisz rule applies to:

ISeIected protocols

Lnd bral
Selected pratocals
All outbound traffic except selected

T
Edit..

Hemmve

1l

< Back I Mewt » I

Cancel |

59> Access Rule sl slp pl o Caod cpl 4o
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SuS SLSNext> (s, 5
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Mew Access Rule Wi

Acceszz Aule Sources
Thiz rule will apply to traffic originating from the sources specified in thiz page.

Xl

Sl A dd Network Entities |

Thiz rule  MNetwork entities:

Mew - Edit... Delete

=l | Enterprise Metwarks
-_I;J
'-",; Local Hosk
'-",; Quarantined YPN Clients
=59 VPN Clierits
[ Mebwork Sets
| Computers
|1 Address Fanges
1 Subnets
| Computer Sets

Add

/ Edit... |
Eemaove |

Mest »

Caticel

Add Close

Mew Access Rule Wi

Access Rule Destinations
This mule will apply ta traffic sent from the rule zources to the destinations specified

in thiz pan= _|
po

Add Network Entities

Metwork entities:

This rule apg

Mew « Edit... Delete

= | Enkerprise Metworks
=39 External
= Local Host
R uarantined YEH Clisrks
=5 VPN Clients
[ Metwork Sets
[ Computers
[ Address Ranges
[ Subrets
[ Domain Mame Sets
[ URL Sets

/

i

Add...

Edit...

Bemayve

[ Computer Sets
Mest »

Cancel |

New Access Rule Wizard

User Sets
‘Y'ou can apply the rule to requests from all uzers. Or, wou can limit access to
specific uzer sets.

Thiz rule applies ta requests from the following user sets:

Tl Users Add..

Bemove

Edit... |

|

< Back I Mest » I

Cancel
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Bl Bi> b oS SIS Remove oIS sq, » g ol |, All Users Lus oss ol |

Finish g, » )5 ;31 )0 .as8 SIS Next> g4,

Microsoft:
Internet Security &

Acceleration Serverzo04 Configuration Storage Seryer: s

Enterprise Edition

L. Apply | Discard | To save changes and update the
‘\ «Sﬁlprplywtsg)ﬁng)lfhW| 5l o
Firewall Policy -
) o 05 ‘.‘ oo, .‘L,,, 'f
Order = | Palicy I Ackion | Protocols | Frarm f Li o OgTS Sl 27 *

<3 IMICTOSOMT INCEIMET SECUNCy aNa ACCEIeration ¢ VICTOSOIT ity &
I Encererice Acceleration Setverznos Confiuration st
B4 Epterprlse Pohc'les Enterprise Edition
&' Z Default Policy —— R,
§4 Policy_1 A/ Application Filters Y Web Filters
<% Enterprise Networks / ‘ I\ —
# Enterprise Add-ins Name = Description
=5 Arrays ) DNS Filter Filters DNS traffic
=)- 5@ SAMANCD
£ Monitoring . JFTP Access Filter Enables FTP proto
4 Firewall Policy (SAMANCD) {JH.323 Filter Enables H.323 prol
) Virtual Private Networks (VPN) ; i
(=5 Configuration () MMS Filter Enables Microsoft [
@ Servers ) PNM Filter Enables RealNetwc
<% Networks
& Cache _J POP Intrusion Detection Filter Checks for POP bu
“.J Add-ins _JPPTP Filter Enables PPTP tunn
i] General
_JRPC Filter Enables publishing
_JRTSP Filter Enables Real Time
) SMTP Filter Filters SMTP traffic
) SOCKS V4 Filter Enables SOCKS 4 ¢

8l as cavn oo au S o o0 35290 Coomnd 90 )0 p0,S adein YU SO 0 a5 jghailen alll aiils axg
SAsS a5 i Network o Enterprice Network ;s aules oo e pols modgs
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:General L,

0S5 oo oyn Ly Ll o Lo aS ools J18 pe Il (g SO Lo sl ISA Server cwd cpl jo

: E'_g Palicy_1
-y, Enkerprise Metworks
I «J Erterprise Add-ins
EI@ Arrays
1 SAMANCD

=1 Monitaring
(2 Firewal Palicy (SAMANCD)
Y Wirtual Private Networks (VPN)
E}(v Configuration
; 4 servers

General \

ISA Server Administration

<
)

-lIE gb Adrministration Delegation

=
> Configure Firewall Chaining

[a Define Firewall Client Settings
s

%@nﬁgure Link Translation

= Metworks
%J Cache Specify Dial-Up Preferences :‘x‘ Specify Certificate Revocation
3 Add-ns o
o[ Eeneral
Additional Security Policy
_;3] Define RADILS Servers 2%?_] Define IP Preferences

Ij? Enable Intrusion Detection and DMS Attack Detection LE Diefine Connection Lirnits
>

4 | 1]

Lot ool yom L1y Ll a5 0,18 0929 b a5 (5w <SG a5 0iS o cdnline ) General cod Los YU o jo

oS (A s

Sed el s JSs b oS s Administartion Deliegation g,

SAMANCD Properties 2

Puolicy Settings I
Azzign Roles

< aS Cewl ool |S alise Lng w )‘ Cond d‘

s Loy R RRIUON. 5o W""S PP ‘) 7 < LJ"‘ M‘P

General I
Configuration Storage I Intra-Array Credentials

Uzers and groups allowed to access Configuration Starage zervers and to
rrohitor this array:

Mame | Role |

$lo Cuond 4y aiilgin B oS (Byxe ] 09,5 (6 SQ il

9y o bl anily swyws L ISA Server calie

A s Add

add. | [ Ede | Eewe |

zers [mirored aceaunts] allowed to monitar this armaw

A Az gl da dxbo A

Mame | Fole

Femaye |

T |

Help about roles for demain ahd workgroup menbers

o]

Cancel | Apply




Ml Administration Delegation

Group or User:

2]

| Erowse. .. |

Role:

| =

154 Server Array Auditar

154 Server Array Moniboring Auditar
o I

Cancel |

A 0y50 RUR L 1) L 550 05,5 Lo wiiST (o0 ounlis a5 jshailen
Lo 098 adlal cond & b oS SIS 0K (g5, 2 e S Sl
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SAMANCD Properties 21xl
General I Policy Seftings I
Configuration Storage | Intra-Aray Credentials Azsign Foles

Specify e Configuration Storage server uzed to store the arap
configuration. When the specified server iz unavailable, the altemate zerver
will be uzed.

Configuration Storage server [enter the FODM]:

|samancd

Browse. .. |

| Browse. ..

Alternate Configuration Storage server [optional);

J

Check the Configuration Storage server for updates every:

S

Select the authentication tppe used far connections between 1SA Server

Select... |

i To zave these settings, this computer must be able to connect ta
\\) the specified Configuration Storage servers.

and the Configuration Storage server:

IWindows authentication

ak. I Cancel | Apply I
General | Palicy Settings |
Corfiguration Storage Intra-Array Credentials Aszzign Raoles

Specify which credentials an aray member should uze when
performing intra-armray communication:

& itythenticate using the computer account of the amay member
-

1)

= Authenticate using this account [for workgroup configuration only):

| Set Scocount... |

A computer account can only be used when array
members belong to an Active Directory domair.

Cancel Apply
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M Administration Delegation

iGtoup or User:

21|

| SAMANCDAISA - Control _2

Role:

IISP. Server Array Administrator j

Riole Description
Has Full contral over the array-level configuration For this array,
including permissions to assign array roles, Has read-only access to
the enterprise policy applied to this arraw.

a4 Cancel

S Seemd ol o 0iles e a5 Configuration Storage s
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SAMANCD Properties

Configuration Storage I Intra-&rmray Credentials

Assign Roles |
General Puolicy Settings

2 sl | Enterprice Policy oSy auilys oo Lads oo ol o

sl Policy &G e ol 08,5 axg5 |8 sl g0l 4o ST oS

— Applied Enterprize Policy
Enterprize policy:

Policy 1

Apray Firewall Policy.

Select the enterprize palicy that will be applied to this amay:

r The "'Default Policy" includes the "'Deny All" enterprize rule
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Content Types |

Apply link translation to response pages belonging to the selected

conkent types received From published Wel

Selected content bypes:
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| Links out-1
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Dictionary entries
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RADILS Servers |

apecify the RADIUS servers available for RADIUS user authentication,

Servers are queried in the order in which they are listed,

Marne | Park | Description |
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Edit... |

= This list of RADIUS servers is referred ko
\!j) whenever RADILS authentication is used.
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Change... |
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|F Options | IP Fragments I IP Routing I

|Jze this page to select the allowed [P options.

|

IDen_l,l packetz with the selected IP options

Oo End of Optiong List Select Al |
O Mo Operation

7 Record Route

Ea Time Stamp Clear All |
O 130 Secuity

131 Looze Sounce Route
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137 Strict Source Route

O 142 Router Alert

™ Show only selected IP options

™ Show undefined IP options
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IP Routing allows |S& Server to route [P packets in kemel mode and
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Help about alerts
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Advanced Settings x|

Specify the number of allowed concurrent client connections,

Mumber of connections:

e Maxirurn per server:

Connection timeout (seconds): 120
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5 SOCKS v5
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Start >> Control Panel >> Network connections

IS SIS Properties sq, » General .5 o asS bkl | 043 4 &5 o0y 5L asas o
S SUUS Lgo Internet Protocol (TCP/IP) 43S (g5, » Ceond ol 5o

i0tcrnet Protocol (FCP/1P) Prapert 2x| Default auis o opd o ol a5 IS5 o
Generall

[ po ISA a5 8595 19,w SelS IP &L gatewa
Wou can get IP settings assigned automatically if vour network supports xr 9 29 I e g y
I this capability. Ctherwise, wou need ko ask your netwark, administrator

for the appropriate IP settings,

(" ©btain an IP address automatically . . — . I . " . i P
{+ |Use the following IP address: )‘ 09> 4&»....4 >° )S‘ ‘-sls 2 02 ‘ r9 )‘ 59> -

IP address: [192 163, 1 . 2 . ‘ Pl w
. o . wlb Lo . sl .
Subriet mask: [ 255 . 255 . 255 . 0 > L ry s = e X9
Default gateway: 192 168 . 1 . 1 0 . . . .
| @05 o g, wils (o a5 jshailes 5,5 o)ls LAl 5 )50
~

{* Lse the Following DNS server addresses:

Preferred DS server: | 192 168 . 1 . 1 Server
Alternate DNS server: | '

Advanced... ol &S Cann ol =S oogal P 0g SGop S 4SS S

o | conel | S o Sluis Authentication s,

:Firewall Client :oguw 4 5

WSS (o s o JSSg pled 4y aillys (oo bd CaudS a5 (LB (g 90 4 e Cnl (6 5 JlS (g, &S g,
Gk ol 5l b codS 5 08 ol o oS (595 p Wb oS molo 1381 05 S @ gl Lo IS ol (sl anils
o,lo ,1,32006 L ISA Server 2004 g =l 1580 o 5 ol ansl anils wyiws L ISA Server o aulgs

DS o | clients asg wb as



Clients : File Foldsr 7130f2011 12:20 FT
JProfmem Files File Folder 7182011 1129 AM .o .
) Systegz File: Folder 708/2011 11:28 &M 9 S gs‘s S9=> CadIS S » ‘) Awg u-.’.‘
) WINDOMWS File Folder 71812011 11:28 AM
% InstallJoinedServer.ini 4KB Configuration Settings  5{17/2007 6:44 PM C)‘ 4 4 g. 2 d")‘"’ )~| (i o .S Share |) Q‘ [_,
- InstallNewdrrayAndServer ini S5KE Configuration Settings  Sf17/2007 6:44 PM
% InstallNewManagementServer .., 3KE Configuration Settings  Sf17/2007 6:44 PM .. .
“bInstallstandaloneServer ini 6KE Configuration Settings  S/17/2007 6:44PM 2 9 OO ; )le ‘ ) )JGJ S99 Ayl Al s
Eflinstmsia.exe 1,486 KE  Application 5/17/2007 &:44 FM

instmsiv,exe 1,495 KB  Application Sf17/2007 644 PM .
3 | , P i AsS SIS L g0 Setup.exe s,
DJ MS_FPC_Server.msi 2,945 KB Windows Installer P...  Sf17/2007 6:44 PM
[ setup bin 100KE EIM File S/1712007 644 PM
l_._Jsetup.exe 319KE  Application 5/1712007 6:44 PM X . .
D setup.ini €2KE cCorfiguration Settings  SIL7/2007 644 FM 59y ) O9 (R )—‘on as LS‘ o 4O
% uninstallserver ini ZKB Configuration Settings  Sf17/2007 6:44 PM

A4S SIS Next>

¢ Microsoft Firewall Client - Install Wizard x|

Destination Folder

Click Mext ko install ko this folder, or click Change to install to a different folder,

Install Microsoft: Firewall Client: to:

QS SIS Next> sg, 0 ow

&=

C:\Program Files\Microsoft Firewall Client 2004y

Change. .. |

Space < Back Cancel

& Microsoft Firewall Client - Install Wizard x|

I5A Server Computer Selection
Specify the 1SA Server computer to which Firewall Client will connect.

ewd Oygo a4 Jb ol 4T Ol b Lot ceod ol o

ol dlog> oo Sy auiS 0)lg 1) TIP L a5 ISA 5,0 ol
SSilegil O g0 4y a5 0sS OLGl ) pgs a5 oy jlas 1) IS

‘fou can specify the IS4 Server computer that Firewall Client will connect to, or Firewall
Client can detect the appropriate ISA Server computer,

* Connect ko this ISA Server computer:
Tvpe the IS4 Server host name or IP address:

19z.168.1.1

Example: isa.microsoft,com or 157.54.0,1 (53) ﬁ yw‘ )" J‘g_? RV G,Q (DL?L;‘ LQ.A:) ‘5‘).? ‘) )ls Q—i‘

" automatically detect the appropriate IS4 Server computer

Mote: These settings may be changed later using the Firewall Client management
application.

AaS SIS Next>

< Back Cancel
ceas L 5l am oS SIS Install g, p o axmias o
s Ssfinish s,
\\-ﬂ/ Manage Your Server '_*,'EMV Computer
ﬁtommandwompt D('Qﬂﬂtmmﬁﬂl?' 4 M|Cr050ft ‘L;..{}f 5 \-L:-;S &:.ls Start 69.;.'0 ‘53) )..3 duOL;).? Q:J-"" (5‘)?‘ ‘5‘).3
48 Admiristrative Tools »

/ windows Explorer
=E
e, Connect To »
=}

= Printers and Faxes

A>g5 dw dmis S 4 a5 oS okl |, Firewall Management
-:santepad

| Micrasoft Firewal Clisnt
1= |

Management
83 Internet Explnrak

) Help and Support:
) I P PP

J_) Search

7J Run...

All Brograms  »

Log OFf @ Shut Down
J lfJ Microsoft Firewsall Client ...

distart | G @



VY7

E Microsoft Firewall Client for ISA Serye

General | Wweb Browser I

¥ Enable Microsoft Firewall Client for 154 Server 2004

Select how Firewall Client determines to which [S& Server it should
Connect:

(% Automatically detect 154 Server
Detected 154 Server:

<no 154 Server detected:

|

Detect Mow

" Manually select |54 Server

Typewhich |54 Semrvern iz used|for Erewall Client network aeceess:

Test Senver |

ISAMANED

™ Hide icon in notification area when connected to 154 Server

0k I Cancel | Apply | Help

Firewall  Jol ez 35 G (oo b olys oo Lo 5l o
a4 158l e pgd aiS Sbil b g« aS Js 2 |, Client
ool lp 515 05,5 o ISA Server Jlis 4 Sbgl & g0
9 9S 3)ly s Oygo Al e auls e 1) ISA Server
LS Taskbar sy, » a5 Gl aip |, 51 an;s S S|

osmsn‘scymmsao&woywusb

E Microsoft Firewall Client for ISA Serve

General ‘web Browser |

— Settings

v Enable web browser automatic configuratior:

LConfigure Maw |

r— Description

Firewall Client can automatically configure the Web browser
connection settings, using the settings obtained from |54 Server.

Mote: These settings apply to Local Area Metwork [LAN]
connections only and not to dialup or WP connections.

Oloodais o 0590 4iy38 0,5 Jd b alyy oo G o] 5o
L g oS cdb,o o9 ISA server ;I |, Web Browser

S,9e a4 Configure NOW au 5 (g9, p SUUS L logs

2 oS Lo iBss 1 il St

Gk 3l oss (e bl &S T oo Gy Lot sl Jlg 2l Y 1
95,5 6,5 caws |, leudas -l ISA Server sq=

S99y » 09.‘5 ISA B )lS U"‘ 6‘).3 S| L;'M )lS LJ"‘ Lo 4\.14
» & b Network ;I o 5 o5 SIS Networks oy

0K I Cancel Apply Help
General I Addreszes I Domains I “Web Browser

Auto Discovery Firewall Client | “wieb Prosy I CARP I NLE

¥ Enable Firewall client suppart for this network:

— Firewall client configuration
154 Server name or I[P address:

I Browse... |

—wieb browser configuration on the Firewall client computer —

[ Automatically detect zettings
[~ Use automatic configuration script
%) [lze default IIEL
) Wze custam WAL
Ihttp:x’a":BDBDfana}l.dII?Get.Houting.Sc:ript

[ Use a‘web prosy server

|54 Senver name ar [P addiess:

I Browse... |

ak. I Cancel | Apply |

5 9uiS Conl, SIS 1) covn Internal b sl alge i
4S8 ol |, Properties a5

Lo ol 43S 58 weo,S bl |l 8,90 o5 Lo & ol o
bl ped Coond 0w Jlb pe b g JWb 1) of wily e
um‘bbyﬁt\siowmd)dsmo)‘s |) 099'.)3)_“

p oums pll 1) Sledas ol wiles 0 a5 <l Web browser

ol 0silgs oo awil ansls Web Proxy Les 31,51 a5 5o



¢ Restore g Backup b ,i8

Olacis als 0 aS jshaigen o> o2 50 355 ISA Server cledas )l sl O plys o Ceod ol jo

sl a5 S Logas )5 ,o 40 cwlal ol S 6 5

WSS ST Jlai 0590 435 (69 2 g 9S e S0 b )5 cpl Sy

_:.l Microsaft Ir!te Refresh
E| il Enkerprise ?ﬂ;
=53] arrays Expart (Back Up)., ..

Ea SAMAL Import (Restare], ..
) j h
- Fir  Sonneck to Configuration Skorage Server,..
P vt Disconnect From Enterprise

:dge Firewall

Export Wizard

Export Preferences
Choose the optional data you want ko include in the exported File,

¥ Export confidential information

‘iith this option selecked, user passwords, RADIUS shared secrets, and other
confidential information will be exported. The infarmation wil be encrypted using the

specified password.
I LIl 1]}
I LIl L] )]

‘With this option selecked, administrative roles delegated ko users and groups will be
exported,

Password
{at least & characters):

Confirm password:

| Export user permission settings

Help about server-specific and confidential information

Export Wizard

Export File Location
Specify the file to which the exported data will be saved.

Save the data ko this file {enter the full path):

CihSamancd_ISA_Server,xml

Browse. .. |

< Back I Mext = I Cancel

|y poo a5 090 ba> o cotel Blodd ol 5115 aims 3

ol 05 (59, WS (o cdaline & jshiles
SS9y » 9 oS Cewly oS 595 ISA Server
48 . oS s Export (Back Up) aw;s
Next g, » 998 (oo jolb a5 (ol axio

Jol a3 Ol b as o4lo 0429 438 90 Cand ol o

S A joe 5oy G 0g3 plaiiy g9y p ASlE (o0

2SS SIS Next> g9, 5

= Sl Gy o).:.">f> 6“).3 Jo S5 v\.’l.’ Lody Cound CJ%‘ 5o
SIS Browse (sq, » ,5 opl lp oS ol laciis

»A.u‘l.a 9 od; 0)‘9 |) JA[B ‘-g.w‘ 9 ul.?w‘ U”")‘ﬂ ;:.a 9 s)u.«S

A5 SIS Next> g9,y o oS

S SLAS Finish sg, p ow axés o



&l ¢ p2o plxl 1) Restore |15 wwles o Yl

Refresh

EIJE Arrays  Export (Back Upl...

Ela S8 Import (Restare)...
‘ : Connect to ConfMuration Storage Servet. ..

Disconneck From Enterprise

Microsoft Inter... o Jol 05 g, ,5 oyl

¢ oS ol | Import as 38 ¢ osS sl oS

e Edge Fir AsS SLAS Next> (gg, pooads 5L axan o

S

a C
o3 Add-ins
[ General

Import Wizard =

Select the Import File
Specify the xml file from which you are retrieving the exported configuration,

Specify the file you want to import From (Full path). R . wa & . . & e
S5y 3 o w2 )18 GG cnl o |y b ans s lossy LS

File: name: I C\Samancd_ISA_Server,xml

A8 SIS Next>

! ! ‘fou should import files originating From a trusted source only.

< Back | Mext = Cancel |

wf 1y b Sledas wiles o Jol 4 ¥ Sl b IS ol o
Import Action

The fils can be added ko the existing configuration or can overwrits it, &:)LC:H ‘ )ls Q—" L’ o 5 !“ 2 )‘)9 J.JA} QLC:” ‘ )L;S )O

Select if the file will be imported or used ta restore the configuration. 4_3 LQ J—f‘lé rBl.QS ﬁjé d_;_l)'f )Q L5‘5 09) o " ).‘ l B J.lu\.?

“

‘iith this option selected, information in the Ffile will be added ko the existing ‘)9":" LSQ OQ‘O MM'S)'} M‘ 4.«3)5 QW )lS Jﬁ‘ )Q 45 L.f’)ya

configuration,

" Overwrite (restare) O).:f (5'6 )‘)§ LQ J?'Lé QLO.Q 69) M&MMO Q)yo 4.? ‘5;.!.3. 3
This option overwrites all information in the existing configuration,
S (o JL’ ‘) gsL‘j Clegdas =9

Help about import actions

< Back I Mext = I Cancel

mport Wizard X|

Import Preferences
Choose the optional data that you want ko import: from the file.

Jean U ogn 1y ,ha 050 auif S5 Cwend pl o
v Import server-specific information; L . . " o e
4 |, SSL Certifi VPN e eogats ledas
‘With this option selected, server-specific infarmation will be imparted, Server-specific - SS e t Cates ¢ ua T e
infarmation includes cache drives, YPM static address pool and SSL certificates.
r Impath user permission sethings
With this option selected, administrative roles delegated bousers and groups wil be S " |s N eXt> 65) )-’ o J._a ibL?L;‘ ‘) )ls LJ-" Q‘ o o L’)9.JO

imparted, This optionis only enabled if the file contains user permissions data,

Help about server-specific and confidential information. -

« . The Configuration Storage server connection settings will not be restored.
\l’) Help about specifying connection settings.

< Back I et = I Cancel
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Import Wizard |

Enter Password

The file includes encrypted confidential information,

Enter the password required For opening and importing the file;

Password:

~ If there is confidential information in the File, an active server in the array is

1 required to store this information. IF an active server does not exist, imporkt wil
succeed, but the confidential information will not be saved.

To restore the confidential information, add a server to the array and import the file
again.

< Back I Mext = I

Cancel

15 Accessibility Options
= Add Hardware
B Addor Rem

Administrator

\g Manage Your Server

48 Administrative Tool 3

;.:j My Computer

F ;} Date and Time
Command Prompt ' 3\ B
isplay
- —l@ Administrative Tools ¥ |5 Folder Options
/ windows Explorer
- =Y Fonts
@ correct To ’
hsl, ‘= Game Controllers

'-] IS4 Server Management
-
@ Motepad

@k‘la Backup

g Internet Explorer

kS

Internet Options
S Keyboard
@) Help and Support -~ Licensing

- fMause
f) Search
777 Run...

;(.J Printers and Faxes

J
& netwark Cannections 3
2, Phone and Modem Options
1% Power Options

C‘L Printers and Faxes 3
Q Regional and Language Options

% Scanners and Cameras 3
) Scheduled Tasks »
@ Sounds and Audio Devices

4 Speech

 Stored User Names and Passwords

Log off @ Shut Down i system

E Taskbar and Start Menu

All Programs

#istare | [ & |

i'é'- Microsoft ISA Server 2004 - Installation Wizard x|

Welcome to the Installation Wizard for
Microsoft ISA Server 2004

Microsoft )
Internet Security &
Acceleration Server 2004

This wizard helps you install Microsaft 154 Server 2004
Enterprise Edition and its components on this computer,

To continue, click Mext,

= Back Cancel

Next> g, p g S o))y Ceond opl o 1, 30,5 5

DS SIS Finish (g9, p om asio (o

ISA Server 2004 Jb4>

DS Joe IS0 3 IS cpl (ol

INVEL S E-54 ) PR ESRCSVORPEURC SLIDNE: I IR

i ] 39
Jork by IName vl

Size  67.04ME

Add or Remove Programs

Currently installed programs:

5 adam Instance ISASTGCTRL

{5 Microsoft ISA Server 2004

l &

ﬁl Micrasoft SOL Server Deskbop Engine (Microsoft IS4
Server 2004 instance)

5 Microsoft Visual C++ 2005 Redistributable Size

Size 156.00MB

5.21MB

[ nokia Connectivity Cable Driver Sizr 7.91MR

S s Change/Remove g, » YU 5o o

AS SIS Next g, 5
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[ Microsoft ISA Server 2004 - Installation Wizard

Program Maintenance

Maodify, repair, or remove the progran,

" Modify
Change which program features are installed. This option displays the
@ Cuskom Selection dialog used to change the way Features are installed,
" Repair

Repair installation errars in the program. This option Fixes missing or
corrupt files, shartcuts, and registry entries,

Remaowve Microsaft IS4 Server 2004 Fram your computer,

SuS SIS Next> s, 5

Cancel

I [ext = I

< Back

i Microsoft 1SA Server 2004 - Installation Wizard
Locate Configuration Storage Server

When uninstalling ISA Server, the IS4 Server computer musk conmect ba its ConFiguration
Storage server ko delete its configuration setkings,

aS oS asiie |y 095 CSS ol Wb S cpl o

Configuration Storage server (tvpe the FODM):

r Conneckion Credentials

Browse... |

{* Connect using the credentials of the [ogged on user

" Connect using this account:

User name: |

Password: |

il oo S@MaNcd cwnd cpl 4o

Ol o aS o5 sb L1, 15 cpl auiles o Lo
o b9 oS oolaiul Wl euls piuew 8)lg alaxd
Sy i @mlS ol S AT anF Ol b

DS ST Next> g9y p JS 0 S

&S slo Ll Log Jol an;s oletl b o ol o

5O 9058 o3 Bi> Cuwl ISA Server 4 by e

ISA Server 4 by o slo 6 Cache aus

D9l e RS

S SLUST Next> g4,

< Back. I Next = I Cancel
& Microsoft ISA Server 2004 - Installation Wizard |
Generated Files Removal
Specify whether to leave files generated by Microsoft 1S4 Server 2004 in the File
swskem,
[ Do not remove Microsoft IS4 Server 2004 |og files!
[ Do not remove Microsoft ISA Server 2004 cache files
< Back I Mext = I Cancel

DS SIS Finish (g9, p om amin (o
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ISA Server 2006 b ,&

Y>g oo 7,5 1, o1 sl ples g ceas |, ISA Server 2004 1556 Lids gl poiasss Coomd (] B Lo g5

ISA 1581 0 5 a5 o, lgasel ¢ 0sS ceai |, ISA Server 2006 3 5e liwgs Lo gl pulss oo Ceond (pl )0

S dglils 1y 1581 o 5 g ausS eolazwl g S 5l el e s las ST asl axils |, Server 2006

LI

K

cua g 1S 0,5 YL & Windows Server 2003 SP1 (54, 0 ISA 2006 45 o5 Lois 40 sl brs] 4S5

A (god Dlgz wBb cpl 5l 5 Gl ST osd e

35 S5y y 9 Sgd Bl p g Abgy 3l5 g aiS £l 00 pad bl T I8l e 5 Bl yo Sl aw g5

e ]
Microsoft ISA Gerver 2006 |
Enterprise Edition

Read Release Notes

Install ISA Sewer 2006
Read Installation Guide Read Upgr \«
uick Start Guide Exit

il Microsoft ISA Server 2006 - Installation Wizard

License Agreement
Please read the Following license agreement carefully.,

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT INTERNET SECURITY AND
ACCELERATION SERVER 2006 STANDARD AND
ENTERPRISE EDITIONS

These license terms are an agreement between Microsoft Corparation (or
hased on where you lve, one of its affiliates) and you. Pleasa read them.

" 1 do not accept the berms in the license agreement

< Back Cancel

I Wext = I

£

A4S SIS L g0 ISAAutorun.exe

<3, » ISA Server 2006 ceas sl o ol 5o
S olssl | Install ISA Server 2006 a5

A4S SIS Next s,y oo 5L axan jo

aS &l Jgud S ST g ouilgs |y dalip i
ol |, [ Accept...... Jgl 438wl L


http://www.softgozar.com/WebPage/SoftwareDescription.aspx?SoftwareId=760&Title=Microsoft-ISA-Server-2006-Enterprise-/-Standard-Edition-+-SP1
http://www.softgozar.com/WebPage/SoftwareDescription.aspx?SoftwareId=760&Title=Microsoft-ISA-Server-2006-Enterprise-/-Standard-Edition-+-SP1
http://vatandownload.com/2010/05/windows-server-200-enterprise-download-x86-free.php
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1‘@ Microsoft ISA Server 2006 - Installation Wizard x|

Customer Information
Please enter vour custormer details,

s, oL User Name cwd o IS5 (pl o

9 S ,i el Organization cwd o g 095

Usar MName:
l 3oy mb e 3150 g auS o lg ) sl sl ol
Qrganizabion:

| oo 8 ez b o ) S8l e 5 e

Product Serial Number:

| i J i I %J S5l 1,8 S0g5 ek 4 adl aS

0SS SIS Next> g4, 5

< Back I ek > I Cancel

X
Setup Scenarios LQ.MJ 6‘).3 45 w‘ ISA 2004 ‘J-«A LO.JO CA-Q-AM:Q O—"

Select the scenario that best describes this installation.

= b auF ol 5 adsny aSl gl pols musgs

" Install ISA Server services

The computer will be an [54 Server array member running 156 Server services, .
ool 0 JeolS job 4 aS Y dzas a5 ug p i
" Install Configuration Storage server

The computer vl store the configuration used by I58 Server arrays, 154 Server amay = . o . . =
computers will connect bo this server to retrieve the configuration, M; Cownd LJ"‘ o Loss . rg.a‘ OQ; o > M;

21

---------- A.\..S ul.?r.u‘ ‘) P9

The computer will be an 154 Server array member and used to store the enterprise

configuration.
" Install ISA Server Management .
The computer will be used to remokely manage the 154 Server enterprise, "\'HS &"15 N eXt> 63) SR

< Back I H] ; > I Cancel

1‘5 Microsaft ISA Server 2006 - Installation Wizard x|

Component Selection @./ ‘\5 S ‘Q a 4.:_’./ e . ‘ s
The selected Features wil be nstaled, Pom 43S ) 979 45 D S A

Click an an icon in the Est Eo views or modify how a festure is installed. S99y ‘bl’ Q‘ uo; JL*S Lg‘)" w‘ JL*S )"'c ‘J""" )~>

~ Feature Description

=hd}> ' | 9 R = 1 &
=3 = | I5A Server Managament E;::’:;i?_:::;:f traffic ul?w‘ ‘) Jg‘ M)f 9 ».\.uS u.i«.ls U‘ )L.S 055..1
=3 ~ | Configuration Storage [:%WE'

o [F

This feature requires 34 ME on
your hard drive. It has 1 of 1
subfestures selected. The
subfestures require 79 MB on
your hard drive.

Install Eo:

C:\Program Fles\Microsoft 154 Server', Change... |
Help space | <pak [ mext> | cand |
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1@ Microsoft [SA Server 2006 - Installation Wizard

Enterprise Installation Dptions

Are yiou creating @ new enterprise or replicating an existing enterprise configuration ko this
Configuration Storage server?

Lise this option to create a new [SA Server enterprise during installation, This
computer will become a Configuration Storage server that arrays can use.

" Create a replica of the enterprise configuration

Use this option to copy the enterprise configur ation settings stored on a
Configuration Storage server to this computer, This option enhances Fault tolerance
by prowiding a replica of the enterprise configuration. 158 Server arrays can also
use this Configuration Storage server.

ke
e ]

< Back Cancel

1‘9 Microsoft ISA Server 2006 - Installation Wizard

Mew Enterprise Warning

This computer will be configured as a new Configuration Storage server.

For the most effective deployment, we recornmend thak v eate & single
enterprise in your organization. frrays are only managed throlgh the
enterprise to which they belong, Creating multiple enterprises makes & difficult
ko centrally manage all the array computers in your organization.

A

IF an enterprise is already defined on a dfferent Configuration Storage server,
click. 'Back’ and select the ‘Create a replica of the enterprise configur stion’
opkion,

IF this is the firsk Configuration Storage server in your organization, ciick Next'
ko conkinues,

1‘.? Microsoft ISA Server 2006 - Installation Wizard

Internal Netmork
Specity the atldress ranges you wank indudad in the 154 Server Intemal
netwark,

Click Add bo specify the netvaork address ranges.,

Inkernal Mekwork Address F.anges (From-To):

'.\l) For details, see the Installation Guide.

< Back Mext 2 Cancel

4 ISA Server gl au;s ool b s opl o
o pod i3S SLlL g ol walyt ceal LS 5k
S e &5 058 o ol o] olelas (S
ol 438 Lo Ceand ol o 0SSl | Sy 095

PR EEET I

Slp 05 oo ool gyl Lol 4 Cod ol o
9 i 45" wsa> ISA Server Interprice sb!

S SUS NeXt> g5, s auiS [S6 as oyl

IS Jo ausS 05lg IP iy SO ol Cond ol 5o
Next g, » aw . awas sbxl |, |5 5l 4 axan
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1‘§ Microsoft ISA Server 2006 - Installation Wizard }]

Firewall Clie onnections
Specky if 158 Server 2006 will accept connections from Firewvall clients For which
ancryption is nok supported I = P - . El - R

15A Server 2006 encrypts traffic exchanged with Firewall chents over the Firewall client
cankrol channel For computers running Firewall Client 4.0 and later,

ME, sl 59004 5 (SO Ll jeaig a5 &5 ks 04>
154 Server 2006 does not encrypt braffic exchanged with Frewall dients running earlier

wersions of the Firewall Client software, or installed on computers running Windows 98 .. < . .

SE, ‘Windows ME, of Windows NT 4.0, o ‘) S)90 ‘\*’)5 ‘S-*’ “’*’l’ sl 98 SE ’ NT 4.0
- ax>gi ads oS 1,8, bLs,l Firwall b aslgs b
™ falow non-encrypeed Frewall dient connections

For bast security practice, wa racommend that vou deploy the latest version of the
Firwall clisnt software.

- plil 0l o3 1, Authentication
< Back I Mext = I Cancel |

1‘@ Microsoft ISA Server 2006 - Installation Wizard }]

Services Warning

During instaliation, some services running localy on this computer may be Lo LS‘)" gs’l'm 9w (S “S" Comnd g)"‘ )°
restarted or disabled.
Services that wil be restarted durng installation: ISA server c.ai adge ;0 a5 Cewl oo Cendd
SNMP Service
FTP Publishing Service

Network News Transfer Pratacol (NNTP) SLASNext> gg, » 09 o J8 e 2006

115 Admin Service
Wiorld \Wide Web Publishing Service

N S

Services that wil be disabled during installation:

Internet Co tion Fi Il {ICF} / Internet Co tion Sharing {IC 1 . A . . .
It arnek Connaction Fraiel (CF)  Inkarmat Cannction shartn (iCS) install g5, » 580 oy coad (glp S axio o

o 20,5 SIS Finish g, » (28 caas plodl 5l s ows p plas! & ISA 2006 coai B 0sS poo oS g

G‘fﬂow@w‘?)ow)‘ASOya‘sooo‘o u'“'.’.l"’" ‘aLu

oS Restart 1) penls ol plxl

\E e Sy S 3 My Computer
B consates . s 5 s 4 ISASEIVEr (612 (ol
' w Administrative Tools 13
- |y Priters ndFares Start>>> All Program >>> Microsoft ISA Server
L2t )t s i >>> |SA Server Management
] o et |y

&2 wWindows Catalog

‘“ ‘windows Update <<5ﬁj) |i EY &b

[T Accessories »
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e Firewa[:gohcy
il Wirkual Private Nebworks (WPN)
};v Configuration

&

Welcome to Microsoft Internet Security and Acceleration
Server 2006

ISA Server 2006 is an extensible firewall solution. Designed to support multi-network environments,
ISA Server 2006 provides highly integrated virtual private netwarking capabilities, extensible user

authentication models, comprehensive monitoring and alert notifications, as well as remote
management options.

Read the Getting Started Guide
Use the Getting Started Guide to learn about deploying your ISA Server.

Read about securing your ISA Server

Learn about best practices for keeping your ISA Server computer secure.

Go to the Getting Started page of:
ISAServer

Visit the Microsoft Internet Security and Acceleration Server 2006 Web site

Get the latest product updates and customer support information located on the ISA Server Web
site,

Get our partner products

Visit our ISA Server Partner Site to learn about our partner products and how these products
extend and integrate with ISA Server.

el Internet Security &
nter uj
Accererationggverzooe
Standard Edition

/ Welcome \

/ Tasks -

Tasks

B Connect to Local or Remote
ISA Server

Related Tasks

© Open the Microsoft Internet
Security and Acceleration
Server 2006 Online Help

@ Read about securing your 15A
Server

i Lot 6Ly S8 sl 50 Jlgws izl 5 ol 005 Lzl Lo ISA Server oS o saslive Vi S5 4 a5 shailen

Colo¥erfl B3axYef plas wl o

Gy So b jisu 5l an yo las cul ISA Server 2006 4« ISA Server 2006 sle iso o IS

ol ool a8l T 4 was Sldes

oads adlol o SUSLl s o aS el Firewall Policy caud 0,55 o pidr a0 jlin a5 S ool

Firewall Policy
Tasks

=] Publish Exchange ‘\Web
Client Access

=) Publish Mail Servers

=] Publish SharePoint Sites
=] Publish Web Sites

7] Publish Non-Web Server
Protocols

=] Create Aocess Rule

Policy Editing Tasks
25 Edit Selected Rule
¥ Delete Selected Rules

,x_" Toolbo: )/ Tasks '\‘ Help !

S ol | Firewall Policy cad o « el

ool a8lol TasKS cuond a4 Lo a5 (6o ST S (0 cadlins a5 jglailen

oS o 7y Lad gl | olaS . cslas 13 ISA 2004 s a5 el

oLl 1, Publish Exchange Web Client Access s Jsl 4435 55, 5

S SUS Next> gg, 5 g asS 8)lg ob SO dy axis yo
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MNew Exchange Publishing Rule Wizard

Select Services
Select the services that you are publishing on this mail server,

Exchange wersion:

‘Web client mail services:
v outlock Web Access
[~ outlook RPC/HTTR(S)

™| Publish additional falders o the Exchangs Server for Gutlook 2007 clisnts

™ Qutlock Mobile Access

™ Exchange ActiveSync

Cancel

< Back I Mext = I

MNew Exchange Publishing Rule Wizard

Publishing Type
Select if this rule will publish a single Web site or external load balancer, a Web
server farm, or multiple Web sites,

o Publish a single Web site or laad balancer:

Use this option ta publish a single \Wehb site, or ta publish a load balancer in frant of
several servers,

Help about publishing & single Web site or load balancer

" publish a server Farm of load balanced Web servers

Use this option to have 154 Server load balance requests between a server farm
{mirrored servers),

Help about publishing server Farms

< Back I Mext = I

Cancel

MNew Exchange Publishing Rule Wizard

Server Connection Security
Choose the type of connections 1S4 Server will establish with the published Web
server of server Farm,

" Use 551 to connect to the published Web server or server = =

Farm L o
hitps:is

154 Server will connect ko the published Web server or £
server Farm using HTTPS {recommended).

% Use non-secured connections ko connect the published | = =
Meb server or server farm o D e

= it/ "i

154 Server will connect ko the published Web server or
server Farm using HTTP,

' ‘“When ISA authenticates ko the published server on behalf of the dient, user
credentials may be sent over the netwoark in clear text, Authentication using 55L
will help pratect dlient credentials.

Help about server connection security

Cancel

< Back I Mext = I

Jol Ceond j3 0,5 JI8 90 fee o2l 59y &S el 0
Lol opl 0 L &S o)l 18 4 Exchange ;I oud

.%;S&f,lfnext (55)))%5&-)[7!.»&‘ ‘)lbwj).w

3l oo P9 Caond 40 g duas Jlail 1) ols 1, Balancer

Qe Lassl b g Publish 1) ol g, SO

Jsl a5 5108 el |y 095 (iSH g9 Coond o
o (Jy conl 10,95 5 95 Cosal 5l oS ol |
19585 5 (sl ool 5 asS Ol 1 pgo 435 00,55

AS SUS next> gg, g ol b a5l S
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Mew Exchange Publishing Rule Wizard 5[

Internal Publishing Details
Specify the internal name of the Exchange site or server you are publishing.

The internal site name is the name of the Web site you are publishing as it appears internally.
Typically, this is the name internal users bype inko their browsers to reach the Web site,

Internal site name: Sikel

154 Server may not be able ta connect to the server hosting the published Web site unless its
computer name or IP address is specified. For example, the computer name or IP address
must be specified if IS4 Server cannot resolve the internal site name.

™ Use a computer name or IF address to connect b the published server

Computer name or IP address: I Erowse. .., |

< Back I Mext = I Cancel |

New Exchange Publishing Rule Wizard x|

Public Name Details
Specify the public domain narme (FQDN) or IP address users will bype ko reach the
published site.,

Accept requests for: IThis dornain name (type below): j

Only requests For this public name or IP address will be forwarded to the published site,

Public name: I Microsoft.com

Example: www,contoso,com

< Back I Mext = I Cancel |

Mew Exchange Publishing Rule Wizard

Select Web Listener
The Web listener specifies the IP addresses and port on which the ISA Server
computer listens For incoming Web requests,

‘Web listener:

saman j Edit... |

Listener properties:

Mew,
Propert | ‘alue |
Descripkion
Mebworks Local Host
Part{HTTP) a0

Port{HTTPS) Disabled
Authentication methods  FBA with AD

< Back I Mext = I Cancel

Publish wbl 451, 045 A3l jg0m ob aub Cand ol jo

69 2 935 Sls 1) 093 55w el Gy ey 1) S50
AsS Sdsnext>

c oS Jssd | s Lolis

S0 o 5l =)

20,5 8,15 Public Name cwd jo a5 g 51 -Y

A SAS next sy,

Cund 4 1, Web Listener <G olys o S ol o
WS peau sl 1) T 0slgs oo 00,0 o ,51  ausS a8l
Sl FF axmin o L <l |, Web Listener ;5L

.,aolo C)’“’ Ql.‘:..,;jo Lo.w

aS SIS next g, 5
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5,
Authentication Delegation ua.?w I)Authentlcatlon u,us) Jol.ﬁ &.A-o.wﬁ u." )d

Authentication delegation is the method 154 Server uses to authenticate the
session it opens with the published site,

S oo bl ) gl 4 S Lo cend (pl jo 4 aS

Select the method used by 154 Server to authenticate ko the published Web server:

o ol ol 5y 00,5 SIS NeXt (s, 2 4 | an

Descripkion

154 Server will use Basic authentication ko authenticate the client ko the published Web ‘

server, The published Web server must be configured to accept Basic authentication, B3 o A S S ;J._a l o QO S &
Sad DERNE e T 29 g

2 - Gl ooy s = by, Authentication

‘.\.s.zfg_i.:.lfokkgs)

Help about authentication delegation

< Back. I Mext = I Cancel |

Mew Exchange Publishing Rule Wizard x|

User Sets

‘ou can apply the rule to requests from all users, Or, you can limit access ko
specific user sets,

This rule applies to requests Fram the fallowing user sats:

SS9y 2 ..LMS ua.?u..wo ‘) 05.5- Q‘ﬁ)lf Cound LJ"‘ 5O
Bl AsS SIS next

Eemoyve

?QAII Authenticated Users

i

dx Wb dw asS SIS Finish (g9, p ow axio (o

Sleadas B oS SLUS Apply 59, 52 6,5 52 5

.09.:(: 0)-:5':)

< Back I Texk = I Cancel

/ Toolbox Y Tasks \{ Help O o010 oo Yo ¢ muolo sy e liwgs Leds sl 1y Jol 4y i3 o

r 4 g oS ol |, o] Publish sharePoint sites  _w pg0 435
Firewall Policy
Tasks DS Azl A Ao

=) Publish Exchange ‘Web
Client Access

=) Publish Mail Servers

=) Publish SharePoint gites

=] Publish Web Sites K

=] Publish Non-Web Server
Prokocols

7] Create Access Ruls

Policy Editing Tasks
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v 45 0,10 092 A 3T A Cound 0l o

Load Balancer b colw g 5 oS Publish -3

sl yg o i ol sol> L Front a5 |,

Jols ygpm ool aS farm g, G ouss Publish -

Y

AsS publish 1, cole Gy (pais wuly o =Y

A8 Sl 1) Jol a3

New SharePoint Publishing Rule Wizard

Server Connection Security
Choose the type of connections 154 Server will establish with the published web
server or server Farm,

(" Use 55L to connect to the published Web server or server

Farm
hittpaAf
154 Server will conneck to the published Web server or B
server Farm using HTTPS (recammended).
f* Use nan-secured connections ko cannect the published | 3 1
wteb server of server Farm N} ‘:l 1
http:t

154 Server will connect to the published Web server or
server Farm using HTTP.

A\

Help about server connection security

when [34 authenticates to the published server on behalf of the client, user
credentials may be sent over the netwark in clear text, Authentication using S5L
will help pratect client credentials.

= Back | Mext = |

Cancel

New SharePoint Publishing Rule Wizard

Internal Publishing Details
Specify the internal name of the SharePoint site vou are publishing.

The internal site name is the name of the YWeb site vou are publishing as it appears internally,
Typically, this is the name internal users type into their browsers to reach the Web site.

Internal site name: | samancd,com

134 Server may not be able to connect ko the server hosting the published Web site unless its

computer name o IP address is specified. For example, the computer name or IP address
must be specified if 154 Server cannok resolve the internal site name.

I™ Use a computer name or IP address to connect: ko the published server

Computer name or IP address: |

Rz

Cancel

< Back I Mexk = |

New SharePoint Publishing Rule Wizard

Publishing Type
Select if this rule will publish a single Web site or external load balancer, a web
server Farm, or mulkiple Wweb sites,

f* Publish a singls Web site or load balanceri

LUse this option to publish a single Web site, or ko publish & load balancer in Front of
several servers,

Help about publishing & single Web site or load balancer

" Publish a server farm of load balanced Web servers

Use this option o have IS4 Server load balance requests between a server Farm
{mirrored servers).

Help about publishing server Farms

Publish multiple Web sites

Use this option to publish more than one Web site. & new rule will be created For each
site published,

Help about publishing multiple 'Web sites

< Back. | Mext = |
aiy ¥ ST oss Qbll ) 0g5 iSOl o8 Cond 0l 4o

435 g Sl 10,55 0 (997 Sl Sl oS Sl

Cancel |

M08y Jol 4 ¥ 4 Caval (65 il Casal 5l en g0

S S5 NexXt> s, g Sl b an Sl S

JP S oS o)lg 1y 095 dBls Colu g pl Ceod (ol 5o
IP olgs oo g0 an35 40 5 oS Publish 1) o1 ol
) 0 (:3‘9 u" O wl.....a <9 456).’9..”[5 f”‘“" l.> uu)oi

IVEL I P

2SS next s,
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ew SharePoint Publishing Rule Wizard |
Public Name Details . QS Js.a_g ‘) l.@ L»éLO.’

Specify the public domain name (FQDN) or IP address users will type to reach the
published site.

fAccept requests for: IThis domain name (type below): j Lsau.oss) ).Q }‘ - \

COnly requests For this public name or IP address will be forwarded ko the published site.

s,ls Public Name cuid o a5 _wgs 51 -Y

0,5

Public name: I samancd. blogfa.com

Example: v, contaso,com

QS SIS next sy,

= Back I Mext = I Cancel |

New SharePoint Publishing Rule Wizard x|

Select Web Listener
The wWeb listener specifies the IP addresses and port on which the IS4 Server

computer listens For incoming Web requests, 4.’ ‘) Web Listener &SJ u\-\."s.’ LSQ &_AA.MAB Q." )O

‘Web listener: T of| @ . ] . . @
S SSssseee S EET| 0 O SolY oo SN pa ST g S BLE) cud
Listerer properties:

Propert: |Value | e l.Q.MJ (5‘).3 ‘) Web LiStener Q;}Lu )L«.é uA JJ)L.MJ.

Description
Metworks Local Host
Port{HTTF) g0

Patt{HTTPS) Disabled -[90‘0 C)"'“" Qti.wjo Lol Lgb.g ¥f aan O

Authentication methods  FEA with AD

A SIS next sy, 5

< Back I Mext = I Cancel |

Mew SharePoint Publishing Rule Yizard x|

Authentication Delegation
Authentication delegation is the method IS4 Server uses to authenticate the

session it opens with the published site, =>:' "' o ‘)Authentication g}"’ﬁ) A:la - '9’ Q"‘ )a

Select the method used by 1SA Server to authenticate to the published Web server:

oS oo 5l 1) gl aty3F Lo Caand ol o 4 aS

Descripkion
134 Server will use NTLM authenkication bo authenticate the client to the published Wweb

server, The published Web server must be configured ko accept MTLM authentication. IF A S S S n eXt 65) )_’

the published \Web sarver is 115, then it must be configured to accept Integrated
authentication.

Help about suthentication delegation

< Back I Mexk = I Cancel
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L,‘ c\SQB_M, &9 J‘ﬁ-’*’ P36 Cawgd Lo.».u)| u_" s New sharePoint Publishing Rule Wizard x|

69 @G lJ 5 w‘ OM . I o e J.A_é )‘ Lo.u.’ S h re poi nt be configured on the SharePoint server.

|°3~> M}S 3 0 o . I. o y ‘ 45 . . § . l» o® ‘) Q‘ " ‘9}’. ZI::IrEPoint functionality will be available for users connecting to this published SharePaint

User Sets

Alternate Access Mapping Configuration
For full inkegration and Funckionality, SharePoint Alkernate Access Mapping musk

Until Alternate Access Mapping (A&M) is properly configured on the SharePoint server, limited

S el

£~ SharePaint &AM is slready configured on the SharePoint server

% SharePoink &AM is not yet configured, Also select this option if you are
unsure if AAM is configured.

The SharePoint &AM configuration must match the configuration specified in
this Web publishing rule.

< Back I Mext = I Cancel

nhext S99y » MW‘) 05.5- u‘).:)lfw.du.a‘ )O

‘fou can apply the rule to requests from all users, Or, vou can limit access to "\""S AS.».IS

specific user sets,

This rule applies ko requests from the Fallowing user sets:

ﬁ].ﬂll Authenticated Users

5l o Wb s oS SIS Finish gq, p o axin o

Edit... | U 5 . Appl
08 Olonlais U oS SIS APPLY 59, » )5 ,»
) J

Remave

P
grog bod @l 1) ol 4035 90 e sl ills azg
Publish Non-Web _x pgw 4035 Logs L g polo

DS ol L8 Slroses 3.b 1, Server Protocols

= Back. I Mext = I Cancel I

el 00U a8ls] Ceound L)"‘ O Jud> SUIS! Sy u_ia as Ml; < General O Joyfo ‘350 Cound

L LG A s
E’E Arrays
=-5@ SERVER-3
—| Monitaring
\_/S Firewall Policy [SERYER-3)
“irtual Private Metworks [VPH)
* Configuration
-H Servers
% Metworks
4 Cache
= Add-ing
General

:&'—.}2 Assign Administrative Roles [_@ Define Firewall Client Settings
anfigure Firewall Chaining ¥ Speciy Dial-Up Preferences
E53 configure Firewal Chaini Specify Dial-Up Pref

1
D? Specify RADIUS and LDAF Servers

Global HTTP Policy Settings

% Configure Global Link Translation ){ Spec_lfy Certificate Revocation
=) LS Settings
Eﬂ Define HTTP Compression Preferences f% Specify DiffSery Preferences

Additional Security Policy

Enable Intrusion Detection and DMS Atkack
Detection

=y &L‘] Configure Flood Mitigation Settings

EE'TJ Configure IP Protection
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: Specify RADIUS and LDAP Servers : sl cood

LSl ISA 2006 4 a5 oz <5 S5 pols udss GUS et Vo F daxian 10 g 00,5 B aS Jol o b

Authentication Servers

RADIUS Servers LDAP Servers |

Define the sets of LDAR servers 154 Server will query to
validate user credentials:

LOAP Server Sek | SEFVEFS | Add

Define the login expressions 1SA Server will use ko match
the user login strings:

Login Expression | LDAP Server Sek | ey

£
M

IS4 Server will query the servers in the matching LDAP server set
to validate user credentials.

Help about LDAP authentication settings

Edits ..

Bemove

Eemoye

L

2 x|

K I Cancel fpply

&?15 Ok 69) )" 5 ‘A""‘S ‘\'él"b‘ w"‘J d".’ LDAP d""} L’ ‘S" Add (53) ' Help about LDAP authentication settings

o2 oo 418wy 3,90 a5 LDAP Servers s ous

o and Hlew a5 cwl Validate oy, SO oyl

SIS L ailgs oo Lo . el (6,955 0o 45T Validate

2SS aslsl e 4 LDAP 5 ADD (g4, »

1
HAdd LDAP Server Set 21xl

LDAP server set name: | LDAP

>

Define the Active Directory servers available For LDAP user authentication,
Servers are queried in the arder in which they are listed.

Marne | Descripkion |
LDAP 1 ok
LDARZ ok Edit..,

I

Remove

L]
8

Tvpe the Active Directory domain name {use the
fully-qualified domain name):

Example: contoso.microsoft.com
¥ Use Global Catalog (GC)

[~ Conmect LDAR servers over secure conneckion

User credentials used ko access Active Directary o verify user account
status and change account passwaords {optional):

User name: I

Password: I

(a4 I Cancel

s LDAP Authentication Settings (g, » YU St o awil axils LDAP I jiics oledl aS! 6l »

3,10 JLELDAP 5,50 ;0 Sledlol 1,0 aS 09 ;b Ceond pl 4 bgs o Help b oS

| ':";-' 2PECry FALLIID and LLHE Deryers

Global HTTP Policy Settings

configure Link Translation : sgs ¢

pols pssi ISA 2004 (5 1) cod cpl pe

s 5005 38 58 Job b Cuamd ol Js

ﬂﬂ Define HTTP Compridgsion Preferences

Additional Security Policy

bl " : P B Specify Certificate Revo
.‘E_é onfigure Global Link Translatior 1= Settings

ol 0ol asls] QI Sle M| Sy

apecify DifFsery Prefere . .. . L&
[ speciy o oS S L 5,0e 4usF ggy g

| Enable Inkrusion Detection and DS Akkack,
=

Detection &j

Zonfigure Flood Mitigatic
Settings
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Link Translation
General | Global Mappings I Link Redirection I Content Types I

2]

‘With IS4 Server link translation enabled, links in published Web
content are translated according to publishing rules, glabal
dictionary mappings, and rule defined local mappings. Links mary
also be redirected according to the unpublished sites list,

i This option applies to links in content From a published Web site
\\) only if link translation For the publishing rule is also enabled.

Help about link translation

Ok I Cancel Apply |
Link Translation ed B4

General  Global Mappings |Link Redirection I Content Types I

Global mappings applied to all Web publishing rules for which link translation
is enabled:

Internal URL | Translated URL | Cre;
http: fisamancd..comy http:fisamancd.blo...  Rule
htbpe fisamancd, comf|avouks httpeff=amancd.bla,, P
http:ffsamancd.comf_upresources) http:/fsamancd.blo...  Rule
htkp:ffsamancd .comy_vti_bin} http:/fsamancd.blo...  Rule
http: fisamancd.comy’_vti_inf.html http:ffsamancd.blo...  Rule—
hitkpefiSike 1 /Exchange! http:f iMicrasaft.ca...  Rule
htkp:ffSite 1 fExchweb! http:/Microsoft.co...  Rule
htkp:ffSice 1 fpublicf http:/Microsoft.co..,  Rule

¢ https: fisamancd. comy http:fisamancd.blo...  Rule 4
« | _>l_I

Add... Properties. .. | Remove I

W show mappings automatically created by Web publishing rules

Descripkion:

Autornatically created mappings cannot be edited.  This mapping was
automatically created by Web publishing rule: ddsdf

Ok I Cancel Ay
Link Translation i |

General | Global Mappings  Link Redirection IContent Types I

with this option selected, dients navigating to an unpublished internal
site Fram a published Web site will be redirected to a specified URL.

v Redirect cisnts navigating to these unpublished sites:

Edit,., |

Remoyve

i

Redirect users to this published URL:

Example: http: vy, contosa.comRedirect URL. htm

oK Cancel Apply

L Js 1, Link Translation oUlg osls oo e <5 cpl 5o
Enable Link 4y o 5 ol @lp - oS Jud 8
25 ebe L ool 5l am 0gs Jld e B oy le s 1) Translation

Dgds oo 00l ioled

@ Disabling this option will disable link translation for all Web publishing rules,

x|

oo Jd e el |5 pl b as aas o) jlasl cpl YU sly
<~ Web Publishing Rules sLs 59, Link Translation

09.....’

Web  sli & b ol ol Global Mappings <5 o

Js Link Translation sl g, a5 Publishing Rules
Link 00,8 Jad Jd sla )0 50 (00 098 (oo puhats o
o5 L 4 Web Publishing Rules !, 1, Translation
G @3 3z ool S A (g5 SIS Lol e Lo

RVELPEY

Colw & a5 1, ol coodS s Link Translation s o
0,8 a5 a4 oty w1y Wiy, o Jd31s eazs Publish
5 S ST A (g5, cand Cole Glp S Cnye
U Jgl cond po 5 08 SIS New (g, ool 5L IS
az b ocole SO A g5 5 SIS L pgo Cand 0 g 0g)F
Lt Gl M8 e 1) BT o g oS adlal cad 4 ) el

0l sy
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[

Global HTTP Policy Settings

Py oo - oy B Specify Certificate Revocation
J;é Configure Global Link Translabior: L5 Settings
ﬂa Define HTTP Compression Preferences f% Specify DiffSery Preferences

Additiongl Security Policy

7 Enable Intrusion Detection and DMS Atkack
o ABE -

HTTP Compression 2lx|

Define HTTP Compression :pgw cwud

Preferences

General |ReturnCUmpressEdData|RequestCUmpressedDataI )Q . %}.S Jl&é )T‘."é lﬂ 9 Jl&é ‘) K./LQ; Q.i‘ %3‘93 LSA LQJ:Z’ m Oﬂ‘ )\)

= ‘With compression enabled, 154 Server will compress HTTP
._,.{e{_ responses sent to network clients specified in the Return

Compressed Data tab, and will ask for compression fram the oo)_‘i‘é Q)w 4_3 ‘) CJLC)U@‘ Ls‘ . H TT P CO m p re SS i O n JS

servers specified in Request Compressed data tab.

Disabling compression will disable compression For all
\\l) requests and responses,

ol

Help about HTTF compression

oK I Cancel | Aoply. |
HTTP Compression

General Return Compressed Data | Request Compressed Data I

=]

a5 o9 ool yigy Wil oligy 5l 0gd oo el I e g 0yl
et > g, Ll

A wslol cadd 1) e Network 51 o pw SO auly oo Ly <5 ol o

ﬁg{:vpor;a;;:;ztrselsponseswhenrequestedbyclientsfromthese g:))j..a 4-3 09*,;,) 6‘0 LQ . '“MS LSLQ L‘.’sz 4-3 45 lel_@ . l_g. t; “’f

l&Dsaman d

Remove

It

Exceptions
Add,.
Edit,..
Remoye
Compressible content types: Content Types...

oK I Cancel | Apply |

L,
HTTP Compression

General I Return Compressed Data  Reguest Compressed Data |

B

network elements.

B < L content Types (g5, » SIS L pmmad g aul)o 00,88
4 o2 b Content -1 b oS bl Content g, G ol

gl 0 00,88 &g

Reguest compressed HTTF content when sending requests to these 6‘0 &T,w‘ LQ dS Ls.’,l-b N etwo r k 4_? JLM))‘ ‘5‘):’ w‘ Om oo)&é

Edit...

I

Remove

Exceptions

Add...
Edit...

Remoyve

[

oK I Cancel | Apply |
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ﬁl U gUre anauan i irdi isigendn

L! Define HTTP Compression Preferences

dditional Security Policy

i T S;Ettinljs

Specify Diffserv. s> Ceand

ﬁ apecify Diffaery Preferences

: Profernces

_1 Enable Intrusion Detection and DMS Atkack,
¥ Detection

_‘l iZonfigure IP Probection

General |PI’iDHUES | URLs | Dumainsl Netwurlsl

154 Server can mark the IP DiffSery {Quality of Service) bits for
& prioritization of traffic on specified networks.

[¥ Enable network traffic priotitization according to Diffsery

10nalit of Service) bic
For content tunneled owver HTTPS, specify the domain in the

Domains tab. For ather content, specify the URL in the URLs
bab.

t DiffSery priaritization is based on request headers from
! cooperative clients. Mote that if non-cooperative clients adjust
their request headers, their traffic may receive a higher priority
than intended by the ISA Server DiffSery settings.

Help about packet prioritization

[s]3 I Cancel | Apply I

General Priorities IURLS I Dnmainsl Netwurksl

Supported priarities and DiffSery valuss:

Priorit: | Diffsery | Size Limit (byt,,, | Add...
F1 oooo1o 150

Edit,..

Remove:

i

I Allow special handling of request and response
headers according to this priority {applies to First
block of traffic):

| =]

ok I Cancel | Apply

Configure Flood Mitigation

-‘.ﬁl_j Setkings

Ol ) o g 5 cuas Diffserv 0,5 Jus L cawnd ol o
S SIS Enable as 5 6, o ouao

alal cud o diffserv G Add ol 69, p SIS L o ol 0

aS Priorties ol as osS Byme ol ol aix L G URLS o5 jo
D9 Jlosl b wyol il (65) 29,5 (Byme S8 5 o

S (Byre egs 3 b SO o2 dOMaAiNs Co o

S9y 2 &Sl 5l om < 0gd Jleel ] (g, Priorties -l b asS Gbsl 1) 03 aSis &S 45 o2 51 5 o

Microsoft Internet Security and Acceleration Se

‘“?r} The DiffSery Web Filker is currently disabled, Do ywou wank the Filker enabledy

Mo

gl oo ol 5 ely wo S SIS Apply

= Jd gl a5 WS o el Ll 4 ol o

o il g Coond jo Wb o ol o S
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