CHAPTER 8

Patterns for Secure Execution and File
Management

7KH VHYHULW\ HRYM HVQRAHV ODKIWLEYUH[HFXWLR
&KDUOHV GH |
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s ([WUWFRPSOHBWRDWOG ZPIDUEHQ HH GAHBSF FH O
SURFHVVLQJ

= 3HU | RQARY H U KIQDHBW WSERIP D DQBQH Q W HUQ
OHD YRR I%HFDR ML WV R PRIS H U DALY BIRPYQ W
SURFHXVRQW\ZBLQUVFSURSHQJIRUEXQAB X
VHEXULW\

s 7KEADWRHBW KHHF X®/RRQY® SOHPHQWQGH
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m 7KHD YT UWOOIF® IGHH LQHVYW H LH RXHABR R QU R C
LQ D VLPLODU zZD\ >2DN @
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& RN W

$ VIVWHIKLBPEURAHWY XREHKRDXVRURMAX EM
$ SUR XD YOHF F BV Y KMAR VW K HIVAHHY R XGKRUHENDH F X
7 KN HRAD FF RO\VLY K WYWAMMER S U R FEINV NMLQNHN H FIRKAYR P C
SURFHVWBMN EO/RKDUHHVRX@®FRQYQWUZROEMGE JR
WKH SURFHVVY DUH GHULYHG IURP WKH UL,

SUREDBP

(Y HIQG L UBIFFWWR. OLHAMH V W X IV FHRERQS [HW X QICIM R\ §
WKHPKURXORZBHYH® K$HURFHMF X \WDRQURD
XQFRQWUROOHG SURFHVVHV FDQ VFDYHQ
DFFHVW/ALGEN L Y K KR LK W O WRMNRQ \R MRS H U IV WM
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s 7\ FDRQDV X E RHDAX E MVAFIN ROWM W\E B HX \GL @
VSHFH[HF RWHR HM®E UR YW BSU R FRIV®AKUH. J K \
QHHGV GXULQJ LWV H[HFXWLRDV W \SLOLIY U
m 7KH VROXWLRQ VKRXOG SXW QR FRQVW
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Z L W WHRQ\ V W(HDFE R E MKDFDW H F X@® H WR U B S W RCR Q WO
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UHT XHXVARFHIES @ F F K\D\Q G @WHH W X WEB G O B IH U
K D Q G/OR KD PRIE MW R\ YGLH U DG WH ¥ WV B \®2 Q FW |
KDQ®&/&HEWEDGQ G L VDLIFFE@REEH DA @ H QBT UXU V
DXW KR UZKINW QR 8 O K F§ D V WHR® R WKUEKLY WE-NER
IXUWKHU SURFHVVLQJ

-DYD 6HFXUKWDYWH FXWUXBM\\BWRF V& A XXV MY |
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DV VR FZ DW/NE B \WHK\I KPHK H F N 3 H URP L W\RIRRGR D YW
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$ QHRSH U VWLWZHDR/ QWD OZQ AWK F K D QUIRBNSHJ RF |
R S H UDLWWKKUHL J KRWW K HDLEWV L Y- D RGR.G RKWD YIHF F HAX
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1R ZK HF R XQ@FSVF D Y HL RMA K N Ul D V FDOVGLLVO CCE VLRI
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s : HFDRS SWKH BVYWY LISQUH LHA SR HEVDWHRMEBY K
ULJKWV RI WKHLU DFWLYDWRUV 7KLV DC(

"= ,W FDQ EH DSSOLHG ZLWK DQ\ W\SH RI
m 6 XIEHPW\FWLYDDWKP ERISUR FHYQEWR F HADA
KDYH VHYHUDO H[HFXWLRQ GRPDLQV

m 7KH PRGHO LV DEVWUDFW DQG GRHV Qf
s ([HFXWGRPDDWWHIL@PWERUGBQKH(&87,21
'20$,1 SDW®SDJH DQEBD\LQFOXGWXE \RHWK
V X E WHEMWK W V

7KLV SDWWHUQ DOVR KDV WKH IROORZLQ
m 6RPH H[WUD FRPSOH[LW\ DQG SHUIRUPI
m 'HSHQGHQFH RQ WKH KDUGZDUH DUFKL'

. QRZ QB \H/

7KH% 06 WK% 06 UXQGLQWKBIOHVVHE\DP @G
(526 >6KD K@ YBISSOWHGD W WNUGDSDELQUW
G H V F U\SAWRAR FOKW K B WOHUCF K L WHEFWWXW KIVS S U |
DOW KW KRISH U VWD 8 RMRO Z BB\ R5 H F HXQANRWW k
SDW WOIHGHGREBH D GHIR W HRW HEU N@GD Q&K URP
6DQGER[ >&KU @

6HH$ GR



7KLSDWWNUWKS$I87+25,7$21 SDJIJH (;(&87,2
'20$,1 SDJH DOQ%,),('5()(5(1&(021,25 SDJH
SDWWHUWEQ78$/$''5(66 63&($&&(682178/ SDW
SDJH PD\ EH XVHG LOQGLUHFWO\ E\ WK

8.5 Virtual Address Space

Structure Selection

7KW ,578%$/$''5(66 63&(6758&7856(/(&7,21SDW
G HV F KIREBARH OW M/ U \D 1% G OVIS \DNRHR S H U IVWLVQW R
KD YWHS H PLIDFOX QWG R P M\ VW H P8 K D \/ V RHO DRW\LK
LQIRUPDNIBREYKXHIREH U IR U PTIXGRUD Q L ] DRVHLR
SURFHVVY YLUWXD® DIG/GEHMNGSDEIRHWRH }
D QIGDYQIIH RS HU IR UPRQGH AX UK %D W W6 D DA
KDUGZDUH SRVVLELOLWLHY WR EH FRQVLC

([ DP e

. HK DHYD V\ V WUHPQ QR KA L F DXWLLRYED JW X D M/T XQ D
JUDSKULFFHKHDS'S O L ADOMBRQN U L @ HFXWHWX LU
E HF DR PRIIW KLHP D JBIKHH Q V D\WEK ROEGRI O F F H \E\
DXWKRUL]HG XWHEGWR GHFLGH RQVIMWQWU DB |

& RN W

9L U WPKHDP®&R DO O WARMR WIDRSIW KPHH P RX'V HEGSU R F HW
H[FHWGGVHL RIS K\V LFHDROR WB\S R & V AV KYHL U VIDXGOSQULF
W U D Q ¥ DNDHIHE G WHIVD/Q \X@DXWORMCHEMN P RRD QD JH
XQWWS8 LELFURSURWRE WHSIKQ V IDFO@WHIDRN M
D FF IBKYV LFFIDROR UR H H F XD\SHU R F WYKNAH U Q- DVDIS W
SURPHWW &GO/ DV HK D YOI X OW L S UR YU D\RALIRG
Y D U IRHAIW\HDUQIBS S O L F BWWR ARHRAMHFR EH K B &V HOUG
DW/ LPMHXVBNHD E QWY KDRJIHHP R DU HD W W KWHIHRP X VBN

LV R OD QIBDEFO VAH) H IDG F IF R VB IR OR U P @FOH |
DQ LVVXH



3UREDBP

: HQ H MVGRH OW RMl/ U \IV 1% D @AS\DIFRHB U R F HOH/SH/QREWV(
PDMRRIIMMOHS S O L FDHN Q RV@NE H F XRWHK H ZAE DU RD
PLVPDWFKHV WKDW PD\ UHVXOW LQ SRRU
7KH VROXWLRQ WR WKLV SUREOHP PXVW
= (DFSUR FHNVNGERH V QIHIU H O D W DMIS OWRR Q @
G D W IV DWFS\DIRRHWY H P S RADDL\DYEDOUH \IMERCHHWSK/HA D
RI LWV GHYLFHVY DQG RWKHU LQIRUPDW|
= ,QPXOWUSPBRIAQVWRQPHQWRVHYXDNW YH L
UHT XL U ROV LR R § KIHU R U P\DRADLUR®Y &
JRRG SHUIRUPDQFH
m 'DDW\S ILAXNV HWKSU H YHHUUIRQIGP S U R M A X BHLYAH |
DWWDFNV RFFXU E\ HIHFXWLQJ GDWD DQ
s 6KDUE@ W ZB &G UMHB\DWHNR XEMER Q Y H QRIVIHIKOMAL
SHUIRUPDQRHUPD\ VXI

6 ROMRQ
6HOHFW IURP IRXU ED VIHU DLSS WRKIHEKIHWHW K

E 2QBGIBWVNYSDFHIRFHYM XUH 7KKN XS HUNHAR
SOXWLODQMEDHRK/ BU R RJHHWK RHE D G G WIS DBV C
RQM¥®SHU SURFHVYV KDV WIKH IROORZLQJ

JLIXUH2QH DGGUHVYV VSDFH SHU SURFHYV

k&"‘lﬁl Usars

a) ldea

Usar 1 1 Supsrvisor
Process Descriptar o VAS Pracass Descriptor

b UML



m *RRG SURFHVYVY LVRODWLRQ

s 6RASURWHHFVWDUBERMYHE OB BWERIFRPSURF
RSHUDWLQJ VA\VWHP

m 6LPSOLFLW\

" 6DULDW RSOHYSHALDON U XFRUL RSO FH.
QHHGHG

m 7ZZRD GIGWVS D SHYR FHMM XUH (OF KS UR RHHWMG D \
DQBFRGBRJUDYL U VDXGCHOMSVOMBN HR IWZ &6 VS H
SURFHVYV KDV WKHINROORZLQJ WUDGH RI

JLIXUHZR DGGUHVYV VSDFHV SHU SURFHYV

.

data darta

program J progra

kBI‘I"I&l UEETE

a] ldea

3

1 1

cods VAS
LUser Supervisor
Process Descriptor Process Descriptor
1 1
data WAS

b] UML

m *RRG SURFHVV LVRODWLRQ
s 6RPSURW HFWLBERMYHEO BB /ERIFRP S URF
RSHUDWLQJ V\VWHP
= ' D VWIIG) VAW IRIEAY § D U D RBIHBASA IR W H W RVR
D W W\WD BINGY D RWHDH B RRIG D /@R G L | L ROAVRIGR
'DWD W\SLQJ LV DOVR JRRG IRU UHOLD
" $ GLEDDQWWRPS VKD UBQJIS\R RIUG G UHBWFV
XWLOL]DWLRQ

" 2QH ABVVSDSHYV R FHDZRIW K VKB @ L WRKQ

D GIBWWS D FRHW KRISH U DIWVY Y HRI XUH 7KHRSHUTL




VIVWYRSHU FDWRUK D BH @/ ZHB® R F HMMWMWN K H
KDV WKH IROORZLQJ WUDGH RI

JLIXUH2QH DGGUHVY VSDFH SHU XVHU S
ROQH DGGUHVYVY VSDFH IRU WKH RSHUDW L

:| - |:
WAK VS

Intel 284, . 484

kamnal
al ldaa

Process Descriptor 11/2 of}
1
‘T VAS
| 1
S Usar Supervisor |

b} UML

m *RRG SURFHVV LVRODWLRQ
m *RRG VKDULQJ RI UHVRXUFHY DQG VH

m 6 XESW LZR K V SWHERRRU LW RWEX S HUKDVRRS C
DFFHVV WR WKH XVHU SURFHVVHV DQ(

m /KH DGGUHVYVY VSDFH DYDLODEOH WR

2 $VUQOH OGBS DFHIXUH(YHU\WKQBOXGQ!
LWDSSWRAPHPRUSDBMIRIDVLQJO HD G BWHED
KDV WKH IROORZLQJ WUDGH RI

JLIXUHS$ VLQJOH OHYHO DGGUHVV VSDFH



Singledevel Spoce

T 1

Process Descriptor [y———— VAS

usEr T .
| |

Llsar Supervisor
kermel Resource

bj UML

a] ldea

m *RRG SURFHVYV LVRODWLRQ
m /RILFDO VLPSOLFLW\

m SQLIRUP SURWHFWLRQ DOO , 2 LV PD
u

2 Il H WWKPHR VHAD H MRIDX \R DR@PH F K D QWBAPR V
PHPRDQIE O HD\DIGS R WWH. Q\DHR MWK F X B B SO E\b
DUH DOVR XVHG

m +D UG RP SFOHHIWK D U G Z2DX\WAWHW KAHD KD G G WHBW\
UHTXLUHG

, P SBP HQMRO

7KH$6 LMPSOHP EQWHK® U G Z2DURK L WHER XH U
VI\VWEARAVLIFDHBKRRFNORIWKBIUFKLWHDBDWRQW)
UHTXLUHPWRMENEOLFDWERQW RKWMU D GH& IRV F >
DERYGDSDVMLFXODWKAKRIPAFHEH. QIO XHQFRBS |
SROLFLHVY FRVW SHUIRUPDQFH DQG RWKI

& RMANXH A

QDG G L WVIRRKD S H FE HLOFHG HW ¥ WDL\E DIESWY KHR\G X RAQU |

RIV WHK9,58%/ $''5( 6663&( 6758&7856(/(&7,2:

SDWWHUQ KDV WKH IROORZLQJ JHQHUDO (
m . LWKRDXWG Z/DXS IS IRAMNYRIM D V MERDHHS D W BWAL K V
D G G WH\D\RHW KSHU R F HO/RAESAU R F H X VIRRUIL § VLR
G H V F U WXMIRAL W BEEWD MHW B DRVH P RXI® LM J P 1D Q)
LWV OHQJWK RU OLPLW >6LO @



m , | WKPH[RIDSSOLFDAMWRARQWYD G H MNQMHBEIRH OWM k
EHWVWOXWRRYLGHRWYWHENR/F X WKWMEFRPRU
LPSRUWDQW

. QRZ QB \H/
E20BGIBEWVWS DFHER F HYHRAL 6 - ( DQ& LS

PLFURSURFHVGREYWYWUIDWOVRBON ZHUH SOHP I
LQ WKHVH SURFHVVRUV

m /ZRDGIBWXVS D SHERFH&W W KRWRUROBDHUL
7KH OLQL] RSHUDWLQJ VA\VWOHP XRVHV Wk

m 20D AKBVVWSDSEHXYV ERFHDZRAOW K VKB & L WVRKQ
D GI&\WX/S DIFRHY KRFS H U D/AMWAL\@EVRHIGWV KW ; V H UL QIS
, QWHO SURFHZRRWUYUXQV LQ WKLV W\SH F

m 6LQJOHDGIBVMID B MO W,19%-06 , % 06 D Q&3
3% 5,6 XVWKLYSURXG WLPIBRY @ SH U VYWRQM6 0
$,; UDLB >&DP 7@&1B$ 5,6 O UFKLWUHDEY KUM
RI 81,;

6HHS R

m6(&853B52&(66 7+5($3DJIJH 7KHQW H UDHFWZ
S U R F HO/H/SHHXOVE I RROQVEYH. U \D 8 B OVFS\DWFRIQ | L J X L
Z KL O DIH PWH F X S HRW P D Q BIEK D ULDR' S HRJIW K
SURFHVVHV

m 9,5/8%$/ $''5(66 6F&($&&(66&21752/ SDJIH

>S>)HU>@FK E®@$6 LWDVVLMBRDBFEURFWKBOV H
DFFHWHRFRQW RVKBILJKRWW KSIURFHKW , 5 8$/
$''5(6663&(6758&78%(/(&7,25DWIMMHITOLY
WRH OW RYE S U R &/ WLLDX/RMY KWHHO H WWOHI 6L W H F X
XVLQJ WKH &RQWKDRO®GEGUHVY 6SDFH SD

m /KH 6HFXUH 6WRUDJH SDWWHUQ IRU UF



