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Figure 4-13

Network addresses
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Figure 5-1

A network with two levels of
hierarchy (not subnetted)
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A network with three levels of
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141.14.0.1 141.14.0.2 141.14.63.254 141.14.64.1 141.14.64.2 141.14.127.254
. . o . a |

T T T T T T
Subnet 141.14.83.9 Subnet
141.14.0.0 141.14.64.0

141.14.44.12

8
i

141.14.191.254 |
= |

e,

1

141.14.192.1 141.14.192.2

E—]._ E—]. see

i Subnet
: 141.14.192.0

141.14.255.254 141.14.128.1 141.14.128.2
s 0

i, M‘@ &,;A e

141.14.192.3
141.14.128.3

Subnet
141.14.128.0 |

141.14.201.4
141.14.167.20

¥ Site: 141.14.0.0

To the rest of
the Internet




Jlia

039ae. S SUDNETL U ¥ oy L1y 192.168.5.0 £,0C oM ol & pudlosee
Aygl caos |y SUDNET ) 5l S el
S ol 93 N T 2 oyl 4S5 B Y s
192.168.5.00000000

:wmla%Y&lbdwmab)%

00,01,10,11




Subnet number

“ -~ Y, Ol pual gl

Subnet1:192.168.5.00-————- 192.168.5.0/26 : from 192.168.5.1 to
192.168.5.62 Slaa gl Al

Subnet2:192.168.5.01 ——--—- 192.168.5.64/26: from 192.168.5.65 to
192.168.5.126

Subnet3:192.168.5.10-—---—- 192.168.5.128/26: from 192.168.5.129
to 192.168.5.190

Subnet4:192.168.5.11-—---—- 192.168.5.192/26: from 192.168.5.193
to 192.168.5.255

Sl S o 3yl (K53 oS g o oolizel Net_id ol cu¥s e
Do (S o ydl ol yed LU cuslw




oS G gl b G (Slipe
CIDR (Classless Inter-Domain Routing)

Classless Addressy Net D Host ID

Network Mask] 11111 . . . 11111 | 000000 . . . 000000

Route Prefix / Prefix Length

W.X.V.Z/Im
Example.: 205.100.0.0/22




Subnets

Cilide slgiand sl Salan Jeld K 5 asad K

Router PC
F\ o J/

Art CS
English F EE
French F Main Math

router
F Physics

\Ethernet



Subnets (2)

- 32 Bits =

lIIIIlII|IlIIlII|IIIIIII|IIIIIII

10 Network Subnet Host
Subnet
mask 1111111111111 1111111110000000000

2,5 el a8 335 FY y dim D900 Dbul Calisee CIBFY gt s & L

A class B network subnetted into 64 subnets.




o S 9 g1l G S lirus
CIDR (Classless Inter-Domain Routing)

olZiiils Yoz wlP ool olais! 5l 50 (gl aiges

LA ?L\' 4.5..\-&0&)4] Q.-'\SJ‘ A'S-.“":‘:‘U'“J'ﬂ Qgﬁ‘ AS-.\& L..gu host aaas u.qu QMJS OJAA.
Cambridge | 194.24.0.0 194.24.7.255 2048 194.24.0.0/21
Edinburgh 194.24.8.0 194.24.11.255 1024 194.24.8.0/22
(Available) | 194.24.12.0 194.24.15.255 1024 194.24.12/22
Oxford 194.24.16.0 194.24.31.255 4096 194.24.16.0/20




oyl o S5 g s
(Address Resolution Protocol)

buly gl wyol) S5 o wdl g 1P ol joydl o caslss o S, @
ol 5 ool asgs o asS(ARP) uysl s JS5g, am o sl | (4
Sl )3 (65500 FanelS (sly 1) (gl iy Solgtee (g 5guals (g &S cunis] b
g hpoData INK oY cw ol 4Y 1) a1l wle Jloyl oS
1L dogdnely (o5 cla ywydl Lt g depd o P clow sl a0 ol 4ol

Dygl Cawds |y Jabo gmolS [ Soiud w0l




oyl o S5 g s
(Address Resolution Protocol)

ol 03 0313 Ui Wil go i 51 a8 oy A A (65999 &S b p ARP JSSg s 5l Je S5 5
Syol Cawds P oyal cgzaly Lisl 3 5,8 L1, H3 jsuels MAC eyl sales o H1 jouols Jlio ol 5
LH3 s pMel 1y 298 MAC )51 S saled o H3 5l g 00,8 i aSs o cwled ) slo jobate oyl (¢lp

Ao o LIHL a1y 55 MAC ool ol 55 sl ol cél o

HI H2 H3 H4

150.100.76.20 I]:’:U,I[]{].?ﬁil IISU.IU{],?&.EE ‘IS[}.IUU,?&EE

ARP request (what is the MAC address of 150.100.76.227)

H2 H3 H4

ARP response (my MAC address 1s 08-00-5A-C35-3B-94)



oyl Jo ugSaa JSG g
(Reverse Address Resolution Protocol)

ool gy 3l &Sl (USgn RARP L ol o josSas IS0
o guels 4 Sologl cygas o 3yl (g3l o)l ‘_5)51 ol &S B




Network Address Translation(NAT)

dguine 031 yolaid] Lge [P gloww sl S5 o)l 3500 joitun CLeSTP (clows sl »
ks (BB L g @bl 2o <ol Glpn)lS 3590 55 (Jg 39uise 48)S g LSl b 5l ams
OSeon 45 bl 51 Jg ol ol IP Lol 4 L 55,51, )IS0! lses ADSL )84
3, e NAT o5 0 @l)) 6,505 U oy ails o)) sl wISP G sl [P
oled g dgdne 03 Slasywme [P ol & hid co 3 4 Mis o] ol )
g9 3 Sl Glea g pime g9l & Jg 5y [P Lol G Pl ja L gsels
(0 i) Man) a8 )15 ay 1y (gl s dalgsees s ianals ol 51 S 8 INVAliD
535 yiino IP o3l 55,8 bl ool aan s aiy s 31 U il 45 Jlo)

S oyl ) ) iy dale oS w8l o Sloj Ladd il ol adlogiue yuinels o]

b



Network Address Translation(NAT)

Packet before
translation

Company
LAN
Packet after

1 / translation
2
»(198.60.42.12
3
1S
@) O
Company o \ \
router 6
~PC NAT Leased ISP's
7 box/firewall line router

Boundary of company premises



192.168.0.1:80
PC
i &
e
“

192.168.0.1:80

2.0.0.1:2001

>

2.0.0.1:2002

_“"\\/r"_

Infernet l__i__ai— ]

e

_ [l |

Server




A computer on the Internet is identified by its IP
address.

In order to avoid address conflicts, IP addresses are
publicly registered with the Network Information
Centre (NIC). Computers on private TCP/IP LANs
however do not need public IP addresses, since

t
t
t

ney do not need to be accessed by the public. For
nis reason, the NIC has reserved certain addresses

nat will never be registered publicly.

These are known as private IP addresses, and are
found in the following ranges:
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IANA-reserved private IPv4 network ranges

No. of
addresses

Start End

24-bit Block (/8

_ 10.0.0.0 10.255.255.255 16777 216
prefix, 1 x A)

20-bit Block (/12
_ 172.16.0.0 172.31.255.255 1048576
prefix, 16 x B)

16-bit Block (/16

_ 192.168.0.0 192.168.255.255 65 536
prefix, 256 x C)
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