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Root\CimV2; Select * from Win32 ComputerSystem where manufacturer = "Toshiba"
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Wlend su, sl 55 Query su o 4S el Jole

Root\Cimv2; Select * from Win32 LogicalDisk where FreeSpace > 629145600 AND
FileSystem = " NTFS"

Root\Cimv2; Select * from Win32_ OperatingSystem where Caption = "Microsoft
Windows XP Professional”
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1. Query
2. WMI Query Language
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MsgBox "Welcome to your server!", vbExclamation, "Logon Script"

ba‘,_.;'sg\sa.:‘,.alu__:s.:\,&w‘}L.‘ShowFiles(5\9)):-&315%-45&\;»‘,4\‘,5@0):\&3&& A%
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led 0SS SUKOK (59503 5 80 5a3 0,15 1, LogonMsg.vbs ol “Add a Script” s ;aks Hs

O alay o a0 S 5 "Welcome to your server!™ alisy i g oo o)l alewss 4 (€ «S

il o & e (ras 4 50 Logoff g Startup Shutdown (gl 5 Laca Sl sl

Fle Acton View Help

Computer Corfiguration
] Policies

Fl [ Software Settings
Windows Settings

Administrative Templates: Policy de
Preferences

Windows Settings

Control Panel Settings:

£ 48, User Configuration

Plices

Software Settings

Windows Settings

| Saripts {LogonfLogoff)

[ T Security Settings

B (] Folder Redirection

B yJj Policy-based Qos

) i Deployed Printers

1 #fl Internet Explorer Maintenanics

Administrative Templates: Policy de
Praferences
Windouss Settinias
Control Panel Settings:

g |

S S A S5 s S A
A

23 g oo a0y LES PHy}
AR

Ta visw the script files stored in fhis
the buttart belobw

Show Fies

Exterdad ) ¢

Add

Seript Name

|LogonMsg vbs

Seript Parameters

Cancel

|
[

YY-A Jsd

%ﬁ%‘f)i‘));u.‘mé..:%u‘jgo%‘)s.‘.ﬂGudabgjuéhadhlmmijdtﬂ‘y

C:\Windows\SYSVOL\sysvol\Bigfirm.com\Policies{GUID for example: 366FADC5-051F-4C97-

965A-8E0F62958FB3}

Computer (slacy Suul oS ol sualiie Jul5 User 5 Machine sla alb b 4digy 90 sasoe (ol 5o

AJJ-A_:I‘;A b‘):fa.}

QT o User Configuration 4 Configuration

Folder Redirection

e et Ll Group policy s User Configuration olalas ;o cvvaal 4 o)) 60 5 (S

Documents Start Menu Desktop AppData ¢, s-aas olad i s 558,058 cya Sl 5o (o

Q“):\‘)lj C&M‘ JJ}A\)]&QO&‘\}‘LAM#Q&‘M‘):\JK ‘5“).3 C_E.AA“)..:\ (SLAL.:Lje.‘)J‘L.uJFaVOI'itES
el \@‘LA),;L)A 3 roo s gy (5519655 Jao Desktop dnternet Explorer wiile Ladsli y b Lass 5o

1. Shortcuts
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s Llaslp 5 olas s S Joloi Start Menu s gy caiiud (g yicws S KUK S L g oS
e gl Glao€ Sledl Lok 5 oAl (a5 ks Jae My Documents el T (sla yuilis
O O S0 asls s g g (Ladid gy sacws 5uas) Folder Redirection 51 saldival (gl 5 (gabsly Yo
OoolS ol 4 aley aiS o suliing) St Hu S5 50el€ cpnin S aS cnl SIS0 Sady (de¥a
Oimla 4 SL G g il s pd oledbl 5 Ladali s (55IagSs o 4K 5o et (IS gl
WS ey s 9 glasals 4wl g5 e Lacaiile ol dan (555 50 Ladal s
User Configuration\Policies\Windows ,aue 4 dlad i gy (sl o 4S5 51 (ALSe an 135 (o) s
il gl u g e sals Gialay JEB) L8 gladd gy 51 el Lo g s Settings\Folder Redirection
L o 0 GLAT | Properties 5 su ged ool 50K aidign T (5500 il 83 oo o 58 e
Jlie Olsie 4 amas 55 4Sat 0 oIS (1o AT s sy (558 LIS S (o (e
S Jlas |y 55 ol se Group Policy s DOCUMENtS dul gy yacus 5135 (5l
5 438, User Configuration\Policies\Windows Settings\Folder Redirection\Documents jus 4 .\
S ), G Documents L g (5952
NOt (5955 oS0ty sk Slaalass (S WS oo saaline Properties €S CLAD) 51 Gy .Y
S AT |, Basic 4w < Drop-Down caewsd JAls 31 .0l I3 Configured
ol 51 s e ol (S 5 m) O a5 4By S LIS Jae Gual s plaald Y
(S5 95w ) ROOL patch ciacd ,u ¢ Create a folder for each user << Target folder location
S 5l 1 (Zooropa als b (555 e il 5u) 35S o LS8 O o gy <
saien 5 480 E o (g L ad g5 5 OIS S il 55 e Browse 4aSy Gl sslail b g
A AT g a0 gad

Target |5eﬂmgs|
C, You can speciy the location of the Documents folder.

Setting: | T

This folder will be redirected to the specified location.

Target folder location

[Create a folder for each user under the root path |

Root Path,
| Zooropa\CentralEng

Browse..

For user Clair, this folder will be redirected to
“\Zooropa'CentralEngClair\Documerts

ok | cancel | Aoy

YE-A s
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ail 93 oo wasls s s 5 (5,500 sladas S Target folder location cracd o 4S audils alils =88 .0

S LI L 438 Cpl 5 (S eahid S OB Hu e skl o S G G aa S b

Target folder location

Create a folder for each user under the root path =
Redredt to he users home dreclol
C ser und
Redirect to the following location
Redirect to the local userprofile location

YO-A Jsidb

olaali O3 ol 5ol o e g Settings AL L 5 G0 L e yady (pl o Target 5 s s Me
ot 535S Jm sl Jnb b 1y Lk ol sl 5 m 5l pm s pin 1S 60 bl JESI & pal g

N R

Target Semngs|
D Select the redirection settings for Documents

¥ Grant the user exclusive rights to Documents
¥ Move the contents of Documents to the new location

I Also apply redirection policy to Windows 2000, Windows 2000
Server, Windows XP, and Windows Server 2003 operating
systems

Policy Removal
% Leave the folder in the new location whan policy is removed

" Redirect the folder back to the local userprofile location when
policy is removed.

’TI Cancel | Apply

YF-A Jsidb

Security Settings
Ja5 1, Group policy 5) g 55 JsB aas Administrative Templates of yaa 4 Security Settings
CA—__\M‘Q‘Z\&‘}Mm'bd&ﬁﬁ;#‘)d)tsk;m“))wgb;\sdOﬂ‘)d@)&uﬁl&&b&ﬁMJ‘SA
09 e slaaaid il o bl b Qe sSae gladaly (lsls 5 8050 Lo gune (Eul 58] Jae 4
Computer Configuration\Policies\Windows Settings\Security s cus 31 5 80 (gans 4o 89 S NVEQ
) lie elaalas cpl 51 s G yisdae Bl oo oou yiess Jol8 Settings
K] ‘::\_u.e.u.t Qd_fb J—&E 6‘.—&&3—;«4‘.&4& £JJ_.S£‘}A) (SL_AC%JJAAA LhC_u.u‘:u.u Uﬂ‘ :Account P0|iCieS *
A€ o addie | Kerberos glaceulos

b oo LT paplaaa 5 510K G58a 4 by s laciulis ol sLocal Policies  #
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e BBy el (s Laggan Sy (8 sed IS 5ale Event Log
aile old slas s S (gl Las s S Ol hu,lS oS JHES 5 o s Lol g :Restricted Groups

Administrators group

(O o9 owdS alal 51 oS sla g e a5y (g5l sluslin :System Services

S0l 55 0 4S plaKey JHES shie 4 s yienn slaKey gl el Lol sl Registry
(S LA 4 (o siens JOTS Griaas 5 WIS 5uis

Sl 5l Gkl 5 elaie 4 Ladii g 9 Lasls (slay gan (5l iiel (slads slan) :File System
il oo SIS 8550 slad s oo Lasae o Lasls

‘u.UA:. Al glacalin )y 5 soldind U lag b sl (s olaaaid e ys0s :Public Key Policies
Ol s (s 950 LAl 5 slal (5150 s gase ol ) )3 :Software Restrictions Policies
s (59008 oo L1885 5 Lagu sy loal ) ile 4S il waa sla S5 51 (S

..\J.a.:bu.n

LTemplate L s

1 ol 52t SLadlils 5l 55 e 5 st alasl Ol yste Lacw 53 45 aiieun el slacills LaTemplate

Aal aaas Gl Jle waas o5l LaTemplate IS 55k L ebal sl s sla T 5o Liuaa gl

1S alanl 55 alull e alasl 6l (s Template a5l

ol 58 Power users das s 9 S 50 (g8 Sl 51 Lkl J gemas

J-18 Administrators  lss 8 5 ,S ba 53 Lgi3 4 S CASECRET uiin (5153 NTFS g0 aalals
1y osa el Sile Jrale wiwin 58 (55558 Seusen S5 4 4SS s g w a5 b sels
S g0 cranl e alasl Web server (gl s 5 89 a3 ol

s JomS ol 5o il oo TMMC S Ll ol 3 (S vsaia s 1) galaas 4 luil o

*

*

o=l =l el 5L Security Configuration and Analysis g Security Templates slaals L Snap-in g0

sl golal ol o) S 4l

JoetS L5 uaan HLad I, Enter g a0 503 3yl Iy, mme /a o ,lie Start (s sie 5 Search cuacdd o

S sl MMC

1. Public Key infrastuctures
2. Internet Information Service
3. Microsoft Management Console

A



Yo 298 slacuuli Cu yase g sl

S Glas |, Add/Remove Snap-in < S File (s 530 31 .Y

Security 5 Security Configuration and Analysis sla4u ;S “Add or Remove Snap-ins” dadws a9 .Y
4o Selected snap-ins cus ygd 4 L5 0 S S A (59, 5 83503 wlamsl |, Templates
S S OK (5955 cnle 5o L

x

You can select snap-ins for this consale from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ns:

Snapn [ vendor =] (7] Console Root. Edit Extensions...
| NAP Client Configuration Microsoft = Security Confiquration and Ana

() Performance Monitor Microsoft 1 security Templates Remove
HhPrint Management Microsoft

“IRemote Desktop Services Ma... Microsoft 73
‘G Remote Desktop Session Hos... Microsoft
# Remate Desktops Microsafi [Move Down
|=[ Resultant Set of Policy Microsoft |
3 Routing and Remote Access  Microsofl

h, Security Configuration and A... | Microsofi
&, security Templates Microsof

Server Manager Microsofi
. Services Microsoft
Services for NFS Microsofi ™
4 » 4 il Advanced...
Desaiption:

Security Templates is an MMC snap-in that provides editing capabilities for security template files.

OK | Cancel

YA s

Security 8,5 (5553 (MMC J sl ,0) Template (gl s siwe Ko oS 4dlal 5 oliie a4 o 981 8

aabs 4 (g e .aa AT | New Template Search Path 45X g 80 g3 ol , SGIK Templates

Sl Template Jolds jucwe (ol .5 53 aal g2 C:\Windows\Security\Templates & 5 g 43 o gus 43l

alaol sl 51, Template s asols auad Lol 5o Lol caly oo DC Security ol 4 glGalo iy

<Lasl 1, New Template 5 a0 s—ad el 5 SIS 00 g3 BLB) 4S (g e (55052 (2l b xS
anbes asls 15 (Simple Ll ) 157 Al Gues as

= Consolel - [Console Root\Security Templates\C:\Windows =10l x|

Flle Acton View Favorites Window Help ‘_ 2| x|

es 2o X 0=

| Console Root Name | Description Actions
T, Security Configuration and Analysis ch security Default security settings updated for domain controll C\Windows\, rity\tem... «

=R=N Security Templates _dlsetup security Default security settings updated for domain controll
A C:\Users\Administrator.DC 1\Docume Mare Actions 3
A, C:\Windows\security \templates C:\Windows\security\templates x|

Template name:

ISimpIe

Description:

o

YA-A JS
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) aiHlie 4K el de gams p ) (gulaad Jela Security Templates ,a

sulaiul Kerberos (slaciubiw g laclua (a S Ji8 LaPassword aulass (sl 5 Account Policies
-3 9l oo

il o Aniel sl g 5,8 G ¢ e ulaa slaalais 3 =ga iLocal Policies
bl o 580 1) aliuss B g (s 5Lws A0 8 a0 40 b g 50 (sla el L [Event Log settings
lad oo JHUS ) Local 65,8 K 5l sad gHla 5 sud oyl 5 slael Restricted Groups

1o OLS ol alad) S s S (0l 31 LS 5 L 9w (0 S (i sela 5 (g, System Services
VYRR

(s slaKey ual g sualiie 5l la)sae SIS ¢ aalals :Registry security

Ladd gy 5 Lo bl ), NTFS (sla)y sae S :File System

oS oo i3 15T 5 4585 (5! plasl) Power Users o g 8 ¢ s 4 (o, oS

S 5L 1, (s wlas) Template) Simple

A AT, Add Group su g el , SO Restricted Groups (s, o slas S5 )

S hd ) WS st 1,37 Browse 4aSs 5l suliiel L 5 o0 gad 95l 1, Power Users ol
(433 008 slaal 15 558 ol J 3

P ool ConsoeHooliSecity Tetslut VO s e ST o]
@ Fle Acton View Favorites Window Help ‘ _|s 5||
# [ = =
[ J A il S 7 I
| Console Root Group fiame - | Membere
5 iy Security Configuration and Analysis
ety TS There are na items ta show in this View.
C:\sers\Aadministrator.DC1\Docume More Actions »
€\ Windainslsecurty Remplates x|
3 0C security
setup security e
Simple |Puw=r Users &I
55 Account Polices
co
[# g, System Services
[ [ Registry
@ & Fie System
4 | 2l |
I I
Y4-A Jsib

g o Sia S 31 T slaael o€ )5 Security Template 5o 85,8 S (a8 Gk sk

O o 3505 L g eu e el 5 Sl 8 55K (5955 il 55 e s KB 85 Sl a1, sal3!

S bl o a1y Llas o 40 ol 30 Properties
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LS 1S soobes (pyo plasl) oug—ad aaliis NTFS §gae CI\SECRET yaeas (5153 asslu sl () oS

S Jlia 1 e dalse LIS cpl alasl gl il oo siws LS Administrators s s 9 S bawu g

S Olal |, Add Files 5 0 gad el ,SUIS File System (55550 -as0 S 5b o cras Jiy
_}‘ salai ol ‘9 Lf K] bd)AS A‘)‘J “) (C\SECRET) _)jél S0P i “Add a File or Folder” é‘)%..t_.: o9
S el 5] Browse Sy
L.M\Ni‘;l_&ga_\&ubgu;wJﬁwﬂU&NTFS;waH Ok 6\9‘)‘):\;53.‘5‘}‘0«9

éJ)S/ (_;“)_.\ ‘J Full Control e g 83 g3 dia Administrators GJ; :)| \):\.i‘. @ “) L‘,lelS K)
.S Jlas Administrators

Security |

Giroup or user names
52, CREATOR OWNER
2,57STEM

Administrators (BIGFIRM\Administrators)
52, Users (BIGFIRM\Users)

Add Remove

=}

ooooo|d

Pemissions for Administrators

Full Control =
Modify
Read and Execute
List Folder Contertts
Read

For special pemissions or advanced setings.  Advanced
click Advanced ks

Leam about access control and

ok | cancel | opy |

=
ErEEm|§

¥ooA Jsd

Jlael i gy uad (59558 LS S ome (pl &S ey oo La 51 5 o0t yalls “Add Object” sy
OK (5555 9 83905 i 1557 0 sa 55 40 4 3 L o s Jolid 500 1 5T (sladiigg 55 b w s
T 1

,‘j “SystemDiive “\SECAET

& Configure this fie or folder then
%' Propagate inhentable permissions to &l subfolders andfiles

" Replacs existing pemissions on sl subfolders-and fles with
inhigriiable pemissions

Do rot allow pemissions on this fils orfolder fo be replaced:

[ ox ] cmesl |
¥A-A Jsi

A
Y
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YAA

s (o plB)) 1S (o gal (gald 4 oo b alasl e

S KK System Services (s 5 50

Properties s a4 a3 cueul , SIS World Wide Web Publishing Services (s 558 el y cacs Jiy 50

< Glaml |, Disabled 5 su sa3 Jlas I, Define This Policy Setting in the Template 4. <

S SISO (5950

i [Consule Ruot\Securily Temylates\C\Winduws Lsecurity) eniplb _igix|
|G Fle Acbon wew Favories Window e - | il :1\‘—!
i === — = Waorld Wide Web Publishing Service Prop 2] x
|-§E§&I:’|ﬁr|x\\z-\ﬂ‘ﬁ:
o — | Temslate Secuty Polcy Seting
& 3 Security Configuration and Analysis Not \Wedd Wide Web Publishing Servics
£ Fh Security Templates e | B
[ [ C\sers\Administrator.DC 1{Docume | =
B [Cg G:\Windows\security ifemplates indaws Fant Cache Service ot || [ T
o indaws Installer Not [ <1l eSS Pk e Res it
= ;;:;D:EEU”W findows Management Instrument.,,  hot Salsct service startup mods:.
B B acencpoives indos Modwes Installer Not e
A indains Presentation Foundation,.. Not
® |3 Eventlog indovis Process Activation Service Mot " Manual
1[4 Resticted Groups indawis Remate Management {W.., Mot  ovitian
® 3 System Services indows Time Mot
B (4 Registry indaws Update Not = m
B (5 Fie System . WInHTTP Web Proxy Auto-Discove... Not —I’
[f:# vired AutoConfig Piot

i

MI Performance Adapter Not
(. Workstation

i | ok World Wide \iteb Publiching Service  Not

[ ok ] cencel HApply

SIS SIMple (5555 LS ol alail (sl S 8033 1 sk sl Template wil 55 o 5]

FY-A s

Di—iun Hd Simple.inf ?‘_:Lsd_a“ls&_f‘.a_&ujds‘ J—«LS U‘AL‘ ‘)S&VBJ&J}—&: N

A0 oo L8 saadd 85 50 | Al Template (ol 45 S anis <l (51,0 Template slal 5 s

sls LAl s \Windows\Security\Templates

Security Database < ulao/

S b s oo Jlael MMC (slaSnap-in 31 solited b o) olabs & Sa oSl 5 8T gl b

Database «S Binary a ,3 < ASCII a 58 511, Template usls 23815 u .asS sls) Security Database

Security Configuration  as J ) Snap-in 31 soliicd U IS ) adiS (daa 3) JolaolS o g oo s0sals

-l aladl Ju18 and Analysis

Open 83 g—a3 il , SIS Security Configuration and Analysis (s 9 5 = MMC [ s—uS ,0

S olal |, Database

s LS ol (gl u"—":'fT Lol s slan) wsaa Database < wb “Open Database” syt 5o

A

Y
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Ao JLae ol 5o .a S o5l 5 s Database ol File name ciawd o asil 53 oo (ol sl o)l
auay L | Enter 5 a0 sad 8l 1, Simple

e B ail g3 o caniS L1, InF W gy U LB oS 0k o diead gA Lak B sad HLssany 5o Y
S SUK0pen (g 5558 o o3 sad olaml |, Simple.inf L C:\Windows\Security\Templates

te el saaldie Jol8 40K 40 .08 ol , KIS Security Configuration and Analysis 5,5, ¢
WS gad alasl (55035 335006l 55 Analyze .Configure Computer Now 4 Analyze Computer Now
o log Ll S S ol sloal s S salga 5adS G Sy Lad alis 4S5 aas o Gl L3S
-8 3 oo Slasl \Documents\Security\Logs yseue

st Database olalais L Lot a3 sinis LS o9 9a3 GlaI 1, Analyze Computer Now 43X .o
—Laml |, Configure Computer Now 43S a8 S oloaddass ol Jlael &4 araiald dailin .o g

33,8 Jlael Lot aleis (55500 Sl B (@l 5SS (5 530 ) 80500

I, Template |uis) ;yLe 3 LA o secedit.exe abb 4 (5ol Ol soliiel b asl &5 co coal sulis o

Jlacl Template S ool ga (gl o .0 Jlacl I, Database (w5 83 503 Jsuss Database <
S saliienl 53 (s 5t GIBG 5) Database slasl uss 5 o (05

Secedit /configure /cfg templatefilename /db databasefilename/

overwrite /log logfilename

Logon :)‘ suldn ) ‘__s “)_ST J_«u‘jzu_n - e 6)‘3 6‘.&&&1-.43‘ XY Jju.ud &3‘ JLA.C‘ (5‘):5

39S Jlael Toane ateain 00555 Jb 58 5 15 83 sa i ya3 Batch sla Jsls L Scripts

LeTemplate Jlac/ s/ diols o —idso (sLaGroup policy ;/ suldice/
aadil il da g5 Wb Lol ol Lulie LaTemplate Jlact (515 Lalogon Script ) suliil 4 S
LT Ols o w)loe dals 5o 5 aiieud Lal 4 50l 5aolS Gadd a)l Gle) 5o L L Sl ol
siise 5LAGPO .4 sai suliivyl diels 5u se sLaGPO 5 o)) 63 oo JSiiie o) U (gl s cu el Il 1
esla Batch (sLa bl 4 aaed 5 LT 008 LB 5 witeas Jlael Jil5 555 Jsb 5o 4hels

.g..u.u‘

Security Templates  ju s Import
S salat el L 1,0 a0ty sl s 5Ky Sl Hu ) (Simpleinf) U8 ciand 5o saui slasl Template

S JLso LaTemplate ¢y S Import (s 15 55 ol e aniS S8us aliuss (5952 GPO
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S el 1, GPMC J gl N

) oS CLaml ) el el sladass Jlael cga Sl 05 50 (5l 5 s10elS Jolil S 5IOU Y
.(Desktop Jbis ) g3

wLaxsl 1, Create a GPO in this domain, and Link it here < s S 5 83 503 conl , UK OU (55550 Y

-a2lea S suliil Desktop Enforcement Policy ab 51 Lo ol o amlad u)l 1, GPO o £

WS Gl Edit 5 a0 sl sl 5 SUK suid olasl GPO (595,50 .0

s,< 4 433, Computer Configuration\Policies\Windows Settings ,+ w0 « s GPME sais 58 A
.S olaml |, Security Settings

K Al | Import Policy 43S 5 83 sad cal ;KK Security Settings (s 5,50 .V

S LK Open (59,558 9 83 sa oA, (Simple.inf) Ll o, 50 Template A

=iolx]
e A«
Ll )l ‘_“—j_‘ L SN0 ° Ha v | 1 tempiates =@ &3 Er _‘
&/ Desktop Enforcement Policy [BF LBIGFIR - ;
= 8 Compister Configuration = | | Dt modified |+ Tyme Ielsze |
- Policies 5 DC security 4/5[2013 1LSEPM  Setup Information 5218
Software Settings 13 setUp security 4/4{2013 3;:10 AM  Setup Information ZIKB

indows Settings 5(5{2013 2:21PM  Sehup Information

| Name Resolution Palicy

| Seripis (Startup/Shutdow

| Deployed Printers

Security Settings

| Policy-based QoS ir
Administrative Templates: Po

5l [ Prefersnces

1= &, User Configuration [}

& [ Polices

5l | Prefersnces
Fiename:  [Simple I.LI !
Flescttype: | [Securty Template (i) ol e |
1 — | I~ Clearthis detahase befors impoting /J
| _

FY-A S

Power ciwuliws 45 0 s (iakae 5 a3 59 Restricted Groups uses s Security Settings s S 45 .4

ol 18 T s Users

el Saas alal ooladl iy ol la Jla o 48 Bl suel Gl ol e ol il
Refresh Lac ol L5 wsao o)lal bSs cuuss pols HE aladl € Sl il B804+ ose 4 LT
JJ_:Z‘SL;Z-J_A“).&@‘)ASJ&JLAL‘DESktOp ou Jddﬁyb‘ﬁjls‘sm‘s\sjﬁuai&w\gam

(aaas alasl Lol 5o 5o 1, Guk Refresh clilae wil 55 o gpupdate giws 3l suliinl b «S
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(ADMX /ADML ) Administrative Templates
9 oS uSlae bas glad i 5 g b S wn s SLaudais Administrative Templates
Desktop (8 5< s gaas G5 o claaald ol (3B gm0 100K o eadina | Lagpdls (guu Sa
oimere 53 GIoLS sl olalils ol e il e Lo 4ol 51 slos gaae sl sl OlaolS
HKEY_LOCAL_ s yo Lagn il gl ,—s s HKEY_CURRENT_USER\Software\Policies
I, LaTemplate ol slas Slae 31 (goluad aslsl o .0 i o 435 3 MACHINE\Software\Policies

Hd‘s—ﬂ 4.‘:‘)‘

Internet Explorer ;. sug4a0
Ol o u S Jlas e slaie 4 Policy S Internet Explorer o oKal 54 ) a0 Hl3 4
Computer yswus 4 il 53 —o LaPOliCY o) 4oy omen yiuns (5] il st 438 51 50
4_aal ;e Configuration/Policies/Administrative Templates/ Windows Components/Internet Explorer
el ;LKL g a0 g AT wlo LS o «S 1, ol ] wea se slaPolicy b 5 s 5 80 90
IS Ho oS Jlas ue/Jlas ols,lS b g3 1557 51 saliia) oKl Edit 43X Gl 5 0T 5,0
JLad e «< LaPolicy (ol 51 (sl sad YA S 50 g Internet Explorer 4 L o5 50 (slaPolicy Yo-A

el s suly LES sad

B Group Policy Management Editor - —{ol x|
Fle Acton View Help |
e 1ml=Hal 7 |
=/ Deskiop Enforcement Palicy [BF 1 BIGFIRM,COM] Pol_+] [ Seting | State [
= % Computer Configuration = Accslerstors
El [] Polides | Application Compatibility
1 [ Software Settinas ) Compatiniity View
Windows Seftngs ) ) i Setings
Administrative Templates: Policy definito B it o fackory
) ] Control Panel -
) ] Network -
- | Intemet Control Panel
o Pt Infemet Seth
[ [] System - il
=1 ] Windows Companents =1 Secrity Feptines
| Active Directory Federation Serv | Toolbars
8] Actver nstler service |12, Add a specific st of search providers to the user's search provid.,, Mot configured
| Appication Compatbilty |£5] Tum off Crash Detection Not configured
7 AutcPlay Poliges Do not allow users to enable or disable aod-ons Not configured
| Baday Turn an meny bar by default Mot configured -
1 Badeup
| Biometrics Customize Uiser Agent Sring Not canfigured
B || Sitlodker Drive Encryption Turn 6ff Automatic Crash Recovery Prompt Not configured
_| Credentiat User Interface 52| Turn off ActiveX opt+n prompt Not configured
_| Deskiop Gadgets. Turm off Favorites bar Not configured
][] Desktop Window Manager £2 Disable Per-User Installation of ActiveX Controfs Not configured
il Turn off manegng Pop-up fiter level Not configured
o E"E”:rm;d'_"g Turm off Recpen Last Browsing Session Mot configured
B E"E"l wng vice Prevent Bypassing SmartScreen Filter Warnings Mot configured
| Event Viewer
6] cnaEiglore: |£5] Prevent "Fix setfings functionslity Not configured
= HomeGroip ] Turn off Managing Phishing fiter Mot configured
5 | T—— |£2] Turm oFf Managing SmartScreen Fitter Not configured
5 Tntemet Information Services Turm off the Security Settings Check feature Nat configured
e £, Turn on Compatibility Loaging Not configured
5 NetMesting 2] Enforce Full Srgen Made Not configured
B Network Accass Protettidn | Tum off page z00ming functinality Not configured -
| Network Projector =lsl= = | : L[_J
] | 2] N Estended p, Standard £
|50 setting{s)

YE-A Jsid
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¥ Do not allow users to enable or disable add-ons _1ol x|

[} Do not allow users to enable or disable add-ans EE— | T—

' Not Configured ~ Comment: =l

 Enabled

& Disabled -]
Supported on: [t |eact Intemet Explorer 6.0 in Windows XP Service Pack 2 or Windows Server 2003 = |

Service Pack 1 E
Options: Help:

This policy setting allows you to manage whether users have the ||
ability to allow or deny add-ons through Add-On Manager.

I you enable this policy setting, users cannot enable or disable
add-ons through Add-On Manager. The only exception occurs if
an add-on has been specifically entered into the Add-On List
policy setting in such a way as to allow users to continue to
manage the add-on. In this case, the user can still manage the
add-on through the Add-On Manager.

I you disable or do not configure this policy setting, the
appropriate controls in the Add-On Manager will be available to
the user.

oK I Cancel | Apply |
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“Prevent Removable Al 4 Policy wbs o)) s, Las 53 La 1580 a5 cad alad) 51 558 ol (515
User Configuration/.../ Windows Components/Windows s .us 8 S Media Source for Any Install”
S solail L o s sl sas 5uls o)l s LS Policy ol (g5l dlad b .usS Jlas |, o ,ls 1,38 Installer
Wl Gadaea S (ghladlel, 1 Lajlnel a s st wul )3 LaFloppy L CD-ROM wiile oladile
User auo yu 351, “Add a Program from CD-ROM or floppy disk” als 4 ¢ -s4 Policy
3) (galaas Control Panel s S s .40S Jlas Configuration/.../Control Panel/Add or Remove Programs
3 ;o Add/Remove Programs L;Lac_\_l:ﬂ 3 placiand Baa b 5 oS Jladjue el 4 LAC,.:..J
el ) oS sl e ga Lacs colics ool 5l sulii ol Lgis .S 0l idls 80 cocol sud 455 S
2ol 5 ple s ka5l ul.é:....;\l_}jel%;l Ol 5 ey SIS 415058 s 93 Lol
calics o g JLad b IS ol as S Jlad ae wb 50 Command Line 4 ce sieus (sl sl ol
Policy «< woals il aa o3 il .l o 5034\l “Prevent access to the command prompt”
“Run only specified windows application” ;1 as eSS usls s pa g Ladsli s glal gl 50
LS slyat el T ol dlas 1,y aeal U8y wb Policy oyl ) saléte) ‘,lin o9 il o
wandis crlias ol Hu 1, el BB sladel o cpl cnnd Wil 5 o al wal pa cad B sladsl
ol sad sty o Las LaPolicy (pl (55555108 Jae YA K o .auS
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B Group Policy Management Editor — B =10k =]
| Fie Action Vew Fep |
I 0 e = 7 el . 4 |
[ Deskiop Security [BF L.BIGFIRM,COM] Policy Satting | State | Commat
& Computer Configuration | Ciri+Alt+Del Options
= 4y User Configuration | Driver Installstion
15 ] Policies ] Folder Redirectian
@ (] Software Settings | Group Policy
Bl [ Windaws Settings 7 Intemet Communication Management
=1 [ Administrative Templates: Policy definitons (A€ | |~ ' C "
& ] Control Panel 3 Losan
(7] Desktop i
2 ] et 7| Performance Cantral Panel
"] Shared Folders =] Power Management
SR "I Remavable Storage Access
= i scripte
-] Cirl+alt+0el Options ! User Profiles
~| Driver Installation 1 Windows HotStart
| Folder Redirection =] Donrloat missing COM compenents Not configured No
| Group Policy Century interpretation for Year 2000 Nt configurad Mo
[ || Intemet Communication Managsment Resrict these programs from being launched from Help Not configured No
| Locale Services Don't dispiay the Getting Started welcome screen atlagan Nateonfigured No
] Logon Custom User Interface Nat configured No
| Performanice Control Pane! Prevent access to the command prompt Nat configured N
- Pawer Management Prevent sccess to registry editing tools Not configured Mo
2l Remotable Storage Access Dar't run specified Windows appications Wot configured o
- i‘"": i fun only specified Windows appications Mot configurad No
| User Profiles = -
i N {12] Windows Automatic Updates Nt configursd No
5 ] Windaws Companents
7= Al Settings
M [ Preferences 1 | ﬂ
] — | (| Extenges ), Standara /°

YE-A JSii

15 Ladoli s ail 55 co 1 olS € ari€ o s Ll Ladeliy sloal b ddasly o 55 Gusal ol sie 4
JLadyue 50 |, Ctri+Alt+Delete cowlas «S el 2 3Y (ol als aiiS | 5al 50 Task Manager s,k 5l

auslay

Account Lockout g Password el asldis | glise s Group Policy jl suldicdl

s slacibin el S slaie 4 T ) sulaiel Group policy slasys,lS oy siage ) S by

30515 osme o b bdise slaciulins crand Gul 5o dids Gned 4 0Bl oo 0108 sl Hsae
2318l 1 Ll ool (55585058 Jas S0 b el a3¥ DS g5 5 5 S a8 oo S8 (a5
Computer Configuration/ e 50 lolS lacbowa 5 551 3o, b b o slaciubiw o i

35 g0 (5‘.&&45’4:_3“. 3 Sasa e o G eS) . ,la 1,3 Policies/Windows Settings/Security Settings

ﬁ;‘)ld‘)ég;“ Ddeuo uﬂ‘ o

Password (slaciwlicy

e GalS Haae e b b e Lacalin 0

ldie Hsue glase, wb S, Slads slaas @i K ol 55l Jlas Enforce password history ¢

o1 58 ulii el 5y e 1y ssme ey S Tanae olsis B swd )l golS Clua K sl
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T Wl gh S, Sl 51 U8 e ey K4S Gle)y e SiSlas :Maximum password age

lad g0 oA e aay Huas

il gt S LS o gl suliiiud Wil H gae oy S oS cnd Sbey us :Minimum password age

IRVSPOEL 4 VO IRY)

vaddia ) y e ey Ho s suliiul sla iS5 slaas JSlua :Minimum password length

SlLaml 5l il 43S ol adlas ably o aslio Gyl Gl sls SSLIEA LV slaas wlad o

oo HB e 5o,

2l Hsse 3o, 4SS e (pual Gl o) :Passwords must meet complexity requirements

Bl oo a0 4w Jold 5 e oy (Swaam wal (Swaw bl

il SIS glls Blas o

w8l T 5 e b ol o6 Jols il o

SasS By (AZ) S0 By il 55005 SSLIS 63T 5] s o Jol il 0
(# & % @) o35 sLa,iSILIS (0-9) wlacl (a-2)

o oS ol S1 4S8 s o &ael Gl (ol :Store passwords using reversible encryption

sl 38 ) obeedlas asles 6 5ad (3 aK5L (550850, Giu S ealiial L1 Hsee

.l wwlie Internet Authentication Services (slayus 5 5 s Remote (sl oo yius

Account Lockout (slocuwliw

Lo e, Ol (i slaas o gd 35l Jado 4 508 Claa Gud JB L L se slaciubin

ZJJJ‘JJ‘)BMC&‘JJMJJUJ\%C

b eolS Claa S s J88 51 Gy 5,8 S el Al esas sAccount lockout duration
alid g asd Jlad Gl ol 581K gl 1 asa ssse ey huae wilsh B swile Lliie
23,55 pola Lokout adla 3 saae daa 55 05l (5535l Clasa o S sl Hais L minutes
s Al A sl o i B sae (sl il e sl by

o 55a8 o el 9yls et B jlas olads slass oyl ol sAccount lockout threshold
pai i e b S ol dpilin wladge padtie 0T it J88 51 U8 1) s 4 0505 S
s aal g2 J88 5K 58 55, Olaa wu S

35l sl LB oA T B s aS S o Guas 43X (! (Reset account lockout counter after

L.%(MQOL}:\—:Q“SJ:\EQMJJJQQJ‘J\SGL&‘}AJﬁ‘;JHJJ)&&AA‘)&L}A‘)OJ\’A:!
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Reset account <1 JLie o)l sie 4 00,850 Hies 4 Toaas suiylad B swile ShTie wls s
80 93 aa b 5L ¥ (55,5 1, Account lockout threshold 5 4885 Y (55, |, lockout counter
e 5 Taae w53 B sile ST €8 gu b S )l olinl 1y e Sas 5bgs ST sl

A soliil 8 A cun 8

Group Policy Preferences Y-¥-A
Ot 4S5 el 2008 5 9 3w S gam g o LIS 5580 sladsia 51 S (GPP) Group Policy Preferences

e waal i Bal i sladsis Gl b aslal Lu wles e LI LAGPO 4 Policy aulsss ¥+ -+ 5

GPP &ilaalsis
4S Jala Gl aa J) dapu o aiiewa Group Plicy eslaadais yiles 31 Seliie oS GPP oladdass
LSl ol .ails 51,8 GPO 31 User Configuration § Computer Configuration buss oo ya 5o L]
L HLEAT 50 0108 5 LaDesKIOp (5555 laalais aladl ) slive 4 (g 5idey (s dydlbaasl 5 =58

ool s 80,51 GPP slaalass 31 Aewsd \-A Jgaa a0 080 g0 L3

GPP &ilaaliii \-A Jgaa

99 g yiens Ju6 slaalis
User Configuration Computer Configuration Group Policy Preferences
Yes No Applications
Yes No Drive Maps
Yes Yes Environment
Yes Yes Files
Yes Yes Folders
Yes Yes Ini Files
No Yes Network Shares
Yes Yes Registry
Yes Yes Shortcuts
Yes Yes Data Sources
Yes Yes Devices
Yes Yes Folder Options
Yes No Internet Settings
Yes Yes Local Users and Groups
Yes Yes Network Options
Yes Yes Power Options
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Yes Yes Printers

Yes No Regional Options
Yes Yes Scheduled Tasks
No Yes Services

Yes No Start Menu

s sy Gl Lo e mas 5 4 5L 5 su g Bl VA s S0 s e Slada i
2 oo e 3358 5158 suliial o) s el (Sae oS, ladais cpl B gulaas b IS
Jlael sl S Gl inan Lol sl sa g IT Gl nae a3 53 age Slaws H) (Ko il o) goa
& L (Local Administrator) Local a e (sl 59 ey SLisdl Jla olsie €l agay o)
ey aleols 5 1) Lassae S ol oS (00 oA T i I 5 1) lesls (shae s 5 saalS
Gl ey Gl Lo (elagaly Lok Sl alsS 5o wld Soty Jla o Somad o) Sol su g Sle)
aladlaa ab iy bla S Gle)y sa 1, LIS Gl B ujla g Lul 1, Lak GPP ) suliiil Lol cansls
Al Jalld S OU Sy iy 1551 5 80503 0ol GPO Sy el a3Y LS ol alasl (sl s waas
1=l GPO ol (gl = 1, GPME 4 by cauas o guy wiil oo Lok Lol (g500 5,5 (sla 55 saselS
5 438 , Computer Configuration\Preferences\Control Panel\Local Users and Groups jicus 4 «auiS co

L3 80 s—ad oLAII 1, Local User « New 4R .0 S el , &GS Local Users and Groups s S (g5

.33 S 1o “New Local User Properties” s oy

Hew Local User Properties x|
Local User |cummrm |
g Acton: [T -
User name: = [

Rename to: |
Full name: |

Desaription:

Password: [

Confirm Password: [

[V User must change password at next logon
™| iser canmat chanae passwnrd

I= | Password mever expites

™ Account is disabled

¥ Account never expires

Account expires;

ok | cancel | appy | mep

FV-A S

3, (Administrator Lassl 5a) asla 1,37 oS LS aas «S 55, Al User name ciacud Hu
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asly PSlansl ciga suaan 5 9ae 5oy Sa Confirm Password s Password glaalé ;o Gures .S

3 G o) Jialie aS0E g dioly 4w 4S5 guaalS 58 0 Administrator K 5 sae e G oS aulay

i aalga AlESL cell ¥ s

b oy Slae Ug..‘,i} So3 @l ol sy Sl LAGPP 5 suldiu) 4S5 au0 sal saaliin

s oo £ 1y el alad) LG LT L 534S lac) (LaGPP

Microsoft (gl (spell checker) Yl Gy Lle o5l Jlad wule Slalas alasl AApplications
“company-approved slL.asl gais )Suy OUtlOOK 4sls 5 50 55 SEL cublE g iy Word
Outlook (slaJsasl (5!, and consistent”

Group  olaudas Ly 1ogon script 5o sad i 5ol sl slacslSs alas 3 3Sls :Drive maps
Policy preferences
Group Policy preferences olalas yulew b soldivu) cyga Jains (sla yuais slas) :Environment

suliiul 5 gliie 4 CPU 3l pomaliie cuc you LW RAM 31 cimdiiine (gliad (& 5a0 Ul 5ic @)
(b S

o0 Lo sl (555 adals s (s Sy slaols 1 Files

J| Ql—_\jx:..n Baa ‘_«s 3 ‘GJ):‘J‘S le_dM_ALt‘).s Jf""“' suldicyl ‘)JEM “ LA‘L-.BJ..; JL;&‘ :Folders
cee g LA gy

9 (Soo Sud slag Ll SIyial J S :Network shares

Registry 4 L g3 yo laaais J,18 ¢ slasl :Registry

OBALE 558 5 laie IS (515 3 sale suly auie S ulas) :Data sources

e ge slaslKis (o gad Jlad yue/ Jlad 5 5,058 cd slaslKiug ;a9 38) Devices

5 Ols3ae baws 53 Desktop s Windows Explorer (s 555 Labls olaidats guis Suy :Folder options
JAnternet Explorer asb 5 5 eo il b e yo olaadais gais Sy iInternet settings

L2 53 5330l 5 55w (55008 Lo s S 5 Ol yuLS @ uas :Local users and groups

s Standby e lla aiile) La 55 5200l 35 puie b Jass yo olaslalS cu a0 9 JL3S :PoWer options
(Sod oa3 g Local) La i e @saae b g 599530 b bl e wlasdass alasl Printers

sl aiile) pediie Sleladl alasl  glate 4 sud (gainley (sladals s slaul :Scheduled tasks
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cee s el G20l 58 slaie do LA e g peu i yaae 5 (g Sy Services ¢
OV 53 9sase sLaahl (a8 Bda/u 58l s Start (5 sie o yaae Start Menu

New Gl 5 Devices (s 5,y ol 5 SUIS 51 L) Devices ol 5l sl s a3 YA-A JS& 0

ol sud suly LS (Device «

B Group Policy Management fditor g[u;[
e%rEloblmcBmRe *

5/ Red Bakaround [BF 1LBIGFIRM.COM] Palicy

=
i
Sere | comen]|

‘% action:  [Lise this device (enable) | 0 showitin Hhis view.

- : i

1 [5) Controf Pane! Sattings

Data Sources & BF1 =
Devices ) 33 Batteres i
Folder Options # /8 Computer
Local Users and Groups ) Disk drves
Network Optians &, Display adapters
Power Options & &) DVD/CO-ROM drives
G Printers 7 Floppy disk drves
(5] Scheduled Tasks & ﬁ Floppy dnve cortrollers
By Services ) U Human Interface Devices
=1 ¥, User Configuration [# o IDE ATA/ATAP] controllers
| [ Polices [#-= Keyboands
eferences il Mice and other pointing devices
1 ] Windows Settings oo & Bl Monitars =
&) applications (51 & Network adapters -
2 Drive Maps ) [a] Ner-Plug and Play Dnvers
Enviranment @ 75 Ports (COM & LPT)
4+ Fles # B Processers
B Foiders T &
5] Ini Files
o e : (o= e |
] Shortcuts . L
£1 (50 Control Panel Sefinns I\ Preferences A Extended )\ Stndard / I 2

Devices : ] I
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