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Arp JSSgpn o, Sles 1 oylgae—s

Mac 0,9l Cawds jo ol 8,5 g Arp UG, o Shoe 0956 4 iolosl (pl jo tdwo™Ms -

C S pedle AL )0 09250 slaogi address

Time Source Destination Protocol Length Info

25 24, 8799500 vmware_c0:00:08 Broadcast ARP 42 who has 192.168.1.157 Tell 192.168.1.12
26 24, 8805090 vmware_de:33:b6 vmware_c0:00:08 ARP 42 192.168.1.15 1is at 00:0c:29:de:33:b6

28 24.8BB13820 vmware_de:33:b6 Broadcast ARP 42 who has 192.168.1.127 Tell 192.168.1.15
29 24, 8814400 vmware_c0:00:08 vmware_de:33:b6 ARP 42 192.168.1.12 1is at 00:50:56:c0:00:08

40 28. 9759160 Vmware_de:33:b6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
41 29.5625620 vmware_de:33:bé Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
42 30.5616040 vmware_de:33:b6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
43 31. 9791890 vmware_de:33:h6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
44 32.5617420 vmware_de:33:bh6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
45 33.5618620 Vmware_de:33:b6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
46 37.9798210 vmware_de:33:b6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
47 38.5623240 vmware_de:33:bé Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
48 39, 5624460 vmware_de:33:bh6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
49 50. 9868210 vmware_de:33:h6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
50 51. 5629010 Vvmware_de:33:b6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15
51 52. 5618710 Vmware_de:33:b6 Broadcast ARP 42 who has 192.168.1.17 Tell 192.168.1.15

V- S

w)oT‘wm Oold yogde Wb oy oo aSl les o &l o 1S ey w8
oolaw! L> daio Mac u»)oT ud)g‘i Cawsdo Arp Jg.aa).a Ma ML’ abls ).a..a ‘) saie Mac



JS59 5 ¢ ol arslas 1) waiie MaC Lol soiiw b a5 oon : Arp o Slae 0g5u-1-Y
At JS & 1, FFFF.FFFE.FFFFMAc ool g o 1P ol b o5 oS Arp

.S . Broadcast

dmslio (5093 1P w0l b1, ol daie [P ool ¢ aitis (p) Gl )0 5 s ¢ a0l )0 095 ,0
9 X )8 0 00w 3 MAC g 1P oyl G Arp reply )8 SGcog plp STasS o
Mac ool ¢ p,8 b0 bsaiiw gams oo 1,8 151, 095 MaC atws (ol )0 pioren

CaB AP Jolhe 1S5 4 5l am Slaxlie 0 B ass (o )18 Jgax jo 1) ol 50 09290

RS o s 5 @gw ) G)Sey A5Som 4l AP SS9y sl sl 1) 50

S0 o el Kl

Pl 4 Jgin o 01 Sl 8 Lol 4 45 o g MAC (lous ol Jigpels’ Sy 53 3Y &S5
055 hgels Jbya b aS canline oyl opl ¢ 395 o (5,105 Ram alaéls > Arp Cache
Oz Joix ol ¢ g pies 0092 (pdg) Oloj 50 (pmen < A5 el S g ool wis

Oglite calisio (sla DEVICE o caliseo (sladole v jd loj oyl &5 A slgs S SKdg
sl oS o sl Arp =2 lojd I Jgd cl sanliie (gl joaing Jole pitusus po.Cnl
arp ol b oSl LS asnlye 05 Sid ) lg5 o0 ATP jgtws (sl el )by a8 ) ity 2051
S odaldio |y gt cpl sl yiel )y ol slosal,

http://technet.microsoft.com/en-us/library/cc786759(v=ws.10).aspx

ol el S8 w050 WireShark 15l e 5 o 1) IS5, cpl AP o S0 slp
Pl p s 4 g)ls el ol &S


http://technet.microsoft.com/en-us/library/cc786759(v=ws.10).aspx

395 i Sl et 0] Cad cWireShark sl Jol amas j0 V-1 JSo gollas -
S Jeaia 095 LAN At & 0T Byb 5l 45 1) (oed il 05 wenlss osalin
bl Aslgl oo ¢ Al gy oxdly LAN aSd Sy 4 ST oS ol
5 VMnet8 lo ol V-V Ko 0.0 bkl 36 1, 045 VirtualMachine
L= VirtualMachine « L, VirtualBox Host-Only Network 4 Vmnetl

The World's Most Popular Network Protocol Analyzer

e
WI RES HARK Version 1.10.6 (v1.10.6 from master-1.10)
L Files |

_Interface List = Open
‘Open & previously captured file

(=)
S Live list of the capture interfaces
{counts incoming packets)

Open Recent:

" Start
— Choose one or more interfaces to capture from, then Start @ Sample captur&s

A rich azsortment of example capture files on the wiki

| Virtualbox Host-Unly MNetwork ~
E Bluetooth Metwark Connection

E‘ Ethernet 2

E‘ Ethernet

Y Wi-Fi

E VMhware Network Adapter ViMinetd

a VMware Network Adapter YMnetl

@ Capture Options

~ Start 3 capture with detsiled options

-\ S
S SIS Ol aeSs (59, S5 8550 e il GBS )
LS 8ly py S5 4 1, ping b, Command Prompt o -Y
Ping DestinationlpAddress

DS jgiws o DestinationlpAddress (555 1 s 0,90 piasw (o 8]



sMindowsssystem3d2 »ping 192.168.1 .15

inging 192.168.1.15 with 32 bhytes of data:
Reply from 192.168.1.98: Destination host unreachahle.
11: Destination host unreachahle.

Reply from 172.168.1.
Reply from 192.168.1.15: bhytes=32 time=2ms TTL=128
1.

Reply from 172.168 15%: bytes=32 time<{imsz TIL=128

Y S

Jaie PING Fwl Jgl b g0 j0 oS o cdwline V-V S5 0 a5 jshiles

Sgu5 99330 pims Arp chach jo waie Mac a5 | > « o odlel unreachable

J9o> g 08 5] Caws | e MAC g ool Joe syl arp JSSgpm ole) fmed yo Ll

IS oo odnline gaw Lt 90 ;0 4T 6l 66K .ol Jle, 90 « piwew Arp chach
- Sl 00y dualle Cawd A diu

50 0uS o oadlin V=Y S [0 a5 4sken « 000,550 WireShark asb , a-Y

casy |y Enter g oo S Coli |, Arp « Filter cus

Filter: | arp v | Expression.. Clear Apply Save

Mo, Time Source Destination Protocol Length Info
76 132. 461156 Vmware_c0:00:08 Broadcast ARP 42 who has 192,168.1.157 Tell 192.168.1.12
77 132. 461717 Vmware_de:33:b6 vmware_c0:00:08 ARP 42 192.168,1.15 is at 00:0c:29:de:33:b6
70 132.462623 vmware_de:33:b6 Broadcast ARP 42 who has 192.168.1.127 Tell 192.168.1.15
B0 132.462686 vimware_c0:00:08 vmware_de:33:b6 ARP 42 192.168.1.12 is at 00:50:56:c0:00:08

V-V S
Broadcast waie 4y Arp request sly o5 auales caaliv V-V SO Jof Lo o
Arp slo SO LB jo 1) 09> MAC Llal 5 50 i 45 W0 dulgs sg0 las o
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Boradcast & j» &5 ola piwww gditws Boradcast Domain G > 395 o
o, Router o« s ao g iy o JSis Lan as ¢ K05 L awsl Domain
4 d9 « Boradcast Domain <G glas oplpludas o jeue 345 1, Boradcast

.l 4S5, Router cuadge

oanlice 1) 095 piu AMP Jgazr Slpis a3l (sl 1 JUCDN 28 9 SO ygilo - Y
sdalin |y 395 aimow ArP Jgaz arp —a giws 3l oolaiwl b PING jgiws dw g L8« oS
DS dnlie pa L1y > g 50 4z g 00,8
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D )0 g QM 1 Olghe—e

90 Y (o8 w0l (650l b aieS> g ST aS W0 pudlyS g yliw (pl ot AMS-Y
« |, Flooding (sls aiwy jLictl g 03lop oo b o8 Colow 4 ¢ aSll slaas (Mac address)

Bed Sl ol)8 Lioli8l 4 e U ols walgs jralS gl azxgr LB gla

’ I 192,168.1.11
S  FE80::2D0:97FF:FEC7:7C85

idingf =)
PAPT
Pfal
Fa0/1
192.168.1.12
’ 20/2 = :] 192,168.1.10
FE80::2E0:FOFF:FESE:DD48 a0" FaMM £20_J  FE80::260:70FF:FESD:BT0B
“PC-PT 2960-24TT P/ I8
pC1 Switcho PC-PT

PCO
Switch mac-table

SB 3 90 dalie Coow 4y LS 40 b v 3 Colas ALl ) gugw hol aiby  mdei-Y
Boradcast domain s sg>ge slo piacw sled Cand e 12,8 o g 3979 g el
Ol S a5 aiS sy 2ol s T 8l 0 51 e a0l OISy Sy ] 50 o) dles
0 QS jgal b ols aales dady oaiile p as aSl OIS ISl gl B b s atn
s (215 9 090 (0 4188 CPU 3 g Jl (Lo ST 09 Jluoyl a5 jo gL sl
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Jad?-g_i:@w)lfu»u‘ewk}?by{a)dowwumw‘y@M}g@w&au‘

Iy Jouz ol pogio | Syl a3l g Lisls IS Jgus oplecl Mac table ol «
:.A,,.;S:\_?gswiagm‘_i{@élx@c\fﬁ)‘macij@wdjo);;@

Vlan Mac Address Type Ports

1 0060.709d.b70b DYNAMIC Fa0/2
1 00d0.97¢7.7¢c85 DYNAMIC Fa0/1

Seo oyl by goyd ST aS ol cnl g @lp ooz ool 5l Jol Jlaw sbne Jle sl
s a5 1z S ) 1Y o)leds oy 5l 1) o wul sges il 0 0060.709d.b70D  waie
“-i"’ u-" L’ W )Ld L> 3 w‘ 0060709db70b &_{A (_g‘)‘o ‘—’)94 U"‘ 4_3 ‘ 250 gy W

Sl 03l Tgw L ‘) p—’)—'? <y u—" )‘

s § g ¢ ol @ (51 0l Ko i gal (gl € 0500] 0 IS 1) Jsiz (ol g
S5 095 013 o,lets &g 5l mgm ST Jlie sl 0,05 oS0 4oue 4 5Ls 4 sla
Jooz 50 69,55, Ko onl slil a9 oS il o 1,00€0.f99e.dd48 loe Ko oyol b oy

20,5 walgs Sl sey 4 5 Ojea |y Jeaz alls

Vlan Mac Address Type Ports
1 0060.709d.b70b DYNAMIC Fa0/2
1 00d0.97c7.7¢c85 DYNAMIC Fa0/1
1 00e0.f99¢.dd48 DYNAMIC Fa0/3
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Se Arp request v 8 D Arp JSSgy a5 a5l Jbbu i 0395 o Syg plod &
oI5 o 5,8 FFFF.FFFF.FFFF 1, vai.

Cisco Lo o 1) Lan alis G o Vv IS0 il « gugw SO 0,Sles gy S0 lp
S ol e ¢ oS o0 55l 00l packet tracer
S eoliil Catalyst 2960 zgw G 51 -
s 0/1,0/2,0/3 (lo &y 4 s 5 4 Straight LIS 5l eolaswl b 1) 5 galS a
oS o

Jote 4 0S Juate o 4 (LIS g5 o L]y oS 30,5 93y a0l 31 T (ol 1€ WSO
S8 dalye 093 (Sl SO 0)led

gio 5l 290 (SIS oy Jate S yb (g5, gy ojled S wiile 4T (4 10 ST
Always show Port 435 5 ¢ 14, Option>Preferences juwe 4 by YU

A8 Jlé |, Lables
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2g, Interface>FastEthernet ... 4 Config <5 ;It Jo! yuo

S ol 1 Ip Configuration « Desktop sl :pge ye

D This pc:192.168.1.11

— Internet Address  Physical Address ~ Type

-»B-'L-F{T’ 192,168.1.10 0060.709d.b70b  dynamic
g'FaO 192.168.1.11 00d0.97c7.7c85  dynamic

This pc: 192.168.1,12 ; Fa0/1
Internet Address ~ Physical Address  Type C ST Fa0 )2 £20 This pc:192.168.1.10
192.168.1.10  0060.709d.b70b  dynamic  ‘gmefFa0” Fa0/3'df ey InternetAddress  Physical Address  Type
192.168.1.11 00d0.97c7.7c85  dynamic MPE;T‘ 2960-24TT ) 192,168.1.10 0060.709d.b70b  dynamic
PC1 Switch0 eIl 12168111 000977785 dynanic

Switch mac-table
Vlan MacAddress Type  Ports

1 0060.709d.b70b DYNAMIC Fa0f2
1 00d0.97c7.7c85 DYNAMIC Fa0/1
1 00e0.fo%.dd48 DYNAMIC Fa0/3

Y S
P B 28 9 SO yeile Y
05,5 ol I, CommandPrompt  Desktop s ;| g 60,5 SIS PC G (59, 2 )
Iy - Arp cach ooz a5 0,5 aualgs osslive oS 1,211, Arp —a g 4
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R AN ISR VEL I JES R TP SNORINYS SRSV B\ o o Reor- REYC SRR KR Y [ESR VR

ol atigs o] US|, awsw o Arp cach Jgoo
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Show mac address- ;5 ¢ mgw Mac Jsoz> camlin sl 5 0y Enable
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el gt VT S gl g5le ooy >l

CoS g5k ool 1, 0-3 JSs e aSei VAP o YOS+ ol gges ) ooliiul b )
45 090 g2 )l 50 &S g Gled 4 PC-2 5 PE-1 5 PC-0 (sla i 5| S5 52 4 =Y
el 1, VAT VEANNY VAT VFAN Y AT VEAN) ¢ lons o] a5 4y s

Audd
IS &8 g Ky gilo—F

i plad (gl 1y S ol S PING 500 paacw 90 45 g 00,5 |11, PiNg jgtws =Y
Show mac L,s « Enable o 4 55,5 o « mgw MaC Jyo> conline sl -f

S ol |, address-table

: M o P x
0,00 (9l dx Jgl g2yl 4 Cud gugw MacC Jooo

SDjylﬁ‘)J%dL{bQ)%QJAﬁAdLﬁW&JﬂbMé@w&ilﬁi
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Lol 6 5 gmelS Lo aSiets o T slos )5 g VAN sgp80 b g )lew ol 4o @ oMY

o9l o 1y ol il eoly Jolie g ol auales
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Faofl_ _  Fa0j1Fa0/z . Falfl

2960-24TT 2050-24TT 2960-24TT
Switch1 Switchz Switch3

Fal/o

1841
Routerd

All in same
broadcast domain

P S

5. 3,k 1,8 Broadcast domain < 0 Ko Y5 Vo) slo g « F-) S0 a0
Coles 10 B oy oo g dw 2l 4 Jaie slo pieaws oled Caws 4 Boradcast 8
oo piwaw YF ¢ gugw dw ol 51 Sopp 4 0SS jeai . 040 Discard « Router g
Sl 5l g5 BB o> Broadcast | Jol> sl o8 canl (S Sygo cpl jo . ol
05l @l (el g Al (guiS A jamie Zules 50 g WS e aSD 4 |,
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o9 dualgs gs o MlS L « ais SNNife sois 6, K50,

5,5 Broad cast Domain <, wb « oo i oMSie (53,5 By (gl a0 Sl
WSl JS a5 098 ogamme la S8l 5 b o S s ji>5S Broadcast Domain w4 |,

el iy 5el Router L. a,u> Broadcast Domain sl asloe 8,k 5l .auss ol

¢ =S ,lo 5 Router . iz, Boradcast domain

Virtual LAN b 4y cospie b oot Galy 550 O 51 (6 ko 9 Vb 5o o0 - las IS
Boradcast  puoix zmgw <o S5y 2 oy (o0 Lo VIAN (g5le ooly 5l eoliwl L. 0gd 7 oo
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Joe 50 Sole @ il asls S8l 6 Aol v b asily oo oiws Virtual LAN G o
S5 S |, FoY St 4Kt < VIAN pagie sign o550 sl il manlys e LAN 5o Lo lido
S0 Ll s e e las VLAN g VLAN yg0s cl> o aSis

B Dino

Fred

=
p— Wilma
i--'—’_":' g
4 Betty

Two Broadcast Domains and No VLANs Two VLANs using One Switch

£y S

3945 o 0400l ACCESS &g ¢ Ll azily cugae VLAN & 5o Lt oS e ¢ Y QST

Solw ool |, F-v S aSls a5 Conl a1 loy ¢ 2ol oot LT VLAN pgp80 b a5 >
o 9 o> Caos o (ACCOUNEING) ()l Glu 4 by o o it 4l (] ;0. 0sS
L aS ol (pl Gos. siiins guaw SO 4 Jain S g ¢ paal Cuwl) Coow jo Glaie 5 sl
oS $ySslr ad plad o 8 Boradcast i gugw 55) 2 il 4o g0 ol
VLAN 5 0 olase)l5 slostinnns g VLAN 5o (6 laslu slpodinnens pulys (0 (5 )le
pe2lsm oo (Fyle 4 Sl ACCESS &5 b Lot (sai VLAN g )l ol 3o Lo 55 el szl

casl b VLAN 1 (S5 @ Bl Lo &g 2

el B3 i 0 VAP g (0,8 Jole 1 (g S~ Y

DS 5ylg |y enable jgiws euls CLI s o)1y —)

Qg gugw (s ,Su e 8,9 B oS s g |, configure terminal jgiws -v
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cogh olul Y ID Lvian & G ass o)lg Iy vian 2 g ¥

2 s Sz oled 45000V el ay (28 g VAN S, g8 (sl g plos 2 T A3

L A gae
cagd z Vlan 4 by e Subcommand 16 oS o)y 1) exit jgws —F
3,1y g e, N0 4 bgr e Laore 4 B asS 0)lg |y pgo Al o 4y bogy o jeiws Toazme —0
Sl g 1Y o,leds &y b oS o)y |, interface fastEthernet 0/2 g0 5

- 098 Ll un Sy

oS oo el g 4 yiws (pl b oS 5l |, Switchport mode access g -Y
TRUNK g ACCESS & 55 pogie 0. 0isb VLAN S guae g5 S yg0 ) oules oo a5
DS Az g gyl (pl | aiSS o

3S oo el g 4s ygiws (I b oS o)y |, switchport access vlan 2 g —A
caws ldvian 2 ol )Y e a8

DS ol 1y exit jgiws -4

Sy 93 guow (19,5 9as b 395 pMel ACCESS &ygy s (o yind £95 &S g0 p0 ¢ T S

DO ‘nl.?u‘).».: +/\ o)l.o.»f: Sy LS‘)'.’ bﬂ laf’J}‘).o—\’

il eaile VLAN 1 s 095 (2,8 ios VLAN o +/Y 5 +/F slo &g 0,90 50
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mow &5 oKin . 398 o 3wl MAC Table & gugw o VLAN 2 5l 4 0 £&SS
.))‘.)).:
: U 88 3 Sy ygailo-f

)9.1.»0 enable Ja.obo )«) ‘ VLAN oy [Q‘AS LY gﬁim u)s.’ B C\S.u‘ ul.C)UO‘ oo live LS‘)"_\

S 5 lg 1, show vlan brief

Lse o)l ¢ oyla |y hogsu by e Mac address Joox VIan ;a oS cssliv asST gl oY

S o4l 1, show mac-address-table g § oo enable

Z5° yhw o 4 by e VIan o,les VIan w0 a5 0,5 sl saalin p; S50 asles

el 00

Vlian Mazec Rddress Tvpe Borts
1 0007 .ecZe.e48d DYHAMIC Fads1
1 00d0.588&.55¢cc DYNAMIC Fad/s2
b 00de_.Zade_.l136a DYNAMIC Fads4
zZ 0030_.Z214&.1385 DYHAMIC Falys3

FY S
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If Device A Has A:

And Device B Has A:

Then Use This Cable:

Computer COM port

Console of router/switch

Rollover

Computer NIC Switch Straight-through

Computer NIC Computer NIC Crossover

Switch port Router’s Ethernet port Straight-through

Switch port Switch port Crossover (check for uplink button

or toggle switch to defeat this)

Router’s Ethernet port

Router’s Ethernet port

Crossover

Computer NIC

Router’s Ethernet port

Crossover

Router’s serial port

Router’s serial port

Cisco serial DCE/DTE cables
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