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¥ Man-in-the-Middle(MitM)
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Open File - Sacurity Waming
The publisher could nol be verified. Ane you Sure you wasnl bo run this
software?

F - Rames yGlobaliagntLinssgnedLintrasted gxe
Fublisher  Unknown Publisher

Type  Ap aticon

From:  CAGlobatsagnhUinsgred Uintrusted s

Run Cancel

+ | Always ask beliorg opgning this file

Ttis file does nod have a vald digitald signatune that wenfies its publisher
a '1'r_|u Akl I,_ ity fun soflwane from publishens you sl Hoy

@ Open File - Security Warning @

Do you want o mn this file?

B Name:CAGlobatSigrSigned\CodeSagredexe
I Publaber GlobalSign LTD
Typee  Apphcation
Fromc  CyGlobaltagn’Signed\CodeSigned.exe
Rumn cancel

o Always sk before opening this file

Wihile s fram it Inbermit ¢ an b usedul this ke type can pobenbaly
Farm your compuiar. Onby run sofwane friom pulblishers you rust 1Y
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Bl C\Windows\System32hcmd.exe

M1croso 11 s Version 10.0.17763.615

(c) 2018 Microsoft Corporation.

All rights reserved.

D:\Downloads\5igcheck>s1igcheck64.exe C:\WINDOWS\system32'\nslookup.exe

Sigcheck v2.73 - File version and signature viewer
Copyright (C) 2004-2019 Mark Russinovich

Sysinternals - www.
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Verified: S1igned
—r .-_.,II:IIH HaLT . L
PubTlisher:
Cnmpanx
Description:

Prod version: 10.0.
File version: 10.0.
MachineType: 64-bit

sinternals.com

.7 10/04/13
Microsoft Windows
Microsoft Corporation
ns lookup
Product: Microsoft« Windows« Operating System
p3.292

.292 (WinBuild.160101.0800)
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)1 asd, https://curveballtest.com/index.html <ylw wg @ Internet Explorer b Edge ;5,90 U (g, ¢yl 5o

330 (Hluyje) @ cuas 5l 3=y S| agiwsd kol b 13,5 saolive |, You Are Vulnerable oly ¥ JSui sislo
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Al 0 plail Glawyd @) Slujgy @ s | F
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CVE-2020-0601 ("Curveball”) Test Page

This page will test if you are vulnerable to CVE-2020-0601, the Windows CryptoAPI vulnerability. You may
be vulnerable if you are using Windows 10, Windows Server 2016 or 2019. Firefox will not be vulnerable. It
does not use the Windows CryptoAPl. Chrome may show up as not vulnerable due to certificate
transparency issues.

For more details, see Bojan's post about this page.

You Are Vulnerable

We also have a simple, improperly signed, Windows executable you can download here:

SANSISC signed fake zip (password: curveball). Note that up to date Windows Defender, even without the
January patch, will recognized this as malcious. Other anti-malware may as well. (Thx Didier for creating the
sample executable and to Bojan for creating the certificates).

This page was created by the SANS Internet Storm Center. It loads content from a host that employs a
crafted TLS certificate exploiting CVE-2020-0601. There are several reasons, for example, proxies and
additional security software, that will cause you to show up as not-vulnerable. Please double-check and
make sure your system is patched. Please direct any commenis and feedback to our comment page .

009 3y ol ply —¥ S

® https://isc.sans.edu/diary/Summing+up+CVE-2020-0601%2C+or+the+Let%3Fs+Decrypt+vulnerability/25720


https://curveballtest.com/index.html
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CVE-2020-0601 ("Curveball”) Test Page

This page will test if you are vulnerable to CVE-2020-0601, the Windows CryptoAPI vulnerability. You may
be vulnerable if you are using Windows 10, Windows Server 2016 or 2019. Firefox will not be vulnerable. It
does not use the Windows CryptoAPI. Chrome may show up as not vulnerable due to certificate
transparency issues.

For more details, see Bojan's post about this page.

You Are Not Vulnerable

We also have a simple, improperly signed, Windows executable you can download here:

SANSISC_signed_fake.zip (password: curveball). Note that up to date Windows Defender, even without
the January patch, will recognized this as malcious. Other anti-malware may as well. (Thx Didier for

creating the sample executable and to Bojan for creating the certificates).
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|, Microsoft Windows a=&.s buwg > Digital Signatures a5, > 35S .S Properties (59, 9 35S Cawly SulS

33,5 o3sliue |y This digital signature is OK <ylue 6a.i5b 8,255 55 ;S| 35S SIS Details (g9, g 34 Ll

Digital Signature Details ? > Digital Signature Details ? X

General | Advanced General  Advanced

: This digital signature is OK.

Signer information

W A certificate chain processed, but terminated in a root
certificate which is not trusted by the trust provider.

Mame: hﬁmmmmwﬂ Name: hﬁml—hdmﬁimaﬁtyﬁlﬂ'ﬂ
E-mail: INot available E-mail: INot available
Signing time: I,:rida,‘Ilr January 17, 2020 3:29:48 AM Signing time: |Friday, January 17, 2020 3:29:48 AM
View Certificate View Certificate

Countersignatures Countersignatures

MName of signer: E-mail address: Timestamp Name of signer: E-mail address: Timestamp

Symantec Time ...  Not available Friday, January 17, ... Symantec Time ... Not available Friday, January 17, ...

Details Details

o 1 [ ]

(52) 29y o] pimas (Cowly) cpoa ! i -0 JSCi


https://curveballtest.com/SANSISC_signed_fake.zip
https://curveballtest.com/SANSISC_signed_fake.zip
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DS a2 1) 393 @ 0392 223yl 0)bgd 9 AuS Restart |y i Culgs)d g dgib

Windows Update

*Some settings are managed by your organization

Viewr conBonred nindate nalicie
view conngured update policies

You're up to date
Last checked: 1398/04/23, k.5 10:17

Check for updates K

Check online for updates from Microsoft Update

=We'll automatically download updates, except on metered connections (where
charges may apply). In that case, we'll automatically download only those
updates required to keep Windows running smaoothly. We'll ask you to install
updates after they've been downloaded.
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About Windows X

am Windows10

Microsoft Windows
Version 1809 (05 Build 17753.615)
@ 2018 Microsoft Corporation. All rights reserved.

The Windows 10 Education operating system and its user interface are
protected by trademark and other pending or existing intellectual property
rights in the United States and other countries/regions.

This product is licensed under the Microsoft Software License
Terms to:

Windows User

399 g ddd i -V Sl

Y saolive 9 Properties ul2u| 9 This PC 1)) C.uub LS.JS lJ |) .)95 19329 (O S ¢¥ lJ vy .x;b U.u?.o.cb
(A JSi) aS e 034 U axbuo )5 o iw FF L

A syt - | X
O ThisPC = Jystem
| - 30 Objectsl T E » Control Panel » All Control Panel ltems » System v O Search Control Panel el
[ Desktop [ B8
= Ceontrol Panel Home . .. .
£ Documents View basic information about your computer
; Downlaads & Device Manager Windows edition
J“ Music &) Remote settings

Windows 10 Education

=] Pictures G System protection @ 2018 Microsoft Corporation. -- Wl n d OWS 1 0
B videos All rights reserved. ..

&) Advanced system settings

= 05(C)
— ) System
- ) Processor: Intel(R) Core(TM) i3-4460 CPU @ 3.20GHz 3.20 GHz
. — () 2 Installed memory (RAM):  24.0 GB (23.9 GE usable)
. System type: 64-bit Operating System, x64-based processor
“I Pen and Touch: Mo Pen or Touch Input is available for this Display
' Libraries

3 Computer name, domain, and workgroup settings
%=l Documents
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(9 JS) 29

Security Updates CVSS Score

Security Updates

To determine the support life cycle for your software version or edition, see the Microsoft Support Lifecycle.

e — e —
Windows 10 for 32-bit Systemns 453430 Security Update
Windows 10 for x64-based Systems 4534306 Security Update
Windows 10 Version 1607 for 32-bit Systems 4534271 Security Update
Windows 10 Version 1607 for x64-based Systemns 4534271 Security Update
Windows 10 Version 1709 for 32-bit Systemns 4534276 Security Update
Windows 10 Version 1709 for ARMG4-based Systems 4534276 Security Update
Windows 10 Version 1709 for x64-based Systemns 4534276 Security Update
Windows 10 Version 1803 for 32-bit Systemns 4534293 Security Update
Windows 10 Version 1803 for ARMG4-based Systems 4534293 Security Update
Windows 10 Version 1803 for x64-based Systemns 4534293 Security Update
Windows 10 Version 1809 for 32-bit Systems 4534273 Security Update
Windows 10 Version 1809 for ARME4-based Systemns 4534273 Security Update
Windows 10 Version 1809 for x64-based Systemns 4534273 Security Update
Windows 10 Version 1903 for 32-bit Systemns 4528760 Security Update
Windows 10 Version 1903 for ARME4-based Systems 4528760 Security Update

el C«Jé{"— ol -] S

(o i) 35S SIS Download aaS> (59, 393 jgaiug aduus b cawliio o 59bils> axbws >


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0601
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OS50 DO adle didlOd KB4534273 ‘ Search
Search results for "KB4534273"
Updates: 1- 4 of 4 (page 1 of 1) C:,Plevious|Ne1rt,::>
Title Products ‘ Classification | Last Updated Version | Size
2020-01 Cumulative Update for Windows 10 - Security
Version 1809 for x26-based Systems (KB4534273)  Windows 10y e 17132020 n/a 131.0MB s
2020-01 Cumulative Update for Windows 10 Securi
Version 1809 for ARMB4-based Systems Windows 10 UEZ”;Z 1/13/2020 n/a 308.9 MB Download
(KB4534273) P
2020-01 Cumulative Update for Windows Server  Windows Security D
2019 for x64-based Systems (KB4334273) Server 2019 Updates 1/13/2020 n/a 2814 M8 load
2020-01 Cumnulative Update for Windows 10 - Security
+ Version 1809 for x64-based Systems (KB4534273)  Mndows 10y oo L2020 '3 ZELME s

ol oglils axbue —Ve S

i SLET Ju8 5gLls b3S SIS (1) JSii) L5 380 Cusl Sidd (59, 03 jb axbuo >

@ Microsoft Update Catalog - Mozilla Firefox

© & https//www.catalog.update.microsoft.com/DownloadDialog.aspx

Download

Download Updates

a

v @ 1%

2020-01 Cumulative Update for Windows 10 Version 1809 for x64-based Systems (KB4534273)

windows10.0-kb4534273-x64_T4bf76bc5a%41 bbbd0052caf3c3f956867elde38.msu

”

ol aglils S -1 Ui

3wS L=l 1y ol windows10.0-kb4534273-xxx00xaoxaxxxxx.msu ayline (00 b aS ;38 55 (Jald «3glils 51 Gun
Restart Now (59, 9 3g: 50 6315 (iules W JSb by b )5 -39 SLET oyl cuas U ausS SS Yes (59, 9
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'Tﬁ? Installation complete
You must restart your computer for the updates to take effect.

Restart Now Close
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Jol ywgy -1-6
g zo 6305 Giules W JSW oly loud @y 3l wuas Sl oS L=l 6)bgs |, Coal Coas (L

| Windows Update Standalone Installer

Security Update for Windows (KB4534273) is already
installed on this computer,

Canyl gr cuas ply —IW S5
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@ View update history

Uninstall updates

Recovery options

Update history
v Feature Updates (1)
Feature update to Windows 10 (business editions), version 1809, en-us
Successfully installed on 1398/01/17

See what's new in this update

v Quality Updates (50)

Security Update for Windows (KB4534273)
Successtully Instd
2019-07 Cumulative Update for .NET Framework 3.5, 4.7.2, 4.8 for Windows 10 Version 1809 for

Successfully installed on 1398/04/23

2019-07 Cumulative Update for Windows 10 Version 1809 for x64-based Systems (KB4507469)

ST cudd gy VP IS

39 g A (wlwl g Lol ol Jgus -) Jous

Windows Version KB Name
10-LTSB KB4534306
10-1607, Server2016 KB4534271
10-1709 KB4534276
10-1803, Server2016-1803 KB4534293
10-1809, Server1909 KB4534273
10-1903, Server1903, 10-1909, Server1909 KB4528760
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&% kb4334273 - Installed Updates — O X

< “ W& » Control Panel » Programs » Programs and Features »  Installed Updates v O kb45342?3| *

Contrel Panel Home

Uninstall an update \

Uninstall a program To uninstall an update, select it from the list and then click Uninstall or Change.

E;' Turn Windows features on or

off Organize == = e
Install a program from the
network Name Program Version Publisher

Microsoft Windows (1)

1 q IrE] Security Update for Microsoft Windows (KB4334273) Microsoft Windows Microsoft Corporat

P95 549y Coyl el gy -0 S
(slody>) pjlgz Ubgy -F-&
b 02 Cuas gl )31 auS 3)lg |y (V Jeaz (Gab ) KB cauwlio ob b Get-HotFix ~Id jgiw> powershell >
g0 0315 Glnlas las ely 43)Sg Al 17 JSib @y 2L G29s>

E¥ Windows PowerShell

Windows PowerfShell
Copyright <C» Microsoft Corporation. All rights reserved.

Ps C:slserss. =¥ Get—HotFix kh45342°73

Source Description HotFixID InstalledBy InstalledOn

Security Update KB4534273 i | 1202020 12:88:86

Powershell b cuai (owyyp —18 S5

© 19,3 232 (iycuwl U
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