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(C, T) = AEEk(Let's meet at 18:00) AEDK(C'\ T)= (P, T"), T#T'
C = Ex(Let's meet at 18:00) Dk (C") = Let's meet at 20:00
)UAL-
€' =101001011010011010010001 ‘ i)u
T = 11111110 C" =101001011010011010010001
Bob Alice
Bob Alice
Eve Eve
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Bellare and Namprempre (2000)

Privacy Integrity
Composition Method  IND-CPA  IND-CCA  NM-CPA INT-PTXT  INT-CTXT
Encrypt-and-MAC insecure insecure insecure secure insecure o
MAC-then-Encrypt secure insecure insecure secure insecure
Encrypt-then-MAC secure secure secure secure secure
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Nonce dependent AE: Security fails when N repeats
Nonce MR AE: Provide security when N repeats

E: C — Ex(A, N,
D: M/1L « Dg (A,
Correctness: D (A, N, E (A

M)
N, C)
N, M)) =M

]

Elena Andreeva: Authenticated Encryption and the CAESAR Competion, ESC 2015
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IAPM*, OCB*, SIV, BTM,
Block cipher XECB*, CCM, GCM,  McOE-G, POET, COPA
OTR*, CLOC
Sponge Wrap APE

Permutation  Kefje&Keyak, NORX

Elena Andreeva: Authenticated Encryption and the CAESAR Competion, ESC 2015
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ACORN +-+AE AEGIS AES-CMCC AES-COBRA

AES-COPA AES-CPFB  AES-JAMBU AES-OTR AEZ
Artemia Ascon AVALANCHE Calico CBA
CBEAM CLOC Deoxys ELmD Enchilada
FASER HKC HS1-SIV ICEPOLE iFeed[AES]

Joltik Julius Ketje Keyak KIASU
LAC Marble McMambo Minalpher MORUS
NORX OoCB OMD PAEQ PAES
PANDA m-Cipher POET POLAWIS PRIMATEs
Prgst Raviyoyla Sablier SCREAM SHELL
SILC Silver STRIBOB Tiaoxin TriviA-ck

Wheesht YAES
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The dataviz has been created by Xavier Dutoit.
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ACORN Prgst KIASU Silver
AEGIS HS1-SIV Raviyoyla AES-CMCC LAC YAES
Artemia ICEPOLE Sablier cLoC
Ketje STRIBOB AES-COPA Deoxys ocB
Keyak Tiaoxin AES-CPFB ELmD POET
n-Cipher TriviA-ck AES-JAMBU iFeed[AES] -

Minalpher POLAWIS - AES-OTR Joltik SHELL

MORUS PRIMATEs AEZ Julius SILC
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Dedicated|Provable| ADD| online |Nonce Misuse|lnverse-Freeness
AF Security Resistance of w (or f)
ASC-1 Yes No No No Yes
ALE No Yes Yes No Yes
AEGIS No Yes Yes No Yes
FIDES No Yes Yes No Yes
CBEAM No Yes Yes No Yes
APE Yes |Yes|Enc only Yes No
Artemia Yes Yes Yes No Yes

gl ol ddd 9o gu
Lai,l adala - JHAE Jas a0 -

lenght of length of |mazximum length|length of
permutation (2n)| key (n) of nonce (n) tag (n)
Artemia-256 512 256 < 256 256
Artemia-128 256 128 < 128 128
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Country Type Subtype

#candidates
S oo B

TGP

3 &'

Parallelizable OCnline Nonce MR
K
[ [
fesMNo
W fesiYes
RUP Secure Inverse Free Status
[ I
Wes
Hame Country type subtype parallelizable onling nonce MR decryption Misuse Inverse Free status
Artemia Iran P Sponge Mot YesfYes Mo Yes

The dataviz has been created by Xavier Dutoit.
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( Input State )
256-bit

256-bit

Round Constant )
256-bit

J&‘i-bit *Gd-bit * 64-bit Qxﬂ--bit

D1: 4x4 )
A’ 64-bit ,l/ 64-bit ,}’ 64-bit * 64-bit

51 51

S1 51
I

64-bit

64-bit ! !
/1/16—bit /1/15—bit *16—bit *16—bit /i/lﬁ—bit *lﬁ—bit *16—bit *lﬁ—bit
D2: 44 I D2: 4% 4 I
_/ IR _/J
16-bit 16bit  A16bit  A16bit A16bit

16-bit 16-bit
i i i i l

8-bit 8-bit

256-bit

{( Output State )
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(" Input State )
256-0it [ToliT2]3l4[s[6][7]8]9 alblc]d[e]f]

256-bit
Round Constant

0[63|7c|77|7b| 2 |6b| 6 [c5|30[01|67|2b]| fe |dT |ab|76
Soh 1[ca|82]co|7d|fa|50]47|f0]ad|d4[a2|af[9c|ad]72]c0
/)( 64-bit | sa-bit | ea-bit )Rsmbit 2[b7[fd[93]2636] 3f| 17 [cc|34[a5|e5| F1[71]d8|31[15
D1: 4x4 3[04]c7|23[c3|18[06]05[9al07[12[80[e2[eb |27 [D2|75

N J . - - - -
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64-bit 64-bit 64-bit 64-hit

5153|d1]{00{ed|20]| fc |bl|5b|6alcb|be|39|4a|de |58 | cf
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6a-bit 64-bit 7|51 |a3[40] SF|92[0d| 38|15 [be|b6|dal 21| 10| ff | 13 |d2
fiebie  fiebi  fiebie J1ebit e 8|cd|0c|13[ec| 51|97 | 44|17 | cd|aT|Te|3d|64|5d 10|73
D2:4x4 ) C D2:4x4 ) 06081 4f|dc|22|2a|00|88[46]ce |bS| 14|de|5e |0b|db
o eece ale0|32[3a|0a|49]06(24|5c| e2[d3|ac|62|91]05 |4 |70

6d|8d|d5|de|a9|6c| 56| f4 |ea|65|Ta|ae |08
5(2e|lc|a6|bd|c6|e8|dd|74| 1f |4b|bd|8b|8a
5|66 [48{03] 16 |0e|61[35|57|b9|86|cl [1d|9e
11[69|d9|8e|94|9b| 1e [8T|e9| ce|55|28 | df
Od|bf|e6|42(68|41)99|2d| 0f |b0|54 |bb|16

16-bit 16-bit 16-bit VL e I/l >
FEE TE

el E=" Kzl k=2
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Goal Artemia-256 | Artemia-128
bits of security|bits of security
Confidentiality of the secret key 128 64
Confidentiality of the plaintext 128 64
Integrity of the plaintext 128 64
Integrity of the associated data 128 64
Integrity of the nonce 128 64
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Theorem 1. JHAE based on an ideal permutation w : {0,1}>" — {0,1}?" is (ta,0,€)-

indistinguishable from an ideal AE based on a random function RO and an ideal permutation

olco—1) o2 o2

7! with the same domain and range, for any t4, then € < 5=+ o where o is

22n—1 .
the total number of blocks in queries to JHAE — E, 7, and 71, by A.

Theorem 2. For any adversary A that makes o block queries to JHAE — E, m, or 71 in

total, JHAE based on an ideal permutation m : {0,1}*™ — {0,1}?" is (ta, o, €)-unforgeable,
2 3"3}'

" - 3o 4
en e < — 4+ —.
- 2n 2n

Artemia # Rounds|# Minimum |[Maximum probability | Maximum bias
active of a differential of a linear
SBoxes characteristic characteristic
Artemnia — 512 2 45 2—=™ g
Artemnia — 512 4 90 R 200
Artemia — 256 2 35 P " e
Artemnia — 256 4 70 2—=4 R
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v Philipp Jovanovic, Atul Luykx, and Bart Mennink, “Beyond 2/{c/2} Security in Sponge-
Based Authenticated Encryption Modes”, ASIACRYPT 2014.

Abstract. The Sponge function is known to achieve 2°/? security, where ¢ is its capacity. This
bound was carried over to keyed variants of the function, such as SpongeWrap, to achieve a
min{2°/2, 2%} security bound, with & the key length. Similarly, many CAESAR competition sub-
missions are designed to comply with the classical 2/2 security bound. We show that Sponge-
based constructions for authenticated encryption can achieve the significantly higher bound of
1I1in{25"r 2 ae 2"} asymptotically, with b > ¢ the permutation size, by proving that the CAESAR
submission NORX achieves this bound. Furthermore, we show how to apply the proof to five
other Sponge-based CAESAR submissions: Ascon, CBEAM/STRIBOB, ICEPOLE, Keyak, and
two out of the three PRIMATEs. A direct application of the result shows that the parameter
choices of these submissions are overly conservative. Simple tweaks render the schemes consider-
ably more efficient without sacrificing security. For instance, NORX64 can increase its rate and
decrease its capacity by 128 bits and Ascon-128 can encrypt three times as fast, both without
affecting the security level of their underlying modes in the ideal permutation model.

It is expected that the security proofs also generalize to the modes of Artemia [1] and 7-
Cipher [17]. However, they deviate slightly more from the other designs. Artemia is based on the
JH hash function [30] and XORs data blocks in both the rate and capacity part. It does not use
domain separations, rather it encodes the lengths of the inputs into the padding at the end [5].
Therefore, a generalization of the proof of NORX to Artemia is not entirely straightforward.
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CHES 2010: Santa Barbara, CA, USA:

*Olivier Benoit, Thomas Peyrin: Side-Channel Analysis of Six SHA-3 Candidates. 140-157

*Luca Henzen, Pietro Gendotti, Patrice Guillet, Enrico Pargaetzi, Martin Zoller, Frank K. Giirkaynak:
Developing a Hardware Evaluation Method for SHA-3 Candidates. 248-263

*Kris Gaj, Ekawat Homsirikamol, Marcin Rogawski: Fair and Comprehensive Methodology for Comparing
Hardware Performance of Fourteen Round Two SHA-3 Candidates Using FPGAs. 264-278

« view export ask others Joppe W. Bos, Deian Stefan: Performance Analysis of the SHA-3 Candidates
on Exotic Multi-core Architectures. 279-293

*Christian Wenzel-Benner, Jens Grif: XBX: eXternal Benchmarking eXtension for the SUPERCOP Crypto
Benchmarking Framework. 294-305
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