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AT Tor circuit
Introduction points
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cookie) One-time secret

Rendezvous point

Step 6: Bob and Alice
proceed to use their Tor
cireuits like normal.

Alice
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bridge node or

user middle node | exit node
entry guard
Tor user's IP/location yes yes no no
IP of bridge node or entry guard yes yes yes no
message forbridge node orentry guard = yes yes no no
IP of middle node yes yes yes yes
message for middle node yes no yes no
IP of exit node yes no yes yes
message for exit node yes no no yes
IP of destination server yes no no yes
message for destination server yes no no yes
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Create ¢2. E(g"x2)
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Relay c L {{Begin <website>:80} }

Relay c2{Begin <website>:80}

Relay cL{{Connected} |

Relay c2{Connected }

Relay cL{{Data, "HTTP GET..."}}

Relay c2{Data. "HTTP GET..." }

Relay c2(Dara, (response)} | o

E(x)——RSA encryption
[X}—AES encryption
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