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! Physical Systems

2 Organically Systems

3 Mechanical Systems

4 Cybernetic Systems

> Biological Systems

5 Ecological Systems
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1 Malware Threats
2 Virus

3 Worms

“ Trojans

> Spyware
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! Robots

2 Zombie

3 Ransomware

“ Rootkits

> System Privilege
5 Root Privilege

7 Bootkits

8 Keylogger
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3 Social Engineering
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! Drive-by download
2 Pretexting

3 Scareware
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1 Supply Chain Attack
2 Signed
3 Certificate

* Firmware
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! Advanced persistent threats (APT)
2 Distributed denial of service (DDoS)
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1 Smurf attack
2TCP SYN flood attack
3 Man-in-the-middle attack (MitM)

“ Session Hijacking
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! Bluetooth attacks

2 Password attacks

% Brute force Attacks

“ Dictionary Attacks

5 Pass the hash Attacks
5 Golden Ticket Attacks

" Key Distribution Center
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Terminology - Vague Terms:

Actionable
Intelligence

»  Introduction to fundamental terms in security:

| Fundamental terms and their Interrelationships:

Measurements
Facts

Data
Information
Knowledge
Intelligence
Wisdom
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Systems
Environment
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1 Measurement

2 Facts
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! Data
2 Information
3 Knowledge

“ Intelligence
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! Wisdom
2 Penetration Testing

3 Bypass
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