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A B S T R A C T

Vulnerability of power electronic converters in DC microgrids when pole to ground and pole to pole fault occur
necessitates using an effective fault detection and isolation. Most of the proposed fault detection methods use a
communication system to exchange data among protection units, which could be an Achilles heel for the entire
protection scheme. In this paper, fault detection based on estimation of equivalent inductance using simplified
fault current equation is proposed. In the presented method, only local measurement is required and commu-
nication system is avoided due to reliability issues. In order to improve equivalent inductance estimation, an
artificial line inductance (ALI) is implemented at both ends of each line. Since estimated equivalent inductance
only depends on protection zone inductances including line inductance and ALIs, any change in topology of the
microgrid does not affect operation of the protection scheme. By employing the proposed protection scheme,
fault detection and isolation with a sampling frequency of 8000 Hz is achieved in less than 0.2 ms. A protection
scheme should be able to disconnect the faulted section even if one of the main protection units fails; hence, by
defining different protection zones for each protection unit, backup protection is realized. Eventually, to show
significance of the proposed protection scheme, several case studies are investigated and results are compared
with earlier studies.

1. Introduction

1.1. Motivation

Recent developments in power electronics (PE) and smart grids have
convinced researchers that low voltage DC (LVDC) microgrid is a pro-
mising solution for future smart grids [1,2]. The LVDC microgrid has
shown interesting features like high efficiency [3,4], easy connection of
different power sources via PE converters [5] and increased transmis-
sion power capacity [6]. Moreover, these grids can be a great choice for
electrifying remote communities, shipboards, spaceships and grids
containing sensible loads in which power quality is critical [7,8].
However, power flow of DC environment inflicts new challenges,
especially challenges which are related to protection issues. Since, the
protection design considerations in DC systems are completely different
compared to AC systems, the protection system in DC microgrids should
be devised from the beginning.

On this point, a protection scheme in DC environment must have
required characteristics to protect the LVDC microgrids properly
against DC faults. On the obvious side, the protection scheme has to be

as fast as possible to prevent probable damages to microgrid compo-
nents, also it must only detach faulted part without interrupting op-
eration of the microgrid. From a more challenging perspective, first,
despite most of the available studies [9–12], the protection scheme
settings should be independent of LVDC microgrid topology to avoid
protection units failure caused by changes in the LVDC microgrid to-
pology such as line, load or source outage. Second, cost efficiency of the
protection scheme should be considered, since the number of con-
sumers and their demanded power in the LVDC microgrid are low,
protection schemes which require advanced protection units with ex-
pensive microprocessors and auxiliary apparatus like communication
link are not cost efficient. Third, whereas the LVDC microgrids are
possible choices for sensitive and important applications such as
spaceships, shipboards, and data centers, reliability of protection
schemes in these microgrids are of great importance. In the recent lit-
eratures, each or some of the mentioned characteristics of an advanced
protection system for LVDC microgrids are investigated. However, there
is a lack of a comprehensive scheme containing all the necessary
characteristics, fast fault detection, independency to the microgrid to-
pology, cost efficiency, selectivity and reliability in this area. Hence,

https://doi.org/10.1016/j.ijepes.2020.105992
Received 15 June 2019; Received in revised form 23 November 2019; Accepted 5 March 2020

⁎ Corresponding author.
E-mail address: vahidi@aut.ac.ir (B. Vahidi).

Electrical Power and Energy Systems 120 (2020) 105992

0142-0615/ © 2020 Elsevier Ltd. All rights reserved.

T

http://www.sciencedirect.com/science/journal/01420615
https://www.elsevier.com/locate/ijepes
https://doi.org/10.1016/j.ijepes.2020.105992
https://doi.org/10.1016/j.ijepes.2020.105992
mailto:vahidi@aut.ac.ir
https://doi.org/10.1016/j.ijepes.2020.105992
http://crossmark.crossref.org/dialog/?doi=10.1016/j.ijepes.2020.105992&domain=pdf


this paper intends to design an efficient and advanced protection system
for LVDC microgrids to satisfy all the mentioned requirements.

1.2. Literature review

In general, previous studies on LVDC microgrid protection can be
classified into two main categories including communication-based and
local measurement based protection schemes.

• Communication based protection scheme

The most well-known communication-based approaches are differ-
ential protection [13–15], event-based protection [10,16], centralized
protection [17] and permission signal based protection [11,18]. Al-
though these types of fault detection approaches provide appropriate
protection for the desired area, they need a communication channel,
which could be undesirably costly in low voltage microgrids. Moreover,
this communication system might lose synchronization of data trans-
mission; even the entire communication channel might be lost which
would disable the protection schemes in fault detection and isolation.

• Local measurement based protection scheme

In [9], fault detection based on analysis of local measurement has
been proposed which detects faults based on predefined thresholds of
first and second current derivatives. The defined thresholds highly rely
on grid topology. In this case, if topology of the microgrid changes, the
protection scheme might not be able to detect the faults any more. In
[12], low impedance fault has been detected using well-known over
current method, and discrete wavelet analysis is employed to detect
voltage transient generated by implemented passive elements in relay
for high impedance fault detection. Both approaches for low and high
impedance faults use local information. However, designed resonance
frequency of passive components could change as components wear-
out, as a result of which the relay cannot detect faults. Moreover, this
approach imposes high computational burden, which requires powerful
processors making it uneconomical for low voltage DC microgrids. In-
spired by distance protection in the AC grid, a fault detection method
has been experimentally evaluated on LVDC microgrid in [19], which
relies on coordination between power source converters and bus seg-
menting contactors. In this approach, the protection units based on
time-trip curve as a function of calculated resistance decide whether the
trip signal should be sent or not. Implementation of this approach
highly depends on PE converters of the grid to limit the fault current.
Moreover, in case of a high impedance fault, the calculated resistance
might not be below the threshold, thus the fault is not detected.

1.3. Contribution

In this paper, a novel protection scheme based on fault current
characteristics is proposed for LVDC microgrids. In this method, first,
the equivalent inductance is estimated by local measurement of the
fault current. Second, the protection units detect the fault and dis-
connect the faulted section in less than 0.2 ms based on inductance-time
diagram. Eventually, in order to improve reliability of the proposed
scheme, back-up protection is realized by defining second zone pro-
tection in inductance-time diagram. The presented protection scheme
offers fast fault detection, communication-less algorithm, backup pro-
tection realization and independency from microgrid topology. In order
to verify response time, sensitivity, selectivity and backup protection of
the presented method, different scenarios are studied in a five bus ring
LVDC microgrid. At the end, a comprehensive comparison is made
among some earlier studies and the proposed fault detection method.

1.4. Organization of the paper

Rest of this paper is organized as follows: formulization of the fault
current in DC microgrid, the proposed fault detection method, and as-
sociated protection scheme are presented in Section 2. In Section 3,
simulation results and analysis are expressed. A comparison of the
proposed method with earlier approaches is presented in Section 4.
Finally, the paper is concluded in Section 5.

2. Proposed non-unit protection system

Despite of unit protection schemes, non-unit protection schemes are
able to provide backup protection for DC microgrids, and they will take
action if a neighboring protection unit fails to operate [20]. This section
presents a non-unit protection method to achieve an effective protec-
tion scheme based on the fundamental characteristics of fault current.
To make understanding of the proposed non-unit protection scheme
easier, fault current analysis in DC environment is provided in the
following, which is the basis of proposed fault detection scheme.

In DC microgrids, maximum allowable response time of protection
units is mainly determined based on thermal endurance of switches of
voltage source converters (VSC). This could be explained by fault cur-
rent analysis. When a fault occurs, switches of the converters are
blocked to prevent possible damages. The DC bus capacitor filter acts as
a DC voltage source and discharges via an equivalent RLC circuit
(Fig. 1a). The natural response of this circuit in Laplace-domain can be
expressed as:
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ductance of the fault circuit. The equation corresponding to fault cur-
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p are important parameters of the protection system, because it

Fig. 1. Fault equivalent circuit (a) First stage (b) Second stage.
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must detect and disconnect the faulty section before the fault current
reaches its peak value, so that VSC damage and DC load voltage col-
lapse are prevented. If the faulty section is not disconnected before tod

p

andtud
p , voltage of the DC bus capacitor would be lower than the AC side

and the fault current enters second stage. In this stage, since the voltage
of the DC bus is lower than the AC side, freewheeling diodes in the VSCs
act like a three-phase rectifier and let the AC side contribute to the fault
current (see Fig. 1b). This current which flows through the diodes to the
DC side is several times higher than the rated value and can cause
catastrophic damages to VSC components [20]. Therefore, it is indis-
putable that the protection system must detach the faulted section be-
fore the second stage onset.

The key findings from this analysis with simplifying assumptions are
employed to propose a novel fault detection method in the next sub-
section and develop an effective protection scheme in the rest of this
section.

2.1. Fault detection

In the fault current, the contribution of the initial line current in the
LVDC microgrid is negligible compared to the DC bus voltage. Hence, in
this study, effect of initial current of the fault path inductance is ne-
glected regarding DC bus capacitor voltage [18,20]. Thus, the fault
current equation can be rewritten as follows:
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Using McLaurin series, the exponential terms of (6), −e p t1 and −e p t2 ,
can be approximated by (7) and (8), which are valid for a very short
time after the fault = +t( 0 ).
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where ti is the time at which data is sampled after the fault. By sub-
stituting (7) and (8) in (6), the following equation can be derived:
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t s'i are determined by sampling frequency, i.e., if the sampling fre-
quency is 8000 Hz, the first sample is taken at =1/8000 125 μs after the
fault incident and the second sample is taken 125 μs later at 250 μs after
the fault. Therefore, by generalizing the relationship between t s'i and
sampling frequency, the following equation can be obtained:

=t i
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(10)

In which, i is the number of sampled data after fault occurrence and
f is the sampling frequency. By substituting (10) in (9), the equivalent
inductance under fault condition can be calculated as:
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Using (11), the equivalent inductance observed by each protection
unit can be estimated. When a fault occurs along the line, the associated
protective devices (PDs) measure smaller inductance compared to the
entire line inductance. Consequently, by defining a threshold for esti-
mated inductance, faults along DC cables can be detected. But, first, the
time after fault incidence in which approximations are valid should be
studied.

2.2. Enhancing the approximation validity using ALI

Although, the McLaurin series simplifies (6) to (11) at = +t 0 , the
obtained equation is valid for a very short time after fault incidence.
Due to the approximation of −e p t1 and −e p t2 by − p t1 i1 and − p t1 i2 ,

precision is lost significantly during the time after fault occurrence.
Thus, it is necessary to determine the time after fault in which ap-
proximation is still valid. This could be done by considering and ana-
lyzing error terms of Taylor series. In general, for every given function
f x( ), the following equation can be derived.

= +f x R x E x( ) ( ) ( )n n (12)

In which, R x( )n represents the first n terms of Taylor series of f x( )
around a, and E x( )n is the approximation error of f x( ) being ap-
proximated by Taylor series R x( )n [21]. The following equation can be
expressed for R x( )n and E x( )n :
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In (14), α is used to maximize the value of +n th( 1) derivative of
f x( ) in the range of ≤ ≤x α a. In fact, this parameter helps to find the
upper limit of (14) as follows:
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Now, by using (15), the approximation in (7) and (8) can be ana-
lyzed. The error of (7) is calculated in following equation.
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where −e( )''p ti1 is the second derivative of −e p t1 around zero and its
maximum value is 1. Considering an upper limit (ε) for (16), (17) and
(18) can be expressed.
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Eventually, by substituting the equivalent term of p1 based on cir-
cuit parameters, (18) can be written.
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In the worst-case scenario, in which fault occurs near the DC bus
(very small inductance) and the fault resistance has its maximum value
(0.6 Ω), the time in which approximations are valid has its minimum
value. For example, consider a fault occurs at 5 m away from bus1
along the line 1–2 in the shown microgrid (Fig. 2) with given para-
meters in the Table 1. By calculating the fault path inductance from
bus1 and considering the equivalent fault resistance of 0.6 Ω and

=ε 0.3 percent, the time in which approximations are valid is 0.3 us
after fault incidence. Since efficient operation of the proposed fault
detection requires calculating the equivalent inductance from (11) for
some sampled data after the fault, the sampling frequency must be in-
creased to hundreds of Hz, which is not possible. Another solution is to
add small inductors to both ends of the line. This technique can extend
the time in which approximations are valid without increasing the
sampling frequency, which is highly beneficial in the worst-case sce-
nario. It is noteworthy that adding these inductors to both ends of the
line do not increase total loss of the microgrid and only affect the fault
current dynamic. Since the added inductors act like a specific length of
the line with a very low resistance, this technique is called artificial line
inductance (ALI). To elucidate it more, consider the mentioned worst-
case scenario which the fault resistance is 0.6 Ω, ε is 0.3 percent, fault
location is 5 m away from bus1 and sampling frequency is 8 kHz. The
proposed method takes two samples to detect the fault, which means
that the time in which approximations are valid must be at least
0.25 ms. By substituting these values in (18), the ALI value, which
should be added to both ends of the line is calculated as 0.1mH.
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The time at which fault current reaches its peak value (tpeak) for
different locations of fault f1 is analytically calculated in Table 2. The
results demonstrate that as fault path inductance increases, fault cur-
rent transients become slower. Consequently, sampling frequency could
be decreased. In this paper, it is assumed that sampling period should
be at least less than half of minimum tpeak. Also, the relationship be-
tween sampling frequency, ALI and equivalent fault path resistance is
presented in Fig. 3.

2.3. Setting inductance threshold for PDs

When fault happens in the DC microgrid, inductance of healthy lines
can be neglected compared to inductance of the faulty line. Thus, the
equivalent inductance which is sensed by each PD corresponds to the
inductance between PD and fault point [19]. In this regard, PDs’ in-
ductance threshold for fault detection can be calculated using (19),
which is equal to total inductance value under fault condition between
two PDs obliged to protect a line.

= +L L L2threshold ALI cable (19)

In which, LALI is the value of ALI and Lcableis the line inductance.
Lthreshold is the inductance threshold.

2.4. Protection algorithm

The current of the lines is monitored permanently by PDs, which are
installed at both ends of the microgrid lines as depicted in Fig. 2. These
PDs have been installed for microgrid protection with three different
functions including start-up, fault detection and isolation, and back-up
protection. Operation of each function in the proposed protection
scheme is explained in the following.

2.4.1. Start-up function
In the proposed protection scheme, the start-up function is based on

amplitude of the line current, i.e., if the measured line current exceeds
the threshold value, the fault detection function is triggered. This
threshold is determined based on the rated power of the microgrid and
loads. In general, the threshold of the line current −I( )pick up should be
higher than maximum current of the line −I( )L max when the demanded
power is maximum and less than minimum fault current −I( )f min , si-
multaneously.

< <− − −I I IL max pick up f min (20)

However, under normal operation, sometimes the minimum fault
current is lower than the maximum line current. In this case, the line
current threshold is set to −If minwhich might activate the fault detection
function under heavy load changes.

2.4.2. Fault detection and isolation function
The fault detection function is triggered when the amplitude of the

line current exceeds the predefined threshold. For this function to de-
tect the fault and send a trip signal to its related SSCB, two conditions
have to be satisfied.

• 1st Zone Inductance Threshold:

First, the equivalent inductance from the PD view is calculated
using (11). This has to be lower than the first zone inductance threshold

Fig. 2. Studied DC microgrid.

Table 1
Main parameter of the DC microgrid.

Name Value

Grid Voltage 400 V DC
Battery 130 V, 0.4 kAh
Solar panel Vmppt = 29 V Imppt = 7.35 A at STC
Wind turbine 400 kW
Cable resistance 0.125 Ω/km
Cable inductance 0.232 mH/km
All cable length 0.5 km
DC link capacitor 12.5 mF
Load Constant impedance load 250 kW

Table 2
Minimum required frequency ( fmin) respect to its tpeak seen by PD12 for different fault f1 location.

Distance from bus1 (m)
Time (ms)
Frequency (kHz)

50 100 150 200 250

tpeak fmin tpeak fmin tpeak fmin tpeak fmin tpeak fmin

Without ALI 0.019 105.3 0.039 51.3 0.058 34.5 0.077 26 0.096 20.8
With ALI 0.35 5.7 0.36 5.6 0.38 5.3 0.4 5 0.42 4.8

Fig. 3. Sampling frequency with respect to the equivalent resistance and ALI.
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L stzone1 , which is equal to Lthreshold determined in the previous subsection.
Since the equivalent inductance of both positive and negative lines are
calculated simultaneously, all fault types, positive pole to ground, ne-
gative pole to ground and pole to pole can be detected. If one of the PDs
calculated inductances is lower than L stzone1 , the trip signal is trans-
mitted only to the corresponding SSCB. In case that calculated
equivalent inductance of both positive and negative poles is lower than
L stzone1 which indicates pole to pole fault, the trip signal is sent to the
SSCBs of both negative and positive lines.

• Current Direction:

The fault current direction must also match the predefined direc-
tion. In case of positive pole to ground fault, the fault current exits the
DC bus through the positive line. In case of negative pole to ground
fault, the fault current enters the DC bus. When pole to pole fault oc-
curs, the fault current enters the DC bus through the negative line and
exits via the positive line. Consequently, the second condition is sa-
tisfied if the current measured by PD matches one of the above cases.

2.4.3. Back-up function
When a fault is detected and the trip signal is sent to the corre-

sponding SSCBs of the faulted line, the PDs still monitor the line current
to ensure that SSCBs work properly. If the line current is not reduced to
zero after a specific time, the back-up function is activated. In this case,
the PDs which have the following conditions are authorized to send the
trip signal to their SSCBs.

• 2nd Zone Inductance Threshold:

The calculated equivalent inductance has to be in the 2nd zone as
shown in Fig. 4. The inductance threshold in the 2nd zone L ndzone2 can
be calculated as follows:

= + +L L L L2ndzone ALI cable
nd

stzone2
2

1 (21)

In which, Lcable
nd2 is the adjacent main protection line inductance. As

mentioned in Section 2, the fault current in the VSC-based LVDC mi-
crogrid should be blocked before the second stage, which starts after tud

p

or tod
p . These times for the extreme fault case in the studied microgrid

(Fig. 2) are obtained around 2 ms (calculation is based on presented
parameters in Table 1). Thus, the first and second zone protection op-
eration times are determined as 1 and 2 ms, respectively (Fig. 4).

• Current Direction:

This condition is the same as what was described for fault detection
and isolation function. Whenever the fault current matches the pre-
defined case, this condition is satisfied, and if the measured inductance
is lower than the second zone threshold, the trip signal is sent to the
corresponding SSCBs.

2.4.4. Power source trip signal generation
For the backup protection to be fully realized, a different approach

is required for the backup function of PDs connected to the power
source. To explain it further, the following example is presented.
Consider that fault f1 occurs (see Fig. 2) and SSCB of PD12 fails to op-
erate, thus the back-up function of the protection scheme will be acti-
vated. When SSCB of PDs1is disconnected, the fault point is still fed by
the power source connected to bus1. Therefore, the corresponding PD
has to detach the power source from bus1. The corresponding trip is
generated by the logic circuit of Fig. 5. As shown, the power source trip
signal is produced based on magnitude and direction of the fault current
and breaker failure signal. If the measured fault current in one PD does
not decay below a predefined threshold within 1 ms (first zone opera-
tion time), that PD would perceive that its SSCB has failed. In this si-
tuation, it sends the breaker failure signal to the PD connected to the
power source in the same DC bus. Consequently, the power sources are
prevented from contribution in the fault current.

2.5. Implemented algorithm in each PD

The proposed protection algorithm is presented in Fig. 6. In this
algorithm, if the line current exceeds the predefined threshold −Ipick up,
the fault detection and isolation function are triggered. The equivalent
inductance of each pole line is calculated using (11), if it is lower than
L stzone1 and the current direction matches the predefined direction, the
trip signal is sent to the corresponding SSCB. The PDs monitor the line
current after sending the trip signal to ensure that it has subsided to
zero. If the fault current has not decreased to zero after a specific time,
the backup function is activated. Moreover, the associated PD of the
failed SSCB sends the breaker failure signal to PD of the power sources
which are connected to the same bus as failed SSCB is connected.
Consequently, the power sources are disconnected from the grid.
Meanwhile, other PDs which have calculated equivalent inductance less
than L ndzone2 , and their currents direction satisfy the predefined cases,
the trip signal is sent to corresponding SSCBs.

3. Simulation studies and analysis

In this section, several case studies including change in microgrid
topology, different types of fault, back-up protection under breaker
failure, and fault in noisy environment are investigated to verify per-
formance of the proposed protection scheme. These studies are con-
ducted in the loop type LVDC microgrid illustrated in Fig. 2 (control
scheme is described in the [18]). Also, to evaluate the proposed pro-
tection scheme performance on the other topologies, a case study with
distribution topology is considered. Finally, cyber-physical risk assess-
ment for the proposed protection scheme is presented.

It should be noted that inductances estimated by PD which protect
the LVDC microgrid in anti-clockwise direction and clockwise direction
are presented as LRand LL, respectively. In the figures, Lpij and Lnij are
the positive and negative pole inductances estimated by PDij. The main
design parameters of the proposed protection scheme are given in
Table 3.Fig. 4. Inductance-time characteristics of different zones.

Fig. 5. Logic circuit for generation of trip signal for power sources.
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3.1. Change in microgrid topology

In order to show fault discrimination capability of the protection
scheme with other incidents such as load changes or sudden line
outage, three different scenarios are considered; increase in demanded
power, load elimination and sudden disconnection of a line. First, a
20 kW load is added to bus4 at t = 2.5 s. Then, this load is disconnected
at t = 5 s. Finally, the line between bus3 and bus4 is disconnected at
t = 7.5 s. The DC bus voltage and line current of the microgrid are

presented in Fig. 7a and b, respectively. As can be seen, the microgrid is
able to continue its operation and maintain DC bus voltage quickly after
each disturbance and no fault is detected by any PD.

3.2. Evaluating of the ALI method effectiveness

To show the effectiveness of ALI, two different scenarios are in-
vestigated. In one of the scenarios, the ALI method has implemented in
both ends of the line, while in the other scenario, the ALI is not used. In
both scenarios, line to ground fault f1 at the distance of 200 m from
bus1 (300 m from bus2) with equivalent fault path resistance of 0.6 Ω
at =t s1 is simulated. Fig. 8 illustrates results of these two scenarios. As
Fig. 8a shows, when the ALI method is employed, protection devices
(PD) can detect the fault and disconnect the faulted line. However,
when the ALIs are removed, the PDs are not able to detect the fault.
Estimated inductances of the two case studies are presented in Fig. 8b
and c. Fig. 8b shows the scenario which ALI method is employed. The,
estimated inductances by PDs of the faulted line are less than the fault
threshold. However, in the other scenario as shown in Fig. 8c, the es-
timated inductances by PDs are greater than fault threshold. Without
using ALI method, sampling frequency should be increased to enable
PDs to detect faulted part.

3.3. Different types of faults

3.3.1. Pole to pole fault
In this case study, a pole to pole fault f2 occurs at 200 m of the slack

bus (300 m from bus3) at t= 3 s. The calculated equivalent inductances
by each PD after the fault in both positive and negative lines are pre-
sented in Fig. 9. In this regard, PD s3 and PDs3 in both positive and ne-
gative lines calculate 0.15233mH (Fig. 9a) and 0.17682 mH (Fig. 9b),
respectively. Thus, these units detect the fault and issue the trip signal
to the corresponding SSCBs to disconnect line 3-s. Due to this fact, the
fault current in both positive and negative line 3-s is decayed to zero as
depicted in Fig. 9c.

3.4. Fault with high resistance

The proposed protection scheme is designed for faults with re-
sistance of 0.6 Ω; however, in this case, the fault with a resistance of

Fig. 6. The proposed algorithm for fault protection.

Table 3
Parameters of the protection scheme.

Name Value

−Ipick up 50 A
ALI 0.1 mH
1st zone threshold 0.316 mH.
2nd zone threshold 0.632 mH

(a)

(b)
Fig. 7. Change in microgrid topology (a) slack bus voltage (b) lines current.
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2 Ω is also investigated. In this regard, a positive pole to ground fault f3
with resistance of 2 Ω occurs at the distance of 50 m from bus4 (450 m
from bus2) at t = 3 s. The inductances calculated by PDs are shown in
Fig. 10. The protection units of line 2–4, PD24 and PD42, compute an
inductance of 0.31486 mH (Fig. 10a) and 0.13194 mH (Fig. 10b), re-
spectively, which are lower than L stzone1 . Therefore, line 2–4 is dis-
connected by their commands and the fault current is cut off within
0.2 ms (Fig. 10).

3.5. Back-up protection

To verify operation of the back-up protection in the proposed pro-
tection scheme, a positive pole to ground fault f4 is imposed at 200 m
on bus1 (300 m from slack bus). In this scenario, although the
equivalent inductance calculated by PDs1 is smaller than the first zone
threshold as shown in Fig. 11a, it is assumed that SSCB of PDs1 fails to
operate and disconnects the line due to technical problems, thus the
protection scheme enters back-up protection. In this situation, other
PDs are responsible to provide back-up protection based on the rules
mentioned in Section 2. As the test microgrid of Fig. 2 shows, if SSCB of
PDs1 fails, PD s3 is responsible to detect the fault and disconnect the
faulty line. As shown in Fig. 11a, the inductance calculated by PD12 also
complies with the second zone inductance-time characteristic condi-
tion, but because it does not satisfy the current direction condition, it is
not allowed to send the trip signal to its SSCB. It is also important to
disconnect the power source from the slack bus to stop feeding the fault.
Eventually, before the second stage of the fault current, lines 1-s and s-3
are disconnected in less than 2 ms as depicted in Fig. 11b.

3.6. Noise effect

In order to have a closer look at the proposed protection scheme, its
operation in the presence of noise is investigated. Environmental con-
ditions can create noise in communication systems and measurement
equipment, which could affect the whole protection system. In the
proposed scheme, the need for communication system is eliminated.
Thus the only vulnerable part is the measurement equipment. The
power distribution coefficient of noise in measurement can be con-
sidered as a Gaussian distribution [22]. To analyze it further, the op-
eration of the proposed protection scheme in the presence of 20 dB
signal to noise ratio when fault f5 with 0.6 Ω resistance at a distance of
350 m from bus3 (150 m from bus4) is imposed at t = 3 s is studied. As
shown in Fig. 12, noise does not affect the protection scheme and PDs of
line 4–3 are still able to detect and disconnect the faulty line.

3.7. Evaluation of the proposed protection scheme on a practical DC
distribution system

In this subsection, the loop type DC microgrid of Fig. 2 is converted
to a DC distribution system [23] as illustrated in Fig. 13. To avoid re-
calculation of the ALI value, it is assumed the cable characteristics of
the distribution test system is the same as loop type microgrid of Fig. 2,
which are given in Table 1. Furthermore, the network and solar panels
are the only power sources and the other power sources are replaced
with new loads.

At the instance of t = 1 s, the DC distribution system is tested for the
positive line to ground fault f which is 100 m away from bus2 (400 m
from bus5) with the fault resistance of 0.8 Ω. PD25 and PD52, are the
protection units of the faulted line, and they estimate the fault path

Fig. 8. ALI effectiveness validation (a) faulted line current (b) inductance es-
timated of faulted line by PDs with ALI employing (c) inductance estimated of
faulted line by PDs without ALI employing.
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Fig. 9. Pole to pole ground fault f2 (a) inductances estimated on positive and
negative poles byPDs1, PD s3 , PD PD12, 43 and PD24 (b) inductances estimated on
positive and negative poles byPD s1 , PD s3 , PD PD21, 34 and PD42(c) positive and
negative line 3-s current.
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inductance 0.223mH and 0.298mH, respectively; which are lower than
fault detection threshold (Fig. 14a). Therefore, line 2–5 is disconnected
by its protection units command and the fault current is suppressed
within 0.2 ms (Fig. 14b). Also, as it is illustrated in Fig. 14a, the esti-
mated inductances by protection units of the other lines are greater
than the fault threshold.

3.8. Cyber-Physical risk assessment of the proposed protection scheme

A microgrid can be considered as a typical cyber-physical system.
Cyber-system has being widely used in a microgrid which is often in-
volved several geographically distributed units (such as protection and
control units). They are coordinated based on the time, and highly
dependent on the wide area communication. Therefore, protection
units as part of a microgrid are extremely vulnerable against cyber-
attacks, and significant damages and losses are possible [24]. Generally,
side-channel analysis, distributed denial of service (DDoS), privacy
leakage on the meter, malware and software flaws and theft of service
are the main cybersecurity issues in the DC microgrids [25]. Since
cyber-physical risk assessment are out of the scope of this paper, only
the vulnerability of the proposed protection scheme against the main
cybersecurity issues in DC microgrids is analyzed, and potential security

solutions are provided in Table 4.
Side-channel analysis attacks are based on information extracted

from the implemented processor units, rather than weaknesses in the
implemented algorithm itself. Traffic camouflage can be used to
countermeasure to the side-channel analysis. This approach transform
the communication protocol of the measurements in the DC microgrid
to an available one existed in the environment to prevent information
hacking.

Internet Control Message Protocol (ICMP) attack is one of the DoS
common attacks. In these attacks the ICMP requests with the targets IP
address will be broadcasted. Most IP based devices, such as protection
and control units accept the ICMP request. In this situation, it is possible
for the attacker to take control of multiple targets. Since in the proposed
protection scheme wide area network is eliminated, the possibility of
such attacks are reduced.

Privacy leakage in measurement units generally is concerned to the
remote collecting of the electricity usage data. Hence, it is independent
from the protection algorithm. But eavesdropping of the microgrid si-
tuation and realizing load data give the attackers the opportunity of
making creative attacks which would affect any part of the microgrid
including protection system.

(b)
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Fig. 10. Positive pole to ground fault f3 with Rf = 2 Ω (a) inductances esti-
mated by PDs1, PD s3 , PD PD12, 43 and PD24 (b) inductances estimated byPD s1 , PD s3 ,
PD PD21, 34 and PD42 (c) line 2–4 current.

(b)

(a)

3 3.002 3.004 3.006 3.008 3.01
Time(s)

0

500

1000
I s
1
,I
3s
(A
)

Is1
Is3

3 3.002 3.004 3.006 3.008 3.01

1

3

L
R
(m
H
)

Lps1
Lp3s
Lp12
Lp43
Lp24

2.999 3 3.001 3.002 3.003

0.0316

0.0632

0.001
Magnified L

R
(H)

2nd Zone

1st Zone

inductance-time trip curve
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Furthermore, typically theft of service in the protection system can
be considered as change in important protection scheme parameters or
send false data from sensors or controllers to create hidden failures into
the protection system; in this situation, to prevent unwanted events,
false data injection attack can be detected and ignored using attack
detection schemes such as [28]. Further investigation of cyber-physical
attack in protection scheme based on local measurements in DC mi-
crogrids could be considered as future works for researchers.

4. Comparison of the proposed protection scheme and previous
studies

In this paper, a faulted line identification and isolation scheme
(protection scheme) based on estimation of the fault path inductance is
presented. To highlight the proposed approach advantages over earlier
studies, first it is compared with schemes which are based on the
parameters estimation (fault path inductance or resistance). Second, a
comparison is made between the proposed protection scheme and other
salient studies on LVDC microgrids.

4.1. Parameter estimation schemes comparison

Several papers have proposed methods to estimate fault path
parameters to detect the fault and protect DC microgrids or locate the
point of fault. Active impedance estimation (AIE) methods [30,31] are
the most well-known among parameter estimation methods. In the AIE
based scheme, once the faulty conditions are sensed, triangle current
waveforms are injected by a power converter, and then the system
impedance can be estimated at the point of coupling by processing the
voltage and current responses. Although this approach locates the fault
point with acceptable precision, it is not proper for faulted line iden-
tification and isolation and necessitates using a faster fault detection
and isolation scheme to protect microgrids component. Furthermore,
the implementation cost of this approach because of the additional
power converter for triangular waveform injection is high. Another
protection scheme which is based on estimation of fault path parameter
(inductance) is proposed in [18]. In this method, the fault path in-
ductance is estimated by linear least square method and also to increase
selectivity a permission signal should be received by PDs from the other
side of faulty line. Despite of the AIE scheme which is focused on lo-
cating the fault point, this approach like the proposed method of this
paper has focused on faulted line identification and isolation. Even
though this method has high selectivity, it still suffers from commu-
nication link dependency.
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(c)
Fig. 12. Positive pole to ground fault f5 withRf = 0.6 Ω (a) line 3–4 current in
noisy condition, (b) estimated inductances by PD34 (c) estimated inductances by
PD43.

Fig. 13. Topology of DC distribution test system.

Fig. 14. Positive pole to ground fault f withRf = 0.8 Ω (a) estimated in-
ductances by DC distribution test system protection units, (b) line 2–5 current.
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4.2. Comparison of this paper method with salient previous studies

In Table 5, a comparison is made between earlier studies and the
proposed protection scheme. All the studies are tested on the loop type
microgrid of this paper, and the sampling frequency is set to 8 kHz. As
can be seen, the proposed scheme has the shortest operation time
among all salient previous studies. Furthermore, in order to increase
reliability, the proposed scheme can provide back-up protection. The
main advantages of the proposed scheme can be highlighted as short
operation time, eliminating the need for the communication system and
back-up protection. Another superiority of the proposed method is
threshold robustness, which means that changes in microgrid topology
including line outage, adding or removing power sources do not affect
the predefined thresholds.

5. Conclusion

In this paper, protection scheme based on estimation of equivalent
inductance for LVDC microgrids is proposed. Performance of the pro-
posed scheme is investigated through various case studies. As shown in
simulation results, the proposed method is able to detect any types of
faults less than 0.2 ms. Selectivity is another advantage of the proposed
method, which enables fault detection and isolation without disrupting
operation of other parts. Although the presented fault detection is de-
signed for fault resistance of 0.6 Ω, it is also tested for fault resistance of
the 2 Ω fault where in both cases, the fault is detected very fast less than
0.2 ms. The defined inductance threshold of each PD only depends on
inductance of the line to which PD is connected, thus any change in the
microgrid topology does not affect the proposed scheme thresholds.
Realization of backup protection is another advantage of the proposed
fault detection which its performance is verified thoroughly under
different fault scenarios. Furthermore, the simulation results demon-
strated that the proposed protection scheme has the capability to be
used in any other configurations. Eventually, a comprehensive com-
parison is made among earlier studies and superiority of the proposed
method due to fast fault detection, communication-less operation,
thresholds independency from microgrid topology and feasibility of
back-up protection has illustrated.
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Possible cybersecurity issues and solution in the proposed protection scheme.

Cybersecurity issue Potential solution Vulnerability of the protection scheme

side-channel analysis Traffic Camouflage [26] Depends to design and implementation
DDoS DoS Attack Detection [27] Low
privacy leakage on the meter Balance between Security and Efficiency[25] Moderate
malware and software flaws Traffic Camouflage [26]

Continues softwares monitoring and support
Depends to design and implementation

theft of service False data injection attack detection schemes [28]
Rootkit Countermeasure Traps[29]
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Table 5
Comparison of the proposed method with earlier studies.

studies Scaled
operation
time (ms)

communication link
existence

back-up
protection

threshold
robustness

this paper ≤0.2 ✗ ✓ ✓
[10] ≤0.3 ✓ ✗ ✗

[11] ≥0.5 ✓ ✗ ✗

[18] ≥1 ✓ ✗ ✓
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