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' Ahmadian et al., Industrial Control System Security Taxonomic Framework with Application to a

Comprehensive Incidents Survey. International Journal of Critical Infrastructure Protection (Elsevier),
2020.doi: j.ijcip.2020.100356
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e OMRON Sysmac NEX PLCs
Open Platform Communications Unified Architecture (OPC UA) servers
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o Schneider Electric MODICON and MODICON Nano PLCs, including (but may not be
limited to) TM251, TM241, M258, M238, LMC058, and LMC078;
o OMRON Sysmac NJ and NX PLCs, including (but may not be limited to) NEX NX1P2,

NX-SL3300, NX-ECC203, NJ501-1300, S8VK, and R88D-1SN10F-ECT
« OPC Unified Architecture (OPC UA) servers.
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025 o oonlie ATT&CK for ICS

Execution Command-Line Interface [T0807]
Scripting [T0853]

Persistence Modify Program [T0889]
System Firmware [T0857]
Valid Accounts [T0859]

Discovery Remote System Discovery [T0846]
Remote System Information Discovery [T0888]

Lateral Movement Default Credentials [T0812]
Program Download [T0843]
Valid Accounts [T0859]

' packet of death

sl olof 43 Glaio ()T (590 g (5OLo Ggi> dulS g Cuwlouds dud g5 (slof) oylo 5T cyol Lol o5 s S gi Wiaw 93!



https://collaborate.mitre.org/attackics/index.php/Main_Page
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https://collaborate.mitre.org/attackics/index.php/Technique/T0807
https://collaborate.mitre.org/attackics/index.php/Technique/T0853
https://collaborate.mitre.org/attackics/index.php/Persistence
https://collaborate.mitre.org/attackics/index.php/Technique/T0889
https://collaborate.mitre.org/attackics/index.php/Technique/T0857
https://collaborate.mitre.org/attackics/index.php/Technique/T0859
https://collaborate.mitre.org/attackics/index.php/Discovery
https://collaborate.mitre.org/attackics/index.php/Technique/T0846
https://collaborate.mitre.org/attackics/index.php/Technique/T0888
https://collaborate.mitre.org/attackics/index.php/Lateral_Movement
https://collaborate.mitre.org/attackics/index.php/Technique/T0812
https://collaborate.mitre.org/attackics/index.php/Technique/T0843
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Collection

Command and Control

Inhibit Response Function

Impair Process Control

Impact
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Monitor Process State [T0801]
Program Upload [T0845]
Monitor Process State [T0801]

Commonly Used Port [TO885]
Standard Application Layer Protocol [T0869]

Block Reporting Message [T0804]
Block Command Message [T0803]
Denial of Service [T0814]
Data Destruction [T0809]
Device Restart/Shutdown [T0816]
System Firmware [T0857]

Modify Parameter [T0836]
Unauthorized Command Message [T0855]

Denial of Control [T0813]

Denial of View [T0815]

Loss of Availability [T0826]

Loss of Control [T0827]

Loss of Productivity and Revenue [T0828]
Manipulation of Control [T0831]

Theft of Operational Information [T0882]
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Initial Access Remote Services [T0886]
Execution Command-Line Interface [T0807]
Scripting [T0853]
Change Operating Mode [T0858]
Modify Controller Tasking [T0821]
Native API [T0834]

Persistence Modify Program [T0889]
Valid Accounts [T0859]

Evasion Change Operating Mode [T0858]
Discovery Network Sniffing [T0842]

Remote System Discovery [T0846]
Remote System Information Discovery [T0888]

Lateral Movement Default Credentials [T0812]
Lateral Tool Transfer [T0867]
Program Download [T0843]
Remote Services [T0886]
Valid Accounts [T0859]

Collection Detect Operating Mode [T0868]
Monitor Process State [T0801]
Program Upload [T0845]

Command and Commonly Used Port [TO885]

Control Standard Application Layer Protocol [T0869]
Inhibit Response Service Stop [T0881]

Function

Modify Parameter [T0836]
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Scripting [T0853]
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Command and Commonly Used Port [TO885]
Control Standard Application Layer Protocol [T0869]
Impact Manipulation of View [T0832]

Theft of Operational Information [T0882]
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