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 Command Syntax Conventions  

 The conventions used to present command syntax in this book are the same conventions 
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:  

    ■    Boldface  indicates commands and keywords that are entered literally as shown. In 
actual configuration examples and output (not general command syntax), boldface 
indicates commands that are manually input by the user (such as a  show  command).   

   ■    Italic  indicates arguments for which you supply actual values.   

   ■   Vertical bars (|) separate alternative, mutually exclusive elements.   

   ■   Square brackets ([ ]) indicate an optional element.   

   ■   Braces ({ }) indicate a required choice.   

   ■   Braces within brackets ([{ }]) indicate a required choice within an optional element.      
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 Introduction  

 Congratulations! If you are reading this, you have in your possession a powerful tool 
that can help you to  

    ■   Improve your awareness and knowledge of network security   

   ■   Increase your skill level related to the implementation of that security   

   ■   Prepare for the CCNA Security certification exam    

 When writing this book, it was done with you in mind, and together we will discover 
the critical ingredients that make up the recipe for a secure network and work through 
examples of how to implement these features. By focusing on both covering the objec-
tives for the CCNA Security exam and integrating that with real-world best practices and 
examples, Scott Morris and I created this content with the intention of being your per-
sonal tour guides, as we take you on a journey through the world of network security.  

 The 640-554  Implementing Cisco IOS Network Security (IINSv2)  exam is required 
for the CCNA Security certification. The prerequisite for CCNA Security is the CCNA 
Route/Switch certification (or any CCIE certification). The CCNA Security exam tests 
your knowledge of securing Cisco routers and switches and their associated networks, 
and this book prepares you for that exam. This book covers all the topics listed in 
Cisco’s exam blueprint, and each chapter includes key topics and preparation tasks 
to assist you in mastering this information. The CD that accompanies this book also 
includes bonus videos to assist you in your journey toward becoming a  CCNA in 
Security. Of course, the CD included with the printed book also includes several prac-
tice questions to help you prepare for the exam.  

  About the 640-554 Implementing Cisco IOS Network 

Security (IINSv2) Exam  

 Cisco’s objective of the CCNA Security exam is to verify the candidate’s understanding, 
implementation, and verification of security best practices on Cisco hardware and soft-
ware. The focus points for the exam (which this book prepares you for) are as follows:  

    ■    Cisco routers and switches   

    ■   Common threats, including blended threats, and how to mitigate them.   

   ■   The lifecycle approach for a security policy   

   ■   Understanding and implementing network foundation protection for the control, 
data, and management planes   

   ■   Understanding, implementing, and verifying  AAA (authentication, authorization, 
and accounting) , including the details of TACACS+ and RADIUS   

   ■   Understanding and implementing basic rules inside of Cisco  Access Control 
Server (ACS)  Version 5.x, including configuration of both ACS and a router for 
communications with each other   
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   ■   Standard, extended, and named access control lists used for packet filtering and 
for the classification of traffic   

   ■   Understanding and implementing protection against Layer 2 attacks, including 
CAM table overflow attacks, and VLAN hopping     

   ■    Cisco firewall technologies   

    ■   Understanding and describing the various methods for filtering implemented 
by firewalls, including stateful filtering. Compare and contrast the strengths and 
weaknesses of the various firewall technologies.   

   ■   Understanding the methods that a firewall may use to implement  Network 
Address Translation (NAT)  and  Port Address Translation (PAT) .   

   ■   Understanding, implementing, and interpreting a Zone-Based Firewall policy 
through  Cisco Configuration Professional (CCP) .   

   ■   Understanding and describing the characteristics and defaults for interfaces, 
security levels, and traffic flows on the  Adaptive Security Appliance (ASA) .   

   ■   Implementing and interpreting a firewall policy on an ASA through the GUI tool 
named the  ASA Security Device Manager (ASDM) .     

   ■    Intrusion prevention systems   

    ■   Comparing and contrasting  intrusion prevention systems (IPS)  versus  intrusion 
detection systems (IDS) , including the pros and cons of each and the methods 
used by these systems for identifying malicious traffic   

   ■   Describing the concepts involved with IPS included true/false positives/negatives   

   ■   Configuring and verifying IOS-based IPS using CCP     

   ■    VPN technologies   

    ■   Understanding and describing the building blocks used for  virtual private net-
works (VPN)  today, including the concepts of symmetrical, asymmetrical, 
encryption, hashing,  Internet Key Exchange (IKE) ,  public key infrastructure 
(PKI) , authentication, Diffie-Hellman, certificate authorities, and so on   

   ■   Implementing and verifying IPsec VPNs on IOS using CCP and the  command- 
line interface (CLI)    

   ■   Implementing and verifying  Secure Sockets Layer (SSL)  VPNs on the ASA fire-
wall using ASDM      

 As you can see, it is an extensive list, but together we will not only address and learn 
each of these, but we will also have fun doing it.  

 You can take the exam at Pearson VUE testing centers. You can register with VUE at 
 http://www.vue.com/cisco/ .  

http://www.vue.com/cisco/
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  640-554 IINSv2 Exam  

  Table   I-1    lists the topics of the 640-554 IINSv2 exam and indicates the parts in the book 
where these topics are covered.  

  Table I-1   640-554 CCNA Security (IINSv2) Exam Topics  

 Exam Topic   Part  

  Common Security Threats   

 Describe common security threats   I, II, III  

  Security and Cisco Routers   

 Implement security on Cisco routers   II, III  

 Describe securing the control, data, and management plane   II  

 Describe Cisco Security Manager   II, III  

 Describe IPv4 to IPv6 transition   II  

  AAA on Cisco Devices   

 Implement AAA (authentication, authorization, and accounting)   II  

 Describe TACACS+   II  

 Describe RADIUS   II  

 Describe AAA   II  

 Verify AAA functionality   II  

  IOS ACLs   

 Describe standard, extended, and named IP IOS access control lists (ACLs) to 
filter packets  

 III  

 Describe considerations when building ACLs   III  

 Implement IP ACLs to mitigate threats in a network   III  

  Secure Network Management and Reporting   

 Describe secure network management   II  

 Implement secure network management   II  

  Common Layer 2 Attacks   

 Describe Layer 2 security using Cisco switches   II  

 Describe VLAN security   II  

 Implement VLANs and trunking   II  

 Implement spanning tree (securely)   II  

  Cisco Firewall Technologies   
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 Exam Topic   Part  

 Describe operational strengths and weaknesses of the different firewall 
technologies  

 III  

 Describe stateful firewalls   III  

 Describe the types of NAT used in firewall technologies   III  

 Implement zone-based policy firewall using CCP   III  

 Implement the Cisco Adaptive Security Appliance (ASA)   III  

 Implement Network Address Translation (NAT) and Port Address Translation 
(PAT)  

 III  

  Cisco IPS   

 Describe Cisco Intrusion Prevention System (IPS) deployment considerations   III  

 Describe IPS technologies   III  

 Configure Cisco IOS IPS using CCP   III  

  VPN Technologies   

 Describe the different methods used in cryptography   IV  

 Describe VPN technologies   IV  

 Describe the building blocks of IPsec   IV  

 Implement an IOS IPsec site-to-site VPN with pre-shared key authentication   IV  

 Verify VPN operations   IV  

 Implement Secure Sockets Layer (SSL) VPN using ASA Device Manager   IV  

  About the Implementing Cisco IOS Network Security 

(IINSv2) 640-554 Official Cert Guide  

 This book maps to the topic areas of the 640-554 exam and uses a number of features to 
help you understand the topics and prepare for your exam.  

  Objectives and Methods  

 This book uses several key methodologies to help you discover the exam topics for 
which you need more review, to help you fully understand and remember those details, 
and to help you prove to yourself that you have retained your knowledge of those top-
ics. So, this book does not try to help you pass the exams only by memorization, but by 
truly learning and understanding the topics. This book is designed to assist you in the 
exam by using the following methods:  

    ■   Using a conversational style that reflects the fact that we wrote this book as if we 
made it just for you, as a friend, discussing the topics with you, one step at a time   
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   ■   Helping you discover which exam topics you may want to invest more time study-
ing, to really “get it”   

   ■   Providing explanations and information to fill in your knowledge gaps   

   ■   Supplying three bonus videos (on the CD) to reinforce some of the critical concepts 
and techniques that you have learned from in your study of this book   

   ■   Providing practice questions to assess your understanding of the topics     

  Book Features  

 To help you customize your study time using this book, the core chapters have several 
features that help you make the best use of your time:  

    ■   “Do I Know This Already?” quiz: Each chapter begins with a quiz that helps you 
determine how much time you need to spend studying that chapter.   

   ■   Foundation Topics: These are the core sections of each chapter. They explain the 
concepts for the topics in that chapter.   

   ■   Exam Preparation Tasks: After the “Foundation Topics” section of each chapter, 
the “Exam Preparation Tasks” section lists a series of study activities that you should 
do when you finish the chapter. Each chapter includes the activities that make the 
most sense for studying the topics in that chapter:  

    ■   Review All the Key Topics: The Key Topic icon appears next to the most 
important items in the “Foundation Topics” section of the chapter. The “Review 
All the Key Topics” activity lists the key topics from the chapter, along with 
their page numbers. Although the contents of the entire chapter could be on the 
exam, you should definitely know the information listed in each key topic, so 
you should review these.   

   ■   Complete the Tables and Lists from Memory: To help you memorize some 
lists of facts, many of the more important lists and tables from the chapter are 
included in a document on the CD. This document lists only partial information, 
allowing you to complete the table or list.   

   ■   Define Key Terms: Although the exam is unlikely to ask a “define this term” 
type of question, the CCNA exams do require that you learn and know a lot of 
networking terminology. This section lists the most important terms from the 
chapter, asking you to write a short definition and compare your answer to the 
glossary at the end of the book.   

   ■   Command Reference to Check Your Memory: Review important commands 
covered in the chapter.     

   ■   CD-based practice exam: The companion CD contains an exam engine that 
enables you to review practice exam questions. Use these to prepare with a sample 
exam and to pinpoint topics where you need more study.     
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  How This Book Is Organized  

 This book contains 21 core chapters.  Chapter   22    includes some preparation tips and sug-
gestions for how to approach the exam. Each core chapter covers a subset of the topics 
on the CCNA Security exam. The core chapters are organized into parts. They cover the 
following topics:  

  Part I: Fundamentals of Network Security   

    ■    Chapter   1   , “Networking Security Concepts”: This chapter covers the need for 
and the building blocks of network and information security, threats to our net-
works today, and fundamental principles of secure network design.   

   ■    Chapter   2   , “Understanding Security Policies Using a Lifecycle Approach”: 
This chapter covers risk analysis and management and security policies.   

   ■    Chapter   3   , “Building a Security Strategy”: This chapter covers securing border-
less networks and controlling and containing data loss.    

  Part II: Protecting the Network Infrastructure   

    ■    Chapter   4   , “Network Foundation Protection”: This chapter covers introduction 
to securing the network using the  network foundation protection (NFP)  approach, 
the management plane, the control plane, and the data plane.   

   ■    Chapter   5   , “Using Cisco Configuration Professional to Protect the Network 

Infrastructure”: This chapter covers introduction to Cisco Configuration 
Professional, CCP features and the GUI, setting up a new devices, CCP building 
blocks, and CCP audit features.   

   ■    Chapter   6   , “Securing the Management Plane on Cisco IOS Devices”: This 
chapter covers management traffic and how to make it more secure and the imple-
mentation of security measures to protect the management plane.   

   ■    Chapter   7   , “Implementing AAA Using IOS and the ACS Server”: This chapter cov-
ers the role of Cisco Secure ACS and the two primary protocols used with it, RADIUS 
and TACACS. It also covers configuration of a router to interoperate with an ACS server 
and configuration of the ACS server to interoperate with a router. The chapter also covers 
router tools to verify and troubleshoot router-to-ACS server interactions.   

   ■    Chapter   8   , “Securing Layer 2 Technologies”: This chapter covers VLANs and 
trunking fundamentals, spanning-tree fundamentals, and common Layer 2 threats 
and how to mitigate them.   

   ■    Chapter   9   , “Securing the Data Plane in IPv6”: This chapter covers IPv6 (basics, 
configuring, and developing a security plan for IPv6).    

  Part III: Mitigating and Controlling Threats   

    ■    Chapter   10   , “Planning a Threat Control Strategy”: This chapter covers the 
design considerations for threat mitigation and containment and the hardware, soft-
ware, and services used to implement a secure network.   
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   ■    Chapter   11   , “Using Access Control Lists for Threat Mitigation”: This chapter 
covers the benefits and fundamentals for  access control lists (ACL) , implementing 
IPv4 ACLs as packet filters, and implementing IPv6 ACLs as packet filters.   

   ■    Chapter   12   , “Understanding Firewall Fundamentals”: This chapter covers fire-
wall concepts and the technologies used by them, the function of  Network Address 

Translation (NAT) , including its building blocks, and the guidelines and consider-
ations for creating and deploying firewalls.   

   ■    Chapter   13   , “Implementing Cisco IOS Zone-Based Firewalls”: This chapter 
covers the operational and functional components of the IOS Zone-Based Firewall 
and how to configure and verify the IOS Zone-Based Firewall.   

   ■    Chapter   14   , “Configuring Basic Firewall Policies on Cisco ASA”: This chapter 
covers the  Adaptive Security Appliance (ASA)  family and features, ASA firewall 
fundamentals, and configuring the ASA.   

   ■    Chapter   15   , “Cisco IPS/IDS Fundamentals”: This chapter compares intrusion 
 prevention systems (IPS)  to  intrusion detection systems (IDS)  and covers how to 
identify malicious traffic on the network, manage signatures, and monitor and man-
age alarms and alerts.   

   ■    Chapter   16   , “Implementing IOS-Based IPS”: This chapter covers the features 
included in IOS-based IPS (in software) and installing the IPS feature, working with 
signatures in IOS-based IPS, and managing and monitoring IPS alarms.    

  Part IV: Using VPNs for Secure Connectivity   

    ■    Chapter   17   , “Fundamentals of VPN Technology”: This chapter covers what 
VPNs are and why we use them and the basic ingredients of cryptography.   

   ■    Chapter   18   , “Fundamentals of the Public Key Infrastructure”: This chapter 
covers the concepts, components, and operations of the  public key infrastructure 

(PKI)  and includes an example of putting the pieces of PKI to work.   

   ■    Chapter   19   , “Fundamentals of IP Security”: This chapter covers the concepts, 
components, and operations of IPsec and how to configure and verify IPsec.   

   ■    Chapter   20   , “Implementing IPsec Site-to-Site VPNs”: This chapter covers 
planning and preparing to implement an IPsec site-to-site VPN and implementing 
and verifying the IPsec site-to-site VPN.   

   ■    Chapter   21   , “Implementing SSL VPNs Using Cisco ASA”: This chapter covers 
the functions and use of SSL for VPNs, configuring SSL clientless VPN on the ASA, 
and configuring the full SSL AnyConnect VPN on the ASA.   

   ■    Chapter   22   , “Final Preparation”: This chapter identifies tools for final exam 
preparation and helps you develop an effective study plan.    

  Appendixes   

    ■    Appendix   A   , “Answers to the ’Do I Know This Already?’ Quizzes”: Includes 
the answers to all the questions from  Chapters   1    through    21   .   
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   ■    Appendix   B   , “CCNA Security 640-554 (IINSv2) Exam Updates”: This appendix 
provides instructions for finding updates to the exam and this book when and if 
they occur.    

  CD-Only Appendixes   

    ■    Appendix   C   , “Memory Tables”: This CD-only appendix contains the key tables 
and lists from each chapter, with some of the contents removed. You can print this 
appendix and, as a memory exercise, complete the tables and lists. The goal is to 
help you memorize facts that can be useful on the exams. This appendix is available 
in PDF format on the CD; it is not in the printed book.   

   ■    Appendix   D   , “Memory Tables Answer Key”: This CD-only appendix contains 
the answer key for the memory tables in  Appendix   C   . This appendix is available in 
PDF format on the CD; it is not in the printed book.     

  Premium Edition eBook and Practice Test 

 This Cert Guide contains a special offer for a 70% discount off the companion CCNA 
Security 640-554 Official Cert Guide Premium Edition eBook and Practice Test. The 
Premium Edition combines an eBook version of the text with an enhanced Pearson IT 
Certification Practice Test. By purchasing the Premium Edition, you get access to two 
eBook versions of the text: a PDF version and an EPUB version for reading on your 
tablet, eReader, or mobile device. You also get an enhanced practice test that contains 
an additional two full practice tests of unique questions. In addition, all the practice test 
questions are linked to the PDF eBook, allowing you to get more detailed feedback on 
each question instantly. To take advantage of this offer, you will need the coupon code 
included on the paper in the CD sleeve. Just follow the purchasing instructions that 
accompany the code to download and start using your Premium Edition today!      
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    This chapter covers the following subjects:  

     Securing management traffic   

    Implementing security measures to protect the 
 management plane    



 Accessing and configuring Cisco devices is a common occurrence for an administrator. 
Malicious router management traffic from an unauthorized source can pose a security 
threat. For example, an attacker could compromise router security by intercepting login 
credentials (such as the username and password). This chapter introduces the concept of 
the  management plane  (which is a collection of protocols and access methods we use to 
configure, manage, and maintain a network device) and examines how to protect it.   

     “Do I Know This Already?” Quiz  

 The “Do I Know This Already?” quiz helps you determine your level of knowledge of 
this chapter’s topics before you begin.  Table   6-1    details the major topics discussed in this 
chapter and their corresponding quiz questions.  

  Table 6-1   “Do I Know This Already?” Section-to-Question Mapping  

 Foundation Topics Section   Questions  

 Securing Management Traffic    1 – 4 ,  6   

 Implementing Security Measures to Protect the Management Plane    5 ,  7 – 10   

    1.    Which one of the following follows best practices for a secure password?  

    a.   ABC123!   

   b.   SlE3peR1#   

   c.   tough-passfraze   

   d.   InterEstIng-PaSsWoRd      

  CHAPTER 6 

 Securing the Management 
Plane on Cisco IOS Devices  
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   2.    When you connect for the first time to the console port on a new router, which 
privilege level are you using initially when presented with the command-line inter-
face?  

    a.   0   

   b.   1   

   c.   15   

   d.   16      

   3.    Which of the following is  not  impacted by a default login authentication method 
list?  

    a.   AUX line   

   b.   HDLC interface   

   c.   Vty line   

   d.   Console line      

   4.    You are trying to configure a method list, and your syntax is correct, but the com-
mand is not being accepted. Which of the following might cause this failure? 
(Choose all that apply.)  

    a.   Incorrect privilege level   

   b.   AAA not enabled   

   c.   Wrong mode   

   d.   Not allowed by the view      

   5.    Cisco recommends which version of Simple Network Management Protocol 
(SNMP) on your network if you need it?  

    a.   Version 1   

   b.   Version 2   

   c.   Version 3   

   d.   Version 4      

   6.    How can you implement role-based access control (RBAC)? (Choose all that apply.)  

    a.   Provide the password for a custom privilege level to users in a given role   

   b.   Associate user accounts with specific views   

   c.   Use access lists to specify which devices can connect remotely   

   d.   Use AAA to authorize specific users for specific sets of permissions      
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   7.    Which of the following indirectly requires the administrator to configure a host 
name?  

    a.   Telnet   

   b.   HTTP   

   c.   HTTPS   

   d.   SSH      

   8.    What are the two primary benefits of using NTP along with a syslog server? 
(Choose all that apply.)  

    a.   Correlation of syslog messages from multiple different devices   

   b.   Grouping of syslog messages into summary messages   

   c.   Synchronization in the sending of syslog messages to avoid congestion   

   d.   Accurate accounting of when a syslog message occurred      

   9.    Which of the following commands result in a secure bootset? (Choose all that 
apply.)  

    a.    secure boot-set    

   b.    secure boot-config    

   c.    secure boot-files    

   d.    secure boot-image       

   10.    What is a difference between a default and named method list?  

    a.   A default method list can contain up to four methods.   

   b.   A named method list can contain up to four methods.   

   c.   A default method list must be assigned to an interface or line.   

   d.   A named method list must be assigned to an interface or line.        
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  Foundation Topics  

  Securing Management Traffic  

 It is tricky to fix a problem if you are unaware of the problem. So, this first section starts 
by classifying and describing management traffic and identifying some of the vulnerabili-
ties that exist. It also identifies some concepts that can help you to protect that traffic. 
This chapter then provides implementation examples of the concepts discussed earlier.  

  What Is Management Traffic and the Management Plane?  

 When you first get a new router or switch, you connect to it for management using a 
blue rollover cable that connects from your computer to the console port of that router 
or switch. This is your first exposure to the concept of management traffic. By default, 
when you connect to a console port you are not prompted for a username or any kind 
of password. By requiring a username or password, you are taking the first steps toward 
improving what is called the  management plane  on this router or switch.  

 The management plane includes not only configuration of a system, but also who may 
access a system and what they are allowed to do while they are logged in. The manage-
ment plane also includes messages to or from a Cisco router or switch that is used to 
maintain or report on the current status of the device, such as a management protocol 
like  Simple Network Management Protocol (SNMP) .   

  Beyond the Blue Rollover Cable  

 Using the blue rollover cable directly connected to the console port is fairly safe. 
Unfortunately, it is not very convenient to require the use of a console port when you 
are trying to manage several devices that are located in different buildings, or on dif-
ferent floors of the same building. A common solution to this problem is to configure 
the device with an IP address that you can then use to connect to that device remotely. 
It is at this moment that the security risk goes up. Because you are connecting over IP, 
it might be possible for an unauthorized  person to also connect remotely. The manage-
ment plane, if it were secure, would enable you to control who may connect to manage 
the box, when they may connect, what they may do, and report on anything that they 
did. At the same time, you want to ensure that all the packets that go between the device 
being managed and the computer where the administrator is sitting are encrypted so 
that anyone who potentially may capture the individual packets while going through the 
network could not interpret the contents of the packets (which might contain sensitive 
information about the configuration or  passwords used for access).   
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  Management Plane Best Practices  

  When implementing a network, remember the following best practices. Each one, when 
implemented, improves the security posture of the management plane for your network:  

     Strong passwords:      Make passwords very difficult to break. Whenever you use 
passwords, make them complex and difficult to guess. An attacker can break a pass-
word in several ways, including a dictionary and/or a brute force attack. A diction-
ary attack automates the process of attempting to log in as the user, running through 
a long list of words (potential passwords); when one attempt fails, the attack just 
tries the next one (and so on). A brute-force attack doesn’t use a list of words, 
but rather tries thousands or millions of possible character strings trying to find a 
password match (modifying its guesses progressively  if it incorrectly guesses the 
password or stops before it reaches the boundary set by the attacker regarding how 
many characters to guess, with every possible character combination being tried.). A 
tough password takes longer to break than a simple password.   

    User authentication and AAA:      Require administrators to authenticate using user-
names and passwords. This is much better than just requiring a password and not 
knowing exactly who the user is. To require authentication using usernames and 
passwords, you can use a method  authentication, authorization, and accounting 

(AAA) . Using this, you can control which administrators are allowed to connect to 
which devices and what they can do while they are there, and you can create an 
audit trail (accounting records) to document what they actually did while they were 
logged in.   

    Role-based access control (RBAC):      Not every administrator needs full access to 
every device, and you can control this through AAA and custom privilege levels/
parser views. For example, if there are junior administrators, you might want to 
create a group that has limited permissions. You could assign users who are junior 
administrators to that group; they then inherit just those permissions. This is one 
example of using RBAC. Another example of RBAC is creating a custom privilege 
level and assigning user accounts to that level. Regardless of how much access an 
administrator has, a change management plan for approving, communicating, and 
tracking configuration changes should  be in place and used before changes are 
made.   

    Encrypted management protocols:      When using either in-band or out-of-band 
management, encrypted communications should be used, such as  Secure Shell 

(SSH)  or  Hypertext Transfer Protocol Secure (HTTPS) .  Out-of-band (OOB)  man-
agement implies that there is a completely separate network just for management 
protocols and a different network for end users and their traffic. In-band manage-
ment is when the packets used by your management protocols may intermingle with 
the user packets (considered less secure than OOB). Whether in-band or OOB, if 
a plaintext management protocol must be used, such as Telnet or HTTP, use it in 
combination with a  virtual private network (VPN)  tunnel that can encrypt and pro-
tect  the contents of the packets being used for management.   
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    Logging:      Logging is a way to create an audit trail. Logging includes not only what 
administrators have changed or done, but also system events that are generated by 
the router or switch because of some problem that has occurred or some threshold 
that has been reached. Determine the most important information to log, and identi-
fy logging levels to use. A logging level simply specifies how much detail to include 
in logging messages, and may also indicate that some less-serious logging messages 
do not need to be logged. Because the log messages may include sensitive informa-
tion, the storage of the logs and  the transmission of the logs should be protected to 
prevent tampering or damage. Allocate sufficient storage capacity for anticipated 
logging demands. Logging may be done in many different ways, and your logging 
information may originate from many different sources, including messages that are 
automatically generated by the router or switch and sent to a syslog server. A syslog 
server is a computer that is set up to receive and store syslog messages generated 
from network devices. If SNMP is used, preferably use Version 3 because of its 
authentication and encryption capabilities. You can use SNMP to change informa-
tion on a  router or switch, and you can also use it to retrieve information from the 
router or switch. An  SNMP trap  is a message generated by the router or switch to 
alert the manager or management station of some event.   

    Network Time Protocol (NTP):      Use NTP to synchronize the clocks on network 
devices so that any logging that includes time stamps may be easily correlated. 
Preferably, use NTP Version 3, to leverage its ability to provide authentication for 
time updates. This becomes very important to correlate logs between devices in case 
there is ever a breach and you need to reconstruct (or prove in a court of law) what 
occurred.   

    Secure system files:      Make it difficult to delete, whether accidentally or on pur-
pose, the startup configuration files and the IOS images that are on the file systems 
of the local routers and switches. You can do so by using built-in IOS features dis-
cussed later in this chapter.    

  Note     Even though OOB management is usually preferred over in-band management, 
some management applications benefit from in-band management. For example, consider 
a network management application that checks the reachability of various hosts and sub-
nets. To check this reachability, an application might send a series of pings to a remote 
IP address, or check the availability of various Layer 4 services on a remote host. To 
perform these “availability” checks, the network management application needs to send 
traffic across a production data network. Also, in-band network management often offers 
a more economic solution for smaller networks. Even if using in-band management, it  
should be a separate subnet/VLAN, and one that only a select few people/devices have 
access to get to. This reduces your footprint for possible attack vectors.    
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  Password Recommendations  

 Using passwords is one way to provide access. Using passwords alone is not as good as 
requiring a user ID or login name associated with the password for a user.  

 Here are some guidelines for password creation:  

     It is best to have a minimum of eight characters for a password; bigger is better. This 
rule can be enforced by the local router if you are storing usernames and passwords 
on the router in the running config. The command  security passwords min-length  
followed by the minimum password length enforces this rule on new passwords that 
are created, including the enable secret and line passwords on the vty, AUX, and 
console 0. Preexisting passwords will still operate even if they are less than the new 
minimum specified by the command.   

    Passwords can include any alphanumeric character, a mix of uppercase and low-
ercase characters, and symbols and spaces. As a general security rule, passwords 
should not use words that may be found in a dictionary, because they are easier to 
break. Leading spaces in a password are ignored, but any subsequent spaces, includ-
ing in the middle or at the end of a password, literally become part of that password 
and are generally a good idea. Another good practice is using special characters 
or even two different words (that are not usually associated with each other) as a 
passphrase when combined together.  Caution should be used to not require such a 
complex password that the user must write it down to remember it, which increases 
the chance of it becoming compromised.   

    Passwords in a perfect environment should be fairly complex, and should be 
changed periodically. The frequency of requiring a change in passwords depends on 
your security policy. Passwords changed often are less likely to be compromised.   

    From a mathematical perspective, consider how many possibilities someone would 
need to try to guess a password. If only capital letters are used, you have 26 pos-
sibilities for each character. If your password is one character long, that is 26 1 , or 
26 possible variants. If you have a two-character password, that is 26 2 , or 676 pos-
sible variants. If you start using uppercase (26) and lowercase (26), numerals (10), 
and basic special characters (32), your starting set becomes 94 possible variants 
per character. Even if we look at using an eight-character password, that is 94 8  or 
6,095,689,385,410,816 (6.1 quadrillion) possibilities.     

  Using AAA to Verify Users  

 Unauthorized user access to a network creates the potential for network intruders to 
gain information or cause harm or both. Authorized users need access to their network 
resources, and network administrators need access to the network devices to configure 
and manage them. AAA offers a solution for both. In a nutshell, the goal of AAA is to 
identify who users are before giving them any kind of access to the network, and once 
they are identified, only give them access to the part they are authorized to use, see, or 
manage. AAA can create an audit trail that identifies exactly  who did what and when 
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they did it. That is the spirit of AAA. User accounts may be kept on the local database 
or on a remote server. The  local database  is a fancy way of referring to user accounts 
that are created on the local router and are part of the running configuration.  

  AAA Components  

  Providing network and administrative access in a Cisco environment—regardless of 
whether it involves administrators managing the network or users getting access through 
network resources—is based on a modular architecture composed of the following three 
functional components:  

     Authentication:      Authentication is the process by which individuals prove that they 
are who they claim to be. The network environment has a variety of mechanisms 
for providing authentication, including the use of a username and password, token 
cards, and challenge and response. A common use is authenticating an administra-
tor’s access to a router console port, auxiliary port, or vty lines. An analogy is a 
bank asking you to prove that you are who you say you are before allowing you 
to make a transaction. As an administrator, you can control how a user is authenti-
cated. Choices include referring to the local  running configuration on the router to 
look for the username, going to an external server that holds the username and pass-
word information, and other methods. To specify the method to use, you create an 
authentication “method list” that specifies how to authenticate the user. There can 
be custom named method lists or default method lists. Examples of each are shown 
later in this chapter.   

    Authorization:      After the user or administrator has been authenticated, authoriza-
tion can be used to determine which resources the user or administrator is allowed 
to access, and which operations may be performed. In the case of the average user, 
this might determine what hours that user is allowed on the network. In the case 
of an administrator, it could control what the administrator is allowed to look at 
or modify. An analogy is a bank (after having already authenticated who you are) 
determining whether you are authorized to withdraw some amount of money (prob-
ably based on your balance in your account at  the bank). You can create authoriza-
tion method lists to specify how to authorize users on the network.   

    Accounting and auditing:      After being authenticated and possibly authorized, the 
user or administrator begins to access the network. It is the role of accounting and 
auditing to record what the user or administrator actually does with this access, 
what he accesses, and how long he accesses it. This is also known as  creating an 

audit trail . An analogy is a bank documenting and debiting your account for the 
money you withdraw. You can create and assign accounting method lists to control 
what is accounted for and where the accounting records will be sent.     

  Options for Storing Usernames, Passwords, and Access Rules  

  Cisco provides many ways to implement AAA services for Cisco devices, many of which 
use a centralized service to keep usernames, passwords, and configured rules about who 
can access which resources. Over the years, there have been many names and access methods 
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associated with the central server, including calling it an authentication server, AAA server, 
ACS server, TACACS server, or RADIUS server. These all refer to the same type of function: a 
server that contains usernames, passwords, and rules about what may be accessed. A router 
or switch acts like a client to this server and can send requests to  the server to verify the 
credentials of an administrator or user who is trying to access a local router or switch. The 
following list describes a few of these centralized server types:  

     Cisco Secure ACS Solution Engine:      This is a dedicated server that contains the 
usernames, their passwords, and other information about what users are allowed 
to access and when. In the past, this was sold as a server appliance with the  Access 

Control Server (ACS)  software preinstalled. A router or switch becomes a client to 
the server. The router can be configured to require authentication from a user or 
administrator before providing access, and the router sends this request to the ACS 
server and lets the ACS server make the decision about allowing the user or admin-
istrator to continue. The protocol used between the router and the  ACS server 
is normally TACACS+ if you are authenticating an administrator who is seeking 
command-line access. The protocol used between the router and the ACS server is 
normally RADIUS if you are authenticating an end user for network access. These 
are not hard-and-fast rules, and you can use either of the two protocols for similar 
features in many cases.   

    Cisco Secure ACS for Windows Server:      This software package may be used 
for user and administrator authentication. AAA services on the router or  network 

access server (NAS)  contact an external Cisco Secure ACS (running on a Microsoft 
Windows system). This is an older flavor of ACS, but may still be relevant to the 
certification exams.   

    Current flavors of ACS functionality:      The most common way that ACS ser-
vices are implemented today is through a virtual machine running on some flavor 
of VMware. Another up-and-coming service to support similar services to ACS is 
called the Cisco  Identity Services Engine (ISE) , which can be bundled in a single 
physical or logical device or appliance.   

    Self-contained AAA:      AAA services may be self-contained in the router itself. 
Implemented in this fashion, this form of authentication and authorization is also 
known as  local  authentication and authorization. The database that contains the 
usernames and passwords is the running configuration of the router or IOS device, 
and from a AAA perspective is referred to as the  local database  on the router. So, 
if you create a user locally on the router, you can also say that you created a user in 
the local database of the router. It is the same thing. In this case, because the router 
is acting as its own  AAA server, you do not use TACACS+ or RADIUS as a protocol 
to connect to a remote ACS server, because you are not using an ACS server.     

  Authorizing VPN Users  

 One common implementation of AAA is its use in authenticating users accessing the cor-
porate LAN through a remote-access IPsec VPN.  
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 Let’s see how authentication and authorization applies to users who are trying to access 
our network through a VPN. The first step is to authenticate users to find out who they 
are, and after we find out who they are, we can then control what they are authorized 
for. For example, if a user connects via a VPN, that user may or may not be allowed 
access to certain portions of the network based on who the user is. This type of access 
is sometimes called  packet mode , as in a user attempting to send packets through the 
network instead  of trying to get a  command-line interface (CLI)  like an administra-
tor would. A user connecting over a dial-up connection (older technology) could very 
likely be authenticated via a PPP connection using the same concepts. In either case, we 
authenticate the users by asking for their username and password, and then check the 
rules to see what they are authorized to access. If we use the remote  Access Control 

Server (ACS)  server for the authentication and authorization for an end user, we would 
very likely use the RADIUS protocol between the router and the AAA server.  

 AAA access control is supported using either a local username-password database or 
through a remote server (such as an ACS server). To provide access to a small group of 
network users, or as a backup in case the ACS server cannot be reached, a local security 
database can be configured in the router using the  username  command.   

  Router Access Authentication  

  Note that we must choose authentication first if we want to also use authorization for a 
user or administrator. We cannot choose authorization for a user without knowing who 
that user is through authentication first.  

 Typically, if we authenticate an administrator, we also authorize that administrator for 
what we want to allow him to do. Administrators traditionally are going to need access 
to the CLI. When an administrator is at the CLI, that interface is provided by something 
called an EXEC shell. If we want to authorize the router to provide this CLI, that is a 
perfect example of using AAA to first authenticate the user (in this case, the administra-
tor) and then authorize that user to get a CLI prompt (the EXEC shell) and even place the 
administrator at the correct privilege level. This  type of access (CLI) could also be referred 
to as  character mode . Simply think of an administrator at a CLI typing in characters to 
assist you in remembering that this is “character” mode. With the administrator, we would 
very likely authenticate his login request and authorize that administrator to use an EXEC 
shell. If we were using a remote ACS server for this authentication and authorization of 
an administrator, we would very likely use TACACS+ (between the router and the ACS 
server) because it has the most granular control, compared with RADIUS, which is the 
alternative. TACACS+ and RADIUS are  both discussed in another chapter of this book in 
greater detail.  

  Table   6-2    identifies some of the terms that refer to the type of access and the likely proto-
cols used between the router acting as a client and the ACS server acting as the AAA server.  
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   Table 6-2   AAA Components to Secure Administrative and Remote LAN Access  

 Access Type Mode   Mode   Where These Are 

Likely to Be Used  

 AAA Command 

Element  

 Remote administrative 
access  

 Usually TACACS+ between 
the router and the ACS  

 Character (line or 
EXEC mode)  

 Lines: vty, AUX 
console, and tty  

  login ,  enable , 
 exec   

 Remote network access end 
users  

 Usually RADIUS between 
the router and the ACS  

 Packet (interface 
mode) such as 
an interface with 
PPP requiring 
authentication  

 Interfaces: async, 
group-async, 
BRI, PRI, Other 
functionality: VPN 
user authentication  

  ppp ,  network , 
 vpn groups   

  The AAA Method List  

  To make implementing AAA modular, we can specify individual lists of ways we want to 
authenticate, authorize, and account for the users. To do this, we create a  method list  that 
defines what resource will be used (such as the local database, an ACS server via TACACS+ 
protocol or an ACS server via RADIUS protocol, and so forth). To save time, we can cre-
ate a default list or custom lists. We can create method lists that define the authentication 
methods to use, authorization method lists that define which authorization methods to 
use, and accounting method lists that specify which accounting method  lists to use. A 
default list, if created, applies to the entire router or switch. A custom list, to be applied, 
must be both created and then specifically referenced in line or interface configuration 
mode. You can apply a custom list over and over again in multiple lines or interfaces. The 
type of the method list may be authentication, authorization, or accounting.  

 The syntax for a method list is as follows:  

aaa type { default |  list-name} method-1 [ method-2 method-3 method-4]

 The commands for a method list, along with their descriptions, are shown in  Table   6-3   .  

   Table 6-3   Method List Options  

 Command Element   Description  

  type    Identifies the type of list being created. Relevant options are 
 authentication ,  authorization , or  accounting .  

  default    Specifies the default list of methods to be used based on the 
methods that follow this argument. If you use the keyword 
 default , a custom name is not used.  
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 Command Element   Description  

  list-name    Used to create a custom method list. This is the name of this list, 
and is used when this list is applied to a line, such as to vty lines 
0–4.  

  method    At least one method must be specified. To use the local user 
database, use the  local  keyword. A single list can contain up to 4 
methods, which are tried in order, from left to right.  

 In the case of an authentication method list, methods include the 
following:  

  enable:  The enable password is used for authentication. This might 
be an excellent choice as the last method in a method list. This 
way, if the previous methods are not available (such as the AAA 
server, which might be down or not configured), the router times 
out on the first methods and eventually prompts the user for the 
enable secret as a last resort.  

  krb5:  Kerberos 5 is used for authentication.  

  krb5-telnet:  Kerberos 5 Telnet authentication protocol is used 
when using Telnet to connect to the router.  

  line:  The line password (the one configured with the password 
command, on the individual line) is used for authentication.  

  local:  The local username database (running config) is used for 
authentication.  

  local-case:  Requires case-sensitive local username authentication.  

  none:  No authentication is used.  

  group radius:  A RADIUS server (or servers) is used for 
authentication.  

  group tacacs+:  A TACACS+ server (or servers) is used for 
authentication.  

  group   group-name  :  Uses either a subset of RADIUS or TACACS+ 
servers for authentication as defined by the  aaa group server 
radius  or  aaa group server tacacs+  command.  

  Role-Based Access Control  

 The concept of  role-based access control (RBAC)  is to create a set of permissions or 
limited access and assign that set of permissions to users or groups. Those permissions 
are used by individuals for their given roles, such as a role of administrator or a role of a 
help desk person and so on There are different ways to implement RBAC, including cre-
ating custom privilege levels and creating parser views (coming up later in this section). In 
either case, the custom level or view can be assigned the permissions needed for a specific 
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function or role, and then users can use  those custom privilege levels or parser views to 
carry out their job responsibilities on the network, without being given full access to all 
configuration options.  

  Custom Privilege Levels  

 When you first connect to a console port on the router, you are placed into user mode. 
User mode is really privilege level 1. This is represented by a prompt that ends with  > . 
When you move into privileged mode by typing the  enable  command, you are really 
moving into privilege level 15. A user at privilege level 15 has access and can issue all the 
commands that are attached to or associated with level 15 and below. Nearly all the con-
figuration commands, and the commands that get us into configuration mode, are associ-
ated by default with privilege level 15.  

 By creating custom privilege levels (somewhere between levels 2 and 14, inclusive), and 
assigning commands that are normally associated with privilege level 15 to this new level, 
you can give this subset of new commands to the individual who either logs in at this 
custom level or to the user who logs in with a user account that has been assigned to that 
level.   

  Limiting the Administrator by Assigning a View  

  Working with individual commands and assigning them to custom privilege levels is 
tedious at best, and it is for that reason that method is not used very often. So, what can 
be done if we need users to have a subset of commands available to them, but not all of 
them? In an earlier chapter, we looked at how  Cisco Configuration Professional (CCP)  
could restrict the visibility of the features in the navigation pane by using user profiles. 
This technique, however, did not protect the router against a user connecting with Telnet 
or SSH, and if that user had level 15  permissions, the router would once again be unpro-
tected at the CLI.  

 A solution to this is to use  parser views , also referred to as simply a  view . You can cre-
ate a view and associate it with a subset of commands. When the user logs in using this 
view, that same user is restricted to only being able to use the commands that are part of 
his current view. You can also associate multiple users with a single view.    

  Encrypted Management Protocols  

  It is not always practical to have console access to the Cisco devices you manage. There 
are several options for remote access via IP connectivity, and the most common is an 
application called Telnet. The problem with Telnet is that it uses plain text, and anyone 
who gets a copy of those packets can identify our usernames and passwords used for 
access and any other information that goes between administrator and the router being 
managed (over the management plane). One solution to this is to not use Telnet. If 
Telnet must be used, it should only be used out of  band, or placed within a VPN tunnel 
for privacy, or both.  
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 Secure Shell provides the same functionality as Telnet, in that it gives you a CLI to a 
router or switch; unlike Telnet, however, SSH encrypts all the packets used in the ses-
sion. So, with SSH, if a packet is captured and viewed by an unauthorized individual, it 
will not have any meaning because the contents of each packet are encrypted and the 
attacker or unauthorized person will not have the keys or means to decrypt the informa-
tion. The encryption provides the feature of confidentiality.  

 With security, bigger really is better. With SSH, Version 2 is bigger and better than 
Version 1. Either version, however, is better than the unencrypted Telnet protocol. 
When you type in  ip ssh version 2 , (to enable version 2), the device may respond with 
a Version “1.99” is active. This is a function of a server that runs 2.0 but also supports 
backward compatibility with older versions. For more information, see RFC4253, sec-
tion 5.1. You should use SSH rather than Telnet whenever possible.  

 For GUI management tools such as CCP, use HTTPS rather than HTTP because it 
encrypts the session which provides confidentiality for the packets in that session.   

  Using Logging Files  

  I still recall an incident on a customer site when a database server had a failed disk and 
was running on its backup. It was like that for weeks until they noticed a log message. If 
a second failure had occurred, the results would have been catastrophic. Administrators 
 should , on a regular basis, analyze logs, especially from their routers, in addition to logs 
from other network devices. Logging information can provide insight into the nature 
of an attack. Log information can be used for troubleshooting purposes. Viewing logs 
from multiple devices can provide event correlation information (that is, the relation-
ship  between events occurring on different systems). For proper correlation of events, 
accurate time stamps on those events are important. Accurate time can be implemented 
through  Network Time Protocol (NTP) .  

 Cisco IOS devices can send log output to a variety of destinations, including the following:  

     Console:      A router’s console port can send log messages to an attached terminal 
(such as your connected computer, running a terminal emulation program).   

    vty lines:      Virtual tty (vty) connections (used by SSH and Telnet connections) can 
also receive log information at a remote terminal (such as an SSH or Telnet client). 
However, the  terminal monitor  command should be issued to cause log messages to 
be seen by the user on that vty line.   

    Buffer:      When log messages are sent to a console or a vty line, those messages are not 
later available for detailed analysis. However, log messages can be stored in router 
memory. This “buffer” area can store messages up to the configured memory size, 
and then the messages are rotated out, with the first in being the first to be removed. 
When the router is rebooted, these messages in the buffer memory are lost.   

    SNMP server:      When configured as an SNMP device, a router or switch can gener-
ate log messages, in the form of SNMP traps and send them to an SNMP manager 
(server).   
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    Syslog server:      A popular choice for storing log information is a syslog server, 
which is easily configured and can store a large volume of logs. Syslog messages can 
be directed to one or more syslog servers from the router or switch.    

 A syslog logging solution consists of two primary components: syslog servers and syslog 
clients. A syslog server receives and stores log messages sent from syslog clients such as 
routers and switches.  

 Not all syslog messages are created equal. Specifically, they have different levels of 
severity.  Table   6-4    lists the eight levels of syslog messages. The higher the syslog level, 
the more detailed the logs. Keep in mind that more-detailed logs require a bit more stor-
age space, and also consider that syslog messages are transmitted in clear text. Also con-
sider that the higher levels of syslog logging consume higher amounts of CPU processing 
time. For this reason, take care when logging to the console at the debugging level.  

  Table 6-4   Syslog Severity Levels  

 Level   Name   Description  

 0   Emergencies   System is unusable.  

 1   Alerts   Immediate action needed.  

 2   Critical   Critical conditions.  

 3   Errors   Error conditions.  

 4   Warnings   Warning conditions.  

 5   Notifications   Normal, but significant conditions.  

 6   Informational   Informational messages.  

 7   Debugging   Highly detailed information based on current 
debugging that is turned on.  

 The syslog log entries contain time stamps, which are helpful in understanding how one 
log message relates to another. The log entries include severity level information in addi-
tion to the text of the syslog messages. Having synchronized time on the routers, and 
including time stamps in the syslog messages, makes correlation of the syslog messages 
from multiple devices more meaningful.   

  Understanding NTP  

  Network Time Protocol (NTP)  uses UDP port 123, and it allows network devices to syn-
chronize their time. Ideally, they would synchronize their time to a trusted time server. 
You can configure a Cisco router to act as a trusted NTP server for the local network, 
and in the same way, that trusted NTP server could turn around and be an NTP client to 
a trusted NTP server either on the Internet or reachable via network connectivity. NTP 
Version 3 supports cryptographic authentication between NTP devices, and for this rea-
son its use is preferable over any earlier versions.  
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 One benefit of having reliable synchronized time is that log files and messages generated 
by the router can be correlated. In fact, if we had 20 routers, and they were all reporting 
various messages and all had the same synchronized time, we could very easily correlate 
the events across all 20 routers if we looked at those messages on a common server. A 
common server that is often used is a syslog server.   

  Protecting Cisco IOS Files  

 Similar to the computers that we use every day, a router also uses an operating system. 
The Cisco operating system on the router is called  IOS . When a router first boots, it 
performs a power-on self-test, and then looks for an image of IOS on the flash. After 
loading the IOS into RAM, the router then looks for its startup configuration. If for 
whatever reason an IOS image or the startup configuration cannot be found or loaded 
properly, the router will effectively be nonfunctional as far as the network is concerned.  

 To help protect a router from accidental or malicious tampering of the IOS or startup 
configuration, Cisco offers a resilient configuration feature. This feature maintains a 
secure working copy of the router IOS image and the startup configuration files at all 
times. Once enabled, the administrator cannot disable the features remotely (but can if 
connected directly on the console). The secure files are referred to as a  secure bootset .    

  Implement Security Measures to Protect the Manage-

ment Plane  

 The first section of this chapter covered some best practices to protect the management 
plane. With that in mind, you can now leverage what you have learned and look at some 
practical examples of implementing those best practices. It requires both the understand-
ing and implementation of these best practices to secure your networks.  

  Implementing Strong Passwords  

 The privileged EXEC secret (the one used to move from user mode to privileged mode) 
should not match any other password that is used on the system. Many of the other 
passwords are stored in plain text (such as passwords on the vty lines). If an attacker dis-
covers these other passwords, he might try to use them to get into privileged mode, and 
that is why the enable secret should be unique. Service password encryption scrambles 
any plaintext passwords as they are stored in the configuration. This is useful for pre-
venting someone who is looking over your shoulder from reading  a plaintext password 
that is displayed in the configuration on the screen. Any new plaintext passwords are 
also scrambled as they are stored in the router’s configuration.  

  Example   6-1    shows the use of strong passwords.  
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  Example 6-1   Using Strong Passwords  

! Use the "secret" keyword instead of the "password" for users

! This will create a secured password in the configuration by default

! The secret is hashed using the MD5 algorithm as it is stored in the 

! configuration

R1(config)# username admin secret CeyeSc01$24

! At a minimum, require a login and password for access to the console port

! Passwords on lines, including the console, are stored as plain text, by 

! default, in the configuration

R1(config)# line console 0

R1(config-line)# password k4(1fmMsS1#

R1(config-line)# login

R1(config-line)# exit

! At a minimum, require a login and password for access to the VTY lines which

! is where remote users connect when using  Telnet

! Passwords on lines, including the vty lines, are stored as plain text, by 

! default, in the configuration

R1(config)# line vty 0 4

R1(config-line)# password 8wT1*eGP5@

R1(config-line)# login

! At a minimum, require a login and password for access to the AUX line

! and disable the EXEC shell if it will not be used

R1(config-line)# line aux 0

R1(config-line)# no exec

R1(config-line)# password 1wT1@ecP27

R1(config-line)# login

R1(config-line)# exit

! Before doing anything else, look at the information entered.

R1(config)# do show run | include username

username admin secret 5 $1$XJdX$9hqvG53z3lesP5BLOqggO.

R1(config)#

R1(config)# do show run | include password

no service password-encryption

 password k4(1fmMsS1#

 password 8wT1*eGP5@

 password 1wT1@ecP27

R1(config)#
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! Notice that we can not determine the admin user's  password, since

! it is automatically hashed using the MD5 algorithm because of using

! the secret command, however, we can still see all the other plain text 

! passwords.

! Encrypt the plain text passwords so that someone reading the configuration

! won't know what the passwords are by simply looking at the configuration.

R1(config)# service password-encryption

! Verify that the plain text passwords configured are now scrambled due to the

! command "service password-encryption"

R1(config)# do show run | begin line

line con 0

 password 7 04505F4E5E2741631A2A5454

 login

line aux 0

 no exec

 login

 password 7 075E36781F291C0627405C

line vty 0 4

 password 7 065E18151D040C3E354232

 login

!

end

  User Authentication with AAA  

   Example   6-2    shows the use of method lists, both named and default.  

  Example 6-2   Enabling AAA Services and Working with Method Lists  

! Enable aaa features, if not already present in the running configuration

R1(config)# aaa new-model

! Identify a AAA server to be used, and the password it is expecting with

! requests from this router. This server would need to be reachable and

! configured as a TACACS+ server to support R1's requests

R1(config)# tacacs-server host 50.50.4.101

R1(config)# tacacs-server key ToUgHPaSsW0rD-1#7

! configure the default method list for the authentication of character 

! mode login (where the user will have access to the CLI) 

! This default method list, created below has two methods listed "local" 

! and "enable"
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! This list is specifying that the local database (running-config) will

!  be  used first to look for the username.  If the username isn't in the

! running-config, then it will go to the second method in the list.

! The second method of "enable" says that if the user account isn't found

! in the running config, then to use the enable secret to login.

! This default list will apply to all SSH, Telnet, VTY, AUX and Console 

! sessions unless there is another (different) custom method list that is 

! created and directly applied to one of those lines.

R1(config)# aaa authentication login default local enable

! The next authentication method list is a custom authentication

! method list  named MY-LIST-1.This method list says that the first attempt

! to verify the user's name and password should be done through one of the 

! tacacs servers (we have only configured one so far), and then if that server

! doesn't respond, use the local database (running-config), and if the

! username isn't in the running configuration to then use the enable secret

! for access to the device.  Note: this method list is not used until 

! applied to a line elsewhere in the configuration.

R1(config)# aaa authentication login MY-LIST-1 group tacacs local enable

! These next method lists are authorization method lists.

! We could create a  default one as well, using the key

! word "default" instead of a name.    These custom method lists for

! authorization won't be used until we apply them

! elsewhere in the configuration, such as on a VTY line.

! The first method list called TAC1 is an authorization

! method list for all commands at user mode (called privilege level 1).

! The second method list called TAC15 is an

! authorization method list for commands at level 15 (privileged exec mode).

! If these method lists are applied to a line, such as the

! console or VTY lines, then before any commands

! are executed at user  or privileged mode, the router will check

! with an ACS server that is one of the "tacacs+" servers, to see if the user 

! is authorized to execute the command.    If a tacacs+ server isn't 

! reachable, then the router will use its own database of users (the local 

! database) to determine if the user trying to issue the command

! is at a high enough privilege level to execute the command.

R1(config)# aaa authorization commands 1 TAC1 group tacacs+ local

R1(config)# aaa authorization commands 15 TAC15 group tacacs+ local
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! The next 2 method lists are accounting method lists that will record the 

! commands issued  at level 1 and 15 if the lists are applied to a line, and 

! if an administrator connects to this device via that line.

! Accounting method lists can have multiple methods, but can't log to the 

! local router.

R1(config)# aaa accounting commands 1 TAC-act1 start-stop group tacacs+

R1(config)# aaa accounting commands 15 TAC-act15 start-stop group tacacs+

! Creating a user with level 15 access on the local router is a good idea,

! in the event the ACS server can't be

! reached, and a backup method has been specified as the local database.

R1(config)# username admin privilege 15 secret 4Je7*1swEsf

! Applying the named method lists  is what puts them in motion.

! By applying the method lists to the VTY lines

! any users connecting to these lines will be authenticated by the

! methods specified by the lists that are applied

! and also accounting will occur, based on the lists that are applied.

R1(config)# line vty 0 4

R1(config-line)# login authentication MY-LIST-1

R1(config-line)# authorization commands 1 TAC1

R1(config-line)# authorization commands 15 TAC15

R1(config-line)# accounting commands 1 TAC-act1

R1(config-line)# accounting commands 15 TAC-act15

! Note: on the console and AUX ports, the default list will be applied,

! due to no custom method list being applied

! directly to the console or AUX ports. 

 Using  debug  as a tool to verify what you think is happening is a good idea. In  Example 
  6-3   , we review and apply AAA and perform a  debug  verification.  

  Example 6-3   Another Example of Creating and Applying a Custom Method List to vty 
Lines  

! Creating the method list, which has 3 methods.  First the local database 

! (if the username exists in the configuration, and if not

! then the enable secret (if configured),  and if not then no 

! authentication required

! (none)

R2(config)# aaa authentication login MY-AUTHEN-LIST-1 local enable none

! Applying the method list to the VTY lines 0-4

R2(config)# line vty 0 4

R2(config-line)# login authentication MY-AUTHEN-LIST-1

R2(config-line)# exit
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! Creating a local username in the local database (running-config)

R2(config)# username bob secret ciscobob

! Setting the password required to move from user mode to privileged mode

R2(config)# enable secret ciscoenable

R2(config)# interface loopback 0

! Applying an IP address to test a local  telnet to this same local router

! Not needed if the device has another local IP address that is in use

R2(config-if)# ip address 2.2.2.2 255.255.255.0

R2(config-if)# exit

! Enable logging so we can see results of the upcoming debug

R2(config)# logging buffered 7

R2(config)# end

! Enabling debug of aaa authentication, so we can see what the router is

! thinking regarding aaa authentication

R2# debug aaa authentication

AAA Authentication debugging is on

R2# clear log

Clear logging buffer [confirm]

! Telnet to our own address

R2# telnet 2.2.2.2

Trying 2.2.2.2 ... Open

User Access Verification

Username: bob

AAA/BIND(00000063): Bind i/f

AAA/AUTHEN/LOGIN (00000063): Pick method list 'MY-AUTHEN-LIST-1'

Password: [ ciscobob] password not shown when typing it in

R2>

!  We can see  that bob is connected via line vty 0, and that from the debug 

!  the correct authentication list was used.

R2>who

    Line       User       Host(s)              Idle       Location

   0 con 0                2.2.2.2              00:00:00

*  2 vty 0     bob        idle                 00:00:00 2.2.2.2

R2> exit
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! If we exit back out, and remove all the users in the local database,

! (including bob) then the same login authentication will fail on the first 

! method of the "local" database (no users there), and will go to the second

! method in the list, which is "enable", meaning use the enable secret if 

! configured.

! As soon as I supply a username, the router  discovers that there are no 

! usernames

! configured in running configuration (at least none that match the user 

! who is trying to

! login), and fails on the first method "local" in the list

! It then tries the next method of just caring about the enable secret.

R2# telnet 2.2.2.2

Trying 2.2.2.2 ... Open

User Access Verification

AAA/BIND(00000067): Bind i/f

AAA/AUTHEN/LOGIN (00000067): Pick method list 'MY-AUTHEN-LIST-1'

! Note: bertha in not a configured user in the local database on the router

Username: bertha

Password: [ciscoenable} not shown while typing.  This is the enable secret 
we set.

AAA/AUTHEN/ENABLE(00000067): Processing request action LOGIN

AAA/AUTHEN/ENABLE(00000067): Done status GET_PASSWORD

R2>

AAA/AUTHEN/ENABLE(00000067): Processing request action LOGIN

AAA/AUTHEN/ENABLE(00000067): Done status  PASS

R2> exit

! One more method exists in the method list we applied to the VTY lines.   

! If the local fails, and the enable secret fails (because neither of these 

! is configured on the router, then the third method in the method list 

! 'MY-AUTHEN-LIST-1' will be tried. The third method we specified is none, 

! meaning no authentication required, come right in.  After removing the 

! enable secret, we try once more.

R2# telnet 2.2.2.2

Trying 2.2.2.2 ... Open

User Access Verification
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AAA/BIND(00000068): Bind i/f

AAA/AUTHEN/LOGIN (00000068): Pick method list 'MY-AUTHEN-LIST-1'

Username: doesn't matter

R2>

AAA/AUTHEN/ENABLE(00000068): Processing request action LOGIN

AAA/AUTHEN/ENABLE(00000068): Done status FAIL - secret not configured

R2>

! No password was required.    All three methods of the method list were 

! tried.

! The first two methods failed, and the third of "none" was accepted. 

  Using the CLI to Troubleshoot AAA for Cisco Routers  

  One tool you can use when troubleshooting AAA on Cisco routers is the  debug  com-
mand. You may use three separate  debug  commands to troubleshoot the various aspects 
of AAA:  

     debug aaa authentication:      Use this command to display debugging messages for 
the authentication functions of AAA.   

    debug aaa authorization:      Use this command to display debugging messages for 
the authorization functions of AAA.   

    debug aaa accounting:      Use this command to display debugging messages for the 
accounting functions of AAA.    

 Each of these commands is executed from privileged EXEC mode. To disable debug-
ging for any of these functions, use the  no  form of the command, such as  no debug aaa 

authentication .  

  Example   6-4    shows an example of debugging login authentication, EXEC authorization, 
and commands at level 15 authorization. As shown in the example, you can use  debug  
not only for verification, as in the preceding example, but also as a troubleshooting 
method.  

   Example 6-4   Using  debug  Commands  

! R4 will have a loopback, so we can telnet to ourselves to test

R4(config-if)# ip address 4.4.4.4 255.255.255.0

R4(config-if)# exit

! Local user in the database has a privilege level of 15

R4(config)# username admin privilege 15 secret cisco
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! This method list, if applied to a line, will specify local authentication

R4(config)# aaa authentication login AUTHEN_Loc local

! This next method list, if applied to a line, will require authorization

! before giving the administrator an exec shell.   If the user has a valid 

! account in the running configuration, the exec shell will be created for 

! the authenticated

! user, and it will place the user in  their privilege level automatically

R4(config)# aaa authorization exec AUTHOR_Exec_Loc local

! This method list, if applied to a line, will require authorization for 

! each and every level 15 command issued.   Because the user is at

! privilege level 15 the router will say "yes" to any level 15 commands 

! that may be issued by the user

R4(config)# aaa authorization commands 15 AUTHOR_Com_15 local

! Next we will apply the 3 custom method lists to vty lines 0-4, so that 
! when anyone connects via these vty lines, they will be subject to the 
! login authentication, the exec authorization, and the level 15 command 
! authorizations for the  duration of their session.

R4(config)# line vty 0 4

R4(config-line)# login authentication AUTHEN_Loc

R4(config-line)# authorization exec AUTHOR_Exec_Loc

R4(config-line)# authorization commands 15 AUTHOR_Com_15

R4(config-line)# exit

R4(config)#

R4(config)# do debug aaa authentication

AAA Authentication debugging is on

R4(config)# do debug aaa authorization

AAA Authorization debugging is on

R4(config)# exit

! Now test to see it all in action.

R4# telnet 4.4.4.4

Trying 4.4.4.4 ... Open

User Access Verification

Username: admin

Password: [ cisco] password not displayed when entering

! It  picked the login authentication list we specified

AAA/BIND(00000071): Bind i/f

AAA/AUTHEN/LOGIN (00000071): Pick method list 'AUTHEN_Loc'
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! It picked the authorization list we specified for the exec shell

R4#

AAA/AUTHOR (0x71): Pick method list 'AUTHOR_Exec_Loc'

AAA/AUTHOR/EXEC(00000071): processing AV cmd=

AAA/AUTHOR/EXEC(00000071): processing AV priv-lvl=15

AAA/AUTHOR/EXEC(00000071): Authorization successful

! It picked the  command level 15 authorization list, when we issued the 

! configure terminal command, which is a level 15 command.

R4# config t

Enter configuration commands, one per line.  End with CNTL/Z.

R4(config)#

AAA/AUTHOR: auth_need : user= 'admin' ruser= 'R4' rem_addr= '4.4.4.4' priv= 
15 list=

'AUTHOR_Com_15' AUTHOR-TYPE= 'command'

AAA: parse name=tty2 idb type=-1 tty=-1

AAA: name=tty2 flags=0x11 type=5 shelf=0 slot=0 adapter=0 port=2 channel=0

AAA/MEMORY: create_user (0x6A761F34) user='admin' ruser='R4' ds0=0 
port='tty2'

rem_addr='4.4.4.4' authen_type=ASCII service=NONE priv=15 initial_task_
id='0',

vrf= (id=0)

tty2 AAA/AUTHOR/CMD(1643140100): Port='tty2' list='AUTHOR_Com_15' 
service=CMD

AAA/AUTHOR/CMD: tty2(1643140100) user='admin'

tty2 AAA/AUTHOR/CMD(1643140100): send AV service=shell

tty2 AAA/AUTHOR/CMD(1643140100): send AV cmd=configure

tty2 AAA/AUTHOR/CMD(1643140100): send AV cmd-arg=terminal

tty2 AAA/AUTHOR/CMD(1643140100): send AV cmd-arg=<cr>

tty2 AAA/AUTHOR/CMD(1643140100): found list "AUTHOR_Com_15"

tty2 AAA/AUTHOR/CMD(1643140100): Method=LOCAL

AAA/AUTHOR (1643140100): Post authorization status  = PASS_ADD

AAA/MEMORY: free_user (0x6A761F34) user='admin' ruser='R4' port='tty2'

rem_addr='4.4.4.4' authen_type=ASCII service=NONE priv=15 vrf= (id=0)

R4(config)#

! It made a big splash, with lots of debug output, but when you boil it all 

! down it means the user was authorized to issue the configure terminal 

! command. 

 There is also a  test aaa  command that is very useful when verifying connectivity with a 
remote ACS server.  

 This section walked you through the details of AAA using the command line with very 
exact examples because you need to understand how it works. Now that you have taken 
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a look at how it works, you should know that you can also use CCP as a GUI to imple-
ment the AAA.  

 Let’s take a moment to review where you can find the AAA elements inside CCP. In the 
configuration section, using the navigation pane on the left, go to  Configure > Router > 

AAA > AAA Summary . You will see there an overview of what authentication policies 
have been created on a router and any authorization or accounting policies, as shown in 
 Figure   6-1   .  

 

 Figure 6-1   Using CPP to View AAA Policies         

 If you wanted to add, edit, or modify your authentication policies, you just navigate to 
 Configure > Router > AAA > Authentication Policies > Login , as shown in  Figure   6-2   .  
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 Figure 6-2   Using CCP to See Method Lists for Login         

 If you want to see which method lists were applied to your vty lines, just navigate to 
 Configure > Router > Router Access > VTY , as shown in  Figure   6-3   .  

 

 Figure 6-3   Using CCP to See Which Methods Have Been Applied to the vty Lines         
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 From here, you can also modify which AAA policies are applied to vty lines by clicking 
 Edit , which prompts the opening of an Edit VTY Lines dialog, as shown in  Figure   6-4   .  

 

 Figure 6-4   Using CPP to Edit vty Line Properties, Including AAA Method Lists Applied          

  RBAC Privilege Level/Parser View  

 You may implement RBAC through AAA, with the rules configured on an ACS server, 
but you may implement it in other ways, too, including creating custom privilege levels 
and having users enter those custom levels where they have a limited set of permissions, 
or creating a  parser view  (also sometimes simply called a  view ), which also limits what 
the user can see or do on the Cisco device. Each options can be tied directly to a user-
name, so that once users authenticate they may be placed at the custom privilege level, 
or in the view that is assigned to them.  

 Let’s implement a custom privilege level first, as shown in  Example   6-5   . The example 
includes explanations throughout.  

   Example 6-5   Creating and Assigning Commands to a Custom Privilege Level  

! By default,  we use privilege level 1 (called user mode), and privilege

! level 15 (called privileged mode).   By creating custom levels, (between 

! 1-15) and assigning commands to those levels, we are creating custom 

! privilege levels

! A user connected at level 8, would have any of the new commands

! associated with level 8, as well as any commands that have been custom 

! assigned or defaulted to levels 8 and below.    A user at level 15 has 

! access to all commands at level 15 and below.
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! This configuration assigns the command "configure terminal" to privilege 

! level 8

R2(config)# privilege exec level 8  configure terminal

! This configuration command assigns the password for privilege level 8

! the keyword "password" could be used instead of secret, but is less secure

! as the "password" doesn't use the MD5 hash to protect the password

! The "0" before the password, implies that we are inputting a non-hashed

! (to begin with) password.  The system will hash this for us, because we 

! used the enable "secret" keyword.

R2(config)# enable secret level 8 0 NewPa5s123&

R2(config)# end

R2#

%SYS-5-CONFIG_I: Configured from console by console

! To enter this level, use the enable command, followed by the level you want

! to enter.   If no level is specified,  the default level is 15

R2# disable

! Validate that user mode is really privilege level 1

R2> show privilege

Current privilege level is 1

! Context sensitive help shows that we can enter a level number after the 

! word enable

R2> enable ?

  <0-15>  Enable level

  view    Set into the existing view

  <cr>

R2> enable 8

Password: [ NewPa5s123&] ! note: password doesn't show when typing it in

R2# show privilege

Current privilege level is 8

! We can go into configuration mode, because "configure terminal" is at our 

! level

R2# configure terminal

Enter configuration commands, one per line.  End with CNTL/Z.

! Notice we don't have further ability to configure the router, because 

! level 8 doesn't include the interface configuration or other router

! configuration commands.

R2(config)# ?

Configure commands:

  beep     Configure BEEP (Blocks Extensible Exchange Protocol)

  call     Configure Call parameters

  default  Set a command to its defaults
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  end      Exit from configure mode

  exit     Exit from configure mode

  help     Description of the interactive help system

  netconf  Configure NETCONF

  no       Negate a command or set its defaults

  oer      Optimized Exit Routing configuration submodes

  sasl     Configure SASL

  wsma     Configure Web Services Management Agents 

 If we are requiring login authentication, we can associate a privilege level with a given 
user account, and then when users authenticate with their username and password they 
will automatically be placed into their appropriate privilege level.  Example   6-6    shows an 
example of this.  

  Example 6-6   Creating a Local User and Associating That User with Privilege Level 8 
and Assigning Login Requirements on the vty Lines  

! Create the user account in the local database (running-config) and

! associate that user with the privilege level you want that user to use.

R2(config)# username Bob privilege 8 secret Cisco123

R2(config)# line vty 0 4

! "login local" will require a username and password for access if the "aaa 

! new-model" command is not present.   If we have set the aaa new-model, 

! then we would also want to create a default or named method list that 

! specifies we want to use the local database for authentication.

R2(config-line)# login local

! Note:  Once bob logs in, he would have access to privilege level 8 and 

! below, (including all the normal show commands at level 1) 

  Implementing Parser Views  

  To restrict users without having to create custom privilege levels, you can use a  parser 

 view  , also referred to as simply a  view . A view can be created with a subset of privilege 
level 15 commands, and when the user logs in using this view, that same user is restricted 
to only being able to use the commands that are part of his current view.  

 To create a view, an enable secret password must first be configured on the router. AAA 
must also be enabled on the router ( aaa new-model  command).  

  Example   6-7    shows the creation of a view.  
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   Example 6-7   Creating and Working with Parser Views  

! Set the enable secret, and enable aaa new-model (unless already in 
! place)

R2(config)# enable secret aBc!2#&iU

R2(config)# aaa new-model

R2(config)# end

! Begin the view creation process by entering the "default" view, using the

! enable secret

R2# enable view

Password: [ aBc!2#&iU] note password not shown when typed

R2#

%PARSER-6-VIEW_SWITCH: successfully set to view 'root'.

R2# configure terminal

! As the administrator in the root view, create a new custom view

R2(config)# parser view New_VIEW

%PARSER-6-VIEW_CREATED: view 'New_VIEW' successfully created.

! Set the password required to enter this new view

R2(config-view)# secret New_VIEW_PW

! Specify which commands you want to include as part of this view.

! commands "exec" refer to commands issued from the command  prompt

! commands "configure" refer to commands issued from privileged mode

R2(config-view)# commands exec include ping

R2(config-view)# commands exec include all show

R2(config-view)# commands exec include configure

! This next line adds the ability to configure "access-lists" but nothing 
! else

R2(config-view)# commands configure include access-list

R2(config-view)# exit

R2(config)# exit

! Test the view, by going to user mode, and then back in using the new view

R2# disable

R2>enable view New_VIEW

Password: [ New_VIEW_PW] Password not shown when typed in

! Console message tells us that we are using the view

%PARSER-6-VIEW_SWITCH: successfully set to view 'New_VIEW'.
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! This command reports what view we are currently using

R2# show parser view

Current view is 'New_VIEW'

! We can verify  that the commands assigned to the view work

! Note: we only assigned configure, not configure terminal so we have to

! use the configure command, and then tell the router we are configuring 

! from the terminal.   We could have assigned the view "configure terminal" 

! to avoid this

R2# configure terminal

Enter configuration commands, one per line.  End with CNTL/Z.

! Notice that the only configuration options we have are for access-list, 

! per the view

R2(config)# ?

Configure commands:

  access-list  Add an access list entry

  do           To run exec commands in config mode

  exit         Exit from configure mode 

 We could also assign this view to a user account, so that when users log in with their 
username and password, they are automatically placed into their view, as shown in 
 Example   6-8   .  

  Example 6-8   Associating a User Account with a Parser View  

R2(config)# username Lois view New_VIEW secret cisco123

  Note     This creation of a username and assigning that user to a view needs to be done by 
someone who is at privilege level 15.    

  SSH and HTTPS  

 Because Telnet sends all of its packets as plain text, it is not secure. SSH allows remote 
management of a Cisco router or switch, but unlike Telnet, SSH encrypts the contents of 
the packets to protect it from being interpreted if they fall into the wrong hands.  

 To enable SSH on a router or switch, the following items need to be in place:  

     Hostname other than the default name of “router”   

    Domain name   

    Generating a public/private key pair, used behind the scenes by SSH   

    Requiring user login via the vty lines, instead of just a password. Local authentica-
tion or authentication using an ACS server are both options.   
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    Having at least one user account to log in with, either locally on the router, or on an 
ACS server    

  Example   6-9    shows how to implement these components, along with annotations and 
examples of what happens when the required parts are not in place. If you have a non-
production router or switch handy, you might want to follow along.  

   Example 6-9   Preparing for SSH  

! To create the Public/Private key pair used by SSH, we would issue the 

! following command.   Part of the key pair, will be the hostname and the 

! domain name.

! If these are not configured first, the crypto key generate command will 

! tell you as shown in the next few lines.

Router(config)# crypto key generate rsa

% Please define a hostname other than Router.

Router(config)# hostname R1

R1(config)# crypto key generate rsa

% Please define a domain-name first.

R1(config)# ip domain-name cisco.com

! Now with the host and domain name set, we can generate the key pair

R1(config)# crypto key generate rsa

The name for the keys will be: R1.cisco.com

Choose the size of the key modulus in the range of 360 to 2048 for your

  General Purpose Keys. Choosing a key modulus greater than 512 may take

  a few minutes.

! Bigger is better with cryptography, and we get to choose the size for the 

! modulus

! The default is 512 on many systems, but you would want to choose 1024 or 

! more to improve security.   SSH has several flavors, with version 2 being 

! more secure than version 1.   To use version 2, you would need at least a 

! 1024 size for the key pair

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

R1(config)#

%SSH-5-ENABLED: SSH 1.99 has been enabled

! Note the "1.99" is based on the specifications for SSH from RFC 4253 

! which indicate that an SSH server may identify its version as 1.99 to 

! identify that it is compatible with current and older versions of SSH.

! Create a user in the local database

R1(config)# username Keith secret Ci#kRk*ks
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! Configure the vty lines to require user authentication

R1(config)# line vty 0 4

R1(config-line)# login local

! Alternatively, we could do the following for the requirement of user 

! authentication

! This creates a method list which points to the local database,  and then

! applies that list to the VTY lines

R1(config)# aaa new-model

R1(config)# aaa authentication login Keith-List-1 local

R1(config)# line vty 0 4

R1(config-line)# login authentication Keith-List-1

! To test this we could SSH to ourselves from the local machine, or from 

! another router that has IP connectivity to this router.

R1# ssh ?

  -c    Select encryption algorithm

  -l    Log in using this user name

  -m    Select HMAC algorithm

  -o    Specify options

  -p    Connect to this port

  -v    Specify SSH Protocol Version

  -vrf  Specify vrf name

  WORD  IP address or hostname of a remote system

! Note: one of our local IP addresses is 10.1.0.1

R1# ssh -l  Keith 10.1.0.1

Password: <password for Keith goes here>

R1>

! to verify the current SSH session(s)

R1>show ssh

Connection Version Mode Encryption  Hmac       State            Username

0          2.0     IN   aes128-cbc  hmac-sha1  Session started  Keith

0          2.0     OUT  aes128-cbc  hmac-sha1  Session started  Keith

%No SSHv1 server connections running.

R1>
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 Perhaps you want to manage a router via HTTPS. If so, you can use CCP or a similar tool 
and implement HTTPS functionality, as shown in  Example   6-10   .  

  Example 6-10   Preparing for HTTPS  

! Enable the SSL service on the local router.   If it needs to generate 

! keys for this feature, it will do so on its own in the background.

R1(config)# ip http secure-server

! Specify how you want users who connect via HTTPS to be authenticated

R1(config)# ip http authentication ?

  aaa     Use AAA access control methods

  enable  Use enable passwords

  local   Use local username and passwords

R1(config)# ip http authentication local

! If you are using the local database, make sure you have at least one user

! configured in the running-config so that you can login.  To test, open

! a browser to HTTPS://a.b.c.d where a.b.c.d  is the IP address on the 

! router. 

  Implementing Logging Features  

 Logging is important as a tool for discovering events that are happening in the network 
and for troubleshooting. Correctly configuring logging so that you can collect and corre-
late events across multiple network devices is a critical component for a secure network.  

  Configuring Syslog Support  

  Example   6-11    shows a typical syslog message and how to control what information is 
included with the message.  

  Example 6-11   Using Service Time Stamps with Syslog Events  

R4(config)# interface fa0/0

R4(config-if)# shut

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to administra-
tively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed 
state to down

R4(config-if)#

! If we add timestamps to the syslog messages, those timestamps can assist it

! correlating events that occurred on multiple devices
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R4(config)# service timestamps log datetime

R4(config)# int fa0/0

R4(config-if)# no shutdown

! These syslog messages have the date of the event, the event (just after 

! the %) a description, and also the level of the event.  The first is 3, 

! the second is 5 in the example shown

*Nov 22 12:08:13: %LINK-3-UPDOWN: Interface FastEthernet0/0, changed state 
 to up

*Nov 22 12:08:14: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
 FastEthernet0/0, changed state to up 

 To configure logging, you just tell CCP what the IP address of your syslog server is and 
which level of logging you want to do to that IP address. As a reminder, level 7, also 
known as debug level, sends all syslog alerts at level 7 and lower. To configure logging, 
navigate to  Configure > Router > Logging , as shown in  Figure   6-5   .  

 

 Figure 6-5   Viewing the Logging Configuration         

 To modify any of the logging settings, click the  Edit  button, as shown in  Figure   6-6   .  
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 Figure 6-6   Using CCP to Edit the Logging Settings         

 In  Figure   6-6   , we have configured level 7 logging (debugging level) to a syslog server at 
the IP address of 10.1.0.25, and we have specified that the logging level to the buffer on 
the router is level 6 (informational level). The memory buffer to hold syslog messages 
is 8192 bytes. Beyond the 8192 bytes worth of messages in memory, any new messages 
will replace the oldest messages in a  first in, first out (FIFO)  manner. An example of a 
syslog server is syslog software running on a PC or dedicated server in your network.  

 The CCP (for the preceding scenario) creates the equivalent output at the CLI, as shown 
in  Example   6-12   .  

  Example 6-12   CLI Equivalent Generated by CCP  

logging 10.1.0.25

logging trap debugging

logging buffered 8192 informational 

  Figure   6-7    shows the syslog output from the router being collected on the syslog server 
computer.  
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 Figure 6-7   Sample Output Viewed on a Syslog Server           

  SNMP Features  

  Simple Network Management Protocol (SNMP)  has become a de facto standard for 
network management protocols. The intent of SNMP is to manage network nodes, such 
as network servers, routers, switches, and so on. SNMP versions range from version 1 to 
3, with some intermediate steps in between. The later the version, the more security fea-
tures it has.  Table   6-5    describes some of the components of SNMP.  

   Table 6-5   Components of SNMPv1 and SNMPv2c Network Management Solutions  

 Component   Description  

 SNMP manager   An SNMP manager runs a network management application. This 
SNMP manager is sometimes called a  Network Management Server 
(NMS) .  

 SNMP agent   An SNMP agent is a piece of software that runs on a managed device 
(such as a server, router, or switch).  

 Management 
Information Base  

 Information about a managed device’s resources and activity is 
defined by a series of  objects . The structure of these management 
objects is defined by a managed device’s  Management Information 
Base (MIB) . This can be thought of as a collection of unique numbers 
associated with each of the individual components of a router.  

 An SNMP manager can send information to, receive request information from, or 
receive unsolicited information (called a trap) from a managed device (a router). The 
managed device runs an SNMP agent and contains the MIB.  
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 Even though multiple SNMP messages might be sent between an SNMP manager and a 
managed device, consider the three broad categories of SNMP message types:  

     GET:      An SNMP GET message is used to retrieve information from a managed 
device.   

    SET:      An SNMP SET message is used to set a variable in a managed device or to trig-
ger an action on a managed device.   

    Trap:      An SNMP trap message is an unsolicited message sent from a managed device 
to an SNMP manager. It can be used to notify the SNMP manager about a signifi-
cant event that occurred on the managed device.    

 Unfortunately, the ability to get information from or send configuration information 
to a managed device poses a potential security vulnerability. Specifically, if an attacker 
introduces a rogue NMS into the network, the attacker’s NMS might be able to gather 
information about network resources by polling the MIBs of managed devices. In addi-
tion, the attacker might launch an attack against the network by manipulating the con-
figuration of managed devices by sending a series of SNMP SET messages.  

 Although SNMP does offer some security against such an attack, the security integrated 
with SNMPv1 and SNMPv2c is considered weak. Specifically, SNMPv1 and SNMPv2c 
use  community strings  to gain read-only access/read-write access to a managed device. 
You can think of a community string much like a password. Also, be aware that multiple 
SNMP-compliant devices on the market today have a default read-only community 
string of “public” and a default read-write community string of “private.”  

 The security weaknesses of SNMPv1 and SNMPv2c are addressed in SNMPv3. SNMPv3 
uses the concept of a security model and a security level:  

     Security model:      A security model defines an approach for user and group authen-
tications.   

    Security level:      A security level defines the type of security algorithm performed 
on SNMP packets. Three security levels are discussed here:  

     noAuthNoPriv:    The noAuthNoPriv (no authentication, no privacy) security 
level uses community strings for authentication and does not use encryption to 
provide privacy.   

    authNoPriv:    The authNoPriv (authentication, no privacy) security level provides 
authentication using  Hashed Message Authentication Code (HMAC)  with 
 message digest algorithm 5 (MD5)  or  Secure Hash Algorithm (SHA) . How-
ever, no encryption is used.   

    authPriv:    The authPriv (authentication, privacy) security level offers HMAC 
MD5, or SHA authentication and also provides privacy through encryption. Spe-
cifi cally, the encryption uses the Ci pher Block Chaining (CBC) Data Encryp-

tion Standard (DES) (DES-56)  algorithm.      

 As summarized in  Table   6-6   , SNMPv3 supports all three of the previously described 
security levels. Notice that SNMPv1 and SNMPv2 support only the noAuthNoPriv secu-
rity level.  
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   Table 6-6   Security Models and Security Levels Supported by Cisco IOS  

 Security 

Model  

 Security Level   Authentication 

Strategy  

 Encryption Type  

 SNMPv1   noAuthNoPriv   Community string   None  

 SNMPv2c   noAuthNoPriv   Community string   None  

 SNMPv3   noAuthNoPriv  

 authNoPriv  

 authPriv  

 Username  

 MD5 or SHA  

 MD5 or SHA  

 None  

 None  

 CBC-DES (DES-56)  

 Through the use of the security algorithms, as shown in  Table   6-6   , SNMPv3 dramati-
cally increases the security of network management traffic as compared to SNMPv1 and 
SNMPv2c. Specifically, SNMPv3 offers three primary security enhancements:  

     Integrity:      Using hashing algorithms, SNMPv3 can ensure that an SNMP message 
was not modified in transit.   

    Authentication:      Hashing allows SNMPv3 to validate the source of an SNMP message.   

    Encryption:      Using the CBC-DES (DES-56) encryption algorithm, SNMPv3 provides 
privacy for SNMP messages, making them unreadable by an attacker who might 
capture an SNMP packet.    

 To configure SNMP on the router is simple, especially with CCP. If you know the com-
munity strings to use, and the IP address of the SNMP manager, you can configure it 
on the router by navigating to  Configure > Router > SNMP  and from there use the 
 Edit  button to add, change, or remove any of the SNMP-related settings. CCP enables 
command-line editing through the Utilities menu, but currently the SNMP Properties 
window does not support the configuration of SNMPv3. You can configure the basic 
SNMPv1 information, as shown in  Figure   6-8   .  

 

 Figure 6-8   Using CCP to Configure SNMPv1 Information         
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 The command-line output for this GUI would look similar to that shown in  Example   6-13   .  

  Example 6-13   Output Created by CCP for Implementing SNMPv1  

snmp-server location 10.1.0.26

snmp-server contact Bubba Jones

snmp-server community super-secret RW

snmp-server host 10.1.0.26 trap cisK0tRap^

  Configuring NTP  

 Because time is such an important factor, you should use  Network Time Protocol (NTP)  
to synchronize the time in the network so that events that generate messages and time 
stamps can be correlated. You can use CCP to implement the NTP in addition to using 
the CLI. Let’s take a look at both right now.  

 To configure the NTP, you first need to know what the IP address is of the NTP server 
you will be working with, and you also want to know what the authentication key is and 
the key ID. NTP authentication is not required to function, but is a good idea to ensure 
that the time is not modified because of a rogue NTP server sending inaccurate NTP 
messages using a spoofed source IP address.  

 Armed with the NTP server information, in CCP you go to  Configure > Router > Time 

> NTP and SNTP  and click  Add  and put in the information about the server you will be 
getting the time from. When done, you click  OK  to close the dialog box. It may take 
anywhere between 5 and 15 minutes for the router to synchronize its clock. In  Figure 
  6-9   , this router is being told that the NTP server is at 55.1.2.3, that it should source the 
NTP requests from its IP address on its local Fast Ethernet 0/0 interface, and that it 
should use key  number 1, and the password associated with that key. If multiple NTP 
servers were configured, the Prefer option is used to identify the preference of which 
NTP server to use.  

 

 Figure 6-9   Configuring a Router to Use an NTP Server         
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 NTP supports authentication on a Cisco router because the router supports NTPv3. 
 Example   6-14    shows the effective equivalent syntax that is created and delivered to the 
router.  

  Example 6-14   Using Authentication via Keys with NTPv3  

ntp update-calendar

ntp authentication-key 1 md5 pAs5w0rd!3@

ntp authenticate

ntp trusted-key 1

ntp server 55.1.2.3 key 1 source FastEthernet0/0 prefer

 To verify the status on this router acting as a NTP client, you could use the commands 
from the CLI as shown in  Example   6-15   .  

  Example 6-15   Verifying Synchronization from the NTP Client  

R2# show ntp status

Clock is synchronized, stratum 4, reference is 55.1.2.3

nominal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision is 2**24

reference time is D27619E3.7317ACB3 (12:53:55.449 UTC Tue Nov 22 2011)

clock offset is 0.0140 msec, root delay is 0.00 msec

root dispersion is 0.97 msec, peer dispersion is 0.43 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000000053 s/s

system poll interval is 64, last update was 130 sec ago.

R2# show ntp association

  address   ref clock     st  when  poll  reach  delay  offset  disp

*~55.1.2.3  127.127.1.1   3   4     64    77     0.000  14.090  190.28

 * sys.peer, # selected, + candidate, - outlyer, x  falseticker, 
 ~ configured

R2#

  Note     NTP uses UDP port 123. If NTP does not synchronize within 15 minutes, you 
may want to verify that connectivity exists between this router and the NTP server that 
it is communicating to. You also want to verify that the key ID and password for NTP 
authentication are correct    
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  Securing the Cisco IOS Image and Configuration Files  

 If a router has been compromised, and the flash file system and NVRAM have been 
deleted, there could be significant downtime as the files are put back in place before 
restoring normal router functionality. The Cisco Resilient Configuration feature is 
intended to improve the recovery time by making a secure working copy of the IOS 
image and startup configuration files (which are referred to as the  primary bootset ) that 
cannot be deleted by a remote user.  

 To enable and save the primary bootset to a secure archive in persistent storage, follow 
 Example   6-16   .  

   Example 6-16   Creating a Secure Bootset  

! Secure the IOS image

R6(config)# secure boot-image

%IOS_RESILIENCE-5-IMAGE_RESIL_ACTIVE: Successfully secured running image

! Secure the startup-config

R6(config)# secure boot-config

%IOS_RESILIENCE-5-CONFIG_RESIL_ACTIVE: Successfully secured config archive 
[flash:.runcfg-20111222-230018.ar]

! Verify the bootset

R6(config)# do show secure bootset

IOS resilience router id FTX1036A13J

IOS image resilience version 12.4 activated at 23:00:10 UTC Thu Dec 22 2011

Secure archive flash:c3825-advipservicesk9-mz.124-24.T.bin type is image 
(elf) []

  file size is 60303612 bytes, run size is 60469256 bytes

  Runnable image, entry point 0x80010000, run from ram

IOS configuration resilience version 12.4 activated at 23:00:18 UTC Thu Dec 
22 2011

Secure archive flash:.runcfg-20111222-230018.ar type is config

configuration archive size 1740 bytes

! Note: to undo this feature, (using the "no" option in  front of the command)

! you must be connected via the console.  This prevents remote users from 

! disabling the feature. 
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     Exam Preparation Tasks  

  Review All the Key Topics  

 Review the most important topics from this chapter, denoted with a Key Topic icon. 
 Table   6-7    lists these key topics.  

   Table 6-7   Key Topics  

 Key Topic 

Element  

 Description   Page 

Number  

 Text   Management plane best practices  95

 Text   AAA components  98

 Text   Storing usernames, passwords, and access rules  98

 Text   Router access authentication  100

  Table   6-2      AAA components to secure administrative and remote 
LAN access  

101

 Text   The AAA method list  101

  Table   6-3      Method list options  101

 Text   Limiting the administrator by assigning a view  103

 Text   Encrypted management protocols  103

 Text   Using logging files  104

 Text   User authentication in AAA  108

 Text   Using the CLI to troubleshoot AAA for Cisco routers  113

  Example   6-4      Using  debug  commands  113

  Example   6-5      Creating and assigning commands to custom privilege 
levels  

118

 Text   Implementing parser views  120

  Example   6-7      Creating and working with parser views  121

  Example   6-9      Preparing for SSH  123

 Text   SNMP features  128

  Table   6-6      Security models and security levels supported by Cisco 
IOS  

130

  Example   6-16      Creating a secure bootset  133
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  Complete the Tables and Lists from Memory  

 Print a copy of  Appendix   C   , “Memory Tables,” (found on the CD) or at least the section 
for this chapter, and complete the tables and lists from memory.  Appendix   D   , “Memory 
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can 
check your work.   

  Define Key Terms  

 Define the following key terms from this chapter, and check your answers in the glossary:  

   AAA, method list, custom privilege level, parser view, SSH, syslog, SNMP, NTP, 
secure bootset     

  Command Reference to Check Your Memory  

 This section includes the most important configuration and EXEC commands covered 
in this chapter. To see how well you have memorized the commands as a side effect 
of your other studies, cover the left side of  Table   6-8    with a piece of paper, read the 
descriptions on the right side, and see whether you remember the commands.  

  Table 6-8   Command Reference  

 Command   Description  

  service password-encryption    Encrypt most plaintext passwords in the configuration.  

  aaa new-model    Enable AAA features.  

  aaa authentication login 
default local   

 Create a default method list for character mode login that 
will use the local database (running config) on the router or 
switch.  

  enable view    Enter the root parser view, from where you can create 
additional views. This requires that  aaa new-model  already 
be in place in the configuration.  

  privilege exec level   8 show 
startup-config   

 Assign a  show startup-config  command to a custom 
privilege level 8.  

  crypto key generate rsa    Create the public/private key pair required for SSH.  

  secure boot-image    Secure the IOS image on flash  

  aaa authentication   bubba  
 local enable   

 Create an authentication method list called bubba that will 
use the local database first, and if the username does not 
exist, will require the enable secret to allow login.  

  line console 0   

  login authentication bubba   

 Apply the method list named bubba to the console port.  
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  interfaces, choosing,   396  

  IPS policy welcome page,   395  

  public key, adding,   397  

  router subscriptions, opening,   395  

  SDEE, enabling,   395  

  signature file locations, defining, 
  396-  397  

  signatures, compiling,   399 - 400  

  summary page,   398  

  traffic inspection direction,   396  

  public keys,   397   

   Integrated Services Routers (ISR),   42   

   integrity  

  data.    See  data integrity 

  defined,   8  

  SNMPv3,   130   

   interdependence (NFP planes),   53   

   interfaces  

  ACLs, applying,   249  

  CCP  

  content pane,   69  

  left navigation pane,   67  

  menu bar,   66  

  status bar,   69  

  toolbar,   67 - 68  

  clientless SSL VPNs, configuring,   537  

  default traffic flow,   335 - 336  

  firewalls  

  configuring,   347 - 355  

  editing,   351  

  final configuration,   352  

  implementing,   352 - 355  

  maximum allowed,   350  

  summary page,   350  

  VLAN number associations,   
349 - 350  

  IKE Phase 2, planning,   501  

  IPS policies, applying,   396  
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  names,   334  

  security levels, assigning,   333 - 334  

  source, testing,   515 - 516  

  ZBF zones  

  connections,   302  

  not belonging warning message, 
  303  

  untrusted interfaces warning 
message,   303   

   internal risk assessment,   27   

   Internet Control Message Protocol.     See  
ICMP  

   Internet Key Exchange.     See  IKE  

   inter-VLAN routing,   182   

   Intrusion Detection System.     See  IDS  

   Intrusion Prevention System.     See  IPS  

   IOS (router operating system)  

  class maps,   239  

  files, protecting,   106  

  firewall support,   58  

  Inspect class map,   239  

  IPS (Intrusion Prevention System),   58  

  router security features,   228     

   IOS-based IPS  

  alerts, viewing,   412 - 416  

  command line,   415 - 416  

  IPS Alert Statistics tab,   414  

  SDEE log file screen,   413 - 414  

  signatures,   413  

  benefits,   392  

  detection methods supported,   392  

  features,   392  

  alarm summarization,   392  

  anti-evasive techniques,   392  

  regular expression string 
pattern matching,   392  

  response actions,   392  

  threshold configuration,   392  

  installing from command line,   407 - 412  

  installing with CCP,   394 - 400  

  configuration screen navigation, 
  394  

  deployment hit on CPU resources, 
  398  

  interfaces, choosing,   396  

  IPS policy welcome page,   395  

  public key, adding,   397  

  router subscriptions, opening,   395  

  SDEE, enabling,   395  

  signature file locations, defining, 
  396-  397  

  signatures, compiling,   399 - 400  

  summary page,   398  

  traffic inspection direction,   396  

  requirements,   393  

  risk ratings,   392  

  signatures  

  actions,   405  

  configuration changes output, 
  403 - 404  

  disabling,   401  

  editing,   401  

  enabling,   401 ,  404 - 405  

  files, obtaining,   393 - 394  

  filtering based on signature IDs, 
  402  

  modification buttons,   401  

  properties, editing,   402 ,  406  

  retiring,   401  

  testing,   406  

  unretiring,   401  

  viewing,   400  

  tuning,   412   

   IP addresses  

  AnyConnect VPN clients, 
assigning,   548  
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  hosts, assigning,   203  

  IKE Phase 2, planning,   501  

  IPv6 versus IPv4,   203  

  management sessions, controlling,   56  

  source  

  interfaces, testing,   515 - 516  

  NAT,   278 - 279  

  spoofing attacks, preventing,   240   

   IP protocol  

  BOOTP service, disabling,   84  

  CEF, enabling,   85  

  directed broadcasts, disabling,   87  

  gratuitous ARPs, disabling,   85  

  Identification services, disabling,   84  

  IPv6.     See    IPv6  

  source  

  guards,   59 ,  228  

  routing, disabling,   85   

   IP Security.     See  IPsec  

   IPS (Intrusion Prevention System),   
43 ,  58  

  advantages/disadvantages, 379    

  alerts, delivering,   385  

  ASA firewalls,   230  

  best practices,   386  

  countermeasure actions,   379 - 380  

  deny attacker inline,   380  

  deny connection inline,   380  

  deny packet inline,   380  

  log attacker packets,   380  

  log pair packets,   380  

  log victim packets,   380  

  produce alert,   380  

  produce verbose alert,   380  

  request block connection,   380  

  request block host,   380  

  request SNMP trap,   380  

  data plane protection,   59  

  evasion methods,   381    

  encryption/tunneling,   381  

  protocol level misinterpretation, 
  381  

  resource exhaustion,   381  

  timing attacks,   381  

  traffic fragmentation,   381  

  traffic substitution/insertion,   381  

  false positives/negatives,   377  

  IDS, compared,   374 - 376    

  information accuracy,   376  

  intelligence,   385 - 386  

  IOS-based  

  alarm summarization,   392  

  alerts,   412 - 416  

  anti-evasive techniques,   392  

  benefits,   392  

  detection methods supported,   392  

  features,   392  

  installing from command line, 
  407 - 412  

  installing with CCP,   394 - 400  

  regular expression string pattern 
matching,   392  

  requirements,   393  

  response actions,   392  

  risk ratings,   392  

  signature files, obtaining,   393 - 394  

  threshold configuration,   392  

  tuning,   412  

  IPv6,   381  

  malicious traffic, identifying,   377  

  anomaly-based,   378  

  method advantages/
disadvantages,   379  

  policies,   378  

  reputation-based,   378 - 379  

  signatures,   377 - 378  
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  risk ratings,   379 - 382  

  actions, implementing,   381  

  factors,   379 - 382  

  routers,   229  

  security, implementing,   231  

  sensors  

  defined,   374  

  platforms,   375 - 376  

  signatures,   384 - 385  

  ASR (attack severity rating),   
384 - 385  

  groups,   384  

  micro-engines,   384  

  SFR (signature fidelity rating), 
  385  

  true positives/negatives,   377   

   IPS Policies wizard,   395   

   IPsec  

  configuring,   475 - 484  

  command line,   482 - 484  

  IKE Phase 1 policy,   477 - 478  

  local Ethernet information, 
entering,   477  

  mirrored VPN for remote peers, 
  485 - 486  

  remote peer information, 
entering,   477  

  Step by Step wizard,   476  

  summary,   481  

  traffic encryption,   480 - 481  

  transform sets,   479 - 480  

  VPN tunnel status,   484  

  goals,   465 ,  468 - 469  

  antireplay support,   468-  469  

  authentication,   468 - 469 ,  499  

  confidentiality,   468 ,  499  

  data integrity,   468 ,  499  

  private addresses, hiding,   499  

  IKE Phase 1  

  authentication,   471  

  Diffie-Hellman key exchange, 
running,   471  

  tunnels, negotiating,   469 - 470  

  IKE Phase 2,   471 - 472  

  IP Security,   465  

  IPv6 versus IPv4,   203  

  overview,   469  

  protocols, choosing,   475  

  site-to-site VPNs.    See  site-to-site VPNs 

  tools,   475  

  topology,   468  

  traffic  

  encrypting,   472  

  identifying for encryption,   475  

  before IPsec,   472 - 473  

  after IPsec,   473  

  verifying,   486 - 490  

  VPNs,   427 ,  436 - 437   

   IPv4  

  IPv6, comparison,   202 - 203  

  packet filtering  

  ACLs, creating,   246  

  applying ACLs to interfaces,   249  

  CLI implementation,   248  

  lines, adding,   246  

  object groups,   251 - 254  

  ordering,   247  

  policies,   244  

  rules, applying,   251  

  summary page (CCP),   245  

  verifying,   254   

   IPv6  

  addresses  

  128-bit,   203  

  all-nodes multicast,   206  
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  all-routers multicast,   206  

  decimal/binary/hexadecimal 
conversions,   204  

  formatting,   202 - 204  

  hexadecimal hard way example, 
  204 - 205  

  link local,   205-  206  

  loopback,   206  

  multicast,   207  

  remote device communication,   205  

  solicited-node multicast,   207  

  unicast/anycast,   206 - 207  

  zero shortcuts,   205  

  application layer protocols 
support,   203  

  benefits,   202  

  bogus addresses, filtering,   214  

  headers,   203  

  ICMP unused traffic, filtering,   215  

  IP addresses,   203  

  IPS,   381  

  IPsec support,   203  

  IPv4, compared,   202 - 203  

  Layer 2 support,   203  

  Layer 4 protocols support,   203  

  migration,   210  

  NAT,   203  

  NDP (Neighbor Discovery Protocol), 
  203  

  network masks,   203  

  non-local multicast addresses, filtering, 
  215  

  packet filtering, implementing,   259 - 262  

  creating and applying,   261 - 262  

  ICMP,   262  

  objectives,   260  

  topology,   260  

  risks,   213 - 214  

  autoconfiguration,   214  

  bugs,   214  

  DHCP,   213  

  dual stacks,   214  

  hop-by-hop extension 
headers,   214  

  ICMP,   214  

  NDP,   213  

  packet amplification attacks,   214  

  tunneling,   214  

  rogue devices,   215  

  routing  

  configuring,   208 - 210  

  header 0s, dropping,   215  

  router output example,   207 - 208  

  security  

  advantages,   213  

  best practices,   210 - 211  

  policies,   211  

  threats  

  application layer,   212  

  DoS attacks,   212  

  man-in-the-middle attacks,   212  

  router attacks,   213  

  sniffing/eavesdropping,   212  

  spoofed packets,   212  

  unauthorized access,   212  

  tunneling,   215   

   IronPort Email Security/Web Security 
Appliances,   43   

   ISE (Identity Service Engine)  

  ACS, compared,   141  

  user authentication,   14   

   ISR (Integrated Services Routers),   42   

   issuers (certificates),   447 ,  449   
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   J-K    

   key pairs  

  creating,   457  

  overview,   460   

   keys,   431  

  asymmetric encryption algorithms,   
432 - 433 ,  438  

  block ciphers,   432  

  Diffie-Hellman key exchange,   438  

  keyspace,   436  

  lengths,   433  

  managing,   436  

  OTP (one-time pad),   431  

  PKI.     See    PKI  

  public  

  algorithms,   433  

  certificates,   448-  449  

  exchanging,   445  

  installing,   397  

  peers, obtaining,   448  

  public key cryptography.     
See    asymmetric algorithms  

  stream ciphers,   432  

  symmetric encryption algorithms,   
432 - 433 ,  438    

  L 

   Layer 2  

  ASA,   332  

  IPv6 versus IPv4,   203  

  loops  

  lifecycle,   184  

  solution,   184 - 187  

  switch security features  

  DHCP snooping,   228  

  dynamic ARP inspections,   228  

  IP source guards,   228  

  modules,   228  

  port security,   228  

  root guards,   228  

  storm control,   228  

  threats, mitigating  

  best practices,   189  

  BPDU guards,   190 - 191  

  err-disabled ports, restoring,   
191 - 192  

  negotiations, not allowing,   190  

  port security,   192 - 194  

  root guards,   192  

  switch ports, locking down,   
189 - 190  

  tools,   190  

  upper-layer disruptions,   188  

  toolkit, 190    

  trunking  

  automatic switch negotiation,   182  

  native VLANs,   181  

  negotiations, not allowing,   190  

  topology,   178  

  traffic, tagging,   180 - 181  

  VLANs  

  access ports, assigning,   178 - 179  

  frames, following,   181  

  inter-VLAN routing,   182  

  negotiations, not allowing,   190  

  overview,   178  

  physical interfaces disadvantage, 
  182  

  PVST+  , 187  

  router on a stick,   182  

  STP.    See  STP 

  subinterfaces, creating,   182 - 183  

  switch ports, locking down,   
189 - 190  

  topology,   178   
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   Layer 3,   332   

   Layer 4 protocols  

  50,   500  

  51,   500  

  IPv6 versus IPv4,   203   

   left navigation pane (CCP),   67   

   lengths  

  keys  

  asymmetric,   444  

  symmetric,   433  

  passwords, setting,   85   

   liabilities,   33   

   licensing  

  ACS,   156  

  CCP,   65   

   lifecycles  

  loops,   184  

  security,   25   

   lifetime  

  IKE Phase 1  

  planning,   499  

  tunnel negotiations,   470  

  IKE Phase 2, planning,   501   

   lines (ACLs)  

  adding,   246  

  numbers,   243   

   link local addresses,   205-  206   

   list-name command,   102   

   local NAT,   279   

   local users (ACS routers), adding,   
153 - 154   

   logging  

  ACLs  

  firewall log details,   259  

  logs, viewing,   258  

  summary syslog messages,   257  

  syslog destinations,   258  

  attacker packets,   380  

  best practices,   96  

  configuring,   126  

  enabling,   85  

  implementing,   125 - 127  

  output destinations, sending,   104 - 105  

  pair packets,   380  

  SDEE log file screen  

  filtering,   414  

  searching,   414  

  viewing,   413 - 414  

  settings, editing  

  CCP,   126  

  command line,   127  

  syslog,   105  

  destinations,   258  

  locking down,   56  

  output, viewing,   127  

  support, configuring,   125 - 126  

  victim packets,   380  

  viewing,   104   

   logging in (clientless SSL VPNs),   541     

   logical boundaries,   40 - 41  

  data centers,   41  

  end zones,   41  

  Internet,   41  

  policy management points,   41   

   logical controls,   12   

   login screen (ACS),   156   

   loopback addresses,   206   

   loops (Layer 2)  

  lifecycle,   184  

  solution,   184 - 187    

  M 

   MAC addresses  

  flooding,   59  

  port security,   192 - 194   
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   Maintenance Operations Protocol,   87   

   malicious data, protecting against,   271   

   malicious traffic  

  general vulnerabilities,   241  

  identifying,   377  

  anomaly-based,   378  

  method advantages/
disadvantages,   379  

  policy-based,   378  

  reputation-based,   378 - 379  

  signature-based,   377 - 378  

  IP address spoofing,   240  

  reconnaissance attacks,   240 - 241  

  risks, reducing.    See  IPS/IDS 

  sensor responses,   379 - 380  

  deny attacker inline,   380  

  deny connection inline,   380  

  deny packet inline,   380  

  log attacker packets,   380  

  log pair packets,   380  

  log victim packets,   380  

  produce alert,   380  

  produce verbose alert,   380  

  request block connection,   380  

  request block host,   380  

  stopping,   239 - 240  

  TCP SYN-flood attacks,   240   

   man-in-the-middle attacks,   14 - 16 ,  212   

   Manage Community dialog box,   71   

   Manage Community icon (CCP toolbar), 
  68   

   Management Information Base (MIB), 
  128   

   management plane  

  AAA,   55  

  accounting/auditing,   98  

  authentication,   98  

  authorization,   98  

  best practices,   97 - 98  

  CCP implementation,   116 - 118  

  command line implementation, 
  113 - 115  

  method lists, creating,   101 - 102  

  router access authentication,   100  

  usernames/passwords/access 
rules storage,   98 - 99  

  VPN users,   99 - 100  

  defined,   52 ,  94  

  encrypted communications  

  best practices,   95  

  HTTPS, implementing,   125  

  management protocols,   103 - 104  

  SSH, implementing,   122 - 124  

  IOS files, protecting,   106  

  IP addresses, controlling,   56  

  logging,   104 - 105  

  best practices,   96  

  configuring,   126  

  implementing,   125 - 127  

  output destinations, sending,   
104 - 105  

  settings, editing,   126 - 127  

  syslog,   105  

  syslog output, viewing,   127  

  syslog support, configuring,   
125 - 126  

  viewing,   104  

  NTP  

  authentication,   132  

  CCP configuration,   131  

  configuring,   131 - 132  

  synchronization, verifying,   132  

  overview,   55  

  passwords  

  policies,   55  

  recommendations,   97  

  strong,   95 ,  106 - 108  
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  primary bootset storage,   132  

  RBAC,   55 ,  101 - 103  

  best practices,   95  

  implementing,   118 - 122  

  parser views,   103 ,  120 - 122  

  privilege levels, customizing,   103 , 
 118 - 120  

  remote connections,   94  

  security measures,   54  

  SNMP,   128 - 131  

  agent,   128  

  CCP configuration,   130 - 131  

  command line configuration,   131  

  defined,   128  

  manager,   128  

  message types,   129  

  MIB,   128  

  security levels,   129  

  security model,   129  

  sending/receving information 
vulnerability,   129  

  v1/v2 security weaknesses,   129  

  v3 enhancements,   130  

  v3 security levels,   129  

  syslog lockdown,   56  

  system files,   96  

  time accuracy,   56 ,  96 ,  105 - 106  

  user authentication  

  best practices,   95  

  implementing,   108 - 113   

   management protocols  

  ASA firewalls,   230  

  encrypting,   103 - 104  

  router security,   229   

   management traffic,   94   

   managing  

  ASAs,   336 - 337  

  bandwidth,   59  

  in-band management,   96  

  keys,   436  

  risks  

  attackers, becoming,   32 - 33  

  disaster recovery/business 
continuity planning,   33  

  evidence, collecting,   32  

  guidelines,   31  

  incident responses,   32  

  liabilities,   33  

  new assets,   27 - 28  

  policies,   31  

  procedures,   31  

  standards,   31  

  testing security,   30  

  transferring to someone else,   13  

  signatures  

  ASR (attack severity rating),   
384 - 385  

  groups,   384  

  micro-engines,   384  

  SFR (signature fidelity rating), 
  385   

   masks  

  network,   203  

  reply messages, disabling,   87  

  wildcard,   244   

   maximum tolerable downtime (MTD),   33   

   memory (CAM overflow attacks),   59   

   memory tables,   561  

    menu bar (CCP),   66   

   merging options (CCP templates),   77 - 78   

   messages (SNMP),   129   

   method command,   102   

   method lists (AAA)  

  ACS authentication  

  routers, configuring,   144 ,  149 - 150  

  testing,   166 - 170  
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  ACS authorization  

  routers, configuring,   144 ,  150 - 151  

  testing,   166 - 170  

  applying,   152  

  creating,   101 - 102 ,  144   

   methods of attacks,   14 - 15  

  back doors,   15  

  botnets,   17  

  covert channels,   17  

  DoS/DDoS,     17  

  passwords,   17  

  privilege escalation,   15  

  reconnaissance,   15  

  social engineering,   15  

  trust exploitation,   17   

   MIB (Management Information Base), 
  128   

   micro-engines,   384  

  IOS-based IPS,   399 - 400         

   migrating IPv6,   210   

   models (ASA family),   330 - 331   

   Modular Policy Framework (MPF),   
230 ,  338 - 339   

   modules (switches),   228   

   Monitor button (CCP toolbar),   68   

   monitoring  

  ACLs,   255 - 257  

  SSL VPN sessions,   543 - 544  

  threats  

  ASA firewalls,   42  

  centralized,   226  

  IPS (Intrusion Prevention 
System),   43  

  IronPort Email Security/Web 
Security Appliances,   43  

  ISR (Integrated Services Routers), 
  42  

  prevention tools,   42 - 43  

  ScanSafe,   43  

  ZBFs,   314 - 315   

   MOP (Maintenance Operations 
Protocol),   87   

   MPF (Modular Policy Framework),   230 , 
 338 - 339   

   MPLS (Multiprotocol Label Switching), 
  427   

   MTD (maximum tolerable downtime), 
  33   

   multicast addresses,   207  

  all-nodes,   206  

  all-routers,   206  

  non-local, filtering,   215  

  solicited-node,   207   

   multistring micro-engine,   384    

  N 

   NAC (Network Admission Control),   14   

   names (interfaces),   334   

   NAT (Network Address Translation), 
  203  

  ACLs,   239  

  AnyConnect VPN exemptions,   549  

  ASAs,   357 - 359  

  implementing,   357  

  verifying,   358  

  ASA support,   332  

  configuring  

  CCP,   319 - 321  

  command line,   322  

  dynamic,   281  

  firewalls,   278 - 281  

  deployment options,   281  

  inside/outside/local/global 
terminology,   279  

  PAT,   279 - 281  

  source IP addresses,   278 - 279  
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  IPv6 versus IPv4,   203  

  policy-based,   281  

  static,   283  

  terminology, 279    

  verifying,   322 - 323  

  wizard,   319 - 321   

   National Vulnerability Database,   12   

   native VLANs,   181   

   NDP (Neighbor Discovery Protocol), 
  203 ,  213   

   Network Address Translation.     See  NAT  

   Network Admission Control (NAC),   14   

   network foundation protection.     See  NFP  

   network masks,   203   

   network policies,   30   

   Network Time Protocol.     See  NTP  

   NFP (network foundation protection),   49  

  control plane  

  CoPP,   56  

  CPPr,   56  

  defined,   52  

  nontransit traffic,   56  

  protection/policing,   229  

  routing protocol authentication,   56  

  security measures,   54  

  data plane  

  ACLs,   58  

  bandwidth management,   59  

  CAM overflow attacks,   59  

  DAI,   59  

  defined,   53  

  DHCP snooping,   59  

  DoS attacks, reducing,   59  

  IOS firewall support,   58  

  IOS IPS,   58  

  IP source guard,   59  

  IPS (Intrusion Prevention 
System),   59  

  MAC address flooding,   59  

  security measures,   54  

  spoofing attacks, preventing,   59  

  TCP intercept,   58  

  transit traffic,   56  

  unicast reverse path forwarding,   58  

  unwanted traffic, blocking,   59  

  framework  

  interdependence,   53  

  planes,   52 - 53  

  implementing  

  auto secure utility,   53  

  plane protection,   53 - 54  

  infrastructure importance,   52  

  management plane  

  AAA implementation,   113 - 118  

  defined,   52 ,  94  

  encrypted/authenticated SNMP,   56  

  encrypted communications,   95  

  encrypted management protocols, 
  103 - 104  

  HTTPS, implementing,   125  

  IOS files, protecting,   106  

  IP addresses, controlling,   56  

  logging,   96 ,  104 - 105 ,  125 - 127  

  NTP, configuring,   131 - 132  

  overview,   55  

  password policies,   55  

  password recommendations,   97  

  primary bootset storage,   133  

  RBAC,   55 ,  95 ,  101 - 103 ,  118 - 122  

  remote connections,   94  

  security measures,   54  

  SNMP,   128 - 131  

  SSH, implementing,   122 - 124  

  strong passwords,   95 ,  106 - 108  

  syslog lockdown,   56  

  system files,   96  
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  time accuracy,   56 ,  96 ,  105 - 106  

  user authentication,   95 ,  108 - 113   

   noAuthNoPriv security level (SNMP),   129   

   non-local multicast addresses, filtering, 
  215   

   nontransit traffic protection,   56  

  CoPP,   56  

  CPPr,   56  

  routing protocol authentication,   56   

   NTP (Network Time Protocol),   96  

  authentication,   132  

  best practices,   105 - 106  

  configuring,   131 - 132  

  site-to-site VPNs, implementing,   
502 - 504  

  synchronization, verifying,   132   

   NVD (National Vulnerability Database), 
  12    

  O 

   object groups  

  applying,   253 - 254  

  ASA,   333  

  creating,   251 - 253  

  overview,   244   

   objectives,   8  

  availability,   9  

  confidentiality,   8  

  configuring routers for ACS servers, 
  142 - 144  

  integrity,   8   

   One-Step Lockdown (CCP Security 
Audit),   84   

   one-time pad (OTP),   431   

   ordering ACLs,   247   

   OSCP (Online Certificate Status 
Protocol),   452   

   OTP (one-time pad),   431   

   outbound traffic  

  ACLs,   242  

  ASAs,   338   

   output (syslog),   127   

   outside NAT,   279   

   override options (CCP templates),   77 - 78   

   owners (asset classification),   11    

  P 

Packet Tracer,  362 - 367 

  command line,   364 - 366  

  input, configuring,   332 - 362  

  launching,   362  

  results,   363 - 364  

  Telnet denial, verifying,   366 - 367  

   packets  

  amplification attacks,   214  

  ASA filtering,   331 ,  337 - 338  

  implementing,   338  

  inbound traffic,   337 - 338  

  outbound traffic,   338  

  encrypting (IPsec),   472  

  filtering (ACLs),   239  

  ASA firewalls,   230  

  creating policies,   241  

  enforcing policies,   241 - 242  

  firewalls,   285  

  IPv4.    See  IPv4, packet filtering 

  routers,   229  

  Packet Tracer,   362 - 367  

  command line,   364 - 366  

  input, configuring,   332 - 362  

  launching,   362  

  results,   363 - 364  

  Telnet denial, verifying,   366 - 367  
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  spoofed, mitigating,   212  

  stateful filtering  

  ASA firewalls,   230  

  firewalls,   276 - 277  

  static packet filtering,   274 - 275   

         parser views  

  creating,   103 ,  121 - 122  

  implementing,   120 - 122  

  user accounts, assigning,   122   
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