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Preface

A Brief Journey through “Wireless Mesh Networks: Architectures and
Protocols”

Ekram Hossain, University of Manitoba, Winnipeg, Canada
Kin Leung, Imperial College, London, United Kingdom

Introduction

Wireless mesh networking has emerged as a promising design paradigm for next gen-
eration wireless networks. Wireless mesh networks (WMNS5s) consist of mesh clients
and mesh routers, where the mesh routers form a wireless infrastructure/backbone
and interwork with the wired networks to provide multihop wireless Internet con-
nectivity to the mesh clients. Wireless mesh networking has emerged as one of the
most promising concept for self-organizing and auto-configurable wireless network-
ing to provide adaptive and flexible wireless Internet connectivity to mobile users.
This concept can be used for different wireless access technologies such as IEEE
802.11, 802.15, 802.16-based wireless local area network (WLAN), wireless per-
sonal area network (WPAN), and wireless metropolitan area network (WMAN) tech-
nologies, respectively. Potential application scenarios for wireless mesh networks in-
clude backhaul support for cellular networks, home networks, enterprise networks,
community networks, and intelligent transport system networks. Development of
wireless mesh networking technology has to deal with challenging architecture and
protocol design issues, and there is an increasing interest on this technology among
the researchers in both academia and industry. There are many on-going research
projects in different universities and industrial research labs. Also, many startup com-
panies are building mesh networking platforms based on off-the-shelf wireless access
technologies and developing demanding applications and services. This book intends
to provide a unified view of the state-of-the-art achievements in the area of protocols
and architectures for wireless mesh networking technology.
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The contributed articles in this book from the leading experts in this field cover
different aspects of analysis, design, deployment, and optimization of protocols and
architectures for WMNSs. In particular, the topics include challenges and issues in de-
signing architectures and protocols for WMNs, medium access control and routing
protocols for WMNSs, resource allocation and scheduling in WMNSs, cost optimiza-
tion in WMN nodes using energy harvesting technologies, cross-layer design for
WDMN:s, and security in WMNSs.

Issues in Architecture and Protocol Design for Wireless Mesh
Networks

Chapter 1, authored by V. C. Gungor, E. Natalizio, P. Pace, and S. Avallone, provides
a comprehensive introduction to the recent developments in the protocols and ar-
chitectures of wireless mesh networks (WMNs) and also discusses the opportunities
and challenges of wireless mesh networks. The major issues related to wireless mesh
network architecture and management include network planning (e.g., placement of
mesh routers, number and type of network interfaces in each router), network in-
tegration (i.e., integration of WPAN, WLAN, and WMAN technologies), network
scalability (i.e., ability to deal with large network topology), and flexible and scal-
able network management. The protocols for wireless mesh networks should be able
to exploit the advanced wireless technologies (e.g., cognitive/reconfigurable radio,
multiple-input multiple-output (MIMO) radio), provide quality of service (QoS) to
different types of applications, provide efficient network self-reconfiguration, topol-
ogy control, power management, provide mobility support, and provide mechanisms
for efficient encryption, authentication, and intrusion detection.

The authors have described the major research issues at the different layers in the
protocol stack of a wireless mesh network. At the application layer, new protocols
need to be designed for distributed information sharing and to address the pricing
and incentive issues. Again, the application layer protocols need to work in cohesion
with the lower layer protocols to meet the application requirements in an efficient
manner.

Efficient transport protocols would be required for non-real-time and real-time
applications in wireless mesh networks. Due to the dynamic characteristics of multi-
hop communication environment in a wireless mesh network as well as the integra-
tion of different types of networking technologies, the traditional transport protocols
(e.g., TCP-based protocols) may experience significant performance degradation. In
particular, under-utilization of network resources may result due to the increased
round-trip time (RTT), large variance in RTT estimate, and increased link error rate
in the network as well as the end-to-end congestion detection and control mecha-
nisms used in these protocols. Again, since the traditional TCP-friendly rate control
protocols for multimedia delivery handle all non-congestion-related packet losses in
the same way, they would suffer performance inefficiency. Design of dynamic adap-
tive transport protocol for high performance real-time data transport and real-time
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multimedia communications in wireless mesh networks is a grand research chal-
lenge.

For wireless mesh networks, simple (i.e., low overhead), scalable, distributed,
load-balancing and link quality-aware routing protocols would be required for ef-
ficient multihop communications. Designing efficient routing protocols for multi-
channel and multi-radio mesh networks is a major research challenge. An integrated
design of routing, medium access control, and channel allocation (or scheduling)
may lead to an efficient solution.

Multi-channel and multi-radio-aware MAC protocols are promising for wireless
mesh networks. Channel allocation among multiple radios should be performed in
a way so that the network connectivity is preserved and the co-channel interference
remains below the acceptable limit while at the same time the maximum frequency
reuse is achieved. Also, multi-rate transmission and adaptivity to dynamic network
configuration are desirable.

High-speed physical layer techniques such as MIMO, beamforming and smart
antennas, reconfigurable/cognitive radio will enable to increase the capacity and re-
liability of wireless mesh networks. These advanced physical layer techniques can
be fully utilized by making the higher-layer protocols aware of the physical layer and
using the low-cost software radio platform.

Specifications for wireless mesh networks are being standardized by the IEEE
802.11, IEEE 802.15, and IEEE 802.16 standard groups. 802.11s task group was
set up by IEEE for installation, configuration, and operation of IEEE 802.11-based
wireless mesh networks. IEEE 802.15.5 task group is working towards developing
an architectural framework for mesh networking among IEEE 802.15-based WPAN
devices. IEEE 802.16a standard for broadband wireless access in metropolitan area
networks support mesh mode of operation for fixed broadband applications in which
the subscriber stations can directly communicate with each other through multihop
communications. The Mobile Multihop Relay (MMR) study group under the IEEE
802.16 working group is developing specifications for supporting mobile stations by
using multihop relaying techniques through relay stations.

Recent field trials and experiments on wireless mesh networks (built from off-
the-shelf wireless technologies) in several academic research testbeds and commer-
cial installations have shown that the performance is not quite satisfactory. This re-
flects the need for development of novel architectures and protocol suites to address
the issues such as QoS, scalability, heterogeneity, self-reconfuguration, and security
for wireless mesh networks.

Chapter 2, authored by J.-H. Huang, L.-C. Wang, and C.-J. Chang first describes
the major wireless mesh network architectures, namely, the backbone wireless mesh
network, backbone with end-user wireless mesh network, and relay-based wireless
mesh network architectures. In a wireless multihop backbone network, each of the
base stations (or access points (APs)) operates as a relay to forward traffic from
other base stations to the Internet gateway. In a backbone with end-user wireless
mesh network, both the base stations and end users act as relays to forward traffic
from neighboring nodes, and thereby, it improves the coverage of base stations and
enhances network connectivity.
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The authors address the scalability issue in wireless mesh networks from the
network deployment perspective. The authors propose two scalable wireless mesh
network deployment strategies, namely, cluster-based wireless mesh and ring-based
wireless mesh for dense urban coverage and wide-area coverage scenarios, respec-
tively. In a cluster-based wireless mesh, several adjacent access points, which are
connected “wirelessly”, form a cluster and only one of the access points connects
to the Internet. The ring-based wireless mesh is based on a mesh cell architecture
where the cell is divided into several rings allocated with different channels. The
central gateway (which is connected to the Internet) and the stationary mesh nodes in
the cell form a multihop wireless mesh network. The authors investigate the tradeoff
between capacity and coverage for these two scalable wireless mesh architectures.
With multiple available channels, the scalability can be improved through proper fre-
quency planning and proper design of the deployment parameters in these networks.
Note that, while a larger cell size is preferred from the coverage viewpoint, a smaller
cell size would be preferable to achieve a higher data rate.

The authors apply a mixed-integer nonlinear programming (MINLP)-based opti-
mization approach to determine the optimal deployment parameters (i.e., separation
distance for access points in a cluster-based wireless mesh network) under given cov-
erage and rate constraints where the objective is to maximize the ratio of total offered
traffic load to the cost for a cluster of access points. Two AP placement strategies,
namely, the increasing-spacing and the uniform-spacing strategies are considered.
In case of increasing-spacing placement strategy, access points are deployed with in-
creasing separation distance from the central access point. In case of uniform-spacing
placement strategy, all the cells in a cluster have the same radius. Numerical results
show that the increasing-spacing strategy outperforms the uniform-spacing strategy
and there exists an optimal value of the number of access points which maximizes
the objective function.

For the ring-based wireless mesh network, an MINLP formulation is used to
determine the optimal number of rings in a cell and the optimal width of each ring
for which the desired tradeoff between throughput and coverage can be achieved.
Numerical results assuming IEEE 802.11a-based wireless access show that the ring-
based wireless mesh improves both the coverage and the cell throughput significantly
compared to the single-hop network.

Information Theoretic Characterization of End-to-End
Performance in Cellular Mesh Networks

Chapter 3, authored by 0. Oyman and S. Sandhu, provides results on information-
theoretic characterization of end-to-end performance in terms of physical channel
and system parameters in an orthogonal frequency division multiplexing (OFDM)-
based multihop cellular mesh network. Specifically, the capacity is defined as the
end-to-end (instantaneous) conditional mutual information which is a function of
the random fading channel parameters and the transmit signal-to-noise ratio. This
conditional mutual information can be computed for each hop considering practical
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link adaptation mechanisms based upon which an end-to-end link quality parameter
can be obtained.

Through simulation, the authors demonstrate that, for users at the edge of a cell,
multihop relaying can provide capacity and coverage gains over direct transmission.
Also, multihop relaying improves the end-to-end capacity compared to single-hop
communication, specially at the low outage probability regime. The optimal num-
ber of hops, which maximizes the end-to-end mutual information is observed to be
sensitive to the channel parameters.

Based on a Markov chain model, the authors also analyze the end-to-end through-
put and latency over a multihop network which supports automatic repeat request
(ARQ)-based error control at each hop along a routing path. Based on this analysis,
the routing metric at each hop can be obtained, and subsequently, the throughput-
maximizing (or latency-minimizing) routing path can be determined.

To this end, the authors present a centralized resource allocation framework for
user scheduling, subcarrier allocation, and multihop route selection in orthogonal fre-
quency division multiple access (OFDMA)-based relay-assisted cellular mesh net-
works. In this framework, the base station decides on the allocation of time and
frequency resources across users and it also coordinates the actions of the relay ter-
minals. To reduce system design complexity, multihop route selection and subcar-
rier allocation are performed separately. The link quality metrics are used to choose
the multihop routing paths for each user such that the end-to-end capacity is maxi-
mized. The end-to-end route metrics for all users over all subcarriers are then used
for scheduling the subcarriers. The authors also demonstrate how the information
theoretic analysis of end-to-end capacity can be used to determine the optimal poli-
cies for network entry and handoff.

Medium Access Control and Routing Protocols for Wireless Mesh
Networks

Chapter 4, authored by J. C. Hou, K.-J. Park, T.-S. Kim, and L.-C. Kung, provides a
comprehensive survey on the state of the art in design and implementation of medium
access control (MAC) and routing protocols for wireless mesh networks. The objec-
tive of a MAC protocol in such a network is to maximize network capacity (e.g.,
through improved spatial reuse) while providing required quality of service (QoS)
performances to the users. The major issues related to MAC design in a wireless
mesh network are - controlling the sharing range of the wireless medium and in-
creasing spatial reuse, exploiting availability of multiple channels, and exercising
rate control. The spatial reuse can be improved by either reducing the transmit power
(while maintaining network connectivity) or increasing the carrier sense threshold
(while mitigating MAC-level interference). Capacity improvements can be achieved
by using multiple radio interfaces in each mesh node where orthogonal channels are
assigned to the radios. Distributed dynamic assignment of channels among the ra-
dios as well as joint optimization of routing and channel assignment are challenging
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research problems. Network throughput can be maximized through dynamic adapta-
tion of data rate according to the channel condition, that is, by selecting the highest
possible data rate for a given signal-to-interference-plus-noise ratio (SINR) that al-
lows correct decoding of packets at the receiver.

The authors summarize the related works on transmit power control, carrier sense
adaptation, and exploiting spatial-temporal diversity which are intended to improve
the spatial reuse/capacity of the network. In the literature, the transmit power control
problem in wireless ad hoc/sensor/mesh networks has been studied by using graph-
theoretic approaches in the context of topology maintenance. The major objective
here is to mitigate MAC interference while preserving network connectivity. The
graph-model-based topology control algorithms aim at keeping the node degree in
the communication graph low with the assumption that low node degree implies
low interference. However, in a graph model, since node degree may not adequately
capture the physical interference, graph-model-based topology control may result
in low network capacity and volatile network connectivity. There have been other
approaches for transmit power control which aim at maximizing network capacity.

A number of studies in the literature focused on adaptation of carrier sense
threshold to improve the level of spatial reuse. The selection of the optimal carrier
sense threshold depends on the factors such as the SINR threshold, level of chan-
nel contention (i.e., traffic load), transmit power, network topology, hidden/exposed
nodes, type of flows (i.e., single hop or multihop), bidirectional handshakes, packet
size, and MAC overhead. The relationship between the transmit power and the car-
rier sense threshold impact network capacity. For example, with low transmit power
and high carrier sense threshold, a large number of concurrent transmissions can
be supported, with each transmission sustaining a low data rate. Several works in
the literature addressed the problem of joint control of transmit power and carrier
sense threshold. Again, transmit power can be jointly optimized with rate control
to maximize network capacity. For a rate-adaptive MAC protocol, data rate is gen-
erally increased/decreased on consecutive transmission success/packet loss. The rate
control problem at the MAC layer has been studied quite extensively in the literature.

In a wireless mesh network, the spatial diversity that exists among the multihop
paths, can be exploited to improve network capacity. Again, capacity can be im-
proved through multi-channel and multi-radio design for wireless mesh networks.
Specifically, in the MAC layer, multiple channels can be exploited to achieve higher
throughput as well as to mitigate the fairness problem in a multihop environment.
Multiple radios in a node enable it to communicate with other nodes in a full-duplex
manner with minimal interference.

The major objective of a routing protocol for wireless mesh networks is to deter-
mine high-throughput routes (i.e., interference-mitigated routes) between nodes so
that the maximal end-to-end throughput can be achieved. Instead of using the con-
ventional hop-count-based route metric, link quality-based route metrics have been
proposed for routing in wireless mesh networks. In the literature, routing protocols
have been proposed for single-radio single-channel, single-radio multi-channel, and
multi-radio multi-channel wireless mesh networks. In a multi-channel and multi-
radio mesh network, by properly assigning the different channels to the different ra-
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dios, intra- and inter-flow interference can be avoided and interference-free/mitigated
routes can be constructed.

To this end, the authors introduce a modular programming environment to en-
able cross-layer design and optimization in wireless mesh networks. In this environ-
ment, physical layer (PHY)/MAC parameters and events can be exported to higher-
layer protocol modules. Controlled transparency, flexibility, and easy integration and
portability are some of the features of this programming environment.

Channel Assignment Strategies in Multi-channel and Multi-radio
Wireless Mesh Networks

Chapter 5, authored by M. Conti, S. K. Das, L. Lenzini, and H. Skalli, deals with the
problem of assigning channels to radio interfaces in a multi-channel and multi-radio
wireless mesh backbone network. The key challenges associated with the channel
assignment problem are outlined and a survey on the existing channel assignment
schemes is provided.

The objective of a channel assignment strategy is to ensure efficient utilization
of the available channels (e.g., by minimizing interference) while maximizing con-
nectivity in the network. However, since these two requirements are conflicting with
each other, the goal is to achieve a balance between these two. The major constraints
which need to be satisfied by a channel assignment scheme include: fixed number of
channels in the network, limited number of radios in a mesh node/router, common
channel between two communicating nodes, and limited channel capacity. Also, a
channel assignment scheme should take the amount of traffic load supported by each
mesh node into consideration.

Optimal channel assignment in an arbitrary wireless mesh backbone is an NP-
hard problem (similar to the graph coloring problem). The existing channel assign-
ment schemes in the literature are, therefore, mostly heuristic based. These schemes
can be classified into three categories: fixed, dynamic, and hybrid channel assign-
ment schemes. Fixed assignment schemes assign channels to the radios either perma-
nently or for a long time interval. With dynamic channel assignment, the radios can
frequently switch from one channel to another. Hybrid channel assignment strategies
apply a fixed assignment for some radios and a dynamic assignment for other radios.

Fixed channel assignment schemes can be further classified into two categories:
common channel assignment (CCA) schemes and varying channel assignment (VCA)
schemes. In CCA, all the radios in all of the mesh nodes are assigned the same set of
channels. In VCA, radios of different nodes are assigned different sets of channels.
The authors have described a number of such VCA schemes.

With dynamic channel assignment, when two mesh nodes need to communicate
with each other, they need to switch to the same channel. The key challenge in this
case is how to coordinate the switching decisions. The authors have described a
number of dynamic channel assignment schemes.

Hybrid assignment strategies are attractive since they allow for simple coordina-
tion algorithms (as for the fixed assignment schemes) and also provides the flexibility
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of dynamic channel assignment. The authors have described two such hybrid channel
assignment schemes.

The key issues considered in the design of the existing channel assignment
schemes are network connectivity, constraint on topology, interference minimiza-
tion, effects of link revisits, traffic awareness, switching overhead (for dynamic and
hybrid schemes), and control philosophy (i.e., centralized or distributed). Consider-
ing these factors, the authors provide a qualitative comparison among the different
schemes.

Resource Allocation for Wireless Mesh Networks

Resource Allocation and Transmission Rate Control

Chapter 6, authored by Y. Xue, Y. Cui, and K. Nahrstedt, presents a generalized the-
oretical framework for resource allocation and transmission rate control in wireless
mesh networks. The objective of this framework is to achieve optimal resource uti-
lization and rate fairness among flows on an end-to-end basis. Based on this theo-
retical framework, the authors also present a price-based distributed algorithm for
resource allocation which converges to the globally optimal solution.

The resource allocation problem is first formulated as an optimization problem
for an abstract network model consisting of a set of resource elements (e.g., wireless
links) which are shared by a set of flows. The objective is to maximize the aggre-
gated utility (i.e., satisfaction) for all flows under constraints on capacities of the
resource elements. Different fairness models such as weighted proportional fairness
and max-min fairness can be implemented through the appropriate choice of the
utility function. The solution of the optimization achieves both optimal resource uti-
lization (i.e., Pareto optimal rate allocation) and fair allocation of transmission rate
among end-to-end flows. Based on the Lagrangian form of the optimization formu-
lation, a price-based decentralized solution can be obtained which depends on local
decision of each resource element and exchange of control signals among them.

The authors show that for a multihop wireless mesh backbone network, a re-
source element is a facet of the polytope defined by the independent sets of the
conflict graph of this network. It can be approximated by a maximal clique of the
contention graph which basically represents a maximal distinct contention region in
the network. The resource constraints in the network can then be represented by the
achievable channel capacities in all of the maximal cliques in the contention graph.
Subsequently, the end-to-end rate allocations can be obtained for the flows. For dis-
tributed implementation, a flow adapts its rate as a function of price it pays to all
resource elements, where the price for a resource element is a non-negative, continu-
ous, and increasing function of the total traffic served by that resource element. The
authors show that the rate adaptation algorithm is stable and at the equilibrium each
flow maximizes its utility.
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Resource Allocation in Solar/Wind-Powered Mesh Nodes

Chapter 7, authored by A. A. Sayegh, T. D. Todd, and M. N. Smadi, presents some
experimental results on resource allocation in hybrid solar/wind powered WLAN
mesh nodes. Resource allocation in such a node involves assigning solar panel or
wind turbine size, and battery capacity, and this resource allocation depends on the
geographic location of the node. A sustainable energy WLAN mesh node includes
a wind turbine and/or solar panel which are connected to a battery through a charge
controller. The charge controller disconnects the battery from the power source to
protect it from under- and over- charging. Specifically, when the residual battery
energy falls below the maximum allowed level of discharge, the charge controller
disconnects the node load and the node then experiences a radio outage. In a hybrid
configuration, both solar panel and wind turbine are used.

The authors investigate the short-term statistics of the energy available from so-
lar panel and wind turbines at two different locations, namely, Toronto, Ontario and
Phoenix, Arizona. In the city of Toronto, a time distribution example of solar power
and wind power shows positive correlation between them which suggests that a hy-
brid solar/wind powered node may not be cost effective. In the city of Phoenix, com-
parison of solar power and wind power shows that solar power dominates the wind
power, and therefore, wind power alone or a hybrid wind/solar solution may not be
feasible. However, the short-term statistics may not be sufficient to assess the optimal
dimensioning of the power source in the mesh node. The long-term statistics would
be required instead. Examples of long-term statistics show that performance metrics
such as radio outage probability for the wind source and the solar source depends
on the seasonal correlation between solar power and wind power in a geographic
location. The desired level of sustainability of a given hybrid system for the different
geographical locations can be obtained by properly choosing the wind turbine and
battery sizes.

To minimize the total cost of a hybrid node (i.e., cost of battery, solar panel, and
wind turbine) under given constraints on outage probability, battery size, solar panel
and wind turbine size, the authors use an optimization formulation. This optimization
model is solved numerically. To this end, the authors show that power saving at mesh
access points can greatly reduce the cost which is almost proportional to the power
consumption in the node.

Scheduling, Routing, and Cross-Layer Design

Link Scheduling and Routing in Wireless Mesh Networks

Chapter 8, authored by L. Badia, A. Erta, L. Lenzini, and M. Zorzi, presents a com-
prehensive survey on the state-of-the art of routing and link scheduling in wireless
mesh networks. As has been mentioned before, for a wireless mesh network, the
objective of a routing algorithm is to discover efficient paths to obtain high system
throughput. Link scheduling at the medium access control layer is used to activate
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the communication links with an objective to ensuring the desired level of network
connectivity under interference constraints. The interference models, which are par-
ticularly important when designing link scheduling (or activation) and routing algo-
rithms, can be of three types - physical, protocol, and measurement-based interfer-
ence models. With a physical interference model, the feasibility of simultaneous link
activations is determined by the SINR at the receivers. Note that, the packet error rate
at a receiver is a monotonically decreasing function of SINR. With a protocol inter-
ference model, simultaneous transmissions result in incorrect decoding of a received
packet. The measurement-based interference model takes an a priori approach to
interference characterization.

The existing works on link scheduling and routing in wireless ad hoc and/or sen-
sor networks are often not suitable in the context of wireless mesh networks due
to the dissimilar design/optimization goals and/or oversimplified interference mod-
els. Designing a framework for joint scheduling and routing which considers the
network requirements, resource constraints (e.g., number of radios, channels), radio
transceiver constraints, and realistic interference models is an interesting research
challenge.

The authors propose a graph-based approach to design a framework for joint
link scheduling and routing through link activation. In this framework, the radio
transceiver constraints (e.g., half-duplexity) and link directionality are taken into
account. The interference is characterized by a physical interference model which
is more accurate than that under protocol interference models from the viewpoint
of theoretical analysis of wireless mesh networks. The authors assume a central-
ized space time division multiple access (STDMA) scheme to obtain an efficient
transmission scheme through link activation. The mesh access point nodes in the
mesh backbone network finds the link activation patterns in a centralized manner and
communicates it with the other nodes. The authors obtain the performance bounds
for the minimal time scheduling problem/shortest-time link activation pattern (i.e.,
obtaining the link activation pattern which delivers a given amount of traffic from
non-gateway mesh nodes to the gateway mesh nodes in the shortest possible time).
The authors also carry out some numerical investigations on the performance of the
proposed framework for different interference models.

Quality-Aware Routing Metrics in Wireless Mesh Networks

Chapter 9, authored by C. E. Koksal, presents a comparative study among seven
different link cost metrics for routing in wireless mesh networks. The cost metric
for a link refers to the cost of forwarding a packet along that link. The considered
link cost metrics are: hop count, per-hop round trip time (RTT), per hop packet pair
delay (PktPair), quantized loss rate, expected transmission count (ETX), modified
ETX (mETX), and effective number of transmissions (ENT).

The traditional hop count-based routing (i.e., minimum hop routing), although
simple and requires minimal amount of measurement, does not perform satisfacto-
rily in presence of link variability. Per-hop round trip time is a delay-based link cost
metric, which is calculated by a mesh node as the exponentially weighted moving
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average of the RTT samples for each of its neighbors. This metric takes into account
the factors such as queueing delay, channel quality, and channel contention. How-
ever, since RTT varies with varying load, using this routing metric may lead to route
instability (due to the self interference effect). With this routing metric, the optimal
path assignments may change more frequently compared to the hop count, which
may result in reduced network throughput. Also, this metric responds to channel
variability at time scales longer than tens of packets.

The PktPair metric is obtained as the difference between the times of reception
of two successive packets. Therefore, it does not take into account the queueing and
processing delay at a node. Although it suppresses the route instability effect to some
extent, the overhead associated with it is higher than that due to per hop RTT. The
quantized loss rate is based on the end-to-end packet loss probability. This metric
does not take the link bandwidth into account, and therefore, low bandwidth paths
could be chosen for routing.

ETX for a wireless link refers to the estimated expected number of transmissions
required to transfer a packet successfully over that link. This metric depends only
on the link level packet errors due to channel impairments, and therefore, the effects
of self interference is reduced. ETX can improve the throughput performance sig-
nificantly compared to the hop count metric, however, it may perform poorly under
highly variable and bursty error situations. The mETX metric overcomes the limita-
tions of ETX in the presence of channel variability. This metric is a function of the
mean and the variance of the bit error probability summed over a packet duration.
It offers a higher throughput performance compared to the ETS metric. However,
the main drawback of this metric is the complexity of estimation of the mean and
variance of bit error probability. Also, estimation error may impact its performance
significantly.

The ENT metric is structurally similar to the mETX metric and it uses the exactly
same parameters and the channel estimation procedure as mETX. It is used to find
routes which satisfy certain desired end-to-end performance (e.g., packet loss rate at
the transport level) requirements. The metric mETX can be considered as a special
case of the ENT metric.

The authors also present a unified geometric framework to compare the different
routing metrics. This framework combines the mean and standard deviation of the bit
error rate process. In this framework, it is possible to define a feasible region using
which links can be selected to achieve the desired routing performance.

Cross-Layer Solutions for Traffic Forwarding in Wireless Mesh Networks

Chapter 10, authored by V. Baiamonte, C. Casetti, C. F. Chiasserini, and M. Fiore,
deals with the problem of joint design of MAC and routing schemes for multihop
communication in IEEE 802.11-based wireless mesh networks. Specifically, the au-
thors consider the problem of designing efficient relaying schemes based on the
cross-layer design principles which take into account the quality of the wireless links
in an 802.11-based multi-rate WLAN.
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For traffic flow from a mesh gateway to wireless mesh nodes, the authors present
two schemes for packet forwarding, namely, the split queues (SQ) approach and the
access category (AC) approach. With the former approach, two queues are main-
tained at each node for relay traffic and local traffic. With the latter approach, several
queues are implemented at the MAC layer, each of which is associated with a prior-
ity level (e.g., implementable through the access categories defined in IEEE 802.11e
EDCA). Prioritizing relay traffic over local traffic provides an incentive to the nodes
to act as relays. Simulation results for a network topology with single and multiple
relays serving TCP and UDP flows show that the AC approach can provide signif-
icant gain in throughput while the SQ approach can provide very high fairness in
throughput.

The authors present a fair relay selection algorithm (FRSA) which is an extension
of the optimized link state routing (OLSR) protocol designed for wireless ad hoc
networks. OLSR is a table-driven and a proactive protocol which exchanges topology
information periodically with other nodes in the network. The route from a given
node to any destination node in the network is formed by relay nodes. A relay node
announces to the network that it has reachability to the nodes which have selected
it as the relay node. The proposed FRSA is a relay quality-aware routing extension
of OLSR. In FRSA, each node performs a relay quality-aware routing to its two-hop
neighborhood. Simulation results show that a significant throughput gain with fair
channel access can be achieved with FRSA when compared to OLSR.

Multiple Antenna Techniques for Wireless Mesh Networks

Chapter 11, authored by A. Gkelias and K. K. Leung, discusses the research chal-
lenges associated with the deployment of multiple antenna technologies in wireless
mesh networks. In particular, the authors focus on the design of medium access con-
trol and routing algorithms in wireless mesh networks employing smart antenna tech-
nology. Multiple antenna technology includes fixed beam antenna techniques, adap-
tive antenna techniques, and multiple-input multiple-output (MIMO) coding tech-
niques which can be highly beneficial to improving overall performance of wire-
less mesh networks. However, employment of multiple antenna (or smart antenna)
techniques in a wireless mesh networking environment gives rise to unique prob-
lems such as deafness, hidden and exposed terminals, and multi-stream interference.
Novel medium access control and routing protocols need to be designed to address
the above problems.

The authors first describe the wireless mesh network and channel characteristics
considering different propagation scenarios, interference characteristics in different
scenarios, and other constraints such as the limitations in total effective radiation
power. Then an overview of the different smart antenna techniques is provided. Two
basic types of smart antennas, namely, directional antennas (fixed beams) and adap-
tive antenna arrays, are considered. Directional antenna techniques, which include
switched-beam antennas, steered-beam antennas (or dynamically phased array an-
tennas), can provide high SINR gain in presence of strong line-of-sight component,
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however, their performances degrade in multi-path environments. Adaptive antenna
techniques, which include adaptive antenna arrays and MIMO techniques, can pro-
vide high gain in the direction of desired signals and nulls in the direction of unde-
sired signals (i.e., interference). In particular, the MIMO techniques can exploit the
multi-path fading effects to enhance the transmission rate (i.e., multiplexing gain)
or enhance the transmission reliability (i.e., diversity gain) without additional band-
width requirements.

One of the major issues related to the use of multiple antenna (or smart antenna)
techniques in wireless mesh networks is to mitigate the deafness problem. This prob-
lem arises due to the use of directional antennas when a transmitter fails to commu-
nicate with its intended receiver. However, deafness can be also exploited in some
cases to mitigate interference. Directional transmission may also augment the clas-
sical hidden/exposed terminal problem in wireless networks. Again, in presence of
directional antennas, unsuccessful transmissions due to packet collision and deaf-
ness need to be treated differently at the higher layers. In a MIMO-based wireless
mesh network, the medium access control protocol should use the optimal number of
simultaneous transmissions, allocate appropriate number of streams per transmitter-
receiver pair, and perform power allocation accordingly. Also, the tradeoff between
multiplexing and diversity gain should be taken into account. The routing protocols
in a MIMO-based wireless mesh network should consider the MIMO parameters
for route discovery and maintenance. If the higher layer protocols are not carefully
designed, the multiple antenna techniques can have negative impact on the overall
network performance.

The authors then discuss several distributed medium access control protocols
for multiple antenna-based multihop wireless networks. The interactions between
medium access and routing protocols in presence of smart antennas have been eval-
uated in some works in the literature. These works primarily focused in improv-
ing network connectivity. Design and implementation of efficient quality of service
(QoS)-aware routing protocols which exploit the multiple antenna techniques is a
grand research challenge.

Security in Wireless Mesh Networks

Chapter 12, authored by W. Zhang, Z. Wang, S. K. Das, and M. Hassan, addresses the
security issues in wireless mesh networks. The main challenges for securing wireless
mesh networks arise due to the requirements of authentication, secure routing, secure
location information (of mesh routers), and to defend against virus attacks.
Authentication is required to distinguish malicious information from legitimate
information. An authentication mechanism is generally implemented with the help of
public key infrastructure (PKI) and certification authority (CA). With the PKI mech-
anism, each user has a pair of cryptographic keys: public key and private key. A
message encrypted with the public key (which is known to all the users) can only be
decrypted by using the corresponding private key, and vice versa. The CA involved
in the authentication procedure signs the binding of an entity’s identity and its public
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key with its private key. It is assumed that the signed certificates by the CA are glob-
ally trusted in the network. Due to the absence of any pre-established trusted network
infrastructure in wireless mesh networks, distributed CA schemes are desirable. The
authors describe a number of such CA schemes.

The routing protocols for a wireless mesh network are vulnerable to both exter-
nal and internal attacks. External attackers can inject fabricated routing information
into the network or maliciously alter the contents of routing messages. An inter-
nal attack is launched from within a node when an attacker gains full control of
the node. To prevent external attackers from sending fabricated routing information,
cryptography-based authentication methods incorporated in the routing protocols can
be used. The authors describe several of such schemes. Also, several possible ap-
proaches to detect and counter measure the internal attacks to routing protocols are
discussed.

Securing the location information of wireless mesh routers is crucial for certain
type of routing schemes (e.g., geographic routing schemes). Two methods for secur-
ing location information are generally used - correctly computing the location infor-
mation and verifying the location claims. The authors review several works based on
these two methods.

Computer viruses also pose threats to security in wireless mesh networks. There
have been research efforts towards modeling the virus propagation problem in wire-
less networks. Epidemic theory used in Biology is one popular technique used to
investigate the virus spreading problem. Two schemes which use Epidemic theory
to model the propagation of viruses and compromised nodes, respectively, are dis-
cussed.

The authors also outline a number of security-related research issues in wire-
less mesh networks. These include securing the medium access control protocols,
defending against denial of service (DoS) attacks at the different layers in the pro-
tocol stack, designing cross-layer framework for self-adapted security mechanisms,
customizing the security schemes based on the type of network (in a heterogeneous
wireless mesh environment), and trust establishment and management. All of these
issues represent fertile areas of future research in wireless mesh networks.

Conclusion

We have provided a summary of the contributed articles in this book. We hope this
summary would be helpful to follow the rest of the book easily. We believe that the
readers will find the rich set of references in each of the articles very valuable. We
would like to express our sincere appreciation to all of the authors for their excellent
contibutions and their patience during the publication process of the book. We hope
this book will be useful to both researchers and practitioners in this emerging area.
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1.1 Introduction

Wireless Mesh Network (WMN) is a promising wireless technology for several
emerging and commercially interesting applications, e.g., broadband home network-
ing, community and neighborhood networks, coordinated network management, in-
telligent transportation systems. It is gaining significant attention as a possible way
for Internet service providers (ISPs) and other end-users to establish robust and reli-
able wireless broadband service access at a reasonable cost. WMNs consist of mesh
routers and mesh clients as shown in Fig. 1.1. In this architecture, while static mesh
routers form the wireless backbone, mesh clients access the network through mesh
routers as well as directly meshing with each other.

Different from traditional wireless networks, WMN is dynamically self-organized
and self-configured. In other words, the nodes in the mesh network automatically
establish and maintain network connectivity. This feature brings many advantages
for the end-users, such as low up-front cost, easy network maintenance, robust-
ness, and reliable service coverage. In addition, with the use of advanced radio
technologies, e.g., multiple radio interfaces and smart antennas, network capacity in
WDMN s is increased significantly. Moreover, the gateway and bridge functionalities
in mesh routers enable the integration of wireless mesh networks with various ex-
isting wireless networks, such as wireless sensor networks, wireless-fidelity (Wi-Fi),
and WiMAX [3]. Consequently, through an integrated wireless mesh network, the
end-users can take the advantage of multiple wireless networks. Some of the benefits
and characteristics of wireless mesh networks are highlighted as follows:

o Increased Reliability: In WMNs, the wireless mesh routers provide redundant
paths between the sender and the receiver of the wireless connection. This elimi-
nates single point failures and potential bottleneck links, resulting in significantly
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increased communications reliability [3]. Network robustness against potential
problems, e.g., node failures, and path failures due to RF interferences or obsta-
cles, can also be ensured by the existence of multiple possible alternative routes.
Therefore, by utilizing WMN technology, the network can operate reliably over
an extended period of time, even in the presence of a network element failure or
network congestion.

Low Installation Costs: Recently, the main effort to provide wireless connec-
tion to the end-users is through the deployment of 802.11 based Wi-Fi Access
Points (APs). To assure almost full coverage in a metro scale area, it is required
to deploy a large number of access points because of the limited transmission
range of the APs. The drawback of this solution is highly expensive infrastruc-
ture costs, since an expensive cabled connection to the wired Internet backbone
is necessary for each AP. On the other hand, constructing a wireless mesh net-
work decreases the infrastructure costs, since the mesh network requires only a
few points of connection to the wired network. Hence, WMNs can enable rapid
implementation and possible modifications of the network at a reasonable cost,
which is extremely important in today’ s competitive market place.

Large Coverage Area: Currently, the data rates of wireless local area networks
(WLANS5) have been increased, e.g., 54 Mbps for 802.11a and 802.11g, by utiliz-
ing spectrally efficient modulation schemes. Although the data rates of WLANs
are increasing, for a specific transmission power, the coverage and connectivity of
WLANS decreases as the end-user becomes further from the access point. On the
other hand, multi-hop and multi-channel communications among mesh routers
and long transmission range of WiMAX towers deployed in WMNs can enable
long distance communication without any significant performance degradation.
Automatic Network Connectivity: Wireless mesh networks are dynamically
self-organized and self-configured. In other words, the mesh clients and routers
automatically establish and maintain network connectivity, which enables seam-
less multi-hop interconnection service. For example, when new nodes are added
into the network, these nodes utilize their meshing functionalities to automati-
cally discover all possible routers and determine the optimal paths to the wired
Internet [3]. Furthermore, the existing mesh routers reorganize the network con-
sidering the newly available routes and hence, the network can be easily ex-
panded.

In this chapter, we present a survey of recent developments in the protocols and

architectures for WMNs and discuss the opportunities and challenges of WMNSs.
The motivation of this chapter is to provide a better understanding of wireless mesh
network technology that can ensure heterogeneous application requirements. Conse-
quently, our aim is to present a structured framework for the end-users who plan to
utilize WMN:ss for their applications and hence, to make the decision-making process
more effective and direct.

The rest of the chapter is organized as follows. In Section 1.2 the network archi-

tecture of WMNSs is presented, while in Section 1.3 the design challenges of WMNs
are described. The recent advances and open research issues in protocol design for



1 Architectures and Protocols for Wireless Mesh Networks 3

WMNs are investigated in Section 1.4. Physical testbeds and standardization activi-
ties in WMNSs are explored in Section 1.5 and 1.6, respectively. Finally, the conclu-
sions are stated.

Mesh router domain

Mesh client domain

L_,'_ : Mesh routers u_ : Mesh gateway n ! : Mesh clients

Fig. 1.1. An illustration of wireless mesh network architecture. Mesh routers are resource-
rich nodes equipped with high processing and memory capabilities, while mesh clients have
limited memory and computational power.

1.2 Network Architecture

A typical wireless mesh network consists of mesh routers and mesh clients as shown
in Fig. 1.1. In this architecture, while static mesh routers form the wireless back-
bone, mesh clients access the network through mesh routers as well as directly mesh-
ing with each other. Unlike a traditional ad hoc network, which is an isolated self-
configured wireless network, the mesh network architecture introduces a hierarchy
with the implementation of dedicated and power enabled mesh routers. In this inte-
grated network architecture, some of the mesh routers are also called as gateways,
which are special wireless routers with a high-bandwidth wired connection to the
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Internet. More specifically, mesh routers contain advanced routing functionalities to
support mesh networking. This feature of mesh routers is realistic, since mesh routers
are fixed nodes, with no constraints on power supply (since they are assumed to be
connected to power lines), with multiple wireless interfaces built on either the same
or different wireless access technologies.

Different from mesh routers, mesh clients can be mobile nodes, which typically
run on batteries. Thus, power usage of mesh clients should be limited. This can be
achieved by means of reduced radio functions, e.g., single wireless interface, low an-
tenna gain, and low computational complexity. The target technology for both mesh
routers and mesh clients is the IEEE 802.11, which is a well known standard for
Wireless Local Area Networks (WLANSs). The main reason is the widespread avail-
ability of 802.11 devices, which allows a fast deployment of WMNs by using off
the shelf solutions>. However, to leverage on this opportunity, the modifications re-
quired by mesh routers and mesh clients should be aware of the existing hardware
constraints and limitations.

1.2.1 Open Research Issues

Although wireless mesh networks bring several advantages compared to traditional
wireless networks, there exist several open research issues that need to be investi-
gated for the network architecture:

e Network Planning: In WMN:ss, a careful planning of hardware resources needs
to be devised in terms of the position and the number of wireless interfaces,
and the technology limitations. In fact, a trade-off exists between the number of
routers/interfaces, i.e., network cost, and the overall network performance, i.e.,
network capacity and reliability. Also, how to best place mesh routers impacts
the network capacity and topology, and thus, needs to be investigated.

e Network Provisioning: A sophisticated network management tool needs to be
developed for both mesh routers and mesh clients to dynamically establish con-
nections between them and to closely follow the dynamics of traffic load and
users mobility.

e Network Integration: It is necessary to design a low-cost method to integrate the
IEEE 802.11 and IEEE 802.15.4, and IEEE 802.16 technologies so that a mesh
router of one technology can have additional interfaces of another technology.
However, which mesh router shall have additional interfaces is also part of the
network planning issue.

1.3 Design Challenges

The unique characteristics of wireless mesh networks (WMNs) bring many open re-
search issues to the network architecture design and the communication protocols of

3In addition to IEEE 802.11 standard, other industrial standard groups, such as IEEE
802.15, and IEEE 802.16, are also actively working on new specifications of wireless mesh
networks (see Section 1.6).
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WDMNS, ranging from the application layer to the physical layer. Although there ex-
ist recent advances in the mesh networking technology, many research problems still
need to be resolved: the protocols in all communication layers need to be improved,
new algorithms are required for efficient network self-configuration, and the net-
work security needs to be ensured. The critical factors influencing the performance
of WMNs can be summarized as follows:

e Advanced Wireless Radio Technologies: Recently, many solutions have been
proposed to improve the capacity of WMNs. Typical examples, include recon-
figurable radios, frequency agile/cognitive radios, directional and smart anten-
nas, multiple input multiple output (MIMO) systems, and multi-radio and multi-
channel systems. However, the complexity and the cost of these technologies
are still too high to be widely accepted for the commercialization. Therefore, all
these advanced wireless radio technologies require a revolutionary design in the
communication protocol suite in order to facilitate the deployment of WMNs and
the commercialization of the products.

o Interoperability and Integration of Heterogeneous Networks: Existing net-
working technologies have limited capabilities of integrating different wireless
networks. Thus, to increase the performance of WMNs and to provide the in-
teroperability between the products from different manufacturers, the integration
capabilities of multiple wireless interfaces and the corresponding gateway/bridge
functions of network routers should be improved.

e Network Security: Denial of service attacks and intrusions in WMNSs can cause
severe damage to the operation of the deployed network. Although there exist
many security schemes proposed for wireless local area networks and ad hoc
networks, most of these security solutions are either not practical or showing
poor performance in WMNSs because of the lack of a centralized trusted authority
to distribute a public key in the WMN architecture. Consequently, there is a need
for new security schemes ranging from efficient encryption and authentication
mechanisms to secure key distributions, and intrusion detection mechanisms.

e Scalability: The deployed mesh network must be able to deal with large network
topologies without increasing the number of network operations exponentially. In
addition, the network performance should not degrade as the number of hops be-
tween the sender and the receiver increases. To provide the scalability in WMNSs,
there is a need for scalable MAC, routing and transport layer protocols with min-
imum overhead.

o Heterogeneous Quality of Service (QoS) Requirements: The network services
that are provided by WMNSs vary from reliable file transfer to real-time mul-
timedia, such as live video streaming. Thus, in addition to traditional network
throughput and communication latency metrics, more comprehensive perfor-
mance metrics, such as delay jitter, aggregate and per-node fairness, and packet
loss ratios, need to be considered by the developed mechanisms.

e Dynamic Network Connectivity and Self-Configuration: In WMN:s, to elim-
inate the single point failures and potential bottleneck links, the wireless back-
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bone needs to provide redundant paths between the sender and the receiver, i.e.
mesh connectivity. However, the topology and connectivity of the network can
vary frequently because of the route failures and energy depletions®. Therefore,
to take all the advantages of autonomous mesh connectivity, efficient network
self-configuration, topology control and power management algorithms are re-
quired.

Mobility Support: To support mobile mesh clients in WMN, it is necessary to
design advanced physical layer and networking techniques, which adapt to the
fast fading conditions commonly associated with the mobile users. In addition
to these advanced techniques, low latency handover and location management
algorithms are also required to improve the quality of service during mobility.
Network Management Tools: To monitor the overall network performance and
maintain the network operation, flexible and scalable network management capa-
bilities are required for WMNSs. The primary network management capabilities of
the WMNSs include: i) bandwidth provisioning, ii) installing security and quality
of service policies, iii) supporting service level agreements, iv) fault identifica-
tion and resolution, v) addition and removal of network entities, vi) change of
network functions, vii) accounting, billing and reporting. All these capabilities
can automate the fault-management in WMNSs and thus enable the rapid deploy-
ment of WMNSs.

1.4 Layered Communication Protocols

In this section, we describe the protocol stack of wireless mesh networks and em-
phasize the open research issues at each communication layer.

1.4.1 Application Layer

The necessity to deploy WMNSs is determined by the real-world application require-
ments. Recently, several commercially interesting applications for broadband wire-
less services have been deployed based on the wireless mesh network architecture.
However, since numerous applications can be supported by the WMNS, it is infeasi-
ble to have a complete list of them. Here, depending on the functions for WMNs, we
categorize the applications of WMNSs into several classes:

Internet Access: Recently, several Internet Service Providers (ISPs) deploy
wireless mesh networks (WMNs) to enable broadband wireless services in urban,
suburban, and rural environments [1] and [16]. These WMN deployments bring
significant advantages over traditional wireless networks, including extended net-
work coverage, high speed, and cost-effective network installation. Therefore, the
deployments of WMNs are also expected to grow with the increase in demand
for broadband wireless Internet access.

®Note that in WMNs mesh routers do not have a constraint on power consumption, but the
mesh clients usually have limited power resources.
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e Public Safety: Wireless mesh networks appear to be one of the most promis-
ing solutions to address the needs of law enforcement agencies and city gov-
ernments, such as the police, fire departments, first responders, and emergency
services. Currently, several mesh networks are operating to provide mobility
support, reliability, flexibility, and high bandwidth for public safety applica-
tions [59], [54], [19] and [7]. However, the recent field trials and experiments
with existing communication technologies show that the performance of WMN’s
is still below what they are expected to be. Consequently, there is a need for the
development of large-scale physical test-beds and novel communication protocol
suites for WMN.

o Building Automation: In a building, the operation of various electrical devices,
including ventilation and air conditioning (HVAC) systems, power, light, ele-
vator, etc., needs to be controlled and monitored in real-time. Traditionally, all
these operations are realized using wired networks, which is very expensive due
to the installation and maintenance costs. In this context, wireless mesh networks
can offer efficient and cost-effective solutions for advanced building automation
systems.

e Electric Utility Automation: In today’s competitive electric utility marketplace,
electric utilities continuously encounter the challenge of providing reliable power
to the end users at competitive prices. Equipment failures, lightning strikes, ac-
cidents, and natural catastrophes all cause power disturbances and outages and
often result in long service interruptions [24]. WMNs can provide an economi-
cally feasible solution for the wide deployment of high speed wireless commu-
nications for electric utility automation applications, such as real-time grid and
equipment monitoring, incipient fault detection and identification, and wireless
automatic meter reading.

e Information Sharing within the WMNs: Currently, there exist several peer-to-
peer (P2P) networking protocols for information sharing on the Internet. How-
ever, the performance of all these P2P protocols may not be high in WMN:Ss, since
WDMNs have different and unique characteristics compared to the Internet. There-
fore, in order to support P2P applications, new well designed protocols need to
be integrated into the application layer.

o Transportation Systems: Recently, various public transportation companies and
the government agencies are interested in practical networking solutions to real-
ize the information delivery system controlling several transportation services
[44]. In this regard, wireless mesh networks (WMNs) can provide flexible wire-
less networking solutions to intelligent transportation systems. With the use of
WDMN:ss, the problems of transportation congestion can be addressed and trans-
portation security and safety can be improved.

Open Research Issues

The main research directions in the WMNSs application layer can be classified as
follows:
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o Cross-Layer Approach: To provide strict quality of service (QoS) requirements
of the applications and to create application protocols for managing distributed
information sharing in WMN:Ss, the protocols in the lower layers need to work
interactively with the application layer. This requires a cross-layer approach
through information sharing among application, transport, routing, medium ac-
cess control (MAC) and physical layers. In this way, the deployed WMN can be
self-adaptive to network dynamics and meet end-to-end real-time deadlines of
the applications.

o Design of New Applications: To enable large-scale WMNSs and to realize fully
integrated and cooperative wireless networking solution, new and commercially
interesting applications need to be studied based on the exclusive features and
advantages of the WMNS. In this way, this new technology can be made very
attractive for both consumers and service providers.

o Integration of Private and Public Networks: Novel application protocols that
incorporate the use of pricing as an incentive mechanism to encourage private
and self-interested nodes to participate in a public wireless mesh network need
to be studied. For example, the Internet access can be considered as a service,
and hence access points are the service sellers. In this respect, any downstream
wireless mesh nodes may purchase this service, for its own consumption, or for
reselling it to other downstream nodes obtaining a fair revenue.

1.4.2 Transport Layer

To the best of our knowledge, no transport protocol has been introduced specifically
for WMN’s to date, although several transport protocols have been developed for
both wired and wireless networks in the last decade [3]. In this section, we explain
existing transport layer protocols with a focus on ad hoc networks, since WMNs
share common features with ad hoc networks in spite of their differences. In any
case, it is useful to keep in mind that efficient transport protocols are needed for non-
real-time and real-time traffic for satisfying different QoS requirements in WMNSs.

TCP-Based Solutions

Most of the wireless transport protocols proposed in the literature or in use today
are enhancements of TCP, which is originally designed to work in the wired Inter-
net [12]. However, TCP-based solutions suffer from various limitations in WMNs
due to some inherent properties of TCP and the unique communication challenges
of WMNSs. The shortcomings of TCP in wireless ad hoc networks have been inves-
tigated in [5], [23], [27], [39], [42], [17]. In this section, we briefly discuss some
of the significant drawbacks of TCP-based solutions in the context of wireless mesh
networks. More specifically, we categorize the discussion based on the following
characteristics of TCP-based solutions: (i) under-utilization of network resources and
(ii) imprecise congestion detection and control.
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e Under-utilization of Network Resources: In WMNSs, The route failures and
consequent route changes affect the congestion control performance of TCP-
based solutions significantly. Whenever a route changes, a TCP-based solution
employs a slow start mechanism to probe for the available throughput capac-
ity. This mechanism does not allow to increase the rate aggressively, since every
connection takes several round-trip-time (RTT) periods before reaching its effec-
tive bandwidth value, spending a considerable portion of its lifetime in the probe
state. This behavior leads to an under-utilization of network resources, especially
for dynamic wireless networks. In addition, the RT'T" dependence of TCP-based
solutions can also be shown through the following analysis. Based on the well-
known square root formula [41], when TCP losses occur primarily due to link
errors, the TCP throughput of each connection can be represented as a function
of p and RTT:

Y(RIT,p) ~ SV X M55 (1.1)
RTT x \/p

where p is the error rate, MSS represents the packet length (in bytes), RTT is
the round trip time delay, and v is an implementation specific constant, e.g.,
v is ~ /2 for TCP without delayed acknowledgments and ~ 1 with delayed
acknowledgments. This formula also shows another inefficiency of TCP-based
solutions, i.e., the throughput of a TCP flow decreases, when the RTT of a con-
nection increases.

e Imprecise Congestion Detection and Control: In WMNs, end-to-end conges-
tion detection and control can be imprecise because of the inaccurate estimations
of the RTT and the dynamic nature of the wireless channel. In multi-hop wire-
less mesh networks, link failures are frequent and happen either due to the nodes
moving out of range of each other, or due to heavy contention, which is perceived
as a link breakage on repeated failures to deliver a packet. These breakages lead
to route failures, which then result in frequent route re-computations. As different
routes may have different round trip times (R77's), measurements of RTT on dif-
ferent routes result in large variance in its estimate, leading to large R7O (retrans-
mission timeout) values according to the well known formula RTO = (RTT 4,4) +
4 x (RTTjey) in which RTT,,, is the exponentially average of the RTT samples
observed and RT'Ty., is the standard deviation of the RTT samples.

Based on the TCP drawbacks, which are revealed through many performance
evaluation studies, several transport layer solutions have been proposed in the litera-
ture for wireless ad hoc networks. All these solutions propose to solve the problems
by improving TCP with additional functionalities, modifications, or getting support
from lower layers. In this section, we list various enhanced TCP protocols by ad-
dressing the proposed solutions to the classical TCP problems on wireless networks.
In [23], link level protection and ACKing mechanism were advocated to improve
the TCP performance over wireless ad hoc networks. In [5], the problems of TCP in
dynamic multihop wireless networks were determined and additional mechanisms at
media access and routing layers were proposed to improve TCP performance. The
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explicit link failure notification (ELFN) technique was studied in [27], which is based
on explicitly informing the TCP source of the link failures to improve TCP perfor-
mance. In [39], a transport layer solution (ATCP) was proposed, which introduces a
thin layer between the transport and underlying routing layers to improve TCP per-
formance by putting TCP into persist mode whenever the network gets disconnected
or there are packet losses due to high bit error rate. In [42], a fractional window in-
crement scheme for TCP (TCP-FEW) was proposed to prevent unnecessary network
contention by limiting the growth rate of TCP’s congestion window. In [17], an adap-
tive pacing mechanism (TCP-AP) was developed for wireless multi-hop networks in
order to avoid bursty packet transmissions.

It is important to note that all these protocols are based on end-to-end rate ad-
justment and congestion control mechanisms and require a fine-grained end-to-end
communication between the source and the destination. Therefore, they may experi-
ence significant network inefficiency in WMNs due to the dynamic characteristics of
multi-hop wireless environments, end-to-end delay and even obsolete receiver rate
feedbacks.

Novel Transport Protocols

Researchers have developed entirely novel transport protocols for both ad hoc and
mesh networks to address the fundamental problems existing in TCP, as argued in
the previous sections. In [55], the ad hoc transport protocol (ATP) was proposed
for mobile ad hoc networks. The ATP utilizies a rate-based transmission mechanism
for rate estimation, and a quick start algorithm for the initial bandwidth estimation.
Also, it decouples the congestion related and non-congestion related losses. In this
way, the ATP achieves higher performance compared the TCP variants in terms of
communication delay, network throughput, and fairness.

Recently, an adaptive and responsive transport protocol (AR-TP) for WMNs has
been proposed in [26] in order to fairly allocate the network resources among mul-
tiple flows, while minimizing the performance overhead. AR-TP includes both effi-
cient hop-by-hop rate adjustment and reliability mechanisms to achieve high per-
formance reliable data transport in WMNs. Compared to end-to-end rate control
schemes, hop-by-hop rate adaptation strategy of the AR-TP protocol enables each
router to keep track of dynamic wireless channel conditions in a responsive manner.
In addition, with the use of hop-by-hop strategy, the AR-TP can adapt its data trans-
mission rate opportunistically in case of multi-channel WMNSs. Performance evalu-
ation via extensive simulation experiments show that the AR-TP protocol achieves
high performance in terms of network throughput and fairness.

Transport Protocols for Real-Time Communication

In WMNs, a real-time rate control protocol is necessary to meet the end-to-end dead-
lines of the applications [3]. In [20], an adaptive detection rate control (ADTFRC)
scheme was developed for wireless ad hoc networks. This protocol proposes a multi-
metric joint detection mechanism for TCP-friendly rate control algorithms. However,
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the performance of the detection mechanism is not satisfactory to deliver real-time
multimedia traffic.

Another end-to-end TCP-friendly rate control protocol for mobile media stream-
ing called RCM was proposed in [57]. RCM does not distinguish between congestion
loss and link loss. Once a loss is detected, RCM reduces the sending rate. This behav-
ior makes the protocol power efficient since reducing the sending rate in burst error
state may reduce the link corruption. When there is no loss, a new rate increase mech-
anism, which takes burstiness of loss into account heuristically, was used. Specifi-
cally, if a heavier burst loss is detected, a more aggressive increase is applied in order
to recover quickly after large rate reduction. However, the existing TCP-friendly rate
control protocols [57], [20] cannot be used in WMNSs to support real-time delivery for
multimedia traffic since all non-congestion packet losses caused by different reasons
are handled in the same way. This may degrade the performance of these schemes.

An analytical framework was proposed in [51] for evaluating the quality of ser-
vice (QoS) of TCP-Friendly Rate Control protocol (TFRC) in hybrid wireless/wired
networks. The authors considered a wireless network with the link-level truncated
ARQ scheme and limited interface buffer size. They developed one Discrete Time
Markov Chain (DTMC) to investigate the wireless bandwidth utilization and packet
loss rate of TFRC flows over wireless links, and another DTMC to study the de-
lay outage probability, and the probability of packet delay exceeding a prescribed
threshold. Even though extensive simulations were conducted to verify the analyti-
cal results, this model may not be applicable to WMNSs, since it considers only single
hop wireless communication.

In summary, neither specific RCP scheme has been proposed for WMNSs nor pre-
vious schemes, designed for generic mobile ad hoc networks, have been successfully
adapted to the unique features of the WMNSs. Therefore, an efficient real-time rate
control mechanism for WMN:ss is still an attractive research area.

Open Research Issues

To design a reliable and effective transport layer for WMNSs, several other issues
need to be investigated:

e Adaptive Transport Protocol Design: Due to the natural WMNSs’ integration
with many different wired and wireless networks, such as Internet, IEEE 802.11,
802.15, 802.16, etc., the same TCP protocol, designed for a specific network,
will be ineffective for the integrated WMNs. On the other hand, using different
TCP variants in different wireless networks is not practical. Therefore, the design
of a dynamic adaptive transport protocol can be one of the promising transport
layer solution for WMNSs. Furthermore, new loss differentiation schemes and
real-time rate control mechanisms should be developed for multimedia applica-
tions in WMNSs.

e Cross-Layer Design: Since the performance of the transport layer significantly
depends on the lower layers, optimizing only transport layer functionalities is
insufficient to obtain high performance at the transport layer. Therefore, transport
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layer protocols should be jointly optimized with the lower layers by exploiting
the tight coupling between each communication layer.

1.4.3 Routing Layer

The routing layer is one of the key communication protocol layers to efficiently use
the resources in a wireless mesh network, where the available bandwidth is cut down
by both internal and external radio interference. The design of a routing algorithm
for WMNSs should consider the following requirements:

e Distributed: The routing algorithm must be distributed, as it is impractical to
have a centralized entity computing routes for all the routers. Thus, each router
must be able to autonomously take forwarding decisions for every packet.

o Independent of Any Traffic Profile: It is not always possible to have an a priori
knowledge of the offered traffic load. Therefore, the routing algorithm should not
require such a knowledge and should perform well under any traffic profile.

Besides the above requirements, a routing algorithm designed for WMN5s should
accomplish the following objectives deriving from the unique characteristics of a
multi-hop wireless network:

e Link Quality Variations: In a wireless mesh network, the quality of a wireless
link can rapidly change because of varying environment conditions. The routing
algorithm must be able to cope with such changes in link quality and rapidly
provide an alternative route in case a link becomes unusable.

e Reduced Overhead: Information that the mesh routers exchange as a support to
their routing decisions represents an overhead that should be minimized. Indeed,
not only it consumes bandwidth on the link it is transmitted over, but it also
prevents nodes in the neighborhood from transmitting data.

Furthermore, a multi-radio wireless mesh environment poses additional chal-
lenges. In fact, the selection of a neighbor node as the next hop for a packet must
take into account which channel is used to communicate with that neighbor node.
Selecting a channel, which is being massively used by neighboring nodes to trans-
mit packets, may delay the transmission of the packet and decrease the throughput.
Therefore, an appropriate routing strategy must be devised, which takes into account
the load on the available wireless channels to reduce the interference and increase
the throughput.

In the literature, there exist several routing layer protocols for multi-hop wireless
networks [3]. In the next section, we present an overview on the existing routing
algorithms for multi-hop wireless mesh networks along with their shortcomings.

Multi-Radio Routing

There are a few proposals dealing with routing in multi-radio WMN:s. In [48], an it-
erative algorithm which aims at assigning channels to radio and routing a predefined



1 Architectures and Protocols for Wireless Mesh Networks 13

traffic profile is presented. However, no new routing algorithm was proposed, as the
traffic profile is routed using either the minimum-hop path routing or a randomized
multi-path routing. In [56] it was assumed that the set of connection requests to be
routed is known. Both an optimal algorithm based on solving a Linear Programming
(LP) and a simple heuristic were proposed to route such requests. In [47], distributed
channel assignment and routing algorithms were developed. At any time each node
joins a gateway node and sends all the packets destined for the wired network to that
gateway. Nodes also advertise their cost to reach the gateway they are currently asso-
ciated with. Cost dynamically changes as it depends on residual bandwidth to achieve
load balancing. If a node is notified of a less cost path towards another gateway, it
starts a procedure to associate with that gateway. However, such procedure involves
updating the routing tables of all the nodes along the paths to the previous and the
new gateways. Since cost is dynamic, the proposed strategy may lead to route flaps
and a non-convergent network behavior, thus requiring appropriate countermeasures.

Routing with Various Performance Metrics

The effect of performance metrics on a routing protocol in static multi-hop wire-
less Networks was studied in [13]. In this regard, an empirical study was conducted
to evaluate the performance of three link-quality metrics, namely ETX (Expected
Transmission Count), per-hop RTT (Round-Trip-Time) and per-hop packet pair. All
these metrics were studied using a DSR-based routing protocol running in a wire-
less testbed. In [14], the authors introduced a new metric for routing in multi-radio
multi-hop wireless networks, denoted as WCETT (Weighted Cumulative Expected
Transmission Time). Such metric explicitly accounts for the interference among links
that use the same channel. In [37], a link metric called normalized advance (NADV)
was proposed for geographic routing in multihop wireless networks. NADV selects
neighbors with the optimal trade-off between proximity and link cost.

Joint Channel Assignment, Routing and Scheduling

The joint channel assignment, routing and scheduling problem was investigated in [2]
and [34]. In both papers, it was assumed that the knowledge of the traffic demands
is available and that the system operates synchronously in a time slotted mode. In
[2], an LP was formulated to route the given traffic demands in order to maximize
the system throughput subject to fairness constraints. Constraints on the number of
radios and on the sum of the flow rates for the links in the interference range were
also included. Since the resulting formulation includes integer variables which make
the problem NP-hard, the authors solved the LP relaxation of the problem. In [34],
the traffic demands were formulated as a multi-commodity flow problem, where one
among several different objectives can be defined. Besides including the additional
constraints as in [2], the LP formulation in [34] made use of time-indexed variables,
hence solving such LP gave a solution for the entire channel assignment, routing
and scheduling. However, the presence of integer variables makes the problem NP-
hard and thus, the authors solved the LP relaxation of the problem. Then, a channel
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assignment along with scheduling based on greedy coloring was used to resolve the
potential conflicts.

Load Balanced Routing

Load balanced routing in wireless networks has been the subject of many works
[21,31, 36], which however mostly consider a single-radio environment. In [28], a
multi-radio scenario was considered, but some simplifying assumptions were made
such as modeling the wireless connections between neighbors as isolated point-to-
point links. This was achieved by requiring on each node as many radio interfaces as
the number of neighbors.

Open Research Issues

In WMN:Ss, there exist several open research issues for the routing layer that deserve
further investigation:

e New Link Metrics: Some link metrics have already been proposed. However,
new link metrics may need to be devised to take into account the peculiarities of
multi-channel multi-radio wireless mesh networks.

o Integrated Routing/MAC Design: In WMNs, the routing layer needs to work
interactively with the MAC layer in order to maximize its performance. Integrat-
ing adaptive performance metrics from layer-2 into routing protocols or merging
certain operations of MAC and routing protocols can be promising approaches.

e Optimal Flow Value Computation: In WMNSs, the optimal flow distribution
can be obtained as a solution to the maximum multi-commodity flow problem,
which is NP-complete. An approximation scheme that efficiently fits the routing
paradigm should be investigated.

1.4.4 Medium Access Control Layer

Wireless mesh networks, being multi-hop networks, are particularly affected by en-
vironmental noise and interference problems, as both adjacent hops on the same path
and neighboring paths can cause interference. Interference can be alleviated if dif-
ferent node pairs in a neighborhood use non-interfering frequency channels. In case
network nodes are equipped with a single radio, the use of multiple channels in the
network leads to disconnected subsets of nodes, as each node can only communi-
cate with the neighbor nodes using the same channel. To provide connectivity, new
MAC protocols were developed, in [40, 53], which enable nodes to switch their ra-
dio to a different channel when needed. However, such an approach presents some
drawbacks for WMNss:

e Synchronization: The channel switching requires fine-grained synchronization
among nodes in order to avoid the deafness problem, i.e., the transmitter and the
intended receiver may be on different channels.
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o Wasted Time: The time for channel switching can be in the range of a few
milliseconds to a few hundred microseconds [35], which may be unacceptable
for most real-time multimedia applications.

Recently, given the availability of low cost wireless devices, another solution
to the problem of reducing the interference was proposed, which endows each node
with multiple radios. Each radio is set to a different channel and no channel switching
is required. Thus, each node can simultaneously communicate over different chan-
nels, which was shown to reduce the interference and increase the network through-
put [47,48]. However, the limited availability of radios per node and non-overlapped
channels requires an efficient assignment of channels to radios. Such an assignment
has to satisfy two opposing objectives:

e Preserve Network Connectivity: Two neighbor nodes can communicate with
each other only if their radio interfaces share a common channel. Thus, the chan-
nel assignment must ensure that each mesh router can still communicate (through
multiple hops, if it is the case) with all the other routers.

e Limit Channel Usage: At the same time, the reuse of the same channel in
a neighborhood must be limited, as simultaneous transmissions over the same
channel collide, leading to a decrease of the throughput.

In the related literature, there exist several channel assignment algorithms in
multi-radio WMNSs. In [14], multiple radios per node were used with an identi-
cal channel assignment, i.e., the first radio is assigned channel 1, the second radio is
assigned channel 2 and so on. Such an approach clearly preserves connectivity, but
does not make any effort to reduce interference. In [35], a hybrid channel assignment
scheme was proposed where some radios are statically assigned a channel while the
remaining radios can dynamically change their frequency channel. In [48,56], cen-
tralized channel assignment and routing algorithms were introduced. In the proposed
channel assignment algorithms the network links are visited in some particular order
and a common channel is assigned to the interfaces of both end nodes. If all inter-
faces of the end nodes in a link are already assigned a channel and they do not share
any common channel, then it is necessary to replace one of these channel assign-
ments. Due to the limited number of radios per node, this replacement may trigger a
chain reaction and must be performed recursively. The algorithms proposed in [48]
and [56] mainly differ in the order in which links are visited and in the criteria used
to select the channel to be assigned to a radio. In [48], the channel assignment algo-
rithm visits all the links in decreasing order of the expected link load and selects the
channel which minimizes the sum of the expected load from all the links in the inter-
ference region that are assigned to the same radio channel. The algorithm proposed
by [56] instead visits the links in decreasing order of the number of links falling in
the interference range and selects the least used channel in that range.

Open Research Issues

There exist the following open research issues for the MAC layer:
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o Multi-rate MAC: A channel assignment algorithm should take into account the
availability of multiple physical rates, which presents a challenging trade-off.
Indeed, reducing the physical rate decreases the capacity of the link, but also
decreases the interference range, thus potentially allowing more simultaneous
transmissions.

o Network Integration: In WMNSs, mesh routers can operate in various wireless
technologies, such as IEEE 802.11 and IEEE 802.15.4, and IEEE 802.16. Hence,
in the MAC layer, advanced bridging functions should be designed. In this way,
different wireless technologies can work together seamlessly [3]. Cognitive and
reconfigurable/software radios are one of the promising solutions to these bridg-
ing functions.

e Adaptivity to Network Configuration Change: In WMNs, new nodes can be
joined and some nodes can be left from the network dynamically. Hence, the
MAC layer and the associated channel assignment schemes need to be adaptive
to these network configuration changes.

1.4.5 Physical Layer

Recently, various high-speed physical layer techniques have been developed to im-
prove the capacity of wireless mesh networks. Typical examples include multiple ra-
dio interfaces, multiple-input multiple-output (MIMO) systems, beamforming anten-
nas, reconfigurable radios, and frequency agile/cognitive radios. These physical layer
techniques enable frequency diversity and multiple transmission rates by a combina-
tion of adaptive modulation and different coding rates and thus, increase the network
capacity and error resiliency of the radio transmissions. For example, orthogonal
frequency multiple access (OFDM) technique has significantly improved the data
transmission rate of IEEE 802.11 from 11 Mbps to 54 Mbps. A much higher data
transmission rate can be achieved through ultra-wide band (UWB) communications.
However, UWB can only be applied for short-distance communications.

In addition, multiple-input multiple-output (MIMO) systems have been devel-
oped in order to further improve the capacity and the reliability of WMNs. Specif-
ically, the MIMO systems exploit antenna diversity and spatial multiplexing, which
increase network capacity and mitigate the wireless channel impairment by fading,
delay-spread, and co-channel interference. MIMO systems can also have different
complexities. In WMNSs, the MIMO systems with lower complexity are preferred by
mesh clients, while those with higher complexity can be applied to mesh routers.

Furthermore, to cope with radio interference and to enhance the multi-hop com-
munication performance and energy efficiency, smart and directional antennas can
be utilized in the wireless backbone [3]. The main idea of using smart antennas in
WMNSs is to exploit the beamforming capability of the transmit/receive antenna ar-
rays. In this way, an effective antenna pattern can be created at the receiver with
high gain in the the desired radio signal direction and low gain in all other direc-
tions [9]. Therefore, the exploitation of directional transmissions can provide a high
speed wireless backbone and improve the spatial reuse. However, the network cost
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is a challenging problem in WMNS. In this regard, extensive field tests and research
efforts are required to implement fully adaptive and low-cost smart antenna systems.

To exploit the existing wireless spectrum opportunistically in WMNSs, frequency-
agile or cognitive radios are being developed. According to the Federal Communi-
cations Commission (FCC), approximately 70% of the allocated spectrum is not uti-
lized [18]. Moreover, the time scale of spectrum occupancy vary from milliseconds
to hours [3]. Therefore, abundant spectrum is still available for wireless communi-
cation. Cognitive radio techniques on a software radio platform are one of the most
promising solutions to address the limited available spectrum and the inefficiency in
the spectrum usage. This is because software radio platforms enable the programma-
bility of all radio components, such as RF bands, channel access modes, and chan-
nel modulations, and hence provide flexibility. Although, there are some physical
testbeds available, the software radio platforms need further research and field tests.

Open Research Issues

There exist the following major challenging issues in the physical layer:

e Cross-layer Design: Higher-layer protocols need to work interactively with
the physical layer to optimize the networking functions and to fully utilize the
advanced physical layer techniques. This leads to cross-layer network design
among physical and networking functionalities. However, the cross-layer ap-
proach makes hardware design more expensive and challenging. This motivates
the use of low-cost software radio platforms in WMNs.

o Low Cost MIMO Systems: The complexity and the cost of multiple-antenna
systems should be reduced to be facilitate the commercialization of the MIMO
products. In order to achieve higher transmission rate in the large deployment
fields, new wideband transmission schemes other than OFDM and UWB are also
required.

e Advanced Cognitive Radio Techniques: Cognitive radio techniques for WMNs
are still in their infancy. To achieve viable frequency planning for WMNSs, cross-
layer spectrum management functionalities, such as spectrum sensing, spectrum
decision, and spectrum mobility, need to be investigated [4]. Thus, extensive field
tests and research efforts are required before the cognitive radio techniques are
accepted for commercial use in WMNSs.

1.5 Physical Testbeds and Implementations

Recently, a few experimental testbeds have been implemented in the field of wireless
mesh networks (WMNs) providing a good basis for implementing and evaluating
new protocols and techniques. The Roofnet [8] is an experimental 802.11b/g mesh
network in development at MIT, which provides broadband Internet access to users in
Cambridge. There are currently around 40 active nodes on the network. This project
focused on the effect of routing protocols, node density, and adaptive transmission
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rate mechanisms on the overall network performance. The TAPs project [49] de-
signs a wireless mesh network architecture based on Transit Access Points (TAPs).
The TAPs form a wireless mesh backbone via high-performance multiple-input and
multiple-output (MIMO) wireless links. The focus of this project is the efficient sup-
port of multiple antenna and multiple interface systems through the hardware design
of the deployed routers. In the Hyacinth project [47], the researchers developed a
multi-channel wireless mesh network (WMN) architecture that can be built using
IEEE 802.11 a/b/g or IEEE 802.16a technology. In the Hyacinth project, currently
ten nodes are equipped with multiple 802.11 radios. The main design issues of this
network architecture are: interface channel assignment and packet routing. More-
over, in [11], routing problems and switching delays were investigated based on
experiments on a physical testbed, including 20 nodes working on multi-channel
environments.

The Broadband and Wireless Networking Laboratory (BWN-Lab) at Georgia In-
stitute of Technology built a testbed of WMNSs, including 15 mesh routers and 80
sensor nodes spread across one floor of a building. In this physical test-bed, the ef-
fects of the router placement, mobility, link failures and other research issues on the
overall network performance were investigated. The deployed WMN testbed was
also integrated with wireless sensor and actor networks and adaptive communication
protocols were developed for heterogeneous wireless networks [25,26]. Furthermore,
the Quail Ridge wireless mesh network [45] is located in Lake Berryssa, California.
In this outdoor environment, since the measurements are not affected by external ra-
dio interference and other electronic noises significantly, it is easier to investigate the
link quality variations. This testbed has been used for wild life monitoring and sup-
port audio and video applications. The WINGs project [22] also enables new wireless
network architectures, in which all network nodes can move with minimal effect to
the network performance. This project is targeted on a two-tier mobile wireless ar-
chitecture.

In addition to academic research testbeds, some high-profile companies, such
as IBM, Intel, Nokia and Microsoft, conduct extensive field tests on various physi-
cal test-beds [3]. Specifically, Microsoft [14] is investigating the routing and MAC
layer protocols with multi-radio and multi-channels interfaces on its 20 node testbed.
Some other companies are also active in the field of wireless mesh networks, through
the deployment of municipal mesh networks in several cities. Typical examples are
Strix Systems [54], BelAir [7], Tropos [59] and Firetide [19].

Different from these academic research testbeds and commercial installations,
several community wireless mesh networks have also deployed WMNSs to study the
impact of different technologies, such as multiple channels and directional antennas,
and to evaluate the performance of different applications on mesh networks. Few
examples of WMN architectures include Wireless Leiden [15], the Digital Gangetic
Plains project [46], Seattle Wireless [50], and the TibTec Dharamshala wireless mesh
community network [58].

Although all these measurements and experiments provide valuable insight into
the advantages of wireless mesh networks, the recent field trials and experiments
show that the performance of wireless mesh networks is still below than what they
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are expected to be. Consequently, there is a need for the development of large-scale
physical test-beds and novel communication protocol suites for WMNSs. In addition,
international standards are needed for building commercially interesting mesh net-
work applications and customer services on top of WMN architectures.

1.6 Standardization Activities

International standards are crucial for the industry since they provide the interoper-
ability between the products from different manufacturers and facilitate the commer-
cialization of the equipments. Depending on the target network type and the applica-
tion requirements, several standard groups, such as IEEE 802.11, IEEE 802.15, and
IEEE 802.16, are actively working on new specifications for WMNs. In the following
section, we present the overview of these international standards.

1.6.1 1IEEE 802.11s Mesh Networks

The initial specifications for the most popular standard for Wireless Local Area Net-
work were completed by the IEEE in 1999 [29] and successively extended in 2003.
All the family of IEEE 802.11 standards is specified for one-hop communications,
making it unsuitable for multihop, multichannel, and multiradio operations. Hence,
the IEEE set up a new working group: 802.11s task group, for the installation, con-
figuration and operation of 802.11-based mesh networks.

In the IEEE 802.11s standard, all the devices, which support mesh functionali-
ties are defined as mesh point (MP). A wireless distribution system (WDS) is a set of
MPs and mesh links. In the proposed standard, there are also the mesh access point
(MAP), which is a specific MP, but acts as an access point and the mesh portal point
(MPP), which is another type of MP through which multiple 802.11-based mesh
networks can be interconnected. We can distinguish two different process of initial-
ization in the IEEE 802.11s standard: i) the association of a device with a MAP,
which is performed through the usual 802.11 procedure, and ii) the association of
MAP with a neighboring node, which is performed after scanning, neighbor discov-
ery, authentication of the MP and channels negotiation.

The main components of the proposed IEEE 802.11s medium access coordina-
tion function (MCF) include mesh measurement, mesh interworking, medium access
coordination, mesh topology learning, routing and forwarding, topology discovery
and association, mesh security, mesh configuration and management, and 802.11 ser-
vice integration [38]. With these coordination components, the IEEE 802.11s stan-
dard addresses the 802.11-based wireless mesh services. It is also important to note
that these functionalities can be built on top of the existing physical layer of IEEE
802.11a/b/g/n standards. In the following paragraphs, the major services and require-
ments of the MCF are explained briefly:

o Topology Discovery and Association: When an MP is willing to join the net-
work, it looks for the existing networks, and if no networks are detected, it forms
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a new one. The necessary network formation information is gathered either by
the passive listening of beacon messages, or by the active sending of probing
messages. After the discovery phase, the MPs create the mesh network by asso-
ciating with the neighboring nodes. It is also possible to create different smaller
subnetworks, operating on different channels.

o Medium Access Coordination: In [6], [52], the medium access coordination
function was proposed based on the enhanced distributed channel access (EDCA)
mechanism used in IEEE 802.11e. The proposed MAC algorithms avoid beacon
collision, and provide synchronization, congestion control and power saving.

e Mesh Configuration and Management: In WMNs, automated management
tools are necessary to monitor the overall network performance and maintain
the network operation. In this way, the burden of manual configuration for the
service provider can be minimized. In addition, mesh networks need to support
IEEE 802.11h so that dynamic frequency selection (DFS) requirements can be
ensured.

o Mesh Security: The functionalities of network security can be based on IEEE
802.11i standard, which specifies the features for security in all WLANs. More-
over, it has to consider high mobility nodes, because they require very frequent
authentications.

e Mesh Interworking with Other Networks: In case the device is a MPP, it is
supposed to offer interconnection with other mesh networks, in order to set up
integrated mesh networks.

o Mesh Measurements: All the measurements made on the network should be
available for the upper layers. In this way, the network capacity and reliability
can be improved.

o Service Integration: The IEEE 802.11s standard considers the service integra-
tion in order to insure full compatibility with other 802.11 networks.

1.6.2 1IEEE 802.15 Mesh Networks

The IEEE 802.15 Working Group is committed to develop consensus standards for
Wireless Personal Area Networks (WPANSs) or short distance wireless networks.
These WPANs address wireless networking of portable and mobile computing de-
vices, such as PCs, Personal Digital Assistants (PDAs), peripherals, cell phones,
pagers, and consumer electronics. They also allow these devices to communicate
and interoperate with each another.

To address high data rate solutions in WPANSs, IEEE 802.15.3 working group
was established and the MAC and PHY layer specifications for high rate WPANs
were completed in 2003. This standard targets data rates from 11 to 55 Mbps at dis-
tances of greater than 70 m while maintaining quality of service for the data streams.
In addition, the IEEE 802.15.4 working group was chartered to investigate a low data
rate solution with long battery life and low complexity requirements. A first standard
was published in 2003 and then superseded by a new one in 2006. The supported
data rates are 250 Kbps, 40 Kbps, and 20 Kbps. The transmission distance is ex-
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pected to range from 10 to 75 m, depending on the transmission power output and
environmental conditions.

More recently, a new task group, IEEE 802.15.5 started its operation to deter-
mine the necessary mechanisms that must be present in the PHY and MAC layers of
WPAN:Ss to enable mesh networking. Specifically, this task group works to provide
an architectural framework for scalable and interoperable wireless mesh topologies
for WPAN devices.

Specifically, a mesh WPAN differs from a WPAN in that a direct communication
among participating devices in the network is not always possible despite the small
covered area. Links in an WPAN can be broken due to the combination of low trans-
mission power and persistent interference or the attenuation by barriers like walls,
doors, tables, etc. The mesh infrastructure may cancel these attenuations, which can
have a severe effect on the link performance. The mesh WPANs bring significant
advantages over a WPANSs, including extended network coverage, increased network
reliability, and longer network life time. However, the design of extensions for the
establishment of mesh WPANs must take the following issues into account:

o Energy Efficiency: In WMNs, the power consumption is restricted severely if
the device is currently not connected to a power supply. A mesh WPAN MAC
should be able to differentiate between power sensible and connected devices
and assign different functions to them, so that the power sensible device is able
to save power and participate in the network as long as possible.

o Interoperability: Non-mesh enabled devices may be present in the same area
of the mesh network. Efficient mechanisms are needed that handle the coexis-
tence of those devices with mesh-enabled devices, so that the mesh network is
still functional and single-hop transmissions from/to the other non-mesh enabled
devices are possible.

Table 1.1. Summary of IEEE 802.16 standards.

Standard Description
IEEE 802.16a|Containing new specifications for the 2-11 GHz bands and the mesh mode
IEEE 802.16b Providing quality-of-service (QoS) feature
IEEE 802.16c| System profiles for 10-66 GHz operations and supporting interoperability
IEEE 802.16d Fixed broadband wireless specification
IEEE 802.16e| Amendment to the 802.16d specification, explicit support for mobility
IEEE 802.16f 802.16 Management Information Base (MIB)
IEEE 802.16g Providing efficient handover and QoS
IEEE 802.16h Coexistence in license exempt frequency bands
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1.6.3 IEEE 802.16 Mesh Networks

To address the broadband wireless access in wireless metropolitan area networks, the
IEEE 802.16 working group (WG) was established in 1999. The initial IEEE 802.16
standard’ was designed to operate in the licensed 10-66 GHz frequency band and
to employ a point-to-multipoint (PMP) architecture where each base station (BS)
serves a number of subscriber stations (SSs) in the deployment field. However, these
operational features require the line-of-sight (LOS) communications, since only a
limited amount of multipath interference can be tolerated at the high operating fre-
quencies, i.e., larger than 10 GHz. To address reliable non-LOS (NLOS) operations
and to expand the system in non-licensed bands, the IEEE 802.16a extension was rat-
ified in January 2003. The IEEE 802.16a standard operates in a lower frequency of
2-11 GHz, enabling non-line-of-sight communications and meshing functionalities
in addition to PMP mode. In Table 1.1, the main specifications of the IEEE 802.16
standard extensions are also summarized.

In the IEEE 802.16a standard, the main difference between the PMP mode and
the mesh mode is the ability of multihop communication in the mesh mode. As
shown in Fig. 1.2, while in the mesh mode SSs can directly communicate with each
other through multihop communications, the PMP mode requires each SS to be con-
nected to a central BS through single hop communication. Consequently, the mesh
mode enables SSs to relay each others traffic towards the mesh BS, which also con-
nects the SSs to the backhaul network.

Furthermore, in the mesh mode there are two types of TDMA-based packet
scheduling mechanisms: centralized scheduling and distributed scheduling. In the
centralized scheduling, the BS assigns the radio resources for all SSs within a cer-
tain hop range. On the other hand, in the distributed scheduling, all nodes, including
the BS, coordinate with each other for accessing the channel. During this coordina-
tion, all the nodes broadcast their schedules, i.e., available resources, requests, and
grants, to all their neighbors within their two-hop neighborhood.

While the IEEE 802.16a mesh mode offers several opportunities, it has also two
main drawbacks: 1) it addresses only fixed broadband communication applications,
and ii) it is not compatible with the existing PMP mode [38]. In order to address
these drawbacks, in July 2005, another study group called the Mobile Multihop Re-
lay (MMR) was established under the IEEE 802.16 working group. The main objec-
tive of the MMR study group is to support mobile stations (MS) by using multihop
relaying techniques using relay stations (RS). An RS relays information between an
SS/MS and a BS or between other RSs or between an RS and a BS [43]. Therefore,
unlike the mesh mode, the dedicated RSs forms a treelike topology for relaying the
traffic to the BS.

Although the main specifications of the IEEE 802.16 standards have been re-
leased, few commercial equipments compliant with these international standards
have just appeared on the market. To facilitate the deployment of broadband wireless

"WiMAX (Worldwide Inter-operability for Microwave Access) is the commercialization
of the maturing IEEE 802.16 standard.
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Fig. 1.2. An illustration of the operation modes in the IEEE 802.16a standard.

mesh networks based on the IEEE 802.16 standards and to provide the interoper-
ability between the products from different manufacturers, the WiMAX forum was
established [60]. This forum acts like the Wi-Fi and ZigBee Alliances, which are
working to promote the IEEE 802.11 and IEEE 802.15.4 standards for WLANs and
wireless sensor networks, respectively.
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Conclusion

Wireless Mesh Network (WMN) is a promising wireless technology for several
emerging and commercially interesting applications, e.g., broadband home network-
ing, community and neighborhood networks, coordinated network management, in-
telligent transportation systems. Different from traditional wireless networks, WMN
is dynamically self-organized and self-configured. The self-configuration feature of
WMNss brings many advantages for the end-users, such as low up-front cost, easy
network maintenance, robustness, and reliable service coverage. Although the WMN
offers many opportunities, recent field trials and experiments with existing commu-
nication technologies show that the performance of WMNS is still below than what
they are expected to be. Consequently, there is a need for the development of large-
scale physical test-beds and novel communication protocol suites for WMNSs. In ad-
dition, many open research issues, such as security, quality of service, scalability,
distributed network management and self-configuration, optimal network design and
configuration, and integration of heterogeneous networks, need to be resolved.
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2.1 Introduction

Nowadays the development of the next-generation wireless systems (e.g., the fourth-
generation (4G) mobile cellular systems, IEEE 802.1ln, etc.) aims to provide high
data rates in excess of 1 Gbps. Thanks to its capability of enhancing coverage with
low transmission power, wireless mesh networks (WMNs) play a significant role in
supporting ubiquitous broadband access [1]- [10].

Fig. 2.1 illustrates a multi-hop wireless mesh network, where only the central
gateway G has a wireline connection to the Internet and other nodes (like node .S)
access to the central gateway via a multi-hop wireless communication. Each node in
the WMN should operate not only as a client but also a relay, i.e., forwarding data
to and from the Internet-connected central gateway on behalf of other neighboring
nodes. The main difference between ad hoc networks and wireless mesh networks
is the traffic pattern [2], as shown in Fig. 2.2. In a WMN, there will exist a central
gateway and most traffic is either to/from the central gateway as shown in Fig. 2.2(a).
In an ad hoc network, however, traffic flows are arbitrary between pairs of nodes,
such as the flow between nodes S1 and D1 in Fig. 2.2(b).

In general, the advantages of wireless mesh networking technology can be sum-
marized into five folds. First, WMN can be rapidly deployed in a large-scale area
with a minimal cabling engineering work so as to lower the infrastructure and de-
ployment costs [1]- [5]. Second, mesh networking technology can combat shadow-
ing and severe path loss to extend service coverage area. Third, by means of short
range communications, WMN can improve transmission rate and then energy ef-
ficiency. In addition, the same frequency channel can be reused spatially by two
links at a shorter distance. Fourth, due to multiple paths for each node, an appeal-
ing feature of WMN:ss is its robustness [9], [10]. If some nodes fail (like node B in
Fig. 2.3), the mesh network can continue operating by forwarding data traffic via
the alternative nodes. Fifth, WMN can concurrently support a variety of wireless ra-
dio access technologies, thereby providing the flexibility to integrate different radio
access networks [6]- [8]. Fig. 2.4 shows an example of integrated wireless mesh net-
work, where 802.16 (WiMAX), 802.11 (WiFi), and 802.15 (Bluetooth and Zigbee)
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Fig. 2.1. Conceptual illustration of a multi-hop wireless mesh network.

technologies are used for the wireless metropolitan area network (WMAN), the wire-
less local area network (WLAN), and the wireless personal area network (WPAN),
respectively.

However, when the coverage area increases to serve more users, multi-hop net-
working suffers from the scalability issue [10]. This is because in the multi-hop
WDMNSs throughput enhancement and coverage extension are two contradictory goals.
On one hand, the multi-hop communications can extend the coverage area to lower
the total infrastructure cost. On the other hand, as the number of hops increases,
the repeatedly relayed traffic will exhaust the radio resource. In the meanwhile, the
throughput will sharply degrade due to the increase of collisions from a large num-
ber of users. Therefore, it becomes an important and challenging issue to design a
scalable wireless mesh network, so that the coverage of a WMN can be extended
without sacrificing the system overall throughput.

In this chapter, we first discuss the major architectures of WMNSs and briefly
overview the existing mesh networking technologies, including the IEEE 802.11s
and IEEE 802.16 systems. Then, we address the scalability issue of the WMN from
a network deployment perspective. We introduce two scalable-WMN deployment
strategies for the dense-urban coverage and wide-area coverage scenarios as shown
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Fig. 2.2. Comparisons of a wireless mesh network and an ad hoc network.

in Figs. 2.5 and 2.6 ( [11, 12]). First, the cluster-based wireless mesh network for the
dense-urban area is shown in Fig. 2.5. In this WMN, several adjacent access points
(APs) form a cluster and are connected to the Internet through the same switch/router.
In each cluster, only the central access point AP, connects to the Internet through
the wires. Other APs are interconnected by wireless links. By doing so, the network
deployment in the urban area becomes easier because the cabling engineering work
is reduced. Second, a scalable multi-channel ring-based WMN for wide-area cov-
erage is shown in Fig. 2.6, where the central gateway and stationary mesh nodes
in the cell form a multi-hop WMN. Note that the mesh cell is divided into several
rings allocated with different channels. In the same ring, the mesh nodes can follow
the legacy IEEE 802.11 medium access control (MAC) protocol to share the radio
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Fig. 2.3. Robustness of wireless mesh network.

medium. Besides, mesh nodes in the inner rings will relay data for nodes in the outer
rings toward the central gateway. Based on this mesh cell architecture, the service
coverage of the central gatewary/AP can be effectively extended with a lower cost.

We will also investigate the optimal tradeoff between capacity and coverage for
these two scalable WMNs. Most traditional wireless mesh networks are not scalable
to the coverage area because the user throughput is not guaranteed due to the increase
of collisions. By contrast, the WMNs shown in Figs. 2.5 and 2.6 are more scalable in
terms of coverage because frequency planning with multiple channels can be easily
applied in this architecture to resolve the contention issue. Thus the throughput can
be ensured by properly determining the deployment parameters. We will apply the
mixed-integer nonlinear programming (MINLP) optimization approach to determine
the optimal deployment parameters, aiming to maximize the capacity and coverage
simultaneously.

The rest of this chapter is organized as follows. Section 2.2 presents the major
network architectures for WMNSs. Sections 2.3 and 2.4 discuss the mesh networking
technologies in the IEEE 802.11s and IEEE 802.16 systems, respectively. Section 2.5
describes the proposed scalable wireless mesh networks for the dense-urban cover-
age and the wide area coverage. In addition, we apply the optimization approach to
determine the optimal deployment parameters, aiming at maximizing the coverage
and capacity. At last, concluding remarks are given.
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Fig. 2.4. An integrated 802.15/11/16 (WPAN/WLAN/WMAN) wireless mesh network.

Cluster 1 Cluster 2

Cluster 3

—=—— AP-to-AP: IEEE 802.11a

----- MH-to-AP: |IEEE 802.11b/g
Switch/Router Wireline link Wireless link
H(d)
AP, N AR, AP, - R AP,

d [

Fig. 2.5. Clusters of access points in the wireless mesh network for the dense-urban coverage.

2.2 Architectures for Wireless Mesh Networks

A wireless mesh network is an economical and low-power solution to support the
ubiquitous broadband services. To provide uniform data-rate coverage, one straight-
forward solution is to densely deploy base stations (BSs) or access points (APs)
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Fig. 2.6. Ring-based cell architecture in the wireless mesh network for wide-area coverage,
where each ring is allocated with different allocated channel.

in the service area.! Fig. 2.7 shows an example of conventional broadband cellu-
lar/hotspot network, where all BSs are connected to the Internet via cables. Clearly,
such a network architecture is not very feasible due to the high costs of expensive
infrastructure and cabling engineering. Recently, mesh networks have become an in-
teresting option for deploying the wireless broadband networks. In the WMN, only
the central gateway has wireline connections to access the Internet directly. All the
BSs are interconnected via wireless links. By means of low-power multi-hop com-
munications, the coverage can be significantly extended. In addition, deploying such
a network is easier owing to less cabling engineering work.
In the following, we discuss the major WMN architectures.

''Usually, the term base station is used for the traditional cellular systems, while access
point used for the WLAN-based systems. Unless otherwise indicated, the term base station
will refer to both the cellular BS and the WLAN AP.
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Fig. 2.7. Conventional cellular/hotspot broadband network architecture.

2.2.1 Backbone Wireless Mesh Network

Fig. 2.8 shows an example of backbone wireless mesh networks. In the figure, each
base station also operates as a wireless relay to forward neighboring BS’s traffic to
the gateway. Such a wireless multi-hop backbone network provides the flexibility to
integrate WMN's with the existing wireless communication systems. The base sta-
tions can concurrently integrate 2G/3G/WLAN/4G radio access technologies to pro-
vide voice and high-rate data services, and flexibly employ the emerging broadband
radio technologies in the backbone networks.

The backbone WMN has the advantage of incremental deployment [2]. If neces-
sary, more gateways can be added, by simply connecting more base stations to the
Internet via wineline. Deploying more gateways in the WMNs can improve not only
the network capacity but also the reliability. That is, if one gateway fails, the traffic
can be delivered by alternative routes and gateways.

2.2.2 Backbone with End-user Wireless Mesh Network

Fig. 2.9 illustrates an example of backbone with end-user WMNs, where both the
base stations and the end users play a role of wireless relays to forward neighboring
nodes’ traffic. That is, the end users are also capable of routing and self-organization.
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Fig. 2.8. Backbone wireless mesh network.

The end-user WMNs can improve the coverage of base station and network connec-
tivity, thereby reducing the infrastructure costs due to fewer base stations needed.
Noteworthily, the mobility issue in the end-user WMNs is challenging, since the net-
work topology and connectivity will frequently change as users move. The mobility
issue in end-user WMN includes seamless handoff, fast route selection, network or-
ganization and management.

2.2.3 Relay-Based Wireless Mesh Network

Fig. 2.10 shows an example of relay-based wireless mesh networks. The relay in this
WMN acts as the lightweight BS/AP, which permits an economical design for the
relays. The relaying systems can employ either amplify-and-forward or decode-and-
forward schemes. In the amplify-and-forward scheme, the relays simply function as
analog repeaters, thereby augmenting their own noise levels. In general, the relays
in WMNs will operate in a decode-and-forward fashion. The relays can be digital
repeaters, bridges, or routers, all of which will completely decode and encode the
received signals before forwarding.

The objectives of deploying relays are to extend the coverage as well as to im-
prove user throughput. If the density of relays is high enough, all the users can be
served by nearby relays with a very short separation distance, thereby enhancing the
link capacity between the relays and users. Then, the goals of robust and uniform
data rate in the wireless networks can be achieved in a more economical way.
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2.3 IEEE 802.11s Mesh Networking Technology

The IEEE 802.11 standards aim at defining the physical (PHY) layer and the MAC
sublayer protocols for the wireless local area network. The IEEE 802.11b can achieve
the peak rate of 11 Mbps, while the IEEE 802.11a/g WLANSs achieve 54 Mbps.
Furthermore, the IEEE 802.11e addresses the quality of service (QoS) issue, and
the 802.11n intends to provide a data rate in excess of 200 Mbps. However, the
IEEE 802.11a/b/e/g/n standards mainly focus on the one-hop infrastructure-based
communications, where the stations (STAs) are directly connected to the APs. Due
to lack of a scalable distributed MAC protocol, the legacy IEEE 802.11 WLANS
will face the scalability issue that degrades the throughput severely in the multi-hop
communications.

Therefore, the IEEE 802.11s task group (TG) is established to address the multi-
hop issue for WLAN. This TGs aims to standardize the meshed WLANSs by defining
the PHY and MAC layer protocols to support broadcast/multicast/unicast transmis-
sions under self-configured mesh network topology. In the IEEE 802.11s network,
the WLAN mesh is defined as a set of mesh points interconnected via wireless links
with the capabilities of automatic topology learning and dynamic path selection [13].
Fig. 2.11 shows an example of IEEE 802.11s WLAN mesh. In the figure, there are
two classes of wireless nodes. The mesh points (MPs) are the nodes supporting wire-
less mesh services, such as mesh routing selection and forwarding, while the non-
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mesh nodes are the pure client STAs. In addition to mesh services, the mesh access
point (MAP) also provides wireless access services. The pure client STAs do not
participate in the WLAN mesh, but they can associate with the mesh APs to connect
to the mesh networks. The WLAN mesh can connect to other networks by the mesh
portals (MPPs). Multiple WLAN meshes can also be connected by the MPP.

The IEEE 802.11s employs the IEEE 802.11e enhanced distributed channel ac-
cess (EDCA) as the basis of the medium access mechanism. The enhanced MAC
derived from the legacy 802.11 standard is compatible with the existing WLAN de-
vices. To improve the network throughput and channel efficiency in the multi-hop
communications, the intra-mesh congestion control and the multi-channel common
channel framework (CCF) are suggested in the IEEE 802.11s [13]. By implementing
a simple hop-by-hop congestion control mechanism at each MP, the intra-mesh con-
gestion control can relieve the local congestion problem. This mechanism includes
three essential elements, including the local congestion monitoring, the congestion
control signaling, and the local rate control. The basic idea of the intra-mesh con-
gestion control is to actively monitor the local channel utilization, and detect the
local congestion. Through the congestion control signaling, a node can notify the
upstream-hop nodes and the neighboring nodes of the local congestion. Once re-
ceiving the congestion notification, the nodes will employ the local rate control to
relieve the congestion. The CCF framework provides the multi-channel MAC oper-
ation for the MP with single/multiple radio interfaces in order to boost the overall
network capacity with multiple channels. In CCF, the MP in backoff will exchange
the RTS/CTS-like channel negotiation message with the destination node. After suc-
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Fig. 2.11. The network architecture for the IEEE 802.11s WLAN mesh network.

cessful channel negotiation, MP pairs switch to the agreed channel to send/receive
the data and acknowledge (ACK) frames. One advantage of CCF is that it can accom-
modate the legacy channel access mechanisms. That is, the common control channel
for the nodes without supporting the CCF will appear as a traditional 802.11 channel.

In the IEEE 802.11s, the default hybrid wireless mesh protocol (HWMP) com-
bines the flexibility of reactive on-demand route discovery and the efficiency of
proactive routing [13, 14]. Specifically, the reactive on-demand mode in HWMP is
based on the radio-metric ad hoc on-demand distance vector (RM-AODV) protocol,
while the proactive mode is implemented by the tree-based routing. Such a combina-
tion in HWMP can achieve the optimal and efficient path selection. In addition, the
HWMP can support various radio metrics in the path selection, such as throughput,
QoS, load balancing, power-aware, etc. The default metric is the airtime cost, which
considers the PHY and MAC protocol overhead, frame payload, and the packet error
rate to reflect the radio link condition. To conclude, supporting the hybrid reactive
and proactive schemes with a variety of radio metrics, the HWMP has an appealing
benefit of flexibility and can be applied to a wide range of application scenarios,
including fixed to mobile mesh networks.

2.4 IEEE 802.16 Mesh Networking Technology

The IEEE 802.16 WirelessMAN standard aims to define the PHY and MAC layer
protocols to provide the broadband wireless services in the metropolitan area envi-
ronment [15]. This standard supports the point-to-multipoint (PMP) broadband com-
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Fig. 2.12. An example of IEEE 802.16 networks. Middle: point-to-multipoint (PMP) mode.
Right: mesh mode. Left: mobile multihop relay (MMR) mode.

munications, which operates in the licensed 10-66 GHz frequency band and requires
the line-of-sight (LoS) link between the BS and the subscriber station (SS). In addi-
tion to the PMP mode, the IEEE 802.16a extension introduces the mesh mode to the
IEEE 802.16 networks [16]. The mesh mode uses the lower frequency band of 2-11
GHz and allows the non-line-of-sight (NLoS) communications.

Fig. 2.12 shows an example of IEEE 802.16 network. In the figure, the SS in
the PMP mode has to directly connect to the BS. On the contrary, the SS can com-
municate with the neighboring SSs in the mesh mode (see Fig. 2.12). Furthermore,
the SS in the mesh mode can act as the wireless relay to forward others’ traffic to-
ward the central BS. Consequently, the coverage of BS can be extended, so that the
infrastructure costs is substantially reduced.

However, the currently-developed mesh mode in IEEE 802.16 standard is not
compatible with the original PMP mode. In the physical layer, the mesh mode has
different frame structures and only supports the OFDM operation in both licensed
and unlicensed bands. In the MAC layer, the network entry procedure in the mesh
mode is also different. In addition, the mesh mode does not support the mobility
of SS. Therefore, the IEEE 802.16 working group (WGQG) establishes the “Mobile
Multihop Relay (MMR)” study group (SG), and then creates the 802.16j TG. The
TG-j intends to enhance the normal PMP frame structure and develop the new relay
networking protocols, with the goals of coverage extension and throughput enhance-
ment. Different to the mesh mode, the MMR mode in the IEEE 802.16j extension
focuses on efficiently providing the multi-hop relay connections between SSs/mobile
stations (MSs) and the BS with a tree topology, as shown in Fig. 2.12. The MMR
mode is required to be backward compatible to the PMP mode, and will support both
the OFDMA and OFDM operations.
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To design a practical mobile multihop relay system, many important issues still
need to be addressed, including the enhanced frame structure, backward-compatible
network entry procedure, synchronization and security in the multi-hop communi-
cations. To support the 802.16e MSs, the mobility management, the seamless hand-
off, the optimal and fast multi-hop route selection are essential issues in the 802.16j
MMR systems. As for the radio resource management in MMR systems, the main
challenges include interference management, spectrum efficiency, frequency reuse
strategy, and scheduling policy.

2.5 Deployment Strategies for Scalable Wireless Mesh Networks

This section addresses the key challenge in WMN — the scalability issue from a net-
work deployment perspective. We propose two scalable-WMN deployment strategies
for the dense-urban and wide-area scenarios [11, 12].

2.5.1 Related Works

First, we discuss the issue of AP placement in WMNSs for dense-urban cover-
age. Most works were based on the architecture that all the access points are directly
connected to the Internet through cables [17]- [21]. In [17], an integer linear pro-
gramming (ILP) optimization model was proposed for the access point placement
problem, where the objective function was to maximize the signal level in the ser-
vice area. In [18], an optimization approach was proposed to minimize the areas with
poor signal quality and improve the average signal quality in the service area. The
authors in [19] and [20] proposed optimization algorithms to minimize average bit
error rate (BER). In [21], the AP deployment problem was also formulated as an
ILP optimization problem with the objective of minimizing the maximum of channel
utilization to achieve load balancing. In [17]- [21], the concept of wireless multi-hop
communication was considered.

With respect to the performance issues for wireless mesh networks, it has been
studied mainly from two directions [1]- [2], [22]- [25]. On one hand, from a coverage
viewpoint, authors in [22] compared the coverage performance of a multi-hop WMN
with that of a single-hop infrastructure-based network by simulations. On the other
hand, from a capacity viewpoint, it was shown in [23] and [24] that the through-
put per node in a uniform multi-hop ad hoc network is scaled like O(1/+v/klogk),
where k is the total number of nodes. Moreover, the authors in [2] showed that the
achievable throughput per node in a multi-hop WMN will significantly decrease as
O(1/k) due to the bottleneck at the central gateway. To resolve the scalability issue
of multi-hop network, authors in [25] proposed a multi-channel WMN to improve
the network throughput. Fewer papers considered both the capacity and coverage
performance issues for a WMN, except for [1] in a single-user case. The scalability
issue of WMN was not well addressed in [1]- [2], and [22]- [25].
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Table 2.1. Link data rates versus coverage ranges for the IEEE 802.11a/b WLANSs.

(a) Transmission performance of IEEE 802.11a

Data link rate (Mbps) 54 48 36 24 18 |12 | 9 6
Indoor range™ (m) [26] 13 15 19 26 33 139|145 | 50
Outdoor range™ (m) [26] 30 180 304
Link capacity’ (Mbps) [27] | 27.1 | 25.3 | 21.2 | 15.7 | 12.6 | 9.0 | 7.0 | 4.8

* 40 mW with 6 dBi gain patch antenna.
T PER = 10% and packet length = 1500 octets.

(b) Transmission performance of IEEE 802.11b.

Data link rate
(Mbps) 11 551 2 1
Indoor range§ (m) [26] 48 67 | 82 | 124
Outdoor range§ (m) [26] 304 610

$100 mW with 2.2 dBi gain patch antenna.

2.5.2 Scalable Cluster-based Wireless Mesh Network for Dense-Urban
Coverage

Architecture and Assumptions

This section presents the cluster-based WMN in the dense-urban area as shown in
Fig. 2.5. In each cluster, only the central AP, has the wireline connection to the In-
ternet. Other APs ae connected with wireless links. By this cluster-based WMN, the
WLAN system can be rapidly deployed in the urban area with less cabling engineer-
ing work.

Specifically, in the proposed cluster-based WMN, the IEEE 802.11a WLAN stan-
dard is mainly used for data forwarding between APs, while the IEEE 802.11b/g is
for data access between APs and user terminals. Recall that the IEEE 802.11a WLAN
are assigned with eight non-overlapping channels for outdoor applications in the
spectrum of 5.25 to 5.35 GHz and 5.725 to 5.825 GHz, whereas the IEEE 802.11b/g
WLAN has three non-overlapping channels in the spectrum of 2.4 to 2.4835 GHz. To
avoid the co-channel interference, frequency planing is applied to ensure two buffer
cells between the two co-channel APs. Thus, the inter-cell co-channel interference is
reduced and will not be considered in this work.

To deploy the WMN in a dense-urban environment, the coverage range of an AP
is a key parameter. Table 2.1 shows the relationship between coverage range and link
capacity for both the IEEE 802.11a/b WLANS [26]. Actually, these coverage ranges
may vary depending on the environments. However, the proposed optimization ap-
proach is general enough to evaluate the performance of WMN with the various
coverage ranges in different environments.

A. Throughput Model between Access Points
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Fig. 2.13. The outdoor/indoor 802.11a link capacity performance H(d) at a separation dis-
tance between access points d.

The throughput model between two APs follows the IEEE 802.11a WLAN speci-
fications. Table 2.1 (a) lists the coverage range and link capacity for the IEEE 802.11a
WLAN [26,27]. As shown in Fig. 2.13, the radio link capacity H(d) is a function of
the separation distance d.

In this WMN, the maximum separation distance between two APs is limited
by the maximum reception distance d,,4,. In addition, since the access points are
mounted on the streetlamps, the separation distance d between access points should
be d = 2Lg, where (2 is a positive integer and Lg is the separation distance between
streetlamps.

B. Throughput Model between an AP and Users

The design of cell size in WMN for urban coverage can be considered from
two folds. First, the maximum cell radius should be less than [,,,,, to maintain an
acceptable data rate. Second, the cell radius should be larger than [,,;, to lower the
handoff probability.

In each cell, users share the medium and employ the carrier sense multiple access
with collision avoidance (CSMA/CA) MAC protocol to communicate with an AP.
We assume that the users are uniformly distributed on the road with density Dy,
(users/m). If the cell coverage (in radius) is [, the average number of users in a cell
is k = 21Dy;. According to the method in [28], the cell saturation throughput Ry (k)
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Fig. 2.14. The cell saturation throughput versus the number of users for the IEEE 802.11b
WLAN.

of the IEEE 802.11b WLAN for various numbers of users k is shown in Fig. 2.14,
where data rate is 11 Mbps and average packet payload is 1500 bytes.

Optimal Access Point Placement

A. Problem Formulation

Radio link throughput and coverage are two essential factors in placing APs in
a WMN for dense-urban coverage. From the view point of coverage, a larger cell is
preferred because less number of APs are required. From the standpoint of through-
put, however, a smaller cell size will be better since it can achieve a higher data rate
in the wireless link. In this work, we formulate an optimization problem to determine
the best separation distance for APs with consideration of these two factors.

Fig. 2.15 illustrates an example of the cluster-based WMN. Since access points
will be symmetrically deployed to the central access point AP, in a cluster, only one
side of the cluster needs to be considered. The notations in Fig. 2.15 are explained as
follows:

— n : the number of APs in the single side of the cluster;
— d; : the separation distance between AP, _; and AP;;
— H(d;) : the radio link capacity between AP;_; and AP; at a distance d;, according



2 Architectures and Deployment Strategies for Wireless Mesh Networks 45

—2Z— AP-to-AP: IEEE 802.11a
----- UE-to-AP: IEEE 802.11b/g

d, ‘
AP, —2—AP, —z— AP,—z2— —=——AP,
O H(d)) 2
'¢
. L/ |RC)
)y

Fig. 2.15. A cluster of APs in the dense-urban environment (this is an example for the
increasing-spacing placement strategy, where dq < dz < --- < dp).

to the

IEEE 802.11a WLAN specification;
— 1, : the cell radius of AP;;
— R(l;) : the aggregated traffic load from all the users associated to AP;, in which
R(l;) =21;DpRp and Rp is the average demanded traffic of each user.
Clearly, the separation distance between two APs can be written as

di:li'i_lifh fori:1,2,...,n (21)

and the aggregated traffic load in a cell should be constrained by the cell saturation
throughput, i.e.,

R(l;) < Ry (k). 2.2

In the considered scenario as depicted in Fig. 2.15, the total service area in a cluster
of APs is [2ly + 2", 2l;]. Therefore, the total carried traffic load of a cluster of
APs through the wireline connection can be given as

n

l0+22li

i=1

2 DJMRD.

The total cost for deploying a cluster of APs with one wireline connection is
(2n + 1 + p), which includes the total cost of (2n + 1) access points and the fixed
overhead cost due to the wireline connection p. For convenience, in this work the
wireline overhead p has been normalized by the cost of one access point.

In this work, the AP placement problem will be formulated as a mixed-integer
nonlinear programming (MINLP) problem with the following decision variables: n
and lg, l1,...,l,. The objective is to maximize the ratio of the total carried traffic
load to the cost for a cluster of APs. In the following, we discuss the two AP place-
ment strategies: the increasing-spacing and the uniform-spacing placement strate-
gies.
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B. Increasing-Spacing Placement Strategy

Fig. 2.15 illustrates an example for the proposed increasing-spacing placement
strategy, where d; < do < --- < d,. In a cluster, the aggregated carried traffic
load of the wireless link between AP;_; and AP; is a decreasing function of i. That
is, the further the AP; from the central AP, the less the carried traffic load in the
wireless link between AP;_1 and AP;. Accordingly, it is expected to deploy access
points with increasing separation distance (i.e., d; < do < --- < dp,) to deliver
a higher traffic load for a cluster of APs. The system parameters according to the
increasing-spacing AP placement strategy can be obtained by solving the following
MINLP optimization problem:

Total carried traffic load in a cluster of APs

MAX -
n,lo,l1,....ln  Total cost for deploying a cluster of APs
n
2|lo+2> Li| DuRp

i=1
= 2.3
2n+1+p) 3

subject to
2liD1\/[RD S Rb<k), 1= 1,27...,17, (24)
H(d;) > Y R(l;) =Y 20;DyRp, i=1,2,....n (2.5)
j=i j=i

di:li+li_1,i:1,2,...,n (26)
lmingliglmazv 7::0,1,...,71 (27)
di<dmaz, 1=1,2,....1 (2.8)
d; =4Lg,i=1,2,...,n. 2.9

In the following, we will explain the above constrains. Constraint (2.4) means
that in each cell the total carried traffic load is constrained by the cell saturation
throughput. Constraint (2.5) states the condition that the radio link capacity H (d;)
between AP;_; and AP; should be greater than the aggregate carried traffic load
from the cells served by AP;, AP;41, ..., and AP,. Constraint (2.6) is the relation-
ship between the separation distance d; and the cell radius [;. Constraint (2.7) refers
to the limits of cell radius, i.e., l,,,;,, and l,,,4,. According to (2.8), the maximum sep-
aration distance between two access points is limited to d,,,,,.. With respect to (2.9),
it is a limit on the separation distance d; due to the distance between streetlamps.

C. Uniform-Spacing Placement Strategy

Referring to Fig. 2.5, the uniform-spacing placement strategy is to make all the
cells in a cluster have the same radius, and thus the access points are uniformly
deployed in the service area. Therefore, there are additional constraints for this
placement, i.e., I; = [ and thus d; = d = 2[. Accordingly, R(l;) = R(l) and
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Table 2.2. System parameters for numerical examples.

Symbol Item Nominal value
D Road traffic density 0.08 users/m
Ls |Distance between two street lamps 30m
Rp Traffic demand of each user 0.2 Mbps
lmin Min. of cell radius 45 m
lmax Max. of cell radius 300 m
Amaz Max. distance between APs 300 m

H(d;) = H(d). Then, the MINLP formulation of access point placement problem
can be modified as

(2n + 1) x 2Dy Rp

MAX 2.10
nl 2n+1+p) 10)
subject to
Ry(k) > R(l) =2IDyRp (2.11)
H(d) >nR(l) =n x2lDyRp (2.12)
d=2Lg. (2.13)

Numerical Examples of Cluster-Based WMN

We compare the performance of the increasing-spacing placement strategy and the
uniform-spacing placement strategy. The system parameters in the numerical exam-
ples are summarized in Table 2.2.

Fig. 2.16 compares the achieved profits of the objective function for the increasing-
spacing and the uniform-spacing placement strategies with various wireline over-
heads p. Fig. 2.16 demonstrates the advantage of the increasing-spacing place-
ment strategy over the uniform-spacing placement strategy. The achieved profit
of the objective function is a concave function of the number of APs, n, as de-
picted in Fig. 2.16. Therefore, there exists an optimal solution of n to maxi-
mize the profit of the objective function. For example, when the wireline over-
head p = 4, n = 3 will achieve the best performances for both placement strate-
gies. The corresponding cell radii for the increasing-spacing placement strategy are
(lo,11,12,13) = (113.3 m, 66.7 m, 143.3 m, 156.7 m) and that for the uniform-
spacing placement strategy is [ = 105 m, respectively. Accordingly, the corre-
sponding separation distances for the increasing-spacing placement strategy are
(d1,da,ds) = (180 m, 210 m, 300 m) and that for the uniform-spacing placement
strategy is d = 210 m, respectively. In this case, the increasing-spacing placement
strategy can achieve 15% higher profit of the objective function than the uniform-
spacing placement strategy. In Fig. 2.16, we can also observe that the best number of
APs in a cluster can vary for different strategies. When the wireline overhead p = 2,
n = 2 will achieve the best performance for the increasing-spacing placement strat-
egy, and n = 1 for the uniform-spacing placement strategy. In this case, the achieved
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Fig. 2.16. Comparison of the increasing-spacing and the uniform-spacing placement strategies
in terms of the achieved profit of the objective function for different wireline overheads p.

profit of the objective function for the increasing-spacing placement strategy is about
6% better than that for the uniform-spacing placement strategy.

Fig. 2.17 shows the sum of carried traffic load and the total service area for a
cluster of (2n + 1) APs according to the increasing-spacing and the uniform-spacing
placement strategies. One can observe that the total carried traffic load with the
increasing-spacing placement strategy increases faster than that with the uniform-
spacing placement approach as the number of APs in a cluster increases. Further-
more, the increment of the traffic load for the uniform-spacing strategy will gradu-
ally diminish or even decrease (see n = 6 to n = 7). Since the profit of the objective
function is proportional to the total carried traffic load, and inversely proportional to
the cost of a cluster of APs, the achieved profit of the objective function is a concave
function of n as shown in Fig. 2.16.

2.5.3 Scalable Ring-Based Wireless Mesh Network for Wide-area Coverage
Network Architecture

Fig. 2.6 illustrates the scalable ring-based wireless mesh network for wide-area cov-
erage. In each mesh cell, all users are connected to the central gateway in a multi-hop
fashion. Each intermediate node operates as a wireless relay to forward data traffic to
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Fig. 2.17. Performance comparison of the increasing-spacing and the uniform-spacing place-
ment strategies, from the viewpoint of one cluster.

the gateway. The gateway connects to the backbone network via a wired or wireless
connection. Using this mesh architecture, the cabling engineering work for WMN
deployment can be reduced.

In this work, we consider a multi-channel wireless mesh network. In this WMN,
each mesh cell is divided into several rings, denoted by A;, i = 1, 2, ---, n. The
user in the ring A; will connect to the central gateway via an i-hop communication.
We assume that each node can concurrently receive and deliver the forwarded traffic
as [7,10,25]. That is, each node is equipped with two radio interfaces, and the users
in ring A; will communicate with the users in rings A;_; and A;, at two different
channels f; and f;;1, respectively. By doing so, the multi-hop mesh network be-
comes scalable to the number of users since the contention issue can be resolved by
the multi-channel arrangement in a ring-based network.

We assume that frequency planning is applied to avoid the co-channel interfer-
ence, and thus the inter-ring co-channel interference will not be considered in this
work. In a multi-channel network [25], the dynamic frequency assignment can flexi-
bly utilize the available channels, but it needs a multi-channel MAC protocol that is
sometimes complicated. In the considered ring-based WMN, however, the fixed fre-
quency planning is simple because it only needs to consider the width of each ring
to ensure an enough co-channel reuse distance.
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The carried traffic load in each mesh node includes its own traffic and the for-
warded traffic from other users. Assume that all the nodes in the inner ring A; share
the relayed traffic from the outer ring A; 1. Suppose that the user density is p. The
average number of nodes ¢; in the ring A; can be expressed as

2 .
o pmry, fori=1
G = pai= {pﬂ(r?—r?l),forl <i<n 219

where a; and (r; — ;1) are the area and the width of ring A, respectively. Let Rp
and R; be traffic load generated by each node and the total carried traffic load per
node in ring A;, respectively. Then,

.
R, = 1’:1 Ri+1+Rp

)

Z?:H-l j
SI= T
Ci

Rp. (2.15)

For the outermost ring A,,, R,, = Rp.

Coverage and Capacity Maximization

A. Problem Formulation

In the following, we formulate an optimization problem to determine the best
number of rings in a cell and the optimal width of each ring so as to achieve the op-
timal tradeoff between throughput and coverage. To begin with, we discuss the con-
straints in the optimization problem for the considered ring-based WMN as shown
in Fig. 2.6.

m The relay link capacity H;(d) for a user in ring A; should be greater than the
traffic load carried at each node R;, i.e., H;(d) > R;, where d is the separation
distance between the node and the next-hop node. This constraint guarantees the
minimum throughput for each user.

m The maximum reception range should be larger than the ring width (r; — r;—1),
ie., (7"1‘ - ri—l) < dmaw =dy.

m The ring width should be greater than the average distance d,,;, between two
neighboring nodes, i.e., (r; — 7i-1) > dpin, Where dpnin, = 1/,/p m is depen-
dent on the user node density p.

B. MINLP Optimization Approach

From the above considerations, the optimal coverage issue in a wireless mesh net-
work can be formulated as an MINLP problem with the following decision variables:
n (the number of rings in a mesh cell) and 4, 2, . . ., 7,. The objective function is to
maximize the coverage of a mesh cell as follows. In this scalable ring-based WMN,
the ring-based frequency planning resolves the collision issue as cell coverage in-
creases. Accordingly, the optimal coverage and capacity will be achieved simulta-
neously, since more users in a mesh cell can also lead to higher cell capacity. The
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Table 2.3. System parameters for numerical examples.

Symbol Item Nominal value
p User node density (100) "m ™2
Rp Demanded traffic of each user node 0.5 Mbps
dmin  Min. of ring width, i.e., (1//p) 100 m
Admaz Max. reception range 300 m
lre Sensing range (Vrdmaz) 450 m

optimal system parameters for the ring-based WMN can be analytically determined
by solving the following optimization problem:

MAX 7, (Coverage of a mesh cell) (2.16)
T,71,T2,5..,Tn
subject to
Hi(d) > R; 2.17)
dmam Z (ri - 7"1‘,1) Z dmzn (218)

where the cell coverage is defined as the cell radius r,. A cross-layer analytical
model to evaluate H;(d) was developed in [12].

Numerical Examples of Ring-Based WMN

Table 2.4. Relevant network parameters for an IEEE 802.11a WLAN.

PHY mode for data frame, m, 1~8
PHY mode for control frame, m. 1 (6Mbps)

Propagation Delay, § 1 us
SIFS 16 s
DIFS 34 us
Empty slot time, o 9 us
Mpk 6
Initial Contention Window, W 16

The system parameters are summarized in Tables 2.3 and 2.4. We considers a
simple case where all the ring widths in a cell are the same, i.e., (r; —r;—1) = 7. The
control frames (RTS/CTS/ACK frames) are transmitted with PHY mode m, = 1
for reliability. The mesh nodes are uniformly distributed with density p = (100) 2
nodes/m. We assume the sensing range lgrc = Yrdmaqs, Where vy is 1.5. As in [29],
the chosen data frame payload sizes for eight PHY modes are {425, 653, 881, 1337,
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Fig. 2.18. Cell coverage versus the number of rings n in a mesh cell, where the demanded
traffic per user is Rp = 0.5 Mbps.

1793, 2705, 3617, 4067 (4095 — M ACh4r — M ACrcs)} bytes. Referring to the
measured results [26], the corresponding average reception ranges are d; = {300,
263, 224, 183, 146, 107, 68, 30} m. It is true that these reception ranges vary for
different environments. However, the proposed optimization approach is general
enough to evaluate the performances of different WMNs by adopting various re-
ception ranges.

In Fig. 2.18, the achieved cell coverage against the number of rings in a mesh
cell for Rp = 0.5 Mbps is shown. One can observe that the optimal achieved
cell coverage is 412 m with n = 4. Compared with the coverage of the single-
hop network (n = 1), the multi-hop mesh network improves the coverage by 77%.
Fig. 2.19 illustrates the capacity performance against the number of rings in a cell,
for Rp = 0.5 Mbps. In this example, the corresponding optimal cell throughput is
26.7 Mbps with n = 4. Compared with n = 1, the multi-hop mesh network improves
the cell throughput by 215%.

Figs. 2.18 and 2.19 show that the proposed ring-based WMN can enhance the cell
coverage and throughput compared with the single-hop network. More importantly,
we find that the optimal number of rings is equal to n = 4 for Rp = 0.5 Mbps. In
these figures, it is shown that the more the number of rings in a mesh cell, the better
the coverage and capacity. However, the constraints on the mesh link throughput and
the separation distance between the mesh nodes determine the optimal solution.
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Fig. 2.19. Achieved cell capacity versus the number of rings n in a mesh cell, where Rp =
0.5 Mbps.

Fig. 2.20 shows the ring width for various number of rings n in a cell. Referring
to this figure, when the number of rings increases, the ring width decreases. In gen-
eral, when the number of rings n in a cell increases, the cell coverage also increases
as shown in Fig. 2.18. For handling the increment of relay traffic as n increases,
each ring width will decrease to shorten the hop distance and thus improve the link
capacity. However, since the ring width should be larger than the average distance
between two neighboring nodes, there exists a maximum value of n. In this example,
the maximum allowable number of rings in a mesh cell is n = 4.

Conclusion

Wireless mesh networking is a promising solution for the next-generation communi-
cation system to support ubiquitous broadband services with low transmission power.
In this chapter, we have provided a brief overview on the mesh networking tech-
nologies for the IEEE 802.11s and IEEE 802.16 systems. Then, we address the key
challenge in WMN — the scalability issue from a network deployment perspective.
We present two scalable-WMN deployment strategies for the typical WMN appli-
cation scenarios, including the dense-urban and wide-area scenarios. The proposed
WDMN s are scalable in terms of coverage, since the frequency planning with multiple
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Fig. 2.20. Ring width r versus the number of rings n in a cell, where Rp = 0.5 Mbps.

available channels can effectively resolve the contention issue and thus the through-
put can be ensured by properly designing the deployment parameters. This chapter
also investigates the optimal tradeoff between capacity and coverage for the scalable
WDMNSs. We have applied the mixed-integer nonlinear programming (MINLP) opti-
mization approach to determine the optimal deployment parameters, subject to the
tradeoffs between throughput and coverage.
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3.1 Introduction

The cellular industry is currently positioned for a transition from traditional voice
networks to high-rate data networks that will enable ubiquitous internet connectivity
and support of a variety of new wireless applications. The rapid deployment of broad-
band wireless access networks over large coverage areas (e.g., wide-area networks
(WANY5)) calls for the investigation of low-cost and high-performance infrastructure
technologies. One major source of cost in cellular networks is the wireline back-
haul that connects infrastructure devices (e.g., base stations, access points etc.) to the
core internet. These wired backhaul connections are often electrical or fiber-optic
and incur significant recurring costs of deployment, leasing and maintenance for ser-
vice providers. Therefore, technologies that enable the wireless backhaul between
the core network and infrastructure devices are of great interest from a cost savings
perspective.

The demands and constraints on future wireless networks outlined above lead to
a multihop cellular mesh architecture [1]- [2], an example of which is depicted in
Fig. 3.1. The role of the additional infrastructure deployment points is to serve as
relay terminals for the data to be routed between the wired infrastructure devices
(labeled as BS, i.e. base station) and end users (labeled as MS, i.e. mobile station)
and thereby to enhance the quality of end-to-end communication. Depending on the
size of their coverage area, these fixed radio relay nodes are referred to as “micro” or
“pico” relay stations (RS) (e.g., nodes 102-110 in Fig. 3.1 each cover their respective
shaded hexagonal micro cells) and are generally much smaller in size and less expen-
sive than the wired infrastructure devices. These relay deployments will serve toward
various objectives, such as enhancing data rate coverage and enabling range exten-
sion over cellular networks. With this motivation, there has recently been growing
interest from both academia and industry in the concept of relaying in infrastructure-

*Portions of text and Figs. 3.1, 3.3, 3.4, 3.5, and 3.6 have been reprinted with permission
from [3], [4], and [6] (©[2006], [2007] by IEEE. The IEEE disclaims any responsibility or
liability resulting from the placement and use in the described manner.
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Fig. 3.1. Micro-cellular multihop WWAN model ((©) 2006 IEEE).

based wireless networks such as next generation cellular networks (B3G, 4G), wire-
less local area networks (WLANs) (IEEE 802.11, WiFi, HyperLAN) and broadband
fixed wireless networks (IEEE 802.16, WiMax, HyperMAN).

Chapter Overview. End-to-end optimization of certain quality of service (QoS)
measures such as throughput, reliability and latency plays a key role in designing
novel algorithms and architectures for next generation relay-assisted broadband cel-
lular mesh networks. Toward this end, the development of performance character-
ization methodologies as a function of the physical channel conditions and system
parameters is essential to manage end-to-end QoS requirements. Motivated by the
observation that both base stations and relay stations are stationary (fixed network
topology) and are expected to enjoy slow-varying channel conditions which allows
for rate-adaptive relaying over each hop, we first perform an information-theoretic
capacity analysis to propose end-to-end throughput and latency measures for multi-
hop routing as a function of the physical channel and system parameters in broad-
band cellular mesh networks employing orthogonal frequency division multiplexing
(OFDM). Several centralized functionalities coordinated by the base station (e.g.
scheduling algorithms, routing algorithms, network entry and handoff, latency man-
agement, other MAC and higher layer functions) can benefit from the knowledge
of such end-to-end quality of service (QoS) measures; examples of which are pro-
vided in later sections. We have previously reported our research results in earlier
publications [2]- [7] and standard contributions [8]- [9].
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This chapter is organized as follows:

e Section 3.2 introduces a broadband fading physical channel model [3] to study
multihop communication protocols over cellular mesh networks and discusses
our assumptions regarding channel statistics and terminal transmission/reception
capabilities.

e Section 3.3 characterizes the end-to-end capacity and throughput in a broad-
band cellular mesh network in the presence of a multihop routing protocol that
employs rate-adaptive relaying and OFDM-based codeword transmissions over
each hop [3, 5], accounting for transmission errors due to decoding failures and
retransmissions until successful message reception based on an automatic repeat
request (ARQ) mechanism.

e Section 3.4 shows that end-to-end throughput maximization in a broadband cel-
lular mesh network is equivalent to a minimum-cost routing problem [3] by
defining the multihop routing metric as the reciprocal of the per-hop through-
put, which is also known as the expected transmission time (ETT) [10], and the
objective of route selection is to dynamically minimize end-to-end latency.

e Section 3.5 discusses the use of end-to-end metrics toward the design of novel re-
source allocation, scheduling and multihop routing algorithms. In particular, we
propose orthogonal frequency division multihop multiple access (OFDM?A) re-
source allocation policy [4] for relay-assisted broadband cellular mesh networks,
which ensures interference-free multi-user communication. This policy allows
for the design of low-complexity centralized opportunistic scheduling algorithms
by separating the problems of subcarrier allocation and multihop route selection.

e Section 3.6 illustrates another use of end-to-end metrics for network entry and
handoff; under the assumption that relay stations have capabilities very similar
to base stations, i.e. they can perform association, authentication, time/frequency
resource allocation. In particular, we propose novel algorithms for network en-
try and handoff in cellular mesh networks that yield enhanced link performance
while maintaining the backward compatibility of the end users.

e Section 3.7 briefly summarizes ongoing standardization activities in IEEE 802.16j
Relay Task Group.

3.2 Multihop Broadband Channel Model

Consider an N-hop routing path between a BS and an end station (an RS or an MS),
where we index each hop by n, such that n = 1,..., N. The source terminal (e.g.,
for downlink, the source terminal is the BS) is identified as 77, the destination ter-
minal (e.g., for downlink, the destination terminal is the end station) is identified
as 7n4+1 and the intermediate terminals (i.e., RSs) are identified as 73-7. Using
OFDM modulation turns the frequency-selective fading channel into a set of paral-
lel frequency-flat fading channels, rendering multi-channel equalization particularly
simple since for each OFDM tone a narrowband receiver can be employed. We as-
sume that the length of the cyclic prefix (CP) in the OFDM system is greater than
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the length of the discrete-time baseband channel impulse response. This assumption
guarantees that the frequency-selective fading channel indeed decouples into a set
of parallel frequency-flat fading channels. We define the channel frequency response
over the n-th hop as

L—1 ¢
H, (eﬂ”e) = Z ( n)hn,le_ﬂ”w 0<f<1

dT)
1=0 "

where we assume that the discrete-time channel has order L — 1, h,,; € C repre-
sents the [-th tap (I = 0, ..., L — 1) of the frequency-selective fading channel impulse
response realization at hop n (one can think of each of the taps representing a scat-
terer cluster with each of the paths emanating from within the same scatterer cluster
experiencing the same delay), &,, represents the shadow fading realization over hop
n, dy, is the inter-terminal distance between terminals 7,, and 7,11 and p is the path
loss exponent. Consequently, the discrete-time complex baseband input-output rela-
tion for the frequency-flat channel over the k-th tone (k = 1,..., K) and n-th hop
(n=1,...,N)is given by

Ynt1,k = Hp (ejzw(k/K)) Snk + Znt1k

where K is the total number of OFDM tones (subcarriers), s,, ,, € C is the scalar
data input signal transmitted from terminal 7,, over the k-th tone and n-th hop, sat-
isfying the average transmit power constraint E [|sn7k\2] =P, ypt1x € Cis the
reconstructed scalar data output signal at terminal 7,,, 1 over the k-th tone and n-th
hop, and 2,41, € C is the temporally white zero-mean circularly symmetric com-
plex additive white Gaussian noise (AWGN) signal at 7,11, independent across n
and k, satisfying E [zmkz;,)k,] = 025k — k']6[n — n'], where §[n] = 1ifn = 0
and §[n] = 0, n # 0 and o2 is the variance of the discrete-time noise process 2y, .
It should be noted that due to the presence of multipath delay spread, the individual
channel gains H,, (e727(*/K)) for k = 1, ..., K will be correlated.

We write each of the taps as the sum of a fixed (possibly line-of-sight (LOS))
component, h,,; = E[h, ] and a variable (or scattered) component h,, ; as hy; =
Enﬁ 1 —i—izn, 1- The channel over the n-th hop is said to be Rayleigh fading if ﬁn, ; = 0 for
[ =0,...,L —1and Ricean fading if h,, ; # O for at least one [ € {0, ..., L — 1}. The
variable components {ﬁml} are assumed to be circularly symmetric complex Gaus-
sian random variables with zero mean and variance o7. Different scatterer clusters
are assumed to be uncorrelated (independence across [) and channels are assumed
to be independent across multiple hops (across n), i.e., E[ﬁnylﬁ;,’l,] =0ifl £V
orn # n'. We associate a Ricean K-factor with each of the taps over each hop by
defining s, ; = |hy|?/0?. The relative strengths of the channel taps with powers
{[Fn|? + 02}/, are determined by a certain power delay profile (PDP), which is
fixed across all hops over a given routing path (i.e., across n).

Regarding message transmissions over the multihop link, the fading states are as-
sumed to remain constant during the transmission of a codeword and that the channel
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coherence time is much larger than the coding blocklength (slow fading assumption).
Due to slow fading, each terminal in the multihop network is considered to obtain full
channel state information (CSI) regarding its neighboring links (transmit CSI avail-
able through a feedback link), i.e., terminal 7,, has perfect CSI for the links from
itself to terminals 7,,_; and 7,11. At each hop, the perfect CSI knowledge (or even
partial CSI knowledge through the feedback of the instantaneous signal-to-noise ra-
tios (SNRs)) at the transmitters allows for instantaneous rate adaptation to changing
channel conditions on a codeword by codeword basis.

3.3 Information-Theoretic Characterization of Capacity in
OFDM-Based Multihop Networks

We shall take an information-theoretic approach toward the analysis of the end-to-
end throughput performance and deal with the capacity behavior of OFDM-based
relay-assisted multihop networks in broadband slow-fading environments. As termi-
nals can often not transmit and receive at the same time in the same frequency band,
we only focus on time-division based (half duplex) relaying for the capacity analy-
sis. In particular, we consider a simple /N-hop decode-and-forward routing protocol,
where, at hop n, relay terminal 7,41, n = 1,..., N — 1 hears and fully decodes the
entire codeword transmitted from terminal 7,, and forwards its re-encoded version
to terminal 7,,15. Under the described multihop routing protocol and assumptions
on the channel characteristics stated in Section 3.2, the end-to-end (instantaneous)
conditional mutual information [ (as a function of the random fading channel pa-
rameters) of the broadband cellular mesh network can be expressed as a function of
the transmit signal-to-noise ratio SNR in the form

I(SNR) = max min{\,I,(SNR)} 3.1
Zﬁ;l )\nzl

where A\, € [0,1] is the fractional time of the channel corresponding to hop n and
I,(SNR) is the conditional mutual information (as a function of path loss, shadowing
and fading) over hop n 2. This mutual information is achievable by the multihop
network under optimal time-sharing and rate adaptation to instantaneous shadowing
and (slow) fading variations. Evaluating (3.1), we obtain the following harmonic
mean formula [5, 6]:

[T, In(SNR)
2717\/1:1 Hm;ﬁn IW(SNR)

N 1 -1
= _ . (3.2)
(3 o)

The reader is referred to [12, 13] for further capacity results on non-fading AWGN mul-
tihop networks.

I(SNR) =
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For the broadband frequency-selective channel over each hop, the use of OFDM
modulation allows for the application of a narrow-band receiver for each tone k =
1, ..., K and hence each subchannel can be viewed as a frequency-flat fading link,
which implies that I,,(SNR) can be written as [14]

K
1
+(SNR) = % ;In «(SNR) (3.3)

where I, ; is the mutual information for the frequency-flat channel over the k-th
OFDM tone and n-th hop (ignoring the loss in spectral efficiency due to the presence
of the CP), which, under the assumption of Gaussian inputs, i.e., s, € C has the
temporally i.i.d. zero-mean circularly symmetric complex Gaussian distribution, is
given by (in bits per second per Hertz (bps/Hz))

I.x(SNR) = log, (1 +SNR ‘Hn (ef2ﬂ<k/K>) D (3.4)

such that SNR = KP =, and hence total transmit power P over the n-th hop is shared
equally across all K OFDM tones. In the presence of practical system limitations
due to finite number of supportable code rates and modulation sizes, the mutual in-
formation in (3.4) may not be achievable and a loss in mutual information may be
incurred. In this setting, the mutual information over each hop can be computed as-
suming finite modulation sizes (no Gaussian inputs) and further discretized consid-
ering a finite number of code rates that guarantees a certain level of reliability (e.g.,
packet error rate (PER)), i.e. when using practical link adaptation mechanisms which
are designed to optimize performance under such reliability and delay constraints.
To implement this rate-adaptive multihop relaying solution over random time-
varying channels (e.g., fading wireless channels), where each element in the con-
ditional mutual information set {,,}_, can be treated as a random variable, the
transmit terminal over hop n only needs to know the value of I,, and the value of
an end-to-end link quality parameter M, which is defined as M = 25:1 1/L,.
The knowledge of global CSI (i.e. CSI for all links in the multihop network) is not
required at every terminal [7], which implies significantly reduced messaging over-
head. The information on ,, can be obtained by each terminal through CSI feedback
from only the neighboring terminal. Due to the stationarity of the infrastructure de-
vices, the channels experienced over all hops are expected to be slowly time-varying
(except possibly for the last hop involving the end user) and therefore it is realis-
tic to assume that each node will be able to track its transmit/receive channels and
perform rate-adaptive relaying. On the other hand, the parameter M depends on the
channel conditions over all links, which may be computed in a distributed fashion
using a routing algorithm (e.g., destination-sequenced distance-vector (DSDV) [11])
in which the cost of the link over hop n is represented by the metric 1/1,,, which
is also known as the expected transmission time (ETT) [10] in the networking liter-
ature. Such a distributed approach involves the end-to-end propagation of a single
parameter, only requiring neighbor-to-neighbor message passing of the accumulated
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multihop link cost metric which is updated by each terminal with the addition of the
cost of the last hop. Once the total route cost ZnNzl 1/1I,, has been determined by
one of the end terminals, the value of M can be broadcasted to all the terminals in the
linear multihop network. Again, due to slow fading, it can be safely assumed that the
update broadcasts of this parameter do not need to be performed frequently, ensuring
low complexity in the protocol overhead.

Using the capacity-based performance measures for the multihop routing pro-
tocols summarized so far, we shall now investigate merits of relay-assisted mesh
techniques through several numerical examples under practically relevant cellular
communication settings. For purposes of illustration, unless stated otherwise, we
will assume that the base station, relay stations and mobile station are equi-distantly
aligned to form a linear multihop network.

Example 1: Cell Edge Spectral Efficiency Enhancement. We study the com-
munication scenario depicted in Fig. 3.2, where a cell edge user could be supported
by either (i) direct transmission/reception (N = 1) by the base station (BS-MS link),
or (ii) relay-assisted communication over two hops (N = 2) through BS-RS and RS-
MS links. Table 3.1 lists our assumptions for the channel and system parameters for a
7-cell network in the downlink mode (1 center cell and 6 interfering neighbor cells).
In particular, we consider a high-capacity line-of-sight (LOS) BS-RS link, non-LOS
channels for BS-MS and RS-MS links based on the Erceg-Greenstein (EG) path loss
model [15] and lognormal shadowing. We also consider frequency-selective fading
under the broadband channel model of Section 3.2; where each multipath fading link
has four independent taps (L = 4) with an exponential power delay profile (PDP)
and complex Gaussian (Ricean) distribution with mean 1/ /2 and variance 1 /2,ie.,
kng = 1, ¥n, 1 = 0,1,2,3. While we keep the RS-MS distance fixed at 0.3 km,
we allow the user’s distance from the BS (and hence BS-RS distance) vary in order
to characterize spectral efficiency as a function of range, where, consistently with
Table 3.1, we take Range(BS — MS) = Range(BS — RS) + 0.3 (in km). Ta-
ble 3.2 presents the spectral efficiency comparison between direct communication
with mutual information I4;,ec¢ and relay-assisted two-hop routing with end-to-end
mutual information Iye1ay = 1/(1/1; + 1/13), where quantities I; and I represent
the mutual information over the BS-RS and RS-MS links, respectively (following
(3.2)-(3.4)). We observe from these results that under favorable LOS conditions over
the BS-RS link, multihop relaying boosts capacity and coverage gains against direct
transmission for cell edge users suffering from poor signal-to-interference-plus-noise
ratio (SINR) conditions. For example, we find in Table 3.2 that a multiplicative spec-
tral efficiency gain factor of 4 can be achieved for a O dB user at range 2.2 km with
two-hop relaying.

Example 2: Reliability Enhancement against Fading. In this example, we
focus on the benefits of multihop for mitigating fading, which may at first seem
counter-intuitive. For the purposes of the following numerical study, we will con-
sider the broadband channel model of Section 3.2 with frequency-selective multipath
fading and path-loss, but without shadowing and channel distributions are assumed
to be uniform across all hops (which was not the case in Example 1). Each multi-
path fading link has two independent taps (L = 2) with an exponential power de-
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BS
RS

MS

Fig. 3.2. Cell edge users could be either (i) directly served by BS (BS-MS link) or (ii) served
through a relay-assisted two-hop route including BS-RS and RS-MS links.

lay profile (PDP) and complex Gaussian (Ricean) distribution with mean 1/+/2 and
variance 1/2, i.e., k,,; = 1, Vn, I = 0, 1. The path loss exponent is assumed to be
p = 4, and the average received SNR between the mobile user and the base station is
normalized to 0 dB. We plot in Fig. 3.3 the cumulative distribution function (c.d.f.)
of the end-to-end mutual information for both fixed-rate and rate-adaptive multihop
relaying schemes [6] with varying number of hops N = 1,2, 10. We observe that
with increasing number of hops, the c.d.f. of mutual information sharpens around
the mean (i.e. the probability distribution function (p.d.f.) concentrates), yielding
significant enhancements at low outage probabilities [16] over single-hop communi-

Table 3.1. Cellular mesh link budget for BS-MS, BS-RS and RS-MS channels.

Parameter BS-MS Channel  BS-RS Channel = RS-MS Channel
Transmit power (RMS) (dBm) 36 36 30
Transmitter gain (dBi) 6 6 6
Receiver gain (dBi) 0 6 0
Noise PSD (dBm/Hz) -167 -167 -167
Bandwidth (MHz) 20 20 20
Path loss model EG LOS EG
Shadowing std (dB) 8 4 8
Tx antenna height (m) 25 25 12
Rx antenna height (m) 2 12 2
Carrier frequency (GHz) 35 3.5 35

Cell radius (km) 1-3 1-3 0.3
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Table 3.2. Spectral efficiency comparison of direct transmission vs. two-hop relaying for cell
edge users.

Range(BS — MS) (km)  Iairect (bps/Hz)  Iielay (bps/Hz)

1 0.9 1.1
1.6 0.4 1.0
2.2 0.2 0.8
1r ‘" -
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Fig. 3.3. Cumulative distribution function of end-to-end mutual information for fixed-rate and
rate-adaptive multihop relaying schemes for N = 1,2, 10 ((© 2006 IEEE).

cation. We interpret this improvement of the link robustness as multihop diversity,
which serves to ensure higher reliability in diversity-limited fading environments as
well as for QoS-constrained and delay-limited applications. It was shown in [6] that,
for any given desired level of end-to-end data rate R, there exists an optimal num-
ber of hops that minimizes end-to-end outage probability and this optimal number
increases with decreasing R. Furthermore, [7] investigated the performance advan-
tages from multihop relaying under an end-to-end delay constraint and identifies the
conditions under which a better rate-reliability-delay tradeoff can be achieved over
singlehop communication.

Example 3: Sensitivity to Physical Channel Characteristics. In this exam-
ple, we consider the impact of varying path loss, which depends closely on range,
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antenna heights, terrain characteristics and carrier frequency, on the end-to-end mu-
tual information of an OFDM-based broadband cellular mesh network specified by
(3.2)-(3.4). As the path loss characteristics of the network change with respect to
the choice of these system design parameters, the optimal number of hops to maxi-
mize end-to-end mutual information would also vary, and consequently an important
question is the sensitivity of the optimal route-length on the design parameters. Con-
sidering realistic broadband wireless channel models [15], preliminary simulation
results (see [8] for further results) are sufficient to show the high sensitivity of gains
from multihop routing to various channel parameters. In Fig. 3.4, we analyze the
expected value of the optimal number of hops, denoted as N, as a function of
the path loss exponent p assuming rate-adaptive relaying along with an end-to-end
average received SNR of 0 dB between the base station and end station, lognormal
shadowing of standard deviation values o, = 0,4,8 dB (uniform across all hops)
and a frequency-selective channel model with 2 independent exponential PDP taps
and complex Gaussian (Ricean) fading distribution with mean 1/1/2 and variance
1/2,ie., i = 1, Vn,l. We average the optimal number of hops over various fad-
ing realizations using Monte Carlo simulations. Clearly, these results show the high
sensitivity of N,,; with changing p and o, necessitating the use of accurate channel
models in order to extract the highest gains from multihop cellular mesh system de-
signs. The only regime in which N,,; appears to be robust with respect to p and o,
is for high path loss exponent range, e.g., p > 4.

3.4 End-to-End Throughput and Latency over ARQ-Supported
Multihop Network

Using the information theoretic characterization of end-to-end capacity in Section
3.3, we can provide further insights toward the end-to-end performance of multihop
routing over broadband cellular mesh networks in terms of throughput and latency,
by introducing an ARQ mechanism applicable over any given hop upon decoding
failures due to transmission errors. In this setting, an ARQ protocol is considered,
where, upon detection of codeword error (e.g., practical systems typically use a
cyclic redundancy check (CRC) code), the erroneous codeword is discarded by the
receiver and the retransmission of the codeword is requested from the transmitter.
At any given hop, the retransmission request is repeated until the decoder detects an
error-free transmission. It is assumed that the channel states {{h,, ;}N_; }7~' do not
change during retransmissions.

The communication in the broadband cellular mesh network under the described
ARQ-supported multihop routing protocol can be characterized using a finite-state
Markov chain model [7] with a discrete-time stochastic process Z;, j = 1,2, ...,
which has IV + 1 states indexed by n = 1, ..., N + 1 as depicted in Fig. 3.5, where
7 is the code block transmission index. The transition from state n to state n + 1
represents the transmissions from terminal 7, to terminal 7, ;1 over hop n and each
transmission could result in a success which means that the Markov chain arrives at
state n + 1 or in a failure which means that the Markov chain remains at state n. The



3 End-to-End Design Principles for Broadband Cellular Mesh Networks 67

3.5

Fig. 3.4. The expected value of the optimal number of hops N, as a function of the path loss
exponent p for different values of shadowing standard deviation, os = 0,4,8 dB (©) 2006
IEEE).

e, [} el ) )

6,1 en

- _F -
1-P, 1-P,,

Fig. 3.5. Markov chain model to characterize communication under ARQ-supported multihop
routing in a broadband cellular mesh network (© 2006 IEEE).

state-transition probabilities are functions of the codeword error probabilities P, ,,,
which stay constant over retransmissions (since {{h,;}*_;}/7;' do not change).
Arrival at state N + 1 implies successful decoding of the message by the destination
terminal 741, and thus this state is modeled as an absorption state; which means
that the Markov chain terminates upon entering this state (i.e., no more transmissions
are necessary), whereas states 1, ..., N are transient.
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Our objective is to use the described Markov chain model to compute the ex-
pected value of end-to-end latency 7' (in seconds) until the successful reception of
a codeword carrying B bits of information by the destination terminal assuming
OFDM-based rate-adaptive broadband transmissions. In this setting, the set of data
rates { R, })__, (in bits/second) is determined over hops n = 1,..., N on the basis
of the knowledge of a fixed set of channel realizations {{h,;})_;}/ ;' and target
codeword error probabilities {Pe,n}ﬁ[:l, such that R,, is the highest data rate that
can be supported by the channel over hop n while the target codeword error proba-
bility P, ,, is satisfied. Toward this goal, we define the stopping time J of the Markov
process as

J=min{j >1:Z; =N+1|Z, =1}

based on which 7" can be represented as

Jle
T=F 1z, =1
ZR .| !

j=1 "7

This expectation can easily be computed by using the well-known first-step analy-
sis technique based on the application of the law of total probability, exploiting the
Markov property of the process Z;. Now, defining T,, to be the expected number
of channel usage until the message arrives at state /N + 1 given that the message is
currently at state n, expressed as

-1 p
T,=E — | Zi=n|,n=1,.,N+1
Z R, | Zy=n|,n +
Jj=1 J
we can specify the end-to-end expected latency over the multihop network for the
set of data rates {R,, }Y_; by the set of recursive relations (by conditioning on the

outcome of the next transmission)

B B
Tn: Tn 7Pen Tn o 1_Pen
(Tt ) Pen + (T + 7)1~ Pr)
B

= R7+TnPe,n+Tn+l(1_Pe,n)a n=1,..,N

n

under the constraint 711 = 0. Solving for T, we obtain

as the expected value of end-to-end latency of multihop communication for the set of
per-hop data rates {R,,}2_; chosen to meet the target codeword error probabilities
{P.,}N_, for the set of channel states {{h,,;}2_, };-,'. Consequently, the expected
value of end-to-end throughput R in bits/second is given by the harmonic mean for-
mula [3,9]
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B (& 1 -
f=7= (; R, (1 - Pe,n)>

which is consistent with (3.2). Moreover, the analysis provides beneficial insights for
designing routing metrics for dynamic end-to-end QoS management over broadband
multihop cellular mesh networks. Defining the cost of each link as the reciprocal of
the per-hop throughput, we obtain the routing metric 7, given by

1

7}%(1 P (3.5)

Ty =

The throughput-maximizing (or latency-minimizing) routing path is the path that
minimizes total cost given by Zf:[:l my, (it is clear that N will vary from path to
path) [3,9]. We note that the routing metric given in (3.5), known as ETT, has been
proposed earlier in the context of mesh-based wireless local area networks (WLANs)
in [10] and that we consider it for end-to-end QoS tracking and optimization in cel-
Iular WWANS. Any routing algorithm (e.g., destination-sequenced distance-vector
(DSDV) algorithm [11]) may be executed to find the path that maximizes R (or min-
imizes 1).

In the presence of a more advanced ARQ mechanism (e.g. chase combining)
for which the codeword error probabilities improve upon retransmissions, the finite
state Markov chain model for the ARQ-supported multihop routing protocol uses
state-transition probabilities that are functions of {{P. ,+}_;}5°,, where P, ,,
denotes the conditional codeword error probability over hop n during transmission
t = 1,2, ... (given that transmissions over the first ¢ — 1 trials were unsuccessful)
such that P, ,, , < F. ., for all u > v and these probabilities remain constant
for any given codeword transmission since the channel states {{h,,;}_;}/=;' do
not change during retransmissions. Performing a similar analysis as before based on
the first-step analysis technique, we find that the expected value of the end-to-end
latency can be expressed as

N 0o m
T=18B Z 1 + Zm:}%lel Pe,n,l

n=1

and the corresponding expected end-to-end throughput would be given by the for-

mula [3,9] )
N %) m -
L4 et L2y Penyt
R = < E R, .

n=1

In this setting, the routing metric to optimize end-to-end QoS in terms of throughput
and latency would be
_ 1+ 22:1 H;11 Pent
Ty = .
Ry,

(3.6)
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3.5 Scheduling, Routing and Resource Allocation Based on
End-to-End Metrics

Current and evolving standards for broadband wireless systems are adopting ortho-
gonal-frequency division multiple access (OFDMA) as the resource allocation pol-
icy, in which the available time and frequency resources over each wireless link are
orthogonally allocated across users, avoiding inter-user interference and impairments
due to multipath fading. For fixed portable applications, where radio channels are
slowly varying, an intrinsic advantage of OFDMA over other multiple access meth-
ods is its capability to exploit multiuser diversity [17]- [19] embedded in diverse
frequency-selective channels while simultaneously taking advantage of channel vari-
ations over time. While OFDMA resource allocation over traditional point-to-point
cellular systems is well understood [20]- [22], it is not yet clear how to extend multi-
user diversity concepts achieved by opportunistic scheduling mechanisms to multi-
hop/mesh architectures. Novel OFDMA resource allocation schemes and scheduling
algorithms are essential toward the design of the multihop wireless backhaul for
relay-assisted cellular systems.

Under the assumption that all users share the same bandwidth, and the chan-
nel state information for the fading channels over all multihop links and over all
subcarriers is collected apriori at the BS, the problem of user scheduling and route
selection can be solved jointly in a centralized fashion in order to maximize the total
network capacity. In this regard, past work in [23] has taken a linear programming
approach for determining the optimal routing and scheduling of flows that maximizes
throughput in the context of code division multiple-access (CDMA) based multihop
networks. However, such centralized joint scheduling and routing approaches may
impose significant computational complexity at the BS as well as requiring fast and
reliable feedback and feed forward channels for exchanging information among BS,
RSs and MSs, which results in a significant overhead problem with increasing den-
sity of users and infrastructure relay terminals in network.

In this section, we consider resource allocation over an OFDMA-based cellu-
lar mesh network and design low-complexity suboptimal algorithms in which user
scheduling and multihop route selection mechanisms are separated. Motivated by the
observation that both BS and RSs are stationary (fixed network topology) and are ex-
pected to enjoy slow-varying physical channel conditions which simultaneously al-
lows utilizing from opportunistic scheduling, multihop routing and rate-adaptive re-
laying mechanisms, we extend OF DMA-based resource allocation to multihop com-
munication settings and introduce an approach based on centralized scheduling with
the objective of simultaneously achieving throughput maximization, coverage exten-
sion and user fairness across the cellular mesh network with minimal computational
complexity and messaging overhead.

Over the multihop downlink/uplink communication links between the BS and
MSs, we assume that only a single terminal (BS, RS or MS) transmits to another ter-
minal (BS, RS or MS) in a given cellular time/frequency resource. In other words, we
extend OFDMA resource allocation to cellular mesh networks ensuring that no two
simultaneous transmissions can occur over any given time slot and frequency tone
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among all multihop routing paths serving the MSs and thereby totally avoiding in-
tracell interference. The terminology OFDM?A refers to such orthogonal allocation
of time/frequency resources across users in a multihop cellular mesh network [4].

We remark that OFDM?A resource allocation enables simultaneously achiev-
ing throughput and reliability gains from multi-user diversity by the opportunistic
scheduling of multiple users and multi-route diversity by dynamic multihop route
adaptation to changing channel conditions. Furthermore, it should be noted that
OFDM?A ensures no intracell interference among the users in the BS coverage area
through the orthogonal allocation of the available time/frequency resources. More-
over, the use of OFDM?A requires no significant modification to the existing point-
to-point cellular architectures; for instance, the same frequency reuse patterns can
be employed. All the appealing qualities of OFDMA, such as easy decoding at the
processing power-limited user side at downlink, carry on to cellular mesh networks
through the usage of OFDMZA.

The resource allocation can be performed in a centralized fashion where the BS
decides which end user to transmit information over multiple hops at each time slot
and frequency subcarrier, or it can be performed such that the RSs can locally per-
form some level of resource allocation in a distributed/hybrid fashion. Our forthcom-
ing discussion will consider a centralized resource allocation policy, where the base
station is the sole decision-maker for allocating the time and frequency resources
across users and the actions of the relay terminals are fully coordinated by the base
station.

We now build on the OFDM?A-based resource allocation policy by introduc-
ing a centralized scheduling framework at the BS in a relay-assisted cellular mesh
network. As depicted in Fig. 3.6 and described over the next two paragraphs, this
framework relies on the key principle of separating subcarrier allocation and mul-
tihop route selection mechanisms [4]; which reduces algorithm design complexity
significantly resulting in simple scheduling and routing algorithms and minimal mes-
saging overhead.

Multihop route selection (Fig. 3.6, Step 1): By using a distributed routing algo-
rithm (e.g. DSDV), the capacity-optimal routes for each user can be constructed in
a distributed fashion requiring a small amount of overhead. While our scheduling
algorithms are also applicable in conjunction with centralized routing, distributed
implementation of routing may be more favorable. This is due to two reasons; (i) dis-
tributed routing has lower overhead complexity compared with centralized routing as
it only requires passing end-to-end (or aggregate) route metrics rather than per-link
metrics, (ii) slow-fading physical channel characteristics allow for lower-frequency
route updates and ensure the reliability of end-to-end link quality estimates. The
per-link cost metrics capture the physical channel fading conditions and are chosen
with the objective of choosing multihop routing paths that maximize the end-to-end
capacity, see [3] for further analysis.

Subcarrier allocation (Fig. 3.6, Step 2): After the execution of the routing algo-
rithm and determination of the optimal multihop routes for each user (i.e., network
tree rooted at BS), the BS is informed of the lowest-cost (i.e., capacity-maximizing)
end-to-end route metrics of all users over all subcarriers and uses these route metrics
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Step 1: Formation of capacity-optimal
routing paths for each MS

Step 2: OFDM?A subcarrier allocation
based on end-to-end route cost metrics

| MS3 | Subcarrier C
Time
Frequency =l
BS ->RS1 | RS1->RS2 | RS2 -> MS1 A

BS->RS3 | RS3->MS2[ BS ->RS3

BS > MS3 | BS > MS3 | BS > MS3 C

Fig. 3.6. OFDM? A-based resource allocation under the novel principle of separating subcar-
rier allocation and multihop route selection ((©) 2006 IEEE).

for opportunistic scheduling by assigning frequencies to users based on their route
qualities. Once a subcarrier is allocated to a user, this subcarrier is used over all
hops in the routing path to transmit the data of the chosen user. Potential interference
across multiple hops in the routing path is avoided by the orthogonal time-sharing
policy enforced by OFDM?A. It should be emphasized that the centralized schedul-
ing algorithms only require the knowledge of the end-to-end route cost metrics at
the BS, and not the per-hop cost metrics corresponding to the individual links. From
these end-to-end route cost metrics, the BS can infer the instantaneous end-to-end
capacity of all the users over different frequencies (as a function of the physical
channel conditions over multiple hops corresponding to each user’s routing path),
which makes well known scheduling algorithms like max-SINR and proportional-
fair scheduling applicable for subcarrier allocation over the cellular mesh network. It
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was shown in [4] that these centralized scheduling algorithms simultaneously realize
gains from both multiuser diversity and multihop relaying to enhance capacity and
coverage, provided the availability of closed-loop transmission mechanisms.

3.6 Network Entry and Handoff Based on End-to-End Metrics

This section presents another usage of end-to-end metrics in the design of QoS-
optimizing algorithms for multihop cellular mesh networks. Upon waking up or
moving from one cell to another, the MS must decide whether to associate with a
base station or a relay station, which requires determination of policies for network
entry and handoff. Our approach to this problem will rely on our end-to-end capacity
analysis in Section 3.3. Moreover, we will assume that relay stations have capabil-
ities very similar to base stations, i.e. they can perform association, authentication,
time/frequency resource allocation etc. with some control from the BS via the wire-
less backhaul links. Such relay stations look like base stations to legacy end users
and can provide fully backward-compatible functionalities.

Consider the communication scenario depicted in Fig. 3.2 where the MS wishes
to communicate with the BS at the highest possible throughput; where the compari-
son between Igirect and Irclay as defined in Example 1 of Section 3.3 will determine
the optimal route: (i) If Igirect > Irelay, then the MS connects to the BS directly
and the BS-MS link is used to convey data. (ii) If Igirect < Irelay, then the MS con-
nects to the RS and the two-hop route composed of BS-RS and RS-MS links is used
to send information. This method ensures that the MS performs network entry in
a throughput-optimal fashion, while ensuring backward compatibility. The network
entry is realized based on this condition through power control at the RS terminal.
When RS advertises itself as a potential receiver to the MS, it lowers down its trans-
mit power by a fraction of

a = (20 —1) (22 1)

which ensures that the cost of conveying the packet over the BS-RS link is taken
into account (recall from Example 1 of Section 3.3 that lielay = 1/(1/11 + 1/13),
where quantities /1 and /5 represent the mutual information over the BS-RS and RS-
MS links, respectively). In this setting, the RS must possess the knowledge of the
channel qualities over both BS-RS and RS-MS links, so that it can compute I; and
I5 and reduce its power by the factor «. Finally, it should be noted that if the quality
of the BS-RS link is much better than the RS-MS link (i.e. I; > I5), then o =~ 1 and
accounting for the BS-RS link quality in network entry and handoff is not required.

3.7 Multihop Relaying in Cellular Standards

Although multihop and mesh-based wireless networking techniques have been stan-
dardized in the context of local and personal area networks (e.g., IEEE 802.11s,
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IEEE 802.15.4), standardization efforts toward future cellular wide area networks
have only recently begun. The multihop relay (MR) study group was formed in July
2005 to evalute merits of multihop relaying technologies for future IEEE 802.16-
based wide area networks. The project authorization request (PAR) was approved in
the March 2006 IEEE Standards meeting to initiate the 802.16j Relay Task Group;
the standard is expected to be completed and approved in early 2008. The first phase
of 802.16j is expected to be restricted to infrastructure relay stations that extend
coverage of 802.16e base stations without impacting the subscriber station speci-
fication. These relay stations will be fully backward-compatible in the sense that
they will operate seamlessly with existing 802.16e subscribers. Key technical topics
currently discussed in the 802.16j task group include general relay concepts, frame
structures, network entry, bandwidth request, handover, construction and transmis-
sion of medium access control (MAC) protocol data units (PDUs), measurement and
reporting, scheduling, routing, interference control and mobility management.

Conclusion

End-to-end optimization of certain quality of service (QoS) measures such as through-
put, reliability and latency plays a key role in designing novel algorithms and ar-
chitectures for next generation relay-assisted broadband cellular mesh networks. In
this chapter, we presented results on the end-to-end capacity, throughput and latency
characterization of multihop communication as a function of the physical channel
and system parameters in broadband cellular mesh networks with special focus on
transmissions under orthogonal frequency-division multiplexing (OFDM) modula-
tion. Furthermore, we discussed the role of these end-to-end metrics in the system-
level optimization of cellular mesh networks, and their use in the design of novel
multihop routing, rate-adaptive relaying, scheduling and resource allocation, net-
work entry and handoff algorithms.
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4.1 Introduction

Wireless mesh networks (WMNSs), a.k.a. community wireless networks, have emerged
to be a new cost-effective and performance-adaptive network paradigm for the next-
generation wireless Internet. Targeting primarily for solving the well-known last mile
problem for broadband access [1,2], WMNs aim to offer high-speed coverage at a
significantly lower deployment and maintenance cost. As shown in Fig. 4.1, most
of the nodes are stationary in WMNSs. Only a fraction of nodes have direct access,
and will serve as gateways, to the Internet. In addition, several nodes serve as re-
lays forwarding traffic from other nodes (as well as their own traffic) and maintain
network-wide Internet connectivity, while the remaining nodes send frames along dy-
namically selected ad-hoc paths to the gateway nodes with Internet access. WMNs
are preferable to existing cable/DSL based networks or wireless LANs (that pro-
vide WiFi access), due to the following advantages: (i) mesh networks are more
cost-effective as service providers do not have to install a wired connection to each
subscriber ($20-$50K per square mile to establish access, approximately 1/4 of the
cost incurred in high speed cable access); (ii) mesh networks are inherently more re-
liable since each node has redundant paths to reach the Internet; (iii) the throughput
attained by a mesh network user can be, in principle, increased through routing via
multiple, bandwidth-abundant paths (in contrast, in WLANSs the shared bandwidth
decreases as the number of users within a HotSpot increases); and (iv) WMNs can
readily extend their coverage by installing additional ad-hoc hops.

Several cities are planning or have partially deployed WMNs, such as Bay Area
Wireless Users Group (BAWUG) [3], Champaign-Urbana Community Wireless Net-
work (CUWIN) [4], SFLan [5], Seattle Wireless [6], Southampton Open Wireless Net-
work (SOWN) [7], and Wireless Leiden (in Netherlands) [8]. The academic/research
efforts are, on the other hand, represented by the MIT Roofnet project [9], the Rice
University Technology for All project [10], and the MSR Self-organizing neighbor-
hood wireless mesh networks project [1]. Although initial successes have been re-
ported in these efforts, a number of performance related problems have also been
identified. Excessive packet losses [11-13], unpredictable channel behaviors [11,12],
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Fig. 4.1. Wireless mesh network.

inability to find stable and high-throughput paths [11, 12], and throughput degrada-
tion due to intra-flow and inter-flow interference [13—15] are among those most cited.

All these problems are rooted in the fact that the notion of a link is no longer
well-defined in wireless environments. In network theory and practice, a link is usu-
ally characterized by its bandwidth, latency, packet loss ratio and patterns. However,
in a WMN, a wireless medium is shared among nodes, and the sharing range is de-
termined by (i) several PHY/MAC attributes such as the transmit power, the carrier
sense threshold, and the channel on which an interface sends/receives frames, (ii)
intra- and inter-flow interference (which in turn is contingent upon how nodes and
traffic are distributed in the spatial and temporal domains), and (iii) environmental
factors, such as multi-path fading and shadowing effects, temperature and humidity
variation, and existence of objects in between. As a result, all the definitive met-
rics that characterize a link are no longer well-defined for a wireless link. All the
protocols that were devised, and well-suited, for wireline networks will likely yield
poor performance or even fail in WMNSs. For example, as shown in [11] and [16],
the shortest path algorithm with the hop count as the link metric will likely identify
paths that are composed of long, lossy links with low bandwidth.

To solve (or at least mitigate) the above problems, one should (a) characterize
how, and to what extent, wireless links are affected by PHY/MAC attributes and
other environmental factors, (b) identify control knobs in the PHY/MAC layers with
which the sharing range of a wireless link can be better controlled, and (c) understand
the implication of making available these PHY/MAC attributes to higher-layer pro-
tocols on system performance optimization. Central to issues (a) and (b) is medium
access control (MAC), while issue (c) is usually termed as cross layer design and
optimization.

In this chapter, we discuss the state of the art in designing and implementing
MAC for WMNs in Section 4.2. In particular, we categorize existing MAC-related re-
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search into four categories: (1) controlling the sharing range of the wireless medium
and increasing spatial reuse; (2) exploiting temporal/spatial diversity; (3) exploiting
availability of multiple channels; and (4) exercising rate control. We also introduce
in Section 4.3 a modular programming environment, termed as the Transport Device
Driver (TDD), that exports the PHY/MAC attributes via well-defined APIs and fa-
cilitates cross layer design and optimization, as a case study of cross layer design
and optimization. We then present various routing protocols that take advantage of
PHY/MAC attributes (such as channels) for route optimization in Section 4.4. We
discuss open research issues in Section 4.5. Finally, our conclusion follows.

4.2 Medium Access Control in WMNs

MAC issues in wireless mesh networks

Rate control Spatial reuse Channel assignment

) Nl

Transmit Power control Carrier sense adaptation Spatial-temporal diversity

Power control for improving Topology control

network capacity /\
RRAA PRC PCMA LMST LMST-CSA Yang and Vaidya Hyuk et al.
ARF PCDC FLSS Zhai and Fang
AARF POWMAC CBTC(a) Vasan et al.
SampleRate COMPOW Ramanathan et al. Nadeem et al.

Rudoplu et al. Zhu et al.

Fig. 4.2. A taxonomy of MAC issues in WMNs.

The major function of MAC in WMN:Ss is to arbitrate access to the open and
shared medium, with the objective of maximizing network capacity and achieving
some level of fairness among users. In particular, there are several PHY/MAC at-
tributes that can be used to improve spatial reuse, mitigate interference and maximize
network capacity: (i) the transmit power each node uses for communications, (ii) the
carrier sense threshold each node uses to determine if the shared medium is idle,
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(iii) the channel on which the node transmits, and (iv) the time intervals in which
each node gains access to the channel. Note that the carrier sense threshold spec-
ifies the received signal strength above which a node determines that the medium
is busy and will not attempt for transmission. The first two attributes control the
sharing range of the wireless medium in the spatial domain and ultimately the de-
gree of spatial reuse. The third attribute exploits use of non-overlapping channels to
mitigate interference. The last attribute leverages temporal/spatial diversity and aims
to schedule transmission of packets that may potentially interfere with one another
in different time intervals. All these attributes affect the signal-to-interference-plus-
noise ratio (SINR) at a receiver. Because the SINR is directly related to the data rate
which a transmission can sustain, another PHY/MAC attribute that can be tuned to
enhance the overall system performance is the data rate. Fig. 4.2 gives a taxonomy
of MAC research issues in WMNs. Note that the issue of channel assignment (which
is boxed in Fig. 4.2) is related to the topics to be discussed in Section 4.4, and is
further categorized in Fig. 4.5. In what follows, we first outline research issues for
each PHY/MAC attribute, and then summarize the state of the art.

(1) Controlling the Sharing Range of the Wireless Medium and Increasing Spatial
Reuse

One can increase the level of spatial reuse by either reducing the transmit power or
increasing the carrier sense threshold (thereby reducing the carrier sense range). The
first research issue is how each node determines its transmit power and carrier sense
threshold (in a distributed and self-adjusting manner) so that (i) network connectivity
is maintained; (ii) the MAC-level interference is mitigated; and (iii) the spatial reuse
is utilized (i.e., as many concurrent connections as possible are enabled, subject to
maintaining necessary SINR for decoding at certain data rates).

Several interesting related research issues are — What is the relationship between
the transmit power and the carrier sense threshold? Will tuning one parameter implies
the other? What is the trade-off between (i) increasing the level of spatial reuse by
using smaller power or larger carrier sense threshold and (ii) decreasing individual
data rates each node can afford (because of the decrease in the SINR as a result of
using smaller power/larger carrier sense threshold)? Specifically, when the transmit
power decreases, the SINR decreases as a result of the smaller received signal [17,
18]. Similarly, when the carrier sense threshold increases, a node may determine
the medium to be idle when some other concurrent transmissions (whose signals
received at the node do not exceed 7,;) are in progress. This leads to the increase
in the interference level and the decrease in the SINR. In both cases, the receiver
may not be able to correctly decode the signal and the data rate sustained by each
transmission may decrease. Finally, what is the minimal information that needs to be
exchanged among mesh nodes in order to realize a (sub-)optimal solution (if any)?
Answers to these questions are important research issues in order to fully exploit
spatial reuse.
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(2) Exploiting Temporal/Spatial Diversity

Another dimension of improving the network capacity is through joint temporal and
spatial diversity. Specifically, the overall capacity can be increased by exploiting spa-
tial diversity that exists among a number of multi-hop paths. Packets that are routed
along these paths can be scheduled to take place simultaneously if their transmis-
sions do not interfere with each other (significantly). In this manner, even if only
single channels are available (e.g., without multi-radios or multi-channels) it is pos-
sible that the achievable throughput on a multi-hop wireless path is only limited by
intra-flow interference.

There are, however, two issues that must be addressed in order to realize spatial
diversity. First, the set of paths along which transmissions can take place with the
least inter-flow interference must be identified, perhaps with received signal strength
measurements. Second, based on the set of non-interfering paths, the order in which
packets of different connections are scheduled to be transmitted must be determined,
with the objective of mitigating interference.

(3) Exploiting Availability of Multiple Channels

Traditional multi-hop wireless networks are mostly comprised of single-radio nodes.
Such networks may suffer from capacity degradation due to the half-duplex trans-
mission capability of the wireless medium. A solution is thus to equip nodes with
multiple radio interfaces and assigning orthogonal channels to radios. In this manner,
nodes can communicate simultaneously with the minimal interference, although they
are with the interference range of each other. Even in networks with only single-radio
nodes, capacity improvement can be expected by enabling nodes with the interfer-
ence range of each other to operate on different channels to minimize the amount
of interference. Currently the IEEE 802.11b/g and IEEE 802.11a standards provide,
respectively, 3 and 12 orthogonal channels which can be used simultaneously within
a neighborhood.

A simple design for multi-radio and multi-channel networks would be to equip
each node with the same number of radios as the number of orthogonal channels.
However, due to both the economical and technical reasons only a limited number
of radios may be equipped at each node. The research issue is then how each node
determines the channel on which each of its radios will operate, in order to reduce the
interference caused by simultaneous transmissions on the same channel. Moreover,
channel assignment is usually considered in conjunction with routing (Section 4.4).
How to jointly select a route and assign channels to radio interfaces along the route
is an important and active research area.

(4) Exercising Rate Control

Rate control refers to the process of dynamically adapting the data rate according to
the channel status, with the aim of choosing an optimal data rate for the given channel
condition. An example is the auto-rate function available in most IEEE 802.11 a/b/g
chipsets. There are 4 data rates (1, 2, 5.5, 11 Mb/s) available in 802.11b and 8 data
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rates (6, 9, 12, 18, 24, 36, 48, 54 Mb/s) available in 802.11 a/g. Usually the higher the
SINR, the higher the data rate. For a given SINR, one may then choose the highest
possible data rate (that allows correct decoding) in order to maximize the throughput.

The procedure of rate control consists of two phases: channel estimation and rate
selection. The major research issues to be considered are: (i) which metric should be
used to measure the channel quality? and (ii) which design rule associated with the
metric should be used to select a new data rate?

4.2.1 Transmit Power Control
Graph-Model-Based Topology Control

The issue of transmit power control has been extensively studied in the context of
topology maintenance by graph-theoretic approaches [19]- [27], where the major
objective is to reduce power consumption, mitigate MAC interference, while pre-
serving network connectivity. Since the energy required for transmission increases
with the distance (at least in the order of two), it makes sense from the perspective
of energy saving to replace one long link with several short links. Furthermore, re-
ducing the transmit power also mitigates MAC interference, which in turn improves
the network capacity (as a result of less MAC-level collisions and retransmissions).
However, the transmit power cannot be reduced to the extent that network connec-
tivity is not preserved.

A common notion of neighbors adopted in these power control algorithms is
that two nodes are considered neighbors and a wireless link exists between them in
the corresponding communication graph, if their distance is within the transmission
range (as determined by the transmit power, the path loss model, and the receiver
sensitivity). Algorithms that adopt this notion are collectively called graph-model-
based topology control. Under this notion, topology control aims to keep the node
degree in the communication graph low, subject to the network connectivity require-
ment. This is based on the common assertion that a low node degree usually implies
low interference.

Rodoplu et al. [26] introduced the notion of relay region and enclosure for the
purpose of power control. For any node ¢ that intends to transmit to node j, node j
is said to lie in the relay region of a third node r, if node ¢ will consume less power
when it chooses to relay through node 7 instead of transmitting directly to node j.
The enclosure of node ¢ is then defined as the union of the complement of relay
regions of all the nodes that node i can reach by using its maximal transmission
power. It is shown that the network is strongly connected if every node maintains
links with the nodes in its enclosure and the resulting topology is a minimum power
topology. A two-phase distributed protocol was then devised to find the minimum
power topology for a static network. In the first phase, each node ¢ executes local
search to find the enclosure graph. This is done by examining neighbor nodes which
anode can reach by using its maximal power and keeping only those that do not lie in
the relay regions of previously found nodes. In the second phase, each node runs the
distributed Bellman-Ford shortest path algorithm upon the enclosure graph, using the
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power consumption as the link cost. When a node completes the second phase, it can
either start data transmission or enter the sleep mode to conserve power. To deal with
limited mobility, each node periodically executes the distributed protocol to find the
enclosure graph. This algorithm assumes that there is only one data sink (destination)
in the network, which may not hold in practice. Also, an explicit propagation channel
model is needed to compute the relay region.

Ramanathan et al. [25] presented two centralized algorithms, i.e., CONNECT and
BICONN-AUGMENT, to minimize the maximum power used per node while main-
taining the (bi)connectivity of the network. CONNECT is a simple greedy algorithm
that iteratively merges different components until only one remains. Augmenting
a connected network to a bi-connected network is done by BICONN-AUGMENT,
which uses the same idea as in CONNECT to iteratively build the bi-connected net-
work. In addition, a post-processing phase can be applied to ensure per-node min-
imality by deleting redundant connections. Two distributed heuristics, LINT and
LILT, are introduced for mobile networks. In LINT, each node is configured with
three parameters - the desired node degree dg, a high threshold d;, on the node de-
gree, and a low threshold d;. Every node will periodically check the number of active
neighbors and change its power level accordingly, so that the node degree is kept
within the thresholds. LILT further improves LINT by overriding the high thresh-
old when the topology change indicated by the routing update results in undesirable
connectivity. Both CONNECT and BICONN-AUGMENT are centralized algorithms
that require global information, thus cannot be directly deployed in the case of mo-
bility. On the other hand, the proposed heuristics LINT and LILT cannot guarantee
that network connectivity is preserved.

CBTC(«) [19] is a two-phase algorithm in which each node finds the mini-
mum power p such that transmitting with p ensures that it can reach some node
in every cone of degree . The algorithm was analytically shown to preserve net-
work connectivity if « < 5/6. It also ensured that every link between nodes is bi-
directional. Several optimizations to the basic algorithm are also discussed, which
include: (i) a shrink-back operation can be applied to allow a boundary node to
broadcast with less power, if doing so does not reduce the cone coverage; (ii) if
a < 2/3, asymmetric edges can be removed while maintaining network connec-
tivity; and (iii) if there exists an edge from u to vy and from u to wvs, respec-
tively, the longer edge can be removed while preserving connectivity, as long as
d(v1,v2) < max (d(u,v1),d(u,v2)). An event-driven strategy was proposed to re-
configure the network topology in the case of mobility. Each node is notified when
any neighbor leaves/joins the neighborhood and/or the angle changes. The mecha-
nism used to realize this requires state to be kept at, and message exchanges among
neighboring nodes. The node then determines whether it needs to rerun the topology
control algorithm.

Li and Hou [24] proposed a topology control algorithm, called Local Minimum
Spanning Tree (LMST), for multi-hop wireless networks with limited mobility. The
topology is induced by having each node build its local MST independently (with the
use of information locally collected) and only keep one-hop on-tree nodes as neigh-
bors. Specifically, LMST is composed of three phases: information collection, topol-
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ogy construction, and determination of transmit power, and an optional optimization
phase: construction of topology with only bidirectional edges. In the information
exchange phase, the information needed by each node for topology construction is
obtained by having each node broadcast periodically a Hello message using its max-
imal transmit power. A Hello message should at least include the node id and the
position of the node. In the topology construction phase, each node independently
applies Prim’s algorithm [28] to obtain its local minimum spanning tree. Then, by
measuring the received signal strength of a Hello message, each node determines the
specific power level necessary to reach each of its neighbors in the phase of deter-
mining transmit power.

LMST can further optimize the topology by replacing all the uni-directional links
with bi-directional ones. To this end, every node may probe each of its neighbors to
find out whether or not the corresponding edge is uni-directional, and in the case of
a uni-directional edge, either deletes the edge or notifies its neighbor to add the re-
verse edge. The capability of forming a topology that consists of only bi-directional
links is important for link level acknowledgments, and critical for packet transmis-
sions and retransmissions over the unreliable wireless medium. It has been proved
that LMST possesses several desirable properties: (i) the topology constructed un-
der LMST preserves network connectivity; and (ii) the degree of any node in the
resulting topology is bounded by 6. LMST has been also extended to include hetero-
geneous networks [21,22], where the maximum transmit power can be different for
each node, and to maintain k-connectivity (k > 2) [20,23].

In spite of all the efforts in deriving all the graph theoretically grounded results,
the underlying assertion that a low node degree usually implies low interference
does not actually hold under the physical Signal-to-Interference-Noise-Ratio (SINR)
model. As discussed in [29-31], this is because under the physical model, whether
the interference — the sum of all the signals of concurrent, competing transmissions
received at the receiver — affects the transmission activity of interest depends on the
SINR at the receiver, which in turn depends on the transmit power of all the trans-
mitters and their relative positions to the receiver of interest. The node degree under
the graph model, however, does not adequately capture interference. In particular, a
transmission of interest may fail because another concurrent transmission causes the
SINR at the receiver to fall below the minimal SINR required for the receiver to de-
code the symbols correctly. This could occur even if the competing transmitter is out-
side the transmission range of the receiver. There are two undesirable consequences
as a result of the inadequacy of graph-model-based topology control under the phys-
ical model. First, because the node degree does not capture interference adequately,
the interference in the resulting topology may be high, rendering low network capac-
ity. Second, a wireless link that exists in the communication graph may not in practice
exist under the physical model, because of high interference (and consequently low
SINR). As a result, the network connectivity may not even be sustained.
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Power Control for Improving Network Capacity

Use of transmit power control for maximizing network capacity has been consid-
ered in [32]-ch04-Mugattash:04. Monks et al. [33] proposed the Power Controlled
Multiple Access (PCMA) algorithm, in which the receiver advertises its interference
margin that it can tolerate on an out-of-band channel and the transmitter selects its
power in order not to disrupt any ongoing transmissions. Similar to IEEE 802.11
RTS/CTS handshake, PCMA uses RPTS/APTS handshake to decide the minimal
transmission power for successful frame reception. PCMA further introduces an ad-
ditional channel, i.e., the busy tone channel in order to implement the noise tolerance
advertisement. Any transmitter must sense the busy tone to decide its transmit power
for a minimum time period. As compared to the IEEE 802.11 protocol, PCMA can
improve the throughput by more than a factor of two in high-density networks.

Mugattash and Krunz proposed a similar power control protocol, called Power
Controlled Dual Channel (PCDC) [34]. The PCDC protocol constructs the network
topology by overhearing RTS/CTS packets, and the computed interference margin
is announced on an out-of-band channel. The basic idea of PCDC is to employ a
distributed algorithm for computing a minimal connectivity set (i.e., a minimum set
of nodes that guarantees connectivity of the node to the network) in order to find the
lowest possible power level while preserving the network connectivity and proper
MAC functions. As compared to the IEEE 802.11 standard, PCDC can achieve im-
provements of up to 240% in channel utilization and over 60% in end-to-end through-
put, and a reduction of more than 50% in energy consumption. However, it should
be noted that the adaptive computing process for the connectivity set may require
extensive computing overhead at each node. Muqattash and Krunz also proposed a
single channel protocol called POWMAC [35] for exchanging the interference mar-
gin information.

Narayanaswamy et al. [36] developed a power control protocol, called COM-
POW. The authors argued that if each node uses the smallest common power re-
quired to maintain network connectivity, the traffic carrying capacity of the entire
network is maximized, the battery life is extended, and the contention at the MAC
layer is reduced. In COMPOW each node runs several routing daemons in parallel,
one for each power level. Each routing daemon maintains its own routing table by
exchanging control messages at the specified power level. By comparing the entries
in different routing tables, each node can determine the smallest common power that
ensures the maximal number of nodes are connected. Specifically, let N (P;) denote
the number of entries in the routing table corresponding to the power level P;. Then
the adequate power level for data packets is simply set to the smallest power level P;
for which N(P;) = N(Ppax). The major drawback of COMPOW is its significant
message overhead, since each node runs multiple daemons, each of which has to ex-
change link state information with the counterparts at other nodes. COMPOW also
tends to use higher power in the case of unevenly distributed nodes. Finally, since
the common power is collaboratively determined by the all nodes inside the network,
global reconfiguration is required in the case of node joining/leaving.
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4.2.2 Adaptation of Carrier Sense Threshold

Recently a number of studies have focused on exploiting IEEE 802.11 physical car-
rier sense to increase the level of spatial reuse [37]- [40]. By physical carrier sense, it
means that before attempting for transmission, a node senses the medium and defers
its transmission if the channel is sensed busy, i.e., the strength of the received signal
exceeds a certain threshold CS;j,. Carrier sense reduces the likelihood of collision
by preventing nodes in the vicinity of each other from transmitting simultaneously,
while allowing nodes that are separated by a safe margin (termed as the carrier sense
range) to engage in concurrent transmissions.

Given a predetermined transmission rate, Zhu et al. [39] derived a simple con-
dition for the carrier sense threshold, in order to cover the entire interference range
for several regular topologies. Zhu et al. also proposed in [40] a dynamic algorithm
for adjusting the carrier sense threshold to exploit spatial reuse. The algorithm calcu-
lates, based on the estimate of the current local interference condition, a near-optimal
value for the carrier sense threshold. In this manner, the SINR at each node can be
kept above the desired threshold by local measurement and information exchange.
However, the proposed feedback algorithm is essentially heuristic based. Thus, the
challenge remains on how to design a theoretically grounded, self-adapting algo-
rithm for tuning the carrier sense threshold, with the aim of improving the network
capacity.

Vasan et al. [38] proposed an algorithm, entitled echos, for on-line tuning of
the carrier sense threshold in order to allow more flows to co-exist in IEEE 802.11-
based hotspot wireless networks. Nadeem et al. [37] proposed a location-enhanced
DCEF algorithm that exploits location information to exploit spatial reuse for given
transmission rates.

Yang and Vaidya [41] are perhaps the first to address the impact of physical car-
rier sense on Shannon capacity of single-rate, multi-hop wireless hoc networks, while
taking into account the MAC layer overhead. Under the assumption of a dense net-
work, they derived an analytical model that characterizes the relationship between
the Shannon capacity and the carrier sense range. Note that they only considered
first-tier interference in the calculation of SINR. Based on the derived model, they
made the following key observations: (i) the MAC overhead has a fundamental im-
pact on the selection of the optimal carrier sense threshold. By selecting a larger value
of the carrier sense threshold, both the bandwidth-independent MAC overhead and
the bandwidth-dependent MAC overhead can be reduced, which in turn, improves
the utilization of each individual wireless link; and (ii) the optimal value of the car-
rier sense threshold depends on the level of channel contention, packet size, and
other factors affecting the bandwidth-dependent and bandwidth-independent over-
heads. With the use of an inappropriate carrier sense threshold, the aggregate network
throughput may severely degrade.

Zeng and Hou [42] analyzed IEEE 802.11 DCF in single-rate, multi-hop wireless
networks with consideration of the effects of physical carrier sense, SINR, and col-
lision caused by accumulative interference. Specifically, they substantially extended
Cali’s analytic model [43] and rigorously modeled, with these effects considered,
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channel activities governed by IEEE 802.11 DCF in multi-hop wireless networks.
They showed that as in WLANS, the choice of the contention window size can greatly
impact the system throughput in multi-hop wireless networks. However, the optimal
value of the contention window size is much smaller. This is because in multi-hop
wireless networks, (i) physical carrier sense has already, to some extent, restricted
nodes from accessing the medium, and (ii) a node may be silenced not only by trans-
missions in its vicinity, but also by accumulative interference that exceeds the carrier
sense threshold. While a larger attempt probability increases the collision probability,
it also helps to reduce the idle periods before successful transmissions, and mitigate
the above effects. Moreover, given the minimal SINR threshold, the optimal carrier
sense range is smaller than the conventional value used (provided that the contention
window size is tuned accordingly). This suggests that, as long as the contention win-
dow size is appropriately controlled, the systems throughput can be further improved
by allowing more concurrent transmissions and increasing spatial reuse.

Zhai and Fang [44] investigated the impact of physical carrier sense in multi-rate,
multi-hop wireless networks where nodes have different levels of transmit power.
They also considered the impacts of SINR, node topology, hidden/exposed nodes,
and bidirectional handshakes to determine the optimal carrier sense range for max-
imizing the throughput. Through analysis and simulation, they made the following
observation: (i) the optimal carrier sense threshold for one-hop flows does not seem
to work well for multi-hop flows. This implies that characteristics unique to multi-
hop flows should be carefully considered to find the optimal carrier sense threshold;
this observation is consistent with that in [42]; (ii) the optimal carrier sense thresh-
old derived for different data rates is similar to each other. This suggests that a single
value of the carrier sense threshold can be used for different data rates; and (iii) with-
out use of an adequate carrier sense threshold, higher data rate does not necessarily
give higher throughput.

4.2.3 Joint Control of Transmit Power and Carrier Sense Threshold

Fuemmeler et al. [45] studied the relation between the transmit power and the carrier
sense threshold in determining the network capacity. They concluded that transmit-
ters should keep the product of their transmit power and carrier sense threshold fixed
at a constant, i.e., the lower the transmit power, the higher the carrier sense threshold
(and hence the smaller the carrier sense range), and vice versa. A combination of
lower transmit power and higher carrier sense leads to a large number of concurrent
transmissions, with each transmission sustaining a small data rate. On the other hand,
a combination of higher transmit power and lower carrier sense threshold leads to a
small number of concurrent transmissions, with each transmission sustaining a large
data rate. Although the analysis gives a general trend, it does not give guidelines on
how to select the two parameters to maximize the network capacity.

Kim et al. [46] studied the relationship between physical carrier sense and Shan-
non capacity, and showed that (i) in the case that the achievable channel rate follows
the Shannon capacity, spatial reuse depends only on the ratio of the transmit power
to the carrier sense threshold; and (ii) in the case that only a set of discrete data rates
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are available, tuning the transmit power offers several advantages that tuning the car-
rier sense threshold cannot, provided that there is a sufficient number of power levels
available. Point (i) implies that, to improve (or in the best case optimize) network
capacity, one can tune one parameter, while fixing the other at an appropriate value.

Yang et al. [47] extended both Bianchi’s model [48] and Kumar’s model [49], and
characterized the channel activities governed by IEEE 802.11 DCF in single-rate,
multi-hop wireless networks from the perspective of an individual sender. In partic-
ular, they incorporated the effect of PHY/MAC attributes, such as transmit power
and physical carrier sense, that need not be considered in WLANSs but become ex-
traordinarily important in multi-hop wireless networks, and derive the throughput
attained by each sender. With the use of the analytical model derived, they then
investigated the impact of transmit power and carrier sense threshold on network
capacity, and identified a simple operating condition under which the network may
attain throughput that is close to its optimal value. Specifically, they found that high
system throughput can be achieved when the area within the carrier sense range si-
lenced by a sender s is reduced as much as possible under the premise that it still
covers the interference area of its intended receiver r. This increases spatial reuse
while not deteriorating collisions due to the hidden node problem.

Based on the insight shed from the above analytical model, Yang et al. [47] pro-
posed a distributed and localized algorithm, called Local Minimum Spanning Tree
with Carrier Sense Adjustment (LMST-CSA) that determines both the transmit power
and the carrier sense threshold of a node. In LMST-CSA, each node determines its
transmit power based on LMST [24], and then controls its carrier sense threshold so
that the desirable operating condition is met. Simulation results show that LMST-CSA
achieves higher throughput as compared to conventional IEEE 802.11 DCF, LMST
with no carrier sense adjustment, and LMST with static carrier sense adjustment.

4.2.4 Exploitation of Spatial-Temporal Diversity

The problem of mitigating interference and improving network capacity was also
considered from the angle of spatial-temporal diversity in [32]. Lim et al. focused on
transporting downstream traffic at gateway nodes with Internet access and proposed
to construct, based on the received signal strengths (RSS) measurements, a virtual
coordinate system. This is in contrast to most existing work which relies on geo-
graphic locations of wireless mesh nodes. The reason for using RSS measurements,
rather than geographic distances, among neighbors as the references is because RSS
measurements are more “representative” in determining the level of interferences be-
tween nodes. Specifically, the RSS measurements between a node n and its neighbors
are represented by the p X p square matrix S, the columns of which can be considered
as the coordinates of the corresponding nodes in a p-dimension space. Note that the
ith column vector of S is the RSSs measured by the ith node from all the nodes. As
these coordinates are correlated with each other, it is difficult to identify components
that play an important role in determining the interferences. Hence Lim ef al. con-
structed an orthogonal virtual coordinate system with a smaller dimensionality by
using singular value decomposition, and used the “virtual distance” between mesh



4 MAC and Routing Protocols for Wireless Mesh Networks 89

nodes to infer the level of interferences between them. With the use of the coordinate
system, they were able to determine the sets of paths along which transmissions can
take place with the least inter-flow interference.

Based on the sets of of non-interfering paths, a gateway node then determines
the order in which a gateway node schedules frames of different connections to
be transmitted. To allow a gateway node to send frames consecutively in an non-
interruptible manner, we leverage the transmission opportunity (TXOP) option in the
IEEE 802.11e specification [50]. That is, a gateway node that succeeds in grasping
the medium is granted the right to use the medium for a period of time specified by
TXOP. The gateway uses a TXOP to transmit multiple frames, with SIFS (instead
of DIFS) as the inter-frame space between the sequence of DATA-ACK exchanges.
If the DATA-ACK exchange has been completed, and there is still time remaining
in the TXOP, the node may transmit another frame (after an idle time of SIFS), pro-
vided that the frame to be transmitted and its necessary acknowledgment can fit into
the time remaining in the TXOP. The experimental results showed that the down-
stream throughput of a gateway node in a wireless mesh network can be improved
by 10 - 35% under various network topologies and traffic distributions. Also, the pro-
posed approach requires only minimal code change in the gateway nodes and does
not require any extra hardware.

4.2.5 Exploitation of Channel Diversity Through Channel Assignment
Multi-channel MAC (MMAC)

The MMAC protocol [51] is motivated by the fact that most of the existing MAC
protocols are designed for single-channel operations, although the IEEE 802.11 stan-
dard supports the use of multiple channels. Under MMAC, each node is equipped
with only one transceiver, but can switch channels dynamically with the objective of
mitigating interference and improving network capacity. To support dynamic nego-
tiation of channels, the time is divided into fixed-time intervals using beacons, and
a small window called the ATIM window at the beginning of each interval is used to
negotiate channels for transmitting packets. In an ATIM window, all nodes listen to
a pre-defined, default channel on which beacons and ATIM packets are transmitted.
One important information in an ATIM packet is the preferable channel list (PCL)
that indicates which channel is preferred for the node. PCL is maintained at both the
source and the destination.

When a node receives an ATIM packet, it selects a channel and sends to the
sender an ATIM-ACK packet that includes the selected channel. The channel to be
selected is determined from (i) the information included in the PCL sent by the sender
and (ii) the PCL locally kept. Also, the number of source-destination pairs that have
selected a channel is counted by overhearing ATIM-ACK and ATIM-RES packets.
The selection procedure that a node uses then attempts to balance the channel load
as much as possible so that the bandwidth waste caused by contention and backoff
is reduced. As the simulation study indicated, MMAC improves network throughput
significantly, especially when the network is highly congested. This is, in part, due
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to the fact that MMAC successfully exploits multiple channels to achieve higher
throughput than IEEE 802.11 DCF.

Asynchronous Multichannel Coordination Protocol (AMCP)

AMCEP is a distributed medium access protocol that utilizes multiple channels to
address starvation in a multi-hop wireless network [52]. It is argued that a single-
channel CSMA system may suffer from starvation when CSMA based access is used
in a multi-hop environment. If the senders of two contending flows are not within the
carrier sensing range of each other and have an asymmetric view of the channel state,
then one transmitter may achieve significantly higher throughput than the other. This
is because this transmitter does not experience collision, but the other suffers from
RTS failures and exponential back-off. The starvation problem that thus arises is
called Information Asymmetry (IA) problem. The other source of starvation is caused
by the so-called Flow-in-the-Middle (FIM) problem. This problem occurs when the
transmitter of a flow has neighboring transmitters which are not within the carrier
sense range of each other. In this case, the middle flow can barely have any transmis-
sion opportunity since its transmission activities is deferred by neighboring nodes.
Both TA and FIM problems are caused by the asymmetry of multi-hop topology and
the use of carrier sense.

To cope with starvation, one simple approach is to keep separate channels for
control and data transmission. This alleviates starvation since contentions only occur
on the control channel for transmission of control packets whose length is compa-
rable to the back-off period. Following this approach, AMCP designates a control
channel for nodes to contend and reserve data channels by exchanging RTS/CTS
packets according to 802.11 DCF. Once a control packet is exchanged successfully,
both the sender and the receiver switch to the reserved data channel, and transmit a
data packet. After a data packet is successfully transmitted on the reserved channel,
the sender and receiver return to the control channel and set all channels as unavail-
able for a pre-determined time interval except the one just used. They may contend
for the reserved data channel immediately or contend for other data channels af-
ter the specified time interval elapses. The simulation study showed that AMCP not
only utilizes multiple channels to achieve a significant aggregate throughput gain (as
compared to single-channel systems), but also adequately addresses the starvation
problem.

MAXchop

Mishra et al. [53] addressed the fairness issue in IEEE 802.11 hotspot networks from
the perspective of channel assignment. In an uncoordinated environment of hotspot
access points, proper channel assignment is critical. The APs that implement chan-
nel assignment algorithms have to ensure that the total wireless bandwidth is divided
fairly among interfering hotspot APs. No hotspot should have a higher priority on
the total bandwidth over others, irrespective of the number of clients. Providing pro-
portional fairness in this environment will require additional coordination between
APs/clients across different management domains.
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The MAXchop algorithm was proposed to utilize channel hopping to improve
fairness of any existing channel assignment. In MAXchop, in each slot the APs uti-
lize a specific channel assignment that may have been computed using existing dis-
tributed algorithms. In different slots, the APs utilize different channel assignments.
The channel assignment used in a slot is different from that in the previous slot, but is
yet locally the best. MAXchop enables the APs to utilize all the channel assignments
so as to uniformly divide the available bandwidth among the APs. Consequently,
this approach ensures that the long term throughput that each AP attains is averaged
over multiple different channel assignments. Experiments results showed that with
partially overlapped channels as well as with non-overlapped channels, MAXchop
improves both fairness and throughput.

Component Level Channel Assignment (CLCA)

Practical considerations such as the switching delay and the synchronization and
scheduling overheads greatly impact the performance of channel assignment. Vedan-
tham et al. [54] utilized the concept of connected component as granularity of assign-
ment to mitigate such overheads. This is in contrast to existing channel assignment
algorithms which assign channels to packets, links, or flows. A connected compo-
nent in a flow graph is the largest subgraph, such that there exists a path between any
node to all the other nodes in the subgraph. Besides its simplicity, this algorithm has
the following advantages: (i) there is no need to change the off-the-shelf radio hard-
ware or MAC algorithms, and (ii) there is no synchronization requirement, channel
scheduling overheads, or switching between channels to serve data flows.

Conceptually, this algorithm involves assigning a single channel to all the nodes
which are included in a component (formed by nodes which make mutually inter-
secting flows). All inks in a connected component induced by the underlying flow
graph operate in a single channel. However, different connected components can po-
tentially operate on different channels. The algorithm has two phases: path selection
and channel assignment. In the path selection phase, paths that minimize the number
of intersections in the network are selected and, components are built up with the se-
lected paths. Once the component set has been determined, channels are assigned to
the components obtained in the first phase. In the channel assignment phase, channels
are so assigned that the contention between different components in the underlying
flow graph is minimized.

Slotted Seeded Channel Hopping (SSCH)

Bahl ef al. [55] proposed the Slotted Seed Channel Hopping (SSCH) protocol in
which nodes with a single interface are allowed to switch across channels in such
a way that nodes desiring to communicate overlap, while disjoint communications
mostly do not overlap (and hence do not interfere) with each other. In SSCH, the
time allocated to a single channel is defined as a slot, which is 10 ms in the imple-
mentation and corresponds to 35 packet transmission times at 54 Mbps. In SSCH,
each device picks multiple (e.g., 4) sequences, each of which is uniquely determined
by the seed of a pseudo-random generator, and follows them in a time-multiplexed
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manner. When device A would like to talk to device B, it waits until it is on the same
channel as B. If device A would like to talk to device B frequently, it adopts one
or more of device B’s sequences, thereby increasing the time they are on the same
channel.

For the channel hopping mechanism to work, the sender learns the current se-
quences the receiver uses, via a seed broadcast mechanism. Every node broadcasts
its channel schedule in each slot so that nodes can know each other’s channel hop-
ping schedule. This is termed as optimistic synchronization. Schedules are updated
in two ways: each node will loosely synchronize the slot’s start and finish time with
other nodes, or it will overlap another node’s schedule if it is going to send packets
to this node. Also, the node will delay channel switching when it is communicating
with another node until it finishes. Another strategy called partial synchronization
is used for assigning channels, changing schedule and preventing channel conges-
tion from taking place. Simulation results showed that both in the single-hop and
multi-hop cases, SSCH performs significantly better than IEEE 802.11a achieving
significant capacity improvement.

4.2.6 Rate Control

Rate control algorithms have been studied quite extensively in [56]- [65], and some
of them have also been implemented in real products [56, 60]. As mentioned above,
rate control aims to adjust the channel data rate with respect to the time-varying
channel status. In principle, rate control consists of two phases: channel estimation
and rate selection. The most commonly used metrics for estimating the quality of a
channel include probe packets [56, 60, 62], consecutive successes/losses [57,60,62],
and SINR [57,59,65]. The commonly used design rules for selecting a new data rate
are increasing/decreasing the data rate on consecutive transmission successes (packet
losses) and exploiting probe packets to assess new rates.

Wong el al. [66] conducted a study on challenges of rate control and explored a
new design space. They evaluated several critical design guidelines that have been
followed by most of existing algorithms: (i) decreasing the data rate on severe packet
loss, (ii) using probe packets to assess the new rate, (iii) using consecutive suc-
cess/failure as the index to increase/decrease the data rate, (iv) using PHY metrics
such as SINR to infer the new data rate. Their experiments surprisingly showed that
the above guidelines can be quite misleading, and may result in severe throughput
degradation of up to 70%. They then proposed a Robust Rate Adaptation Algorithm
(RRAA) based on the following ideas. First, they used the short-term loss ratio to
opportunistically guide the rate selection. Second, they leveraged the per-frame RTS
option, and used an adaptive RTS filter to prevent collision losses. They showed that
the throughput of RRAA can be improved up to 143% in realistic field trials, as
compared to the well known algorithms such as ARF, AARF, and SampleRate.

Kim et al. [46] proposed a joint power and rate control algorithm from the per-
spective of maximizing the level of spatial reuse. Following their observation that
spatial reuse depends only on the ratio of the transmit power to the carrier sense
threshold (Section 4.2.3), they proposed to tune the transmit power, while keeping
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the carrier sense threshold fixed at an appropriate value. Then, they devised a local-
ized power and rate control algorithm, called Power and Rate Control (PRC), which
enables each transmitter to adaptively perceive and determine its transmit power and
data rate. The transmit power is so determined that the transmitter can sustain the
highest possible data rate, while keeping the adverse interference effect on the other
neighboring concurrent transmissions minimal. Simulation studies showed that, as
compared to existing tuning algorithms for the carrier sense threshold, PRC improves
the network capacity for up to 22%.

4.3 Example Device Driver Support for Cross Layer Design and
Optimization

As discussed in Section 4.1, the traditional notion of a link is no longer well-defined
in wireless environments, because characteristics of wireless links are now deter-
mined by several PHY/MAC control knobs, as well as inter-flow interference, multi-
path fading, temperature and humidity variations, and/or the presence of obstacles in
the communication path. This implies that in order to optimize the network perfor-
mance, PHY/MAC attributes should be exported to higher layer protocols in order to
enable cross layer design and optimization.

In addition to the above technical concerns, the lack of an open, modular pro-
gramming environment also imposes a hindrance to the wide deployment of cross-
layer design/optimization algorithms in WMNSs. Although many of the previous
efforts have made their source code available [3, 4, 6, 8, 9], the software (such as
customized device drivers, address resolution modules, routing daemons, and name
servers) is often implemented in an ad-hoc manner, lacks in structural modularity,
and does not come with well-defined APIs for experimentation and performance
tuning. This presents a major hurdle for networking researchers to neatly incorpo-
rate their research results in the most performance-efficient manner, and empirically
assess the algorithm/protocol performance.

As an example programming environment, we introduce in this section the Trans-
parent Device Driver layer (TDD) proposed by Kung et al. in [67] and situated above
the IEEE 802.11 device firmware. As part of the CUWIN software, TDD leverages
the Atheros chipset, and the open-source Madwifi driver [68] in Linux and similar
device drivers in NetBSD.! Although commodity 802.11 interfaces typically parti-
tion the MAC functionalities between hardware/firmware on the card and the soft-
ware driver running in the kernel, the Atheros chipset does not require the loading
of firmware. The chipset instead relies on a Hardware Access Layer (HAL) module
provided in the binary form only. The HAL module operates between the hardware
and the device driver to manage many of the chip-specific operations and to enforce
required FCC regulations. It is similar to firmware, in that it prevents users from set-
ting invalid operating parameters, but implements fewer 802.11 functionalities than

"Note that the Madwifi driver for Linux was originally derived from NetBSD.
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other firmware. More desirably, it provides an interface for changing various device
parameters, including the minimum and maximum contention windows.

4.3.1 Architecture and Major Components
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Fig. 4.3. The architecture of the uniform extension framework.

Fig. 4.3 shows the architecture of the transparent device driver (TDD). Different

from the traditional layered approach, an extension-enabled device driver exports
PHY/MAC parameters and events to higher-layer protocol modules. There are three
major components in the TDD:

Extension-enabled device driver: The device driver has been extended to export a

set of PHY/MAC attributes and events in the form of extension specification.
The specification serves as a service agreement between the device driver and a
higher-layer protocol module that uses it. To implements an extension, a device
driver implements the get/set handlers of the PHY/MAC parameters. It also de-
fine events, provide the event information to the uniform extension manager, and
notify the manager upon occurrence of events.

Cross-layer control module: A cross-layer control module implements a cross-layer

design/optimization algorithm. As a client to the uniform extension manager, it
registers itself with the uniform extension manager in order to use the facilities
provided by the extension-enabled device driver. Through a generic interface, a
control module can read and write PHY/MAC parameters exported by the driver.
Also, it can subscribe to events of interest defined in an extension specification
and provide the corresponding callback functions.
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Uniform extension manager: The uniform extension manager is the major compo-
nent of the TDD. We will elaborate on its internals in Section 4.3.2. Concep-
tually, it is responsible for (i) loading and unloading extensions, (ii) providing
an API for cross-layer control modules to register events of interest and call-
back functions; (iii) allowing control modules to set/get PHY/MAC parameters
via handlers registered by extensions; (iv) maintaining event definition and sub-
scription; and (v) dispatching events to subscribing control modules.

Kernel mode proxy: For user-space programs to gain access to the TDD in the ker-
nel, we introduce a kernel mode proxy that serves as a “bridge” between the two
entities. Each uniform extension function exported is assigned an unique system
call number. The kernel mode proxy is responsible for translating a TDD-related
system call and invoking the corresponding uniform extension function, and (ii)
delivering events to the handler in the user space.

4.3.2 Internals of Uniform Extension Manager
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Fig. 4.4. Uniform extension manager and event delivery.

Fig. 4.4 shows the internals of the uniform extension manager and the data path in
the event delivery mechanism. Table 4.3.2 lists the APIs exported by the uniform ex-
tension manager. The uniform extension manager maintains (i) the definition record
of all the supported events in an event definition tree; and (ii) the list of subscribers of
each event. A cross-layer control module (un-)subscribes to an event with a callback
function by calling AddEventHandler () (RemoveEventHandler ()). A de-
vice driver generates and delivers an event to the uniform extension manager (and
subsequently cross-layer control modules that are interested in the event) by calling
TriggerEvent ().
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Table 4.1. The APIs defined in the uniform extension manager.

Category Function name Function description
RegisterExtension()

Extension . Register/unregister an extension interface module.
¢ UnregisterExtinterface()
management reindExtension() Query whether an extension interface identified by
a unique name or id exists. Return a handle to the
interface if it exists.

. RegisterSetHandler() . . .
Register UnregisterSetHandler() Reglstgr or unregister a set handler to the uniform
parameter extension manager.
set/get RegisterGetHandler()

Register or unregister a get handler to the uniform

handlers UnregisterGetHandler() extension manager

Accessto  |GetExtParam() Get the value of an extension parameter by invoking

extension the registered get handler.

parameters |[SetExtParam() Set the value of an extension parameter by invoking
the registered set handler.

Event TriggerEvent() Generate an event and deliver it to the subscribers.

Subscription [AddEventHandler()

and delivery RemoveEventHandler() Subscribe to an event with a callback handler func-

tion.

Depending on the type of events, there are two possible paths for delivering an
event to the manager. A synchronous event is an event for which the device driver
requires feedback from its subscribers. When a synchronous event is triggered, it is
delivered by the dispatcher immediately and the device driver that triggers the event
waits until all the subscriber handlers are finished. An example of a synchronous
event is a transmit query, in which prior to the transmission of a frame, the de-
vice driver may query the cross-layer control modules for recommendations on the
transmit power, the channel on which the frame will be transmitted, or the data rate
at which the frame will be transmitted. This facilitates realization of, for example,
per-packet power control. Synchronous events make it possible for cross-layer con-
trol modules to make decisions upon occurrence of certain events. An asynchronous
event, on the other hand, is a notification message sent by the device driver to the
subscriber(s) of that event. Upon reception of an asynchronous event, the event trig-
ger inserts the event into the event queue and wakes up the dispatcher. The dispatcher
then delivers the event to the corresponding callback functions.

One point worthy of mentioning is how TriggerEvent () is implemented for
asynchronous events. As many of the events are triggered by interrupts,
TriggerEvent () islikely to be invoked by an interrupt handler. However, it is not
safe to deliver events inside the context of interrupt handlers, since if for any reason
the operation is delayed and the interrupt handler cannot finish, it may interfere the
normal system operation. Therefore, we split the task into event creation and event
delivery. The TriggerEvent () function only creates and puts the event into event
queue. A separate kernel thread is created for the dispatcher. The dispatcher thread
constantly monitors the event queue and is awakened only when there is a new event.
In this manner, the overhead incurred in interrupt handlers is greatly reduced.
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4.3.3 Desirable Features

The TDD has the following salient features:

Controlled transparency: The TDD provides a transparent and generic interface
for higher-layer protocol modules to access, through well-defined APIs, a rich
set of PHY/MAC attributes and functionalities in the device driver. Specifically,
the following PHY/MAC attributes are available: (i) the transmit power level,
(ii) the carrier sense threshold, (iii) the data rate, (iv) the receive signal strength
index (RSSI), and (v) the channel used to transmit a frame/upon which a frame
is received, and (v) the time instant at which a frame is scheduled for transmis-
sion/receive. (Note that to obtain the received signal strength, the driver has to
instrument the HAL to query, upon receipt of a frame, the value of a specific
hardware register). Through an event subscription mechanism, higher-layer pro-
tocol modules can also receive timely update of channel status, without directly
inserting callback functions in various places of the device driver.

Flexibility: The design philosophy of the TDD (and at heart the uniform extension
manager) is to provide minimum but crucial functionalities that enable imple-
mentation of complicated cross-layer design/control algorithms. The event sub-
scription mechanism is simple, elegant, and allows multiple higher-layer proto-
col modules to subscribe, and be alerted of, PHY/MAC events of interest. They
can also register with the event subscription mechanism their callback functions,
allowing adequate actions to be taken upon event occurrence. Moreover, the
TDD allows the time granularity at which PHY/MAC properties are controlled
to be on a per-packet or per-connection basis, or permanently (i.e., until the
property is reset).

Easy Integration and Portability: Existing upper-layer protocol modules (e.g., rout-
ing daemons) can be extended to subscribe events of interest (e.g., frame recep-
tion status upon frame arrival), and figure in the information in their decision
making. Through dynamic module loading and extension registration, an upper-
layer protocol can realize cross-layer optimization if an extension has been im-
plemented, and it falls back to the normal operation if the required extension is
not supported by the TDD. This ensures portability.

4.4 Routing That Leverages PHY/MAC Attributes in WMNs

As discussed in Section 4.3, with the availability of a modular programming envi-
ronment that exports PHY/MAC attributes and events to higher-layer protocols, nu-
merous cross-layer design and optimization algorithms/protocols can be designed,
implemented and experimented. In this section, we use routing as an example to
demonstrate how higher-layer protocols can take advantage of PHY/MAC attributes
(such as the channel status and the availability of multiple channels) for optimizing
the performance.

Routing in ad hoc wireless networks has been an active area of research for
many years. Much of the work in the area was motivated by the need to consider



98 J. C. Hou, K.-J. Park, T.-S. Kim, and L.-C. Kung

energy constraints imposed by battery-powered nodes and to deal with node mobil-
ity. The research focus is thus to provide routes that are resilient to topology change
in an energy-efficient manner. Unlike ad hoc wireless networks, most of the nodes in
WDMN s are stationary and thus dynamic topology changes are less of a concern. Also,
wireless nodes in WMNs are mostly access points and Internet gateways and thus
are not subject to energy constraints. As a result, the focus is shifted from maintain-
ing network connectivity in an energy efficient manner to finding high-throughput
routes between nodes, so as to provide users with the maximal end-to-end through-
put. In particular, because multiple flows initiated by multiple nodes may engage in
transmission at the same time, how to locate routes that give the minimal possible
interference is a major issue.

The issue of locating interference-free (or interference-mitigated) routes has been
addressed in the literature with roughly two complimentary approaches. First, some
of the PHY/MAC attributes have been utilized to define better route metrics that yield
high-throughput routes. Note that the conventional route metric is the hop count [69]-
[71], and has been used in on-demand, ad-hoc routing protocols such as Ad-hoc On-
demand Distance Vector (AODV) and Dynamic Source Routing (DSR). Use of this
metric renders routes that are composed of long links. Due to the path loss effect over
the distance, these long links are lossy and of low throughput [72]. The performance
of routing protocols can be improved by better defining route metrics and explic-
itly taking into account the quality of wireless links. Second, each wireless node is
usually equipped with one or more radios that can be switched among multiple non-
overlapping channels. Use of multi-radios and multi-channels has thus been explored
to construct interference-free/mitigated routes on which different channels are asso-
ciated with different radios in order to eliminate intra- and inter-flow interference.
The latter approach has been referred to as joint routing and channel assignment.
In what follows, we first discuss several route metrics which have been proposed in
the literature, and then summarize the various routing protocols with the taxonomy
given in Fig. 4.5 as the roadmap.

4.4.1 Routing Metrics
Expected Transmission Count (ETX)

This metric calculates the expected number of transmissions (including retransmis-
sions) needed to send a frame over a link, by measuring the forward and reverse
delivery ratios between a pair of neighboring nodes [72]. To measure the delivery ra-
tios, each node periodically broadcasts a dedicated /ink probe packet of a fixed size.
The probe packet contains the number of probes received from each neighboring
node during the last period. Based on these probes, a node can calculate the delivery
ratio of probes on the link to and from each of its neighbors. The expected number
of transmissions is then calculated as

1

ETX = —
df X d,-
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Routing and Channel Assignment issues in WMNs
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Fig. 4.5. A taxonomy of routing and channel assignment protocols for WMNSs. Note that the
routing metric that a routing protocol uses is given inside parentheses.

where d; and d, are the forward and reverse delivery ratio, respectively. With ETX
as the route metric, the routing protocol can locate routes with the least expected
number of transmissions. Note that the effects of link loss ratios and their asym-
metry in the two directions of each link on a path are explicitly considered in the
EXT measure. Measurements on wireless testbeds [16,72] show that, for the source-
destination pairs that are with two or more hops, use of ETX as the route metric
renders routes with throughput significantly higher than use of the minimum hop
count.

Expected Transmission Time (ETT)

One major drawback of ETX is that it may not be able to identify high-throughput
routes, in the case of multi-radio, multi-rate wireless networks. This is because ETX
only considers the packet loss rate on a link but not its bandwidth. ETT has thus been
proposed to improve the performance of ETX in multi-radio wireless networks that
support different data rates. Specifically, ETT includes the bandwidth of a link in its
computation [73], i.e., g

ETT = ETX x 5
where S and B denote the size of the packet and the bandwidth of the link, respec-
tively. ETT considers the actual time incurred in using the channel (excluding the
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backoff time incurred in accessing the radio channel). In order to measure the band-
width B of each link, a node sends two probe packets of different sizes (137 and
1137 bytes) to each of its neighbors every minute. The receiver node measures the
difference between the instants of receiving the packets, and forwards the informa-
tion to the sender. The bandwidth is then estimated by the sender node by dividing
the larger packet size by the minimum of 10 consecutive measurements. Measure-
ment results on a testbed show that use of ETT significantly improve the systems
performance in a multiple-radio network.

Weighted Cumulative ETT (WCETT)

What ETX and ETT have not explicitly considered is the intra-flow interference.
WCETT was proposed [73] to reduce the number of nodes on the path of a flow that
transmit on the same channel. Specifically, let X. be defined as the number of times
channel c is used along a path. Then WCETT for a path is defined as the weighted
sum of the cumulative expected transmission time and the maximal value of X,
among all channels, i.e.,

WCETT = (1 - ) Z ETT; + 3 max X, 4.1)
=1 -

where 3 (0 < [ < 1) is a tunable parameter. Reducing the first term of Eq. (4.1)
improves the global resource utilization, while reducing the second term of Eq. (4.1)
increases the achievable throughput by reducing the intra-flow interference. More-
over, the two terms also represent a trade-off between achieving low delay and high
throughput. Reducing the first term reduces the delay, while reducing the second
term increases the achievable link throughput. The tunable parameter (3 is used to
adjust the relative importance of the two objectives.

Modified Expected Number of Transmissions (mETX) and Effective Number of
Transmissions (ENT)

Another issue which ETX does not consider is the effect of short-term channel vari-
ation, i.e., ETX takes only the average channel behavior into account for the route
decision. In order to capture the time-varying property of a wireless channel, the
metrics mETX and ENT were proposed in [74] which took into account both the
average and the standard deviation of the observed channel loss rates. Specifically,
mETX is expressed as

1
mETX = exp (,u; + 20%)
where 5 and 0% are the average and variability of the channel bit error probabil-
ity. In some sense, mETX incorporates the impact of physical layer variability in
the design of routing metrics. On the other hand, when the problem of maximiz-
ing aggregate throughput with the packet loss rate constraint is considered, mETX
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may not be sufficient since the links which mETX selects may achieve the maximum
link-layer throughput but incur high loss rates at the same time. The ENT metric is
devised to meet both objectives. Specifically, ENT is expressed as

ENT = exp (us + 200%;)

where ¢ is the strictness of the loss rate requirement. As shown in both experimen-
tal and simulation results, mETX and ENT achieve a 50% reduction in the average
packet loss rate as compared with ETX. This implies the effect of time-varying chan-
nels should be considered in designing a throughput-optimizing route metric.

4.4.2 Representative Routing Protocols
Link Quality Source Routing (LOSR)

LQSR [16] is a modified version of DSR and aims to select a better route using link-
quality metrics in single-radio, single-channel wireless networks. LQSR implements
the basic functionalities of DSR including route discovery and route maintenance. In
addition, a variety of link quality metrics including ETX, Per-hop Round Trip Time
(RTT) [75], Packet Pair [76] and hop count were supported as routing metrics.

LQSR is realized based upon the Mesh Connectivity Layer (MCL), a loadable
Microsoft Windows driver. It is located between layer 2 (link layer) and layer 3
(network layer) of the standard ISO/OSI model. To the higher layers, MCL appears
to be another Ethernet link although it is a virtual one. To the lower layers, MCL
appears to be another protocol running over the physical link. A basic functionality
of this protocol is to monitor link quality continuously and change to the path that
has the lowest overall cost. Metrics for monitoring the link quality for links actively
in use are maintained by using a reactive mechanism.

Extremely Opportunistic Routing (ExOR)

ExOR [77] is a routing protocol that heavily leverages MAC attributes for data
transfer. It aims to increase the throughput of large unicast transfers in single-radio,
single-channel wireless networks. Central to ExOR is the notion of cooperative di-
versity routing. This notion was originally devised to avoid multi-path fading by us-
ing broadcasts to send information through multiple relays concurrently. This allows
use of links which traditional routing would typically ignore.

ExOR broadcasts each packet and chooses a receiver to forward only after learn-
ing the set of nodes that actually receive the packet. EXOR attempts to send the
packet as far as possible by selecting as the forwarding node the node that has the
least distance to the final destination. In the course of packet forwarding, ExOR uses
acknowledgments (ACKSs) to ensure that only one node forwards the packet. This
broadcast and forwarding approach takes advantage of “lucky” situations in which
unanticipated receivers closer to the destination may be able help transport of the
packet. In order to realize EXOR, a loss-rate matrix has to be available that contains
the probability of successful packet reception between each pair of nodes. Such a
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matrix can be built using, for example, a link-state flooding scheme. Every packet
is required to include a set of forwarding candidates prioritized by the distance. The
forwarding-decision is then based on the set of forwarding candidates found in the
header of the received packet, and on the set of received ACKs which are sent follow-
ing the receipt of the packet. The node which classifies itself as the forwarding node
then retransmits the packet, using a new set of forwarding candidates. In addition,
ExOR coordinates data sending between nodes with the use of a timed scheduling
algorithm that gives preference to higher priority nodes and ensures collisions do not
occur.

Experimental results performed on MIT Roofnet show that ExOR improves the
throughput by a factor of 2 or 4 over ETX since it uses multiple relay nodes to
forward the packet to its destination. It is also shown that the total number of trans-
missions required to route a packet from a source to its corresponding destination
can be improved by 55-65% in comparison to the best predetermined route from the
wired model.

Multi-Channel Routing Protocol (MCRP)

MCREP [78] is a routing protocol that is specifically designed for multi-channel net-
works with single-radio nodes and exploits a channel switching technique. MCRP as-
signs channels to data flows rather than assigning channels to nodes. Thus, all nodes
on the path on which a data flow traverses are assigned to a common channel. This
approach is well-suited for on-demand routing where channels are assigned in con-
junction with the route discovery procedure. The advantage of this approach is that
once the route is established, nodes do not need to switch channels for the duration of
the flow. Moreover, because this approach attempts to allocate different channels to
different flows, it allows simultaneous transmissions and improves network capacity.

In the route discovery phase, a node with packets to send broadcasts a Route
Request (RREQ) packet on each channel in a round robin manner. A RREQ packet
contains the channel table and the flow table to be propagated to the destination. The
channel table contains the number of times a channel has been consecutively used
on a single flow path, and the flow table contains the number of times simultaneous
flows have been carried out on a single channel. These tables are used by the desti-
nation node to select a feasible and load balancing route. Upon receipt of a RREQ
packet, a node also rebroadcasts the RREQ (unless it itself is the destination). More-
over, the node also creates a reverse path to the source and maintains the information
of the channel on which the RREQ arrives. Upon receipt of one or more RREQ pack-
ets, the destination prepares a Route Reply (RREP) packet (that contains the selected
channel) and unicasts it on the selected path. All nodes that have forwarding the cor-
responding RREQ packet change their operating channels to the channel selected by
the destination.

Multi-Radio Link Quality Source Routing (MR-LQOSR)

MR-LQSR is essentially the LQSR protocol with the use of the WCETT metric [73].
Similar to LQSR, MR-LQSR also operates in conjunction with the Mesh Connectiv-
ity Layer (MCL). It has three main objectives: (i) the loss rate and the bandwidth of
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a link should be taken into account for selecting a path; (ii) the path metric should
be increasing; and (iii) the path metric should reflect the throughput degradation due
to the interference caused by simultaneous transmissions. Towards these objectives,
WCETT is considered as a path metric to account for the interference among links
on the same channel.

To incorporate WCETT into LQSR, the information including the channel as-
signed on a link, its bandwidth and loss rate is propagated to all nodes in the network,
in the form of DSR control packets. To calculate WCETT, the ETT on each link is
first computed using the ETX, the bandwidth and the packet loss. The ETT metric is
then used to compute the WCETT. Finally, the WCETT is applied to the link cache
scheme of the DSR protocol. In native DSR, since the default cost of each link is set
to one, the Dijkstra algorithm, when executed over the link cache by a source node,
always gives the shortest path with the minimum hops. On the other hand, when the
WCETT is used as the link cost, it produces the minimal cost path in terms of link
bandwidth and loss rate.

Multi-Channel Routing (MCR)

MCR [79] is an on-demand, multi-channel routing protocol for WMNs with multi-
radio nodes. In order to fully exploit the available channels with a limited number of
radios on each node, the protocol uses a switching mechanism to change channels
assigned to a radio interface whenever necessary. In particular, two types of inter-
faces are assumed: fixed and switchable. K interfaces out of a total M interfaces are
fixed interfaces and are designated to some K channels. The remaining interfaces
are dynamic interfaces and dynamically assigned to any of the remaining channels.
Multiple queues are maintained for all switchable interfaces.

Each node maintains a neighbor table and a channel usage list. The neighbor
table contains the fixed channels used by the node’s neighbors. The channel usage
list contains the count of two-hop neighborhoods that are using a channel as their
fixed channel. Each node periodically transmits a HELLO packet on all channels,
including its fixed channel number and neighbor table. A node receiving the HELLO
packet then updates its neighbor table and channel usage list. The table and list infor-
mation are used for the switching mechanism to make a decision of which channel is
assigned to what interface in the link layer. Furthermore, the switching mechanism
helps MCR for selecting routes over multiple channels.

The route used in MCR is a weighted sum of two elements. The first element
accounts for the resources consumed along the path and is obtained by summing ETT
values along the path. Note that because the switching cost is (implicitly) part of the
ETT of each link, the first term contains the switching cost. The second term accounts
for the channel diversity cost, and is calculated by finding the maximum ETT cost
on all channels. Accordingly, a route with a larger number of distinct channels may
have a lower diversity cost. Different from WCETT which is designed for the case in
which the number of interfaces per node is equal to the number of channels, the MCR
metric is applicable to a more general case where the number of available interfaces
may be smaller than the number of available channels, and interface switching is
needed.
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The route discovery phase of MCR is similar to that of DSR. In addition, each
RREQ also contains the channel number and the switching cost. Thus, when the
RREQ is received by destination, the diversity cost (i.e., the number of channels
in the RREQ) and the switching cost (i.e., the sum of all link switching costs) are
calculated. Based on these costs, the destination selects the optimal path available
between the source and the destination.

Joint Routing and Channel Allocation

Alicherry et al. [80] proposed a joint routing, channel assignment and link schedul-
ing (RCL) algorithm that attempts to maximize throughput in a multi-channel and
multi-radio network. The work is performed under the premise that topology change
in WMN s is infrequent and the variability of aggregate traffic demand from each
mesh router (client traffic aggregation point) is small. These characteristics allow
optimization to be made periodically by the system management software based on
traffic demand estimates. Under the assumption that the network is restricted to be a
superset of a disk graph (i.e., the interference range is assumed to be a fixed multiple
of the communication range), the authors mathematically formulated the joint chan-
nel assignment and routing problem taking into account interference constraints, the
number of channels in the network, and the number of radios available at each mesh
router. They then solved the problem with the use of the LP relaxation technique.
This was then followed by (i) several adjustment steps to obtain a valid channel as-
signment and a link scheduling policy that eliminates interference; and (ii) a post
processing phase and a flow scaling round to make the assignment interference-free.

Hyacinth Network Architecture that Supports Channel Assignment and Routing

Raniwala and Chiueh [81] proposed a network architecture, called Hyacinth, for
wireless mesh networks with multi-channels and multi-radios. This architecture sup-
ports a fully distributed channel assignment algorithm and a spanning-tree based
routing algorithm. The mesh routers having access to the wired network are con-
sidered as the root nodes of the spanning tree. Based on the spanning tree, routing
is performed to balance traffic load over the network as well as to repair route fail-
ures. The channel assignment algorithm operates in two phases: neighbor interface
binding and interface-channel assignment. In the first phase each node classifies its
interfaces into the set of network interface cards (NICs) for its parent node termed
as UP-NICs and the set of NICs for its children nodes termed as DOWN-NICs. Each
node can assign and change the channel on its DOWN-NICs only. The purpose of
this phase is to bound the impact of change in channel assignment since the change
may cause a series of channel re-assignment across the network. In the second phase
each node periodically exchanges messages that contain the channel usage status
with its neighbors in the interference range. Based on the status of channels used
in the neighborhood, a node then determines a set of channels that are least-used in
its vicinity. The advantage of this channel assignment scheme is that it achieves a
tree architecture where links close to the root of the spanning tree are given higher
bandwidth.
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The channel assignment is further combined with the routing process. Each node
which has routing information to the root advertises this information to one-hop
neighbors containing the cost metrics such as the hop-count and the residual uplink
capacity. Based on the cost, each node which receives the advertisement makes a
decision with regard to joining the advertising node. If the node decides to join, it
sends an acceptance message to the advertising node and a departing message to its
parent node with which it is now associated. The joining process for new nodes to
the network is initiated by broadcasting HELLO packets to the neighboring nodes.

4.5 Open Research Issues

In spite of the bulk of research in the literature, there are still open research issues
that should be addressed in order to build high-performance and robust WMN:Ss. In
this section, we outline these open research issues.

Topology Control Under the Physical SINR Model

As mentioned in Section 4.2.1, most of the studies on topology control are inherently
based on the graph model that characterizes graph-theoretic properties of wireless
networks, while ignoring important physical aspects of communications. Recently,
Moscibroda et al. [30] studied the problem of topology control under an information-
theoretic SINR model. They derived the time complexity of a scheduling algorithm
that assigns transmit power levels to all the nodes and schedules all links of an arbi-
trary network topology. They proved that if the signals are transmitted with correctly
assigned transmission power levels, the number of time slots required to successfully
schedule all links is proportional to the squared logarithm of the network size. They
also devised a centralized algorithm for approaching the theoretical upper bound. In
spite of its theoretical importance, the centralized scheduling algorithm cannot, how-
ever, be practically implemented. Devising localized topology control algorithms un-
der the physical SINR model remains as a research challenge.

Channel Assignment and Routing in Multi-radio, Multi-channel Environments

A traditional channel assignment problem is what channel should be assigned to a
transmission pair in order to enable transmission, mitigate inter-/intra-interference,
and improve network capacity. This problem is augmented with another dimension
in multi-radio and multi-channel environments: what channel should be associated
with each of the radio interfaces a node possesses? Although there have been some
preliminary work [79, 82], a rigorous treatment of this problem has been lacking.
This problem is further complicated, when it is considered in conjunction with rout-
ing. Several research efforts [79-81] have been made to address the joint problem of
channel assignment and routing, and various heuristics (although with insightful the-
oretical base) have been proposed under certain (perhaps unrealistic) interference
models. The challenge, however, remains to consider the problem in an analytic
framework under a realistic interference model (in which cumulative interference
due to concurrent transmissions is faithfully characterized).
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Tuning All the PHY/MAC Control Knobs for Spatial Reuse

As mentioned in Section 4.2, there are several PHY/MAC attributes that can be used
to improve spatial reuse, mitigate interference and and maximize network capacity:
(i) the transmit power each node uses for communications, (ii) the carrier sense
threshold each node uses to determine if the shared medium is idle, (iii) the channel
on which the node transmits, and (iv) the fime intervals in which each node gain
access to the channel. On top of all these, routing also plays an important role in mit-
igating interference and improving end-to-end throughput. Most existing work has
only focused on tuning one or two attributes, in spite of the fact that these attributes
actually interwined with each other. The challenge remains to establish an optimiza-
tion framework of maximizing the network capacity by adjusting PHY/MAC param-
eters in all possible dimensions in the design space.

Routing Metrics that Leverage PHY/MAC Attributes

As discussed in Section 4.4.1, several routing metrics have been proposed based on
the link transmission time (estimated by probe packets). There are, however, a much
richer set of PHY/MAC attributes that can be leveraged for cross-layer design and
implementation (Section 4.3). Incorporating some of these PHY/MAC attributes in
the calculation of routing metrics may render better, higher-throughput routes and
further improve the overall network performance.

Overheads Incurred in Cross-Layer Design and Optimization

Most of the theoretical results that demonstrate the advantage of cross-layer design
and optimization in WMNs do not adequately consider the computing and commu-
nications overhead thus incurred, i.e., the overhead incurred in collecting informa-
tion needed for inferring the interference, calculating the route metrics, switching
the channels, or scheduling frame transmission. It is thus not clear whether or not
the performance gain in engaging multiple protocol entities in the protocol stack
or across the network outweighs the overhead thus incurred. An in-depth empirical
study on a large WMN is needed to better quantify the overhead.

Considering Mesh Client Characteristics in WMNs

In WMNs, there are roughly two entities: mesh routers and mesh clients. The former
is usually stationary and not energy-constrained, while the latter is battery-powered
and may move arbitrarily. Most of the existing studies have focused on MAC and
routing on mesh routers, without considering the characteristics of mesh clients. In-
corporating the end-to-end performance requirements and constraints of mesh clients
into WMN design will be an interesting and challenging research issue.
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Conclusion

By virtue of their robustness, cost-effectiveness, self-organizing and self-configuring
nature, WMNs have emerged as a new network paradigm for a wide range of ap-
plications, such as public safety and emergency response communications, intelli-
gent transportation systems, and community networks. One fundamental problem of
WMNs with a limited number of radio interfaces and orthogonal channels is that
the performance degrades significantly as the network size grows. This results from
increased interference between nodes and diminished spatial reuse over the network.

In this chapter, we have addressed several research issues pertinent to the perfor-
mance and capacity optimization issues in WMNs. We have provided a taxonomy
of recent advances in the literature with respect to radio resource management (ad-
justing transmission rate, power, carrier sense threshold and assigning channels) and
routing. We have also addressed important issues regarding design and implemen-
tation of device driver support that facilitates cross layer design and optimization.
Finally, we have outlined several research avenues in which future research can pur-
sue.
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5.1 Introduction

A wireless mesh network (WMN), as illustrated in Fig. 5.1, consists of mesh routers
and mesh clients. The mesh routers are generally stationary nodes and form a multi-
hop wireless backbone (referred to as the backhaul tier) between the mesh clients
and the Internet gateways (a gateway is the node directly connected to the wired net-
work). Each mesh router operates not only as a host but also as a router, forwarding
packets on behalf of other nodes that may not be within direct wireless transmis-
sion range of their destinations. On the other hand, mesh clients form the client tier.
They are either stationary or mobile, and can form a client mesh network with each
other and with mesh routers. The gateway and bridge functionalities in mesh routers
enable the integration of WMNSs with various existing wireless networks such as
wireless sensor, cellular, wireless-fidelity (Wi-Fi), and worldwide inter-operability
for microwave access (WiMAX).

WMNss have emerged as a highly flexible, reliable and cost efficient solution for
wirelessly covering large areas and for providing low-cost Internet access through
multi-hop communications. It is anticipated that they will not only resolve the limita-
tions of wireless ad hoc networks, local area networks (WLANSs), personal area net-
works (WPANSs), and metropolitan area networks (WMANS) but also significantly
improve such networks’ performance. Several emerging and commercially inter-
esting applications for commodity networks based on the WMN architecture have
also been deployed, see [3]. They include community and neighborhood networks,
broadband home networking, enterprise networking, building automation, intelligent
transportation systems, public safety networks, etc. Perhaps among the earliest and
the most important of these are community and neighborhood networks. The net-
working solution based on WMNs mitigates many of the disadvantages of the con-
ventional WLAN architecture based on a digital subscriber line (DSL) where the last
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hop is wireless. For example, within the WLAN scenario, even if information has
to be shared within a community or neighborhood, all traffic must flow through the
Internet. Moreover, only a single path may be available for one house to access the
Internet. Additionally, wireless services must be set up individually at every home.
As a result, network service costs may increase [1]. Deployment of a WMN is a
robust and inexpensive alternative; the wireless backbone has the ability to support
both internal (among mesh routers) and external (to the Internet) traffic. It also guar-
antees the existence of multiple paths and makes it possible to cover larger areas with
lower costs.
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Fig. 5.1. Wireless mesh network architecture.

However, the major technical challenges (i.e. capacity, scalability) of building
a large-scale high-performance multi-hop wireless mesh networks have not been
solved yet. Wireless mesh networks [19], which use off-the-shelf 802.11 based net-
work cards’, are typically configured to operate on a single channel (part of the fre-
quency spectrum with a specified bandwidth) using a single radio. This configuration
adversely affects the capacity of the mesh due to interference from adjacent nodes in
the network (i.e. all neighboring nodes will compete on the same channel).

There are several on-going research efforts to improve the capacity of wireless
mesh networks by exploiting such alternative approaches as multiple radio interfaces

>Throughout this chapter, the terms interface and network interface card (NIC) will have
equivalent meaning to ‘radio’.
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[6], directional antennas [4], multiple-input multiple-output (MIMO) techniques [1],
and modified medium access control (MAC) protocols adapted for WMNSs [16]. By
using directional transmission, the interference between network nodes can be mit-
igated, and thus the network capacity can be improved [27]. Directional antennas
can also improve energy efficiency [34]. However, they bring challenges to the MAC
protocol design [15, 23]. The MIMO technique consists of using multiple antennas in
both the transmitter and the receiver. MIMO deploys simultaneous transmissions and
transmit/receive diversity (receive diversity is when the same information is received
by different antennas; transmit diversity is when the same information is sent from
multiple transmit antennas). Thus, MIMO can potentially increase the system’s ca-
pacity [20]; however, in this case also an efficient MAC protocol exploiting MIMO
characteristics is needed to achieve significant throughput improvement. As far as
the MAC protocols are concerned, scalability is still a very challenging issue for de-
signing an efficient MAC protocol for WMNSs. Most of the existing MAC protocols
partially solve the problem, but raise other problems such as throughput, capacity or
fairness [3]. Moreover, a MAC protocol for WMNs must consider both scalability
and heterogeneity between different network nodes (i.e. mesh routers, mesh clients).

Equipping each node with multiple radios is emerging as a promising approach
for improving the capacity of WMNs. First, the IEEE 802.11b/g [11] and IEEE
802.11a [10] standards provide 3 and 12 non-overlapping channels, respectively,
which can be used simultaneously by a mesh router for transmission and recep-
tion within a neighborhood by tuning non-overlapping channels to different radios.
This then leads to efficient spectrum utilization and increases the actual bandwidth
available to the network. Secondly, the availability of cheap, off-the-shelf commod-
ity hardware also makes multi-radio solutions economically attractive. Finally, the
spatio-temporal diversity of radios operating on different frequencies with different
sensing-to-hearing ranges, bandwidth, and fading characteristics can be leveraged to
improve the overall capacity of the network.

In a realistic WMN, the total number of radios is much higher than the num-
ber of available channels. Thus, many links between the mesh routers will be op-
erating on the same set of channels. At the same time, interference among trans-
missions on these channels can dramatically decrease their utilization (e.g. due to
contention among the nodes, as in the IEEE 802.11 protocol). Therefore, as with
cellular networks, the key factor for minimizing the effect of interference is the ef-
ficient reuse of the scarce radio spectrum. Therefore, a key issue in a multi-radio,
multi-channel WMN architecture is the channel assignment problem which involves
assigning (binding) each radio to a channel in such a way that efficient utilization
of available channels can be achieved. Specifically, the channel assignment prob-
lem in multi-hop communication is targeted at minimizing interference on any given
channel. In addition, another fundamental goal of WMN channel assignment is to
guarantee an adequate level of connectivity among the mesh nodes. In other words,
the assignment of channels to radios should ensure that multiple paths are available
among mesh routers. This is a major characteristic and requirement for the robust-
ness and reliability of the WMN backhaul tier.
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A WMN node needs to share a common channel with each of its neighbors in the
communication range, requiring it to set up a virtual link®. Moreover, to reduce net-
work interference, a node should minimize the number of neighbors that it shares a
common channel with. Therefore, there exists a trade-off between maximizing con-
nectivity and minimizing interference. This trade-off is illustrated by the example in
Fig. 5.2. Fig. 5.2(a) shows the connectivity of the network when a single channel is
operating on a single radio. In this scenario, a link is placed between two nodes if
they are within their respective transmission ranges.

This is the maximum achievable network connectivity since a single common
channel is shared between all the nodes. Now, let us focus on the multi-channel multi-
radio scenario represented in Figs. 5.2(b) and (c). There are four non-overlapping
channels available for communication, given that every node is equipped with two
radios. Let us illustrate a case where network connectivity is maximized (same as
single radio single channel connectivity), and another case where the interference is
minimized (with the efficient use of the available channels). We will also explain how
one affects the other. In Fig. 5.2(b), the assignment of channels to the radios results
in maximum network connectivity. However, this cannot be achieved unless at most
three of the four available channels are assigned and three of the links are assigned
the same channel (i.e. channel 2). For instance, there is a direct communication link
between every pair of neighbors. However, not all the links can be active simulta-
neously because of possible interference. On the other hand, Fig. 5.2(c) shows how
interference could be completely eliminated and all links can be simultaneously ac-
tive. The compromise here is that there is no common channel between neighbors, b
andd.

1 channel 4 available channels 4 available channels
1 interface 2 interfaces / node 2 interfaces / node

/@‘-2 1/@"'-2._
4y 3"©
@

e‘:’o @ ! @ |@C

ingle channel (b) Maximum o .
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Fig. 5.2. Trade-off between connectivity and interference.

The above example clearly illustrates that the goal of channel assignment is to
achieve a balance between (i) minimizing interference (on any given channel), and
(i1) maximizing connectivity. In this sense, channel assignment in a multi-hop wire-
less network can be viewed as a topology control problem [21] (similar to transmis-
sion power control, for example). Unlike a wired network, links in a wireless network

A virtual link between two nodes is defined as a possible direct communication link
between them.
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are flexible and can be tuned or configured. The tunable parameters in a wireless en-
vironment include channel frequency, transmission power, bit rate, and directional
transmission (using directional antennas) [21]. In general, topology control exploits
these parameters in order to obtain a desired topology of the network. This can be one
of the roles of channel assignment in WMNss in addition to maximizing connectivity
and minimizing interference.

In this chapter, we will address the channel assignment problem in multi-radio
WMNs which entails assigning a channel to each radio in order to ensure the effi-
cient utilization of the available channels. The rest of this chapter is organized as fol-
lows. Section 5.2 discusses the differences and challenges of channel assignment in
wireless mesh networks compared to cellular networks. In Section 5.3, we give the
necessary background; then in Section 5.4, we highlight the associated constraints
and challenges. In Section 5.5, a taxonomy is presented to categorize various chan-
nel assignment schemes proposed in the literature, followed by various details on
how they work along with examples. Finally, Section 5.6 provides a comparison of
the channel assignment algorithms.

5.2 Channel Assignment in Cellular Networks vs. WMNs

The channel assignment (CA) problem has been extensively studied in the context of
wireless cellular networks [14]. The basic concept used is to divide the radio spec-
trum into a set of non-interfering disjoint radio channels. These channels can then be
used simultaneously whilst maintaining an acceptable adjacent channel separation.

Various techniques are used to divide the radio spectrum, such as frequency divi-
sion (FD), time division (TD) or code division (CD). In FD, the spectrum is divided
into disjoint frequency bands. While in TD, channel separation is achieved by divid-
ing the channel usage into time slots. A combination of FD and TD can also be used
to divide each frequency band into time slots.

Let S;(k) be the set i of wireless terminals, which communicate with the base
station using the same channel k. Because of the scarcity of the radio spectrum, there
is a limited number of channels; thus the same channel k can be reused simultane-
ously by another set j if the members of sets i and j are spaced enough. These sets,
which use the same channel, are called co-channels. The concept of channel reuse
is illustrated in Fig. 5.3, where there are seven orthogonal channels available (la-
beled A to G). Each channel is used for communication inside one cell and is reused
simultaneously by another cell that is far enough.

The minimum distance at which co-channels can be reused with acceptable inter-
ference is called the co-channel reuse distance. This is possible because due to path
loss, the average power received from a transmitter at distance d is proportional to
Prd—“, where « is in the range 3-5 depending on the physical environment and Py
is the average transmitter power. The co-channel interference caused by frequency
reuse is the most restraining factor on the system’s capacity. Therefore, the role of a
channel assignment scheme is to minimize this interference by adjusting (i) the dis-
tance between co-channels and/or (ii) the transmitter power level. These two methods
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Fig. 5.3. The channel reuse concept in cellular networks.

(i and ii) present the underlying concept for channel assignment in cellular systems
whose goal is to minimize the carrier-to-interference ratio (CIR) and hence increase
radio spectrum reuse efficiency.

In contrast to this, the channel assignment problem in WMNs is different in terms
of several aspects. First of all, the architecture of WMNSs is different from that of
cellular networks. In a WMN, the mesh routers form a multi-hop wireless backbone
between mesh clients and the wired network. Whilst in a cellular network, the end-
user terminals communicate directly through a single hop with the base-station, and
base-station to base-station communication is carried over a separate network which
is not the concern of channel assignment.

Secondly, channel assignment in WMNSs is mainly aimed at minimizing interfer-
ence in the wireless backbone. The backhaul is the main focus of research in capacity
improvement in WMNSs. Channel assignment in cellular networks, on the other hand,
is only concerned with minimizing interference on the last hop wireless communica-
tion between the base station and the end-user mobile devices and vice versa.

In addition, frequency hopping (FH) is a commonly used technique in cellular
networks and consists of rapidly switching frequencies during radio transmission by
the base station. FH has many advantages, especially in reducing the effect of noise
and interference. This technique could possibly be used in WMNs, however with the
current IEEE 802.11 hardware standard, the switching time latency is still extremely
high [30] (e.g. in the order of milliseconds). Therefore, such channel switching is
difficult, and this makes channel assignment in WMNs more challenging.
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5.3 Preliminaries

Before we present a taxonomy of the existing channel assignment strategies in
WMN:g, let us first provide some background concepts and definitions.

5.3.1 Connectivity Graph

For modeling purposes, we will consider a WMN with mesh routers’ distributed
on a plane. Each mesh router is equipped with one or multiple radios with omni-
directional antennas. We assume that all radios are characterized by an identical
transmission range (R) and also by the same interference range (R’). The trans-
mission range is defined as the distance at which a neighbor can receive packet
transmissions successfully. When a receiver is within the transmission range of two
transmitters that are transmitting simultaneously, the packets are assumed to inter-
fere with each other. This then leads to a collision at the receiver, and thus no packet
is received successfully. The interference range is defined as the distance at which
packet transmission cannot be decoded successfully at the receiver. However, any
new transmission from a router within interference range from the receiver inter-
feres with the packet reception. It is generally assumed that the transmission range is
smaller than the interference range (R < R’) [5].

Wired
network

~—_Gateway

node

. Mesh

routers

Fig. 5.4. An example of a connectivity graph.

According to the above assumptions, connectivity between mesh routers can be
modeled using an undirected graph referred to as a connectivity graph, G. As illus-
trated in Fig. 5.4, two nodes in the connectivity graph are linked if they are located
within transmission range of each other (see the protocol model, explained in the next

"We use the terms mesh router and mesh node interchangeably to refer to the stationary
mesh routers that constitute the WMN backbone.
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subsection). In general, the network topology (also called logical topology) differs
from the connectivity graph, since: a) a link in the connectivity graph may be absent
in the network topology graph if the nodes at the end points of this link do not have
any radios assigned to a common channel; and b) a link in the connectivity graph
may have several corresponding links in the network topology graph if the nodes at
the end points have more than one radio each with common channels. Note that the
links present in the network topology are referred to as the logical links.

5.3.2 Conflict Graph

Because of the broadcast nature of the wireless medium, the success of a transmis-
sion is greatly influenced by the amount of multiple access interference. This inter-
ference can be modeled using a conflict graph derived on the basis of a connectivity
graph. The concept of a conflict graph is illustrated in Fig. 5.5, where a link between
nodes x and y in the connectivity graph of Fig. 5.5(a) is represented by a vertex [, in
the conflict graph of Fig. 5.5(b). We use the terms “node” and “link” with reference
to the connectivity graph and reserve the terms “vertex” and “edge” for the conflict
graph, as in [12]. An edge is placed between two vertices in the conflict graph if the
corresponding links in the connectivity graph interfere. The existence and extent of
interference between a pair of links are determined by an interference model. There
are two well-known interference models: (i) the protocol model, and (ii) the physical
model. The protocol model is the simplest and the most commonly used to represent
the interference (see Fig. 5.20) whereas the physical model is more complex but of-
fers a more realistic paradigm. Assuming that all nodes in the network have the same
interference range, the transmission from x to y is successful only if no other node
located within distance R’ from y transmits at the same time as x. Moreover, in the
case of IEEE 802.11, if the RTS/CTS (Request to Send/Clear to Send) mode is used,
then also no other node within distance R’ from x should be transmitting at the same
time. Therefore, the conflict graph for the protocol model contains an edge between
two vertices (i.e. I3y, [;.) if either x or y are located within distance R’ from z.

(a) (b)

Fig. 5.5. Example illustrating the concept of conflict graph: (a) connectivity graph and corre-
sponding (b) conflict graph.
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On the other hand, in the physical interference model, conflicts are not repre-
sented as binary. Suppose node x wants to transmit to node y. The signal strength
5SSy, of x’s transmission is calculated as received at y. The transmission is success-
ful if SNRyy > SN Ryresn, Where SN R, is the signal to noise ratio at y of the
transmission received from x. The total noise N, aty is the total of the ambient noise
(N,) and the interference due to other ongoing transmissions in the network. Based
on this model, a link [, exists between x and y in the connectivity graph if and only
if S$S3y/Nog > SNRyyresn (.. SNR exceeds the minimum threshold at least in the
presence of ambient noise only). Because conflicts are not binary, interference in
the physical model gradually increases as more neighboring nodes transmit and be-
comes unacceptable when the noise level reaches a threshold. This gradual increase
implies that the conflict graph should be a weighted graph, where the weight of a
directed edge between two vertices indicates the fraction of the permissible noise at
the receiving node. For further details on the physical model see [12].

5.3.3 Multi-Radio Conflict Graph

The multi-radio conflict graph (MCG) [26] is an extension of the conflict graph de-
scribed in the previous subsection. In the MCG, instead of representing the links
between mesh routers, vertices represent the links between mesh radios. To create
the MCG, each radio in the mesh is represented by a node in a new graph G’ instead
of representing routers by nodes as in G.

Fig. 5.6. An example illustrating multi-radio conflict graph: (a) connectivity graph (G), (b)
multi-radio connectivity graph (G”), and (c) multi-radio conflict graph.

In the above example, let us assume node z has two radios and the rest of the
nodes have one radio as shown in Fig. 5.6(a). Therefore, node z will be represented
by two nodes in G’ as in Fig. 5.6(b), corresponding to its two radios, instead of just
one node as in G. Then each link in G’ is represented using a vertex in the MCG. The
edges between the vertices in the MCG are created the same way as in the original
conflict graph. Two vertices in the MCG have an edge between them if the links
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in G’ represented by these two vertices interfere. Fig. 5.6(c) shows the MCG of the
wireless mesh network represented in Fig. 5.6(a). In this figure, each vertex is labeled
using the radios that make up the vertex. For example, vertex xzs represents the link
between the radio on router x and the second radio on router z.

5.4 Constraints and Challenges in Channel Assignment (CA)

Given the connectivity graph and the interference model, the main challenge for
channel assignment is: how to assign a (frequency) channel to each radio in such a
way as to minimize interference and maximize connectivity among the nodes. The
main constraints [28] that a channel assignment algorithm should satisfy are:

1. The total number of channels is fixed.

2. The number of distinct channels that can be assigned to a mesh router is limited
by the number of its radios.

3. Two nodes that share a virtual link expected to carry certain amount of traffic
should be bound to a common channel.

4. The sum of the expected traffic loads on the links that share the same channel
and that interfere with each other should not exceed the channel’s raw capacity.

At first sight, channel assignment seems to be a straightforward problem of graph
coloring [28]. However, standard graph coloring cannot capture the above constraints
and specifications of the problem. A node-multi-coloring formulation [13] fails to
capture the third constraint where the communicating nodes need a common color.
On the other hand, an edge-coloring formulation fails to capture the second constraint
where no more than the number of radios per node colors can be incident to a node.
Although constrained edge-coloring might be able to roughly model the remaining
constraints, it cannot satisfy the fourth constraint of limited channel capacity.

Moreover, a key problem in the design of channel assignment for multi-radio
WMNs is the channel dependency among the logical links that share a common
channel. Consider the WMN shown in Fig. 5.7 where six non-overlapping channels
are available. Notice that links (a,e), (e,d), (d,i) and (i,h) all share channel 3 and
therefore, if any of the nodes a, e, d, i, or h decides to reassign the channel on these
virtual links, then the rest of the links have to change their assignment which then
produces a ripple effect. This channel dependency among the nodes makes it difficult
to predict the effect of node revisits or re-assignment.

Finally, a channel assignment algorithm should take into consideration the amount
of traffic load on the virtual links. It may be assumed that each virtual link in the net-
work has the same traffic load. However this does not hold true in most cases as some
links generally carry more traffic than others [28] (for example, links associated with
the gateway node). Generally speaking more bandwidth should be given to nodes
that support higher traffic. In other words, channels assigned to these links should be
shared among fewer nodes. Such traffic-aware channel assignment strategy would
distribute the radio resources so as to match the distribution of traffic load in the
mesh backbone.
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Wired network

Fig. 5.7. Channel dependency.

Because channel assignment depends on the expected load on each virtual link,
which in turn depends on routing, a circular dependency there exists between chan-
nel assignment and routing [28]. Routing depends on the capacity of virtual links,
which is determined by channel assignment. This is because the capacity of a virtual
link depends on the number of other links that are within its interference range and
that are using the same channel. Similarly, channel assignment depends on the ex-
pected load of the virtual links, which is affected by routing. There are two different
strategies to deal with this circularity between routing and channel assignment, as
depicted in Fig. 5.8.

Given a set of node pairs and the expected traffic load between each node pair,
according to the first strategy shown in Fig. 5.8(a), the routing algorithm devises
the initial routes for the node pairs. Given these initial routes for the node pairs and
hence the traffic load on each virtual link, the channel assignment algorithm assigns
a channel to each radio taking into account the link traffic load. This assignment of
channels is finally fed back to the routing algorithm. The second strategy, shown in
Fig. 5.8(b), is different from the first in the sense that the routing algorithm assumes
some initial assignment of channels to the radios. Based on this, the link capacities
are estimated and passed to the routing algorithm, which in turn passes the link load
needed for channel assignment. Obviously, both strategies may end up with inaccu-
rate link capacities/link loads fed to the routing algorithm/channel assignment, which
may require iterations between routing and channel assignment as in [28].

Some examples of the methods used for the estimation of link load and link
capacity are presented in the next subsections.
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Fig. 5.8. Strategies for load aware channel assignment.

5.4.1 Link Load Estimation

There are several methods for deriving a rough estimate of the expected link traffic
load. These methods depend on the routing strategy used (e.g. load balanced routing,
multi-path routing, shortest path routing).

One approach is based on the concept of load criticality [8]. This method assumes
perfect load balancing across all acceptable paths between each communicating pair
of nodes. Let P(s,d) denote the number of acceptable paths (or virtual connections)
between a pair of nodes (s,d), and let P;(s,d) be the number of acceptable paths
between (s,d) that pass through a link I. And finally, let B(s,d) be the estimated load
between (s,d). Then the expected traffic load (@;) on link [ is calculated as:

_ Pi(s,d)
=2 P(sd)

&, x B(s,d). (5.1)

This equation implies that the initial expected traffic on a link is the sum of the
loads from all acceptable paths, across all possible node pairs, which pass through
the link. Because of the assumption of uniform multi-path routing, the load that an
acceptable path between a pair of nodes is expected to carry is equal to the expected
load of the pair of nodes divided by the total number of acceptable paths between
them. Let us consider the same logical topology as shown in Fig. 5.7 and let us
assume that we have the following three flows

Since we have three different sources and destinations, ¢; will be equal to:
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Table 5.1. Traffic profile with 3 flows.

Source (s) Destination (d) B(s,d) (Mbps)

a g 0.9
i a 1.2
b j 0.5

Pi(a,g) P(i,a) , Py(b, 5) .

Plag) < Bl +pagy x Bla)+ pa=5xBbj). G2

Furthermore, for each flow, let us assume the following are all the possible paths
from source to destination. Consequently, we can also calculate P(s,d) for each flow.

Table 5.2. Possible flows between communicating nodes.

(s,d) (ag)  @Ga) (b.j)

Possible paths a-c-g i-e-a b-f-j
a-c-d-g i-e-d-a  b-f-ij
a-d-g i-d-a b-e-i-j
a-d-c-g i-d-c-a b-e-i-f5]
a-d-h-g i-d-e-a b-e-d-i-j
a-d-i-h-g i-d-g-c-a

a-e-d-g i-h-d-a
a-e-i-h-g i-h-g-c-a
P(s,d) 8 8 5

From the above information, we can now calculate how many paths pass a spe-
cific link in the network topology. These values and the corresponding link traffic
load (9;) calculated using equation (5.6) are shown in the following table

Based on these calculations, we can estimate the load between each neighboring
node. The meaning of ®;, which we have calculated throughout this example, is
the link expected traffic load, i.e. the amount of traffic expected to be carried over a
specific link. This representation of traffic between neighboring nodes is also referred
to as the traffic matrix. The traffic matrix is an important estimate that enables a traffic
aware channel assignment to be achieved.

5.4.2 Link Capacity Estimation

The link capacity, or the portion of channel bandwidth available to a virtual link,
is determined by the number of all virtual links in its interference range that are
also assigned to the same channel. Obviously, the exact short-term instantaneous
bandwidth available to each link is dynamic and continuously changing depending
on such complex system dynamics as physical obstacles, distance, capture effect,
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Table 5.3. Possible flows between communicating nodes.

LinkID1  Pi(a,g) P(i,a) Pi(b,j) P1(Mbps)

1 ac 2 3 0 0.675
2 cg 2 2 0 0.525
3 cd 2 1 0 0.375
4 d-g 2 1 0 0.375
5 a-d 4 3 0 0.9
6 gh0 1 0 0.15
7 d-h 1 1 0 0.2625
8 ae 2 2 0 0.525
9 de 1 2 1 0.5125
10 dil 3 1 0.6625
11 hi 2 2 0 0.525
12 el 2 2 0.6125
13 b-e 0 0 3 0.3
14 bfo 0 2 0.2
15 fi 0 0 2 0.2
16 ij 0 0 2 0.2
17 £ 0 0 2 0.2

coherence period, and stray radio frequency (RF) interferences [28]. The goal here
is to derive an approximation of the long-term bandwidth share available to a virtual
link. One approximation of a virtual link i’s capacity bw; can be obtained using the
following equation:

Pb;

= —x(C 5.3
Zjefntf(i) ij

bwi =
where @; is the expected load on link #, In#f(i) is the set of all virtual links in the in-
terference zone of link i, and C is the sustained radio channel capacity. The rationale
behind this formula is that when a channel is not overloaded, the channel share avail-
able to a virtual link is proportional to its expected load. The higher the expected
load on a link, the more channel share it should get. The accuracy of this formula
decreases as D ¢ 7, () @ approaches C.

To summarize, the inputs to a channel assignment algorithm are: (1) the connec-
tivity graph, (2) the number of non-overlapping channels, (3) the number of radios
available on each mesh router, and (4) an estimated traffic load for each communi-
cating pair of nodes. The output is the channel bound to each radio in the multi-radio
WMN.

In the next section, we will present various channel assignment schemes pro-
posed in the literature.
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5.5 Taxonomy of Channel Assignment Schemes for WMNs

As has been already mentioned, Channel Assignment (CA) in a multi-radio WMN
environment consists of assigning channels to the radios in order to achieve efficient
channel utilization (i.e. minimize interference) and, at the same time, to guarantee
an adequate level of connectivity. The problem of optimally assigning channels in
an arbitrary mesh topology has been proven to be NP-hard based on its mapping
to a graph-coloring problem [28]. Therefore, channel assignment schemes predom-
inantly employ heuristic techniques to assign channels to radios belonging to WMN
nodes. In this section, we present a taxonomical classification of various CA schemes
for mesh networks. Fig. 5.9 presents the taxonomy on which the rest of the section
is based. Specifically, the proposed CA schemes can be partitioned into three main
categories - fixed, dynamic and hybrid - depending on how frequently the CA scheme
is modified. In a fixed scheme the CA is almost constant, while in a dynamic scheme
it is continuously updated to improve performance. A hybrid scheme applies a fixed
scheme for some radios and a dynamic one for others. We will now analyze these
three categories and give examples of CA schemes from each category.

Fixed CA

BFS-CA RZV cCM D-HYA

‘ SSCH

MesTiC | | TiMesh

Fig. 5.9. Taxonomy of channel assignment schemes in wireless mesh networks.

5.5.1 Fixed Channel Assignment Schemes

Fixed assignment schemes assign channels to radios either permanently, or for time
intervals that are long with respect to the radio switching time. Such schemes can
be further subdivided into common channel assignment and varying channel assign-
ment.

Common Channel Assignment (CCA)

This is the simplest scheme. In CCA [6], the radios of each node are all assigned
the same set of channels. For example, if each node has two radios, then the same
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two channels are used at every node as shown in Fig. 5.10. The main benefit is that
the connectivity of the network is the same as that of a single channel approach,
while the use of multiple channels increases network throughput. However, the gain
may be limited in scenarios where the number of non-overlapping channels is much
greater than the number of radios available in each node. Thus, although this scheme
presents a simple CA strategy, it does not take into account all the various factors
affecting the performance of a channel assignment in a WMN, thus producing an
inefficient utilization of the network resources (i.e. interference).
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Fig. 5.10. An example of common channel assignment.

Varying Channel Assignment (VCA)

In the VCA scheme, radios of different nodes may be assigned different sets of chan-
nels [21, 28]. However, the assignment of channels may lead to network partitions
and/or topology changes, which may increase the length of routes between mesh
nodes. Therefore, in this scheme, channel assignment needs to be carried out care-
fully. Below we discuss the VCA approach in more details by presenting five algo-
rithms that belong to this sub-category.

Centralized Channel Assignment (C-HYA)

Based on Hyacinth, a multi-channel wireless mesh network architecture, a central-
ized channel assignment algorithm for WMNs was proposed in [28], where traffic is
mainly directed toward gateway nodes, i.e. the traffic is directed to/from the Internet.
Assuming that the offered traffic load is known, this algorithm assigns channels thus
ensuring network connectivity and satisfying the bandwidth limitations of each link.
It first estimates the total expected load on each virtual link by summing the load
due to each offered traffic flow. Then, the channel assignment algorithm visits each
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virtual link in decreasing order of expected traffic load and greedily assigns it a chan-
nel. The algorithm starts with an initial estimation of the expected traffic load and
iterates over channel assignment and routing until the bandwidth allocated to each
virtual link matches its expected load. Although this scheme presents a method for
channel allocation that incorporates connectivity and traffic patterns, the assignment
of channels on links may cause a ripple effect (see Section 5.4) whereby already as-
signed links have to be revisited, thus increasing the time complexity of the scheme.
An example of node revisiting is illustrated in Fig. 5.11. In this case, node a is as-
signed channels 1 and 4, and node b channels 3 and 8. Because a and b have no
common channel, a channel re-assignment is required. Specifically, link (a,b) needs
to be assigned one of the channels from [1, 3, 4, 8]. Based on the channel expected
loads, link (a,b) is assigned channel 1, and channel 8 assigned already to link (b,d)
is changed to channel 1.

The results in [28] showed that by deploying only two radios per node, it is
possible to achieve a factor of up to 8 in the improvement of the overall network
goodput when compared to the case of a single-radio inherently limited to a single
channel.

Fig. 5.11. An example of channel revisit in C-HYA.
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A Topology Control Approach (CLICA)

A polynomial time greedy heuristic, called Connected Low Interference Channel As-
signment (CLICA), was presented in [21] to enable an efficient and flexible topology
formation, ease of coordination, and to exploit the static nature of mesh routers to
update the channel assignment on large timescales.

CLICA is a traffic independent channel assignment scheme which computes the
priority for each mesh node and assigns channels based on the connectivity graph
and on the conflict graph. However, the algorithm can override the priority of a node
to account for the lack of flexibility in terms of channel assignment and to ensure
network connectivity. Although this scheme avoids link revisits, it does not incorpo-
rate the role of traffic patterns (an example of traffic pattern is shown in Table 5.1) in
channel assignment for WMNSs.

To understand the functioning of the CLICA algorithm, let us consider the exam-
ple in Fig. 5.12. Suppose nodes a and d have two radios and the initial order of prior-
ities is a, d, ¢ and b. CLICA starts at a to color its incident links; it starts by coloring
link (a,b) with channel C1. As a result, b loses further flexibility in choosing channels
for its other incident links. So, CLICA bumps b’s priority to the highest. Moreover,
it recursively starts assigning channels at b, which results in node b reusing channel
C1 for link (b,c). The same procedure as above (i.e., priority increase followed by
recursive color reuse) is repeated at node ¢ thus forcing link (c,d) to use CI1. Now,
because d has two radios and only one of them is already assigned, the algorithm
assigns link (a,d) with C2 by using the additional radios.

Fig. 5.12. Connectivity graph.

Note that, CLICA is naturally recursive and follows a chain of the least flexible
nodes to maintain network connectivity. Also note that it is a one-pass algorithm in
the sense that once coloring decisions have been made, they are not reversed later in
the algorithm execution. Simulation results demonstrate the effectiveness of CLICA
in reducing interference, which represents the objective function for the CA opti-
mization problem.
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Minimum-Interference Channel Assignment (MICA)

In [35] the authors extended [21] and developed two new algorithms. The first is
based on a popular heuristic search technique called Tabu search [9], which was
originally designed for graph coloring problems. The second is a greedy heuristic in-
spired by the greedy approximation algorithm for Max K-cut [7] problem in graphs.
The Tabu-search based method starts with a random assignment. A neighborhood
search is then run for a better solution by flipping the assignment of some nodes. At
the same time, the method remembers the best solution seen so far and stops when
the maximum number of iterations allowed is reached without a better solution be-
ing found (an example of an output of the first phase is shown in Fig. 13(a)). This
solution is the best without taking into account the interface constraint, i.e. the total
number of available channels at any network node is less than or equal to the num-
ber of radios on that node. Therefore, the last step in the algorithm is to start from
the node with the maximum violations of the interface constraint, and combine any
assignments of radios that share the same channel and share an edge between them
in such a way as to minimize the increase in conflicts.

(a) (b)

Fig. 5.13. Merge operation of second phase: (a) output before the second phase and (b) output
after the second phase.

In Fig. 5.13(a) i stands for the node picked for the merge operation. The number
of colors incident on i is reduced by picking two colors C3 and C2 that are incident
on i, and changing the color of all C3-colored links to C2. In order to ensure that this
change does not create interface constraint violations on other nodes, the change will
iteratively propagate to all C3-colored links that are connected to the links whose
color has been changed from CI to C2 (two links are said to be connected if they
are incident on a common node). Essentially, the above propagation of color change
ensures that for any node j, either all or none of the C3-colored links incident on j
are changed to color C2. The result of the merge operation after the second phase is
shown in Fig. 5.13(b).

On the other hand, the second greedy heuristic developed in [35], based on Max
K-cut, takes care of the interface constraint at each iteration. The Max K-cut problem



132 M. Conti, S. K. Das, L. Lenzini, and H. Skalli

consists of how to partition the vertex set of a graph into k sets so as to maximize the
number of edges crossing between partitions. Using linear programming and semi-
definite programming formulations of this optimization problem, tight lower bounds
on the optimal network interference was obtained.

Traffic and Interference Aware Channel Assignment Scheme (MesTiC)

MesTiC [31] stands for Mesh based Traffic and interference aware Channel assign-
ment. It is a fixed, rank-based, polynomial time greedy algorithm for centralized CA,
which visits nodes once in the decreasing order of their rank. The rank of each node
R is computed on the basis of its link traffic characteristics, topological properties
and number of radios on a node according to the following ratio:

A .
R (node) = ggregate traf fic (node)

min hops from gateway (node) x number of radios (node).
54

Clearly, the aggregate traffic flowing through a mesh node has an impact on the
channel assignment strategy. The rationale is that if a node relays more traffic, as-
signing it a channel of least interference will increase the network throughput. Thus,
aggregate traffic in the numerator in equation 5.2 increases the rank of a node with its
traffic. In addition, due to the hierarchical nature of a mesh topology, the nodes near-
est to the gateway should have a higher preference (rank) in channel assignment, as
they are more likely to carry more traffic. At the same time, the number of radios on
anode gives flexibility in channel assignments and should inversely affect its priority
(i.e. the lower the number of radios, the higher the priority in channel assignment).

MesTiC ensures the topological connectivity by using a common default chan-
nel deployed on a separate radio on each node, which can also be used for network
management purposes. Fixed schemes alleviate the need for channel switching, es-
pecially when switching delays are large, as is the case with the current 802.11 hard-
ware. In addition, MesTiC is rank-based, which gives the nodes that are expected to
carry heavy loads more flexibility in assigning channels. Finally, the use of a com-
mon default channel prevents flow disruption, as discussed in [26].

The MesTiC algorithm traverses the mesh network nodes in descending order of
their rank assigning channels to the radios. For further details on MesTiC see [31]
and [32].

Let us illustrate the working principle of MesTiC by considering the simple ex-
ample in Fig. 5.14(a) where the input connectivity graph and estimated link traffic
(i.e. the estimated traffic between a node and its neighbors) are shown. The network
is configured with three channels and two radios per node. Assuming that node b
is the gateway node, the rank of the remaining nodes, in decreasing order, is d, a, c.
The algorithm starts by visiting node b first, assigning channel C/ to the link between
(b,a) (which carries the highest traffic of 120), and then moves on to assign channel
C2 to the link (b,d). Now, when assigning a channel to link (b,c), it has to choose be-
tween C/ and C2. However, as C/ carries more traffic than C2, it assigns C2 to link
(b,c). Likewise, at node d, it assigns a previously unassigned channel C3 to the link
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Given: 3 channels
2 interfaces / node

(a) Connectivity and link b) Channel assignment
traffic with MesTiC

Fig. 5.14. An example illustrating how MesTiC works.

(d,c) and, as C3 carries less traffic than C2 (90 + 80 =170) or C1 (120), it assigns C3
to the link (d,@). The algorithm proceeds until all links and radios have been assigned
channels, as shown in Fig. 5.14(b). Simulation results show that MesTiC performs
better than other CA algorithms for several topologies and traffic profiles.

Topology Design and Channel Assignment (TiMesh)

In [25], the authors presented a decentralized channel assignment strategy that con-
siders topology control and channel allocation as two separate but related problems.
The former takes care of channel dependency (see Section 5.4) and the latter deals
interference. The logical topology formation and radio assignment are formulated
as a joint optimization problem based on a Multi-channel WMN (MC-WMN) ar-
chitecture called TiMesh. The model of the proposed solution takes into account: the
number of radios on each mesh router, the channel dependency among the nodes that
share a common channel, the degree of a node, and the expected traffic load between
the various source and destination nodes. The goals are: (1) to guarantee network
connectivity, by supporting both internal traffic (among the wireless routers) and ex-
ternal traffic (to the internet); (2) to prevent ripple effects among the logical links
sharing the same channel.

The MC-WMN is modeled by a physical topology graph G(N,E). Where N is the
set of mesh routers (each equipped with I radios) and E is the set of links between
the mesh routers.

The first constraint to the problem is that logical links are assumed to be bidirec-
tional. The second constraint is channel dependency. To restrict this dependency an
upper bound on the number of additional logical links that may share a radio with a
particular link is set. The larger this value is, the smaller the proportion of time that
each logical link can access the shared radio. The third constraint is the ripple effect.
The approach is to assign an exclusive radio to one end of each logical link. This
means that if node x is responsible for the channel allocation on logical link (x,y),
then the radio that is assigned by node y to attach to link (x,y) should not be used by
any other logical link. For capacity planning, a statistical model of the network traffic
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is used and flow conservation is applied at each node. This guarantees that there is
at least one path available between each source and destination pair (s,d). Thus, the
obtained topology is always connected.

The fourth constraint is the hop count, which states that for each source and
destination pair (s,d), there exists at least one path where the hop count is less than
or equal to the shortest path + a tunable parameter I (a positive integer).

It is assumed that a power control algorithm maintains a constant data rate in
the presence of fading and other channel imperfections. This implies that there is a
fixed nominal capacity associated with the logical links. However, the actual capacity
depends on the number of additional logical links that are sharing the same channel.
The utilization of the logical link is then defined as the total traffic load between
source and destination (which is assumed to be known) divided by the effective link
capacity.

The objective function for the optimization problem is to minimize the maximum
utilization across all the links given the constraints defined earlier. For TiMesh, a
fast greedy algorithm [22] was used to provide the solutions for the logical topology
design and radio assignment problems. Moreover, the solution also determines which
end node on each logical link is responsible for channel allocation.

5.5.2 Dynamic Channel Assignment Schemes

As in the fixed CA, dynamic CA strategies allow any radio to be assigned any chan-
nel but in the latter CA radios can frequently switch from one channel to another.
Therefore, when nodes need to communicate with each other, in a dynamic CA, a
coordination mechanism has to ensure that they are on a common channel. For ex-
ample, the coordination mechanism may require all nodes to visit a predetermined
“rendezvous” channel [33] periodically to negotiate channels for the next phase of
transmissions as shown in Fig. 5.15.

Another mechanism, called Slotted Seeded Channel Hopping (SSCH), consists
in using pseudo-random sequences [2] where each node should switch channels syn-
chronously in a pseudo-random sequence so that all neighbors meet periodically
in the same channel. In this approach the interfaces must be capable of fast syn-
chronous channel switching. Specifically, time is divided into slots and the channels
are switched at the beginning of each slot according to:

New Channel = (Old Channel + Seed) mod (Number of Channels).
(5.5)

An example of the SSCH mechanism is illustrated in Fig. 5.16.

Another approach to dynamic channel assignment is the control channel ap-
proach, shown in Fig. 5.17, where one radio is assigned to a common channel for
control purposes, and the rest of the radios are switched between the remaining chan-
nels and used for data exchange [36]. The benefit of dynamic assignment is the ability
to switch a radio to any channel, thereby offering the potential of using many chan-
nels with only a few radios. The key challenge with the dynamic switching approach
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Fig. 5.15. An example of the synchronization “rendezvous” mechanism.
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Fig. 5.16. Example of SSCH: Slotted Seeded Channel Hopping.

is how to coordinate the decisions in terms of when to switch radios, as well as what
channel to switch the radios to.

A Distributed Channel Assignment Scheme (D-HYA)

A set of dynamic and distributed channel assignment algorithms was proposed in
[29, 30]. These algorithms can react to traffic load changes in order to improve the
aggregate throughput and achieve load balancing. Based on the Hyacinth architec-
ture, the algorithm (described in [29] as well as in [30] with a slight change) builds
on a spanning tree network topology, similar in construction to that of IEEE 802.1D.
The scheme works in such a way that each gateway node is the root of a spanning
tree, and every mesh node belongs to one of these trees. The channel assignment
problem consists of the following two steps.

(a) Neighbor-to-interface binding (i.e. the node selects the radio to communicate
with every neighbor), where dependency among the nodes is eliminated in order to
prevent ripple effects in the network [28]. This is achieved by imposing a restriction
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Fig. 5.17. An example of the control channel mechanism.

that the set of radios that a node uses to communicate with its parent node, termed
UP-NICs, is disjoint from the set of radios the node uses to communicate with its
children nodes, called DOWN-NICs.

(b) Interface-to-channel binding (i.e. the node selects the channel to assign to
every radio), where the goal is to balance the load among the nodes and relieve in-
terference. The channel assignment of a WMN node’s UP-NICs is the responsibility
of its parent. To assign channels to DOWN-NICs, a WMN node needs to estimate
the usage status of all the channels within its interference neighborhood. Each node
therefore periodically exchanges its individual channel usage information as a CHNL
USAGE packet with all its neighbors. Based on the per-channel total load informa-
tion, a WMN node determines a set of channels that are least used in its vicinity. As
nodes higher up in the spanning trees need more relay bandwidth, they are given a
higher priority in channel assignment. More specifically, the priority of a WMN node
is equal to its hop distance from the gateway.

When a WMN node performs channel assignment, it restricts its search to the
channels that are not used by any of its interfering neighbors with a higher priority.
The outcome of this priority mechanism is a fat-tree architecture where links higher
up in the tree are given higher bandwidth. Because traffic patterns and thus channel
loads can evolve over time, radio-to-channel mapping is adjusted periodically, every
Tc time units. Within a channel load-balancing phase, a WMN node evaluates its
current channel assignment based on the channel usage information it receives from
neighboring nodes. As soon as the node finds a relatively less loaded channel after
accounting for priority and its own usage of the current channel, it moves one of its
DOWN-NICs operating on a heavily-loaded channel to use the less-loaded channel.
It also sends a CHNL CHANGE message with the new channel information to the
affected child nodes, which modify the channels of their UP-NICs accordingly.

To summarize, in D-HYA channels are dynamically assigned to the radios based
on their traffic load. However, the tree-topology constraint of the scheme poses a
potential hindrance in leveraging multi-path routing in mesh networks.
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5.5.3 Hybrid Channel Assignment Schemes

Hybrid channel assignment strategies combine both static and dynamic assignment
properties by applying a fixed assignment for some radios and a dynamic assign-
ment for other radios (see for example [17, 18, 26]). Hybrid strategies can be further
classified based on whether the fixed radios use a common channel [26] or a varying
channel [17, 18] approach. The fixed radios can be assigned a dedicated control chan-
nel [29] or a data and control channel [26], on the other hand the other radios can be
switched dynamically among channels. Hybrid assignment strategies are attractive
because, as with fixed assignment, they allow for simple coordination algorithms,
while still retaining the flexibility of dynamic channel assignment. In the next two
sub-sections, we will describe two hybrid CA schemes.

Link Layer Protocols for Radio Assignment (LLP)

In [17, 18], an innovative link layer radio assignment algorithm was proposed that
categorizes available radios into fixed (F) and switchable (S) radios. Fixed radios
are assigned, for long time intervals, specific fixed channels, which can be different
for different nodes. On the other hand, switchable radios can be switched over short
time scales among the non-fixed channels based on the amount of data traffic. By
distributing fixed radios of different nodes on different channels, all channels can
be used, while the switchable radio can be used to maintain connectivity. Fig. 5.18
illustrates how the protocol works where node A, B and C’s fixed radios are assigned
channels 3, 2 and 1 respectively. Now assume node B wishes to exchange data with
nodes A and C. When B has to send a packet to A, B switches its switchable radio to
channel 3 and transmits the packet. Since A is always listening to channel 3 with its
fixed radio, A can receive the transmission of B. Now if A has to send a packet back
to B, A switches its switchable radio to channel 2 and transmits the packet. Since
B is listening to channel 2 with its fixed radio, the packet from A can be received.
Similarly, if B has to subsequently send a packet to C, it switches to channel 1 and
sends the packet. Note that A and C can at any time send a packet to A on channel
2. Thus, there is no need to coordinate when to schedule transmissions among A, B,
and C.

Two coordination protocols were proposed in [17] to decide which channels
should be assigned to the fixed radio, and to manage communication between the
nodes. The first is the use of a well-known function that generates a hash based on
the node identifier to select which channel to assign to the fixed radio. Neighbors of
this node can use the same function to compute which channel to use to communi-
cate with this node. The second strategy is the explicit exchange of Hello packets
that contain information on the fixed channel used by a node. Based on the received
Hello packets, nodes may (with some probability, to avoid oscillations) choose to set
their fixed channel to an unused or a lightly loaded channel.

In [18], the authors proposed a hybrid CA scheme based on the second coordi-
nation protocol, which works as follows. Periodically, each node broadcasts a Hello
packet on every channel. The Hello packet contains the fixed channel being used by
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Fig. 5.18. Hybrid protocol operation.

the node, and its current NeighborTable. When a node receives a Hello packet from
a neighbor, it updates its NeighborTable with the fixed channel of that neighbor.
The ChannelUsageList is updated using the NeighborTable of its neighbor. Updat-
ing ChannelUsageList with each neighbor’s Neighborlable ensures that the Chan-
nelUsageList will contain two-hop channel usage information. An entry that has not
been updated for a specified maximum lifetime is removed. This ensures that stale
entries of nodes that have moved away are removed from the NeighborTable and
ChannelUsageList.

The main benefit of this hybrid protocol is that it is fairly insensitive to radio
switching delay, however, the assignment of fixed channels has to be carefully bal-
anced in order to achieve a good performance.

Interference-Aware Channel Assignment (BFS-CA)

The channel assignment problem in WMNs in the presence of interference from
colocated wireless networks was addressed in [26]. The authors proposed a dy-
namic, centralized, interference-aware algorithm aimed at improving the capacity of
the WMN backbone and at minimizing interference. This algorithm is based on an
extension to the conflict graph concept called the multi-radio conflict graph (MCG)
(Section 5.3.3) where the vertices in the MCG represent edges between radios in-
stead of edges between mesh routers. To compensate for the drawbacks of a dynamic
network topology, the proposed solution assigns one radio on each node to operate
on a default common channel throughout the network. This strategy ensures a com-
mon network connectivity graph, provides alternate fallback routes and avoids flow
disruption by traffic redirection over a default channel. This scheme computes inter-
ference and bandwidth estimates based on the number of interfering radios, where an
interfering radio is a simultaneously operating radio that is visible to a mesh router
but is external to its network. Moreover, a measurement of only the number of inter-
fering radios is not considered sufficient because it does not indicate the amount of
traffic generated by the interfering radios. For instance, two channels could have the
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same number of interfering radios but one channel may be more heavily used by the
interfering radios compared to the other.

Therefore, each mesh router also estimates the bandwidth used by the interfer-
ing radios. Each mesh router then derives two separate channel rankings. The first
ranking depends on the increasing number of interfering radios. The second depends
on the increasing channel utilization. The mesh router then merges the two rank-
ings by taking the average of the individual ranks. The resulting ranking is used by
the CA scheme. This scheme, called the Breadth First Search Channel Assignment
(BFS-CA) algorithm, uses a breadth first search to assign channels to the radios. The
search begins with links emanating from the gateway node; while links fanning out-
wards towards the edge of the network are given lower priority.

The default channel is chosen so that its use in the mesh network minimizes
interference between the mesh network and collocated wireless networks. This is
achieved by computing the rank R, of a channel as follows:

Z?:l Rank!
n

R. = (5.6)
where n is the number of routers in the mesh and Rank? is the rank of channel ¢ at
router i. The default channel is then chosen as the channel with the least R, value.

The assignment of non-default channels, on the other hand, is based on infor-
mation in the MCG where it is associated with every vertex its corresponding link
delay value computed based on the Expected Transmission Time or ETT [6]. The
CA scheme also associates with each vertex a channel ranking derived by taking the
average of the individual channel rankings of the two radios that make up the ver-
tex. The average is important because the assignment of a channel to a vertex in the
MCG should take into account the preferences of both end-point radios that make up
the vertex. Once the channel assignments have been decided, the mesh routers are
notified to re-assign their radios to the chosen channels as described in detail in [26].
To adapt to the changing interference characteristics, the CA periodically re-assigns
channels. The periodicity depends ultimately on how frequently interference levels
in the mesh network are expected to change.

5.6 Comparisons of CA Schemes

The most important features of the existing CA algorithms for WMNs are summa-
rized in Fig 5.19 The key issues are: connectivity, topology control, interference
minimization and traffic pattern. C-HYA is a traffic-aware CA scheme. While its dis-
tributed version, D-HYA, alleviates the effect of link revisits, stringent restrictions
were imposed on the topology of the mesh network, thereby failing to leverage the
advantages of multi-path routing in a mesh scenario. MesTiC is a fixed, centralized
scheme that in the same way as C-HYA and D-HYA take traffic load information
into account, without, at the same time imposing any strong constraints on the topol-
ogy. Moreover, it is a greedy algorithm, which does not suffer from ripple effects
and ensures connectivity via a default radio. Although the goal of LLP and CLICA
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was to minimize interference, the effect of traffic patterns on interference and thus
on the CA scheme, was not taken into account. The effect of traffic in BFS-CA was
considered, but only for traffic emanating from external wireless networks. From an-
other perspective, some algorithms, such as CLICA, MICA and TiMesh considered
topology control, which incurs overheads in the channel assignment algorithm but
alleviates the need for an additional radio tuned to a common channel. On the other
hand, others (e.g. BFS-CA, MesTiC) assume default connectivity by using a separate
common channel on a separate radio.

Node C Node A Node B
IF ™ Switchable | 1 s irarel
_Swiheble [ —f Foed Jo——]  Swichable _
SR L2
e S ——~{ G

Fig. 5.19. Comparative study of the salient features of channel assignment schemes.

Conclusion

In this chapter we have identified the key challenges associated with assigning chan-
nels to radio interfaces in a multi-radio wireless mesh network. After presenting the
channel assignment problem and its major constraints, we have provided a taxonomy
of existing channel assignment schemes and summarized this survey with a compar-
ison of the different schemes. One of the important challenges still to be solved is the
question of how many interfaces to have on each mesh router. In other words, given
the physical topology and the traffic profile of the network, how can we optimize
the number of radios on the different nodes. This question adds another dimension
to the channel assignment problem and still needs future investigation. Another im-
portant challenge arises when the nature of traffic is not uniform; for example, in a
case when there is a mixture of broadcast, multicast and unicast traffic in the same
network. This problem was discussed in [24] where the authors investigated exten-
sively the channel assignment problem in the broadcast case. They discovered that
for broadcast, a common channel assignment generally performs better than variable
channel assignment. On the other end, CCA performs poorly for unicast flows and
thus the challenge is to discover what channel assignment schemes can perform well
for both.
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6.1 Introduction

Wireless networks enable ubiquitous information and computational resource ac-
cess, and become a popular networking solution. Recently, wireless mesh networks
(WMN) [1]- [7] have attracted increasing attention and deployment as a high-
performance and low-cost solution to last-mile broadband Internet access.

In this chapter, we study the problem of resource allocation in wireless mesh
networks. Our goal is to design effective resource allocation algorithms for wireless
mesh networks, which are optimal with respect to resource utilization and fair across
different network access points. Compared with traditional wireline networks, the
unique characteristics of wireless mesh networks pose great challenges to such al-
gorithms. Particularly, the wireless interference issue of mesh networks needs fresh
treatment: flows not only contend at the same wireless mesh router (contention in the
time domain), but also compete for the shared channel if they are within the interfer-
ence ranges of each other (contention in the spatial domain). This challenge calls for
a new resource allocation framework that could characterize the unique features of
wireless mesh networks.

To address this challenge, we present a price-based resource allocation frame-
work for wireless mesh networks to achieve optimal resource utilization and fair-
ness among competing aggregated flows. In this chapter, we first model the resource
allocation problem as an optimization problem: given network resources with con-
strained capacities and a set of users (e.g., aggregated flows from access points of
mesh networks), one tries to allocate resources to each user in a way that the overall
satisfaction (so called utility) of all users are maximized. We show that such an opti-
mization goal could naturally lead to different fairness objectives when appropriate
utility functions are specified. We further present a price-based distributed algorithm
which solves this optimization problem and thus provides fair and optimal resource
allocation.

We instantiate the above generalized resource allocation framework to the wire-
less mesh networks. The key challenge comes from the shared-medium multi-hop
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nature of such networks, namely location-dependent contention and spatial reuse.
Based on solid theoretical analysis, we show that a resource element in a multihop
wireless mesh network is a facet of the polytope defined by the independent set of the
conflict graph of this network, which could be approximated by a maximal clique.
Thus we build our price-based resource allocation framework on the notion of maxi-
mal cligues in wireless mesh networks, as compared to individual links in traditional
wide-area wireline networks. We further present a price-based distributed algorithm,
which is proven to converge to the global network optimum with respect to resource
allocation. The algorithm is validated and evaluated through simulation study.

Our theoretical resource allocation framework of wireless mesh networks pos-
sesses great practical advantages. First, with the evolution of wireless signaling tech-
nology, medium access and routing protocols, the solution space of this problem may
keep reforming, but its nature of optimal resource allocation remains unchanged. A
good theoretical framework can effectively decouple the “core” of the problem and
its other components (e.g., definition of network resource, and the way it is assigned
to users), so that the basic problem formulation and its solution methodology sur-
vive. Second, perfect solutions often do not exist, since finding the optimal resource
allocation (optimal point in the solution space) is always extremely expensive, if not
impossible. When one designs practical solutions to approximate this optimal point,
the role of a theoretical framework becomes crucial as it provides philosophical guid-
ance of what is a good intuition.

The rest of this chapter is organized as follows. Section 6.2 introduces the gener-
alized resource allocation framework. Section 6.3 instantiates this framework to the
case of wireless mesh network. Section 6.4 presents the price-based decentralized
resource allocation algorithm. Finally, we show simulation results in Section 6.5,
discuss related works in Section 6.6, and then we conclude the chapter.

6.2 Theoretical Framework for Price-Based Resource Allocation

In this section, we present the generalized price-based theoretical framework for re-
source allocation in the setting of an abstract network model. We first formulate the
resource allocation problem as an optimization problem. We then show that a price-
based approach can provide a decentralized algorithm to solve this problem.

6.2.1 Resource Allocation: An Optimization Problem
An abstract network model

In our abstract network model, a network is represented as a set of resource elements
E. A resource element ¢ € E can be a wireline link, a shared wireless channel,
etc. Each element has a fixed and finite capacity C.. Note that the most important
nature of a resource element is the independence of its capacity. Specifically, how
resources are allocated can not affect the capacity of a resource element. In this sense,
a wireline link is a resource element, while a wireless link is not, as its capacity may
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vary depending on the traffic in its neighborhood and the scheduling algorithm in use.
Characterizing the resource elements in a wireless mesh network is an important yet
difficult issue, which will be elaborated in Section 6.3.

This network is shared by a set of flows (e.g., end-to-end aggregated flows in
mesh network) F'. A flow f € F has a rate of x; and f must traverse a sequence
of resource elements (i.e., the end-to-end path of f passes multiple links) to reach
its destination. Let R.; be the amount of resource e used by a unit flow of f, and
Y. be the amount of traffic generated by all flows in F' through resource element
e. Obviously y. = > feF Rcyxy. Note that the calculation of R.; depends on the
definition of resource element, which may vary for different types of networks.

Objective: maximizing aggregated utility

We associate each end-to-end flow f € F with a utility function Us(xs) : Ry —
R+, which represents the degree of satisfaction of its associated end user. Here we
make the following assumptions about Uy (z ¢):

— Al On the interval [0, c0), the utility function Uy(-) is increasing, strictly con-
cave and continuously differentiable.
— A2. Uy is additive so that the aggregated utility of rate allocation = (x¢, f €

F) is ZfeF Uf(acf).

We investigate the problem of optimal resource allocation in the sense of max-
imizing the aggregated utility function of all users, which is also referred to as the
social welfare in the literature. Formally, this objective is given as follows,

maximize Z Ur(xy).
fer

This optimization objective is of particular interest. As we will demonstrate
shortly, such an objective achieves Pareto optimality with respect to the resource
utilization, and also realizes different fairness models — including proportional and
max-min fairness — when appropriate utility functions are specified.

Constraint: resource element and its capacity

Recall that each element e € E in the network has a finite capacity Ce, and y. is
the amount of traffic generated by all flows in F' through resource element e. The
constraints on resource capacities are given as follows:

Ve € E,y. < Ce..

Since R.s is the amount of resource e used by a unit flow of f, we have y, =
> ser Res - @ p. Thus the resource constraint is given as follows:

Ve € B, Rep-xy <C.
feF
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or in concise form,

R-x<C

where R = (Re.f)|g|x|F| is @ matrix with element R.; at row e and column f,
and z = (x5,f € F),C = (Ce,e € E) are vectors of flow rates and resource
capacities, respectively.

The definition of resource element and its capacity can vary for different types
of networks. It is particularly hard to define for wireless mesh networks. In what
follows, we will illustrate the concept of resource element in two simple network
settings and present their resource constraints. Based on these intuitive examples, we
will further define the resource model of a wireless mesh network in Section 6.3,
which establishes the foundation of theoretical study on resource allocation in this
type of network.

N flow 1
Py : flow 2
(a) Wireline network (b) Wireless network w1th0ut spatial reuse

Fig. 6.1. Resource elements in different networks.

Wireline networks

In wireline networks, flows only contend with each other if they share the same
physical link. In this case, the resource element e is a wireline link, its resource
capacity C. is the link capacity. In this case, R can be understood as the routing
matrix defined as follows.

R, 1, if fpasses through e
¢/ =) 0, otherwise.

In the example shown in Fig. 6.1 (a), the constraints on resource allocations of
flows 1 and 2 can be expressed as

11

Wireless networks without spatial reuse

We now consider a simple wireless network based on unit disk graph model as
shown in Fig. 6.1 (b). All four nodes are within the transmission range of each other
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and have the same data transmission rate. Flow 1 and 2 not only contend at the
wireless link {¢,d} which they both traverse, but also at the link {a, ¢} and {b, ¢}
which share the same wireless channel. Hence in this case, the wireless channel
shared by these three links is the only resource element, whose capacity is Cepan
— the wireless channel capacity. Since each flow passes two hops in this wireless
channel, R.f, = R.t, = 2. Then the constraint on resource allocation of flow 1 and
2 can be expressed as

(22) (?) < Clhan-

2

Putting things together

Summarizing the above discussions, we formulate the resource allocation problem
in a generalized form as follows:

S : maximize Z Us(xy) 6.1)
feF

subjectto R-x < C (6.2)

x> 0. (6.3)

The objective function in (6.1) maximizes the aggregated utility of all flows. The
constraint of the optimization problem (inequality (6.2)) comes from the resource
constraint of the network. We now demonstrate that, by optimizing towards such
an objective, both optimal resource utilization and fair resource allocation may be
achieved among end-to-end flows. Pareto optimality With respect to optimal resource

utilization, we show that the resource allocation is Pareto optimal if the optimization
problem S can be solved. Formally, Pareto optimality is defined as follows.

Definition 1. (Pareto optimality) A rate allocation * = (xy, f € F) is Pareto
optimal, if it satisfies the following two conditions: (1) x is feasible, i.e., x > 0 and
R . x < C; and (2) Vx' which satisfies x' > 0and R -x' < C, ifx’' > x, then
x’ = x. In the second condition, the > relation is defined such that, two vectors x
and x' satisfy ' > , if and only if for all f € F, 2y > xy.

Proposition 1. A rate allocation x is Pareto optimal, if it solves the problem S, with
increasing utility functions Uy (xy), for f € F.

Proof. Let x be a solution to the problem S. If « is not Pareto optimal, then there
exists another vector ' # «, which satisfies R - &’ < C and &’ > x. As Uy(-) is
increasing, we have > . - Us(z;) > ZfEF Uy(xy). This leads to a contradiction,
as x is the solution to S and hence maximizes ;. o Ug(z ).



148 Y. Xue, Y. Cui, and K. Nahrstedt

Fairness By choosing appropriate utility functions, the optimal resource allocation

can implement different fairness models among the flows. We illustrate this fact using
two commonly adopted fairness models: weighted proportional fairness and max-
min fairness.

Definition 2. (weighted proportional fairness) A vector of rates € = (zy, f € F)
is weighted proportionally fair with the vector of weights wy, if it satisfies the
Sfollowing two conditions: (1) x is feasible, i.e, * > 0 and R - x < C; and (2) for
any other feasible vector ' = (z';, f € F'), the aggregation of proportional changes
is zero or negative:

wa 0

feF

Proposition 2. A rate allocation x is weighted proportional fair with the weight vec-
tor wy, if and only if it solves the problem S, with Uy(x5) = wylogx¢ for f € F.

Proof. As shown in [8], by the optimality condition (6.1), this proposition can be
derived according to the following relation:

oUu
&Ef() r—p) wa <0

fEF fEF

where the strict inequality follows from the strict concavity of Uy.

Definition 3. (max-min fairness) A vector of rates x = (zy, f € F') is max-min
fair, if it satisfies the following two conditions: (1) x is feasible, i.e., x > 0 and
R-x < C; and (2) for any f € F, increasing x5 can not be achieved without
decreasing the fair share xy: of another flow f' € F that satisfies xy > x .

Proposition 3. A rate allocation x is max-min fair if and only if it solves the problem
S, withUg(xs) = —(—logxy)S, ¢ — oo for f € F.

These results straightforwardly follow their counterparts in wireline networks

[8].

6.2.2 Decentralized Solution: A Price-Based Approach

We proceed to study the decentralized solution to the problem S so that the optimal
resource allocation can be achieved.

By assumption Al, the objective function of S in (6.1) is differentiable and
strictly concave. In addition, the feasible region of the optimization problem in in-
equality (6.2) is convex and compact. By non-linear optimization theory, there exists
a unique maximizing value of argument x for the above optimization problem. Let
us consider the Lagrangian form of the optimization problem S:
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L(z;p) = Y Ug(zs) + u’ (C — Rz) (6.4)
fEF
= Y Wslep) —ap Y meRep) + ) peCe
feF eelE ecFE

where p = (ue, € € E) is a vector of Lagrange multipliers. Given global knowledge
of utility functions, S is mathematically tractable. However, in practice, such knowl-
edge is unlikely to be available. In addition, it may be infeasible to compute and
allocate resources in a centralized fashion. Here we seek a decentralized solution.
The key to decentralization is pricing.

In the Lagrangian form specified in (6.4), the Lagrange multipliers . may be
regarded as the implied cost, or the shadow price, of a unit flow using resource e.
Such a price p. reflects the traffic load y. at the resource element e. Flow f € F will
then be charged with a flow price Ay which is the sum of the costs of all resource
elements it uses, the cost of each resource element being the product of its price and
the amount of resource used by a unit flow of f, namely,

)\f = Z Ref/J,G.

eckE

Based on the flow price A, flow f can make a self-optimized decision to adjust
its sending rate x s. The aggregated sending rate y. = > ser Rey -y of all flows in
resource element e in turn affects its price .. To summarize, Fig. 6.2 illustrates the
price-based resource allocation framework. Here we deem each component in the di-
agram as abstract entities capable of computing and communicating. This framework
involves no central authority and purely depends on local decision of each compo-
nent and exchange of control signals among them. In each cycle, a resource element
e calculates its load y., the total amount of flows passing through it, then derives its
penalty 1. and sends it to all these flows. Meanwhile, a flow f, on receiving prices
from all resource elements it traverses, derives its flow price A¢, then adjusts flow
rate x . Such a cycle repeats itself, and finally converges to an equilibrium point.

The presented framework is a generalized form of the framework proposed by
Kelly et al. in [8, 9] for wireline networks. As we will show in Section 6.4, such a
generalization is critical for us to study the resource allocation problem in wireless
mesh networks. We list all notations introduced in Section 6.2 as follows.

6.3 Resource Model of Multihop Wireless Mesh Networks

In this section, we study the resource model and identify the resource elements of
a wireless mesh network. We consider a two-tier wireless mesh network shown in
Fig. 6.3. In this network, each end host accesses a local access point (LAP). These
local access points, along with multiple stationary wireless routers, are also called
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price price _ penalty
1 Aggregation | M,
Ref m,
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rate load
— Ry xy
Xr IF Ve

Fig. 6.2. Price-based resource allocation framework.

Table 6.1. Notations in Section 6.2.

Notation Definition

feF End-to-end flow in the network

eck Resource element of the network

= (z5,f €EF) Rate vector of flow f € F'

C = (Ce,e€E) Capacity vector of resource element e € E

R = (Rey) g x|F| Resource constraint matrix

Us(zs) (f € F) Utility function of flow f € F

Y= (ye,e € E) Aggregated traffic load at resource element e € E
w= (e, € E) Price of resource element e € F

Af(fer) Price of flow f € F

mesh nodes. These nodes communicate with each other and form a multi-hop wire-
less backbone. This backbone network eventually forwards user traffic to the gateway
access points (GAPs) connected to the Internet via physical wireline connection.

This chapter focuses on the resource allocation issue in wireless mesh backbone
network. The goal is to achieve fairness among local access points. In particular,
we consider a wireless mesh backbone network that consists of a set of nodes V.
The transmission of each node n; € N follows the unit disk graph model with a
transmission range of d;, and an interference range of d;,,;, which can be larger than
dta:~

To simplify the discussion, we only consider the scenario where mesh nodes
use the same wireless channel. Packet transmission in such a network is subject to
location-dependent contention. Here we consider the protocol model proposed in
[10]. In this model, the transmission from node n; to n; (n;,n; € N) is successful
if (1) the distance between these two nodes d;; satisfies d;; < d¢, and (2) any node
ng € N, which is within the interference range of the receiving node n; (dy; <
d;int), 18 not transmitting. This model can be further refined to the case of IEEE
802.11-style MAC protocol, where the sending node n; is also required to be free of
interference as it needs to receive the link layer acknowledgement from the receiving
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- ’ gateway access point

L Wi ;

Fig. 6.3. An example of wireless mesh network.

node n;. Specifically, any node n; € N, which is within the interference range of n;
or nj (digj < dint of di; < diny), is not transmitting. We model such a network as a
directional graph G = (N, L), where L C N? denotes the set of wireless links.

Now let us consider a conflict graph G. = (V., L.) of network G [11]. A vertex
of the conflict graph v; € V. corresponds to a wireless link in the network | €
L. There exists an edge between two vertices if the transmissions along these two
wireless links contend with each other according to the above protocol model.

To illustrate these concepts, we show an example in Fig. 6.4. Fig. 6.4 (a) gives
the network topology and the traffic used in the example. In this example, the trans-
mission and interference range of a node is 250m and 550m, respectively; a and b,
cand d, e and f are 250m apart; b and ¢, d and e are 300m apart. Thus the wireless
links {a, b} and {¢, d} contend with each other, also do {¢,d} and {e, f}. But {a, b}
and {e, f} can transmit simultaneously. The conflict graph of this wireless network
is shown in Fig. 6.4 (b).

6.3.1 Identifying Resource Elements

Now let us consider an independent set I C V. of the graph G.. I can be represented
using a |V¢|-dimension independence vector v1 = (1j,v; € V.), defined as follows:

1, ifv el
b= 0, otherwise

where ¢ can be regarded as a point in a V,-dimensional independence space. In this
space, each dimension corresponds to a vertex v; € V.

In the above example, besides the independent sets consisting of each vertex it-
self, {{a,b},{e, f}} is also an independent set. Let vertices {a, b}, {c,d}, {e, f}
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(a) Multi- hop w1reless network

{a,b} {c,d} {e,f}

(b) Conflict graph
{c.d}

(0,1,0)

(1,0,0) {a,b}

{efl _10,0,1) (1,0,1)

(c) Independent set polytope

Fig. 6.4. Resource model of multi-hop wireless network.

correspond to the three dimensions of the independence space, the following inde-
pendence vectors are shown in Fig. 6.4 (c): (1,0, 0),(0,1,0),(0,0,1) and (1,0,1). A
special independence vector is the origin point (0, 0, 0).

The picture also shows that a polytope is formed as the convex hull of all points
corresponding to each independence vector, or in other words, convex combination
of all independence vectors. We call such a polytope the independent set polytope,
denoted as T. Let us consider a |V.|-dimension vector ¢ = (g;,v; € V.), where g,
is the fraction of time during which link / corresponding to v; is active. Vector q is
schedulable if there exists a collision-free MAC transmission schedule that allocates
g; to link [ which corresponds to v;. The result of [11] shows that

Proposition 4. Vector g = (q;,v; € V) is schedulable if and only if it lies within
the independent set polytope 1.

Reflected in Fig. 6.4 (c), all points within the polytope T is schedulable. To
model the resource element from this concept, we consider the facets of the polytope
Te>. Note that we can get these facets by running any polynomial-time convex hull
algorithm [12] on all vertices of the polytope (independence vectors). We collect all
facets into a set ¢. The plane that a facet ¢; € @ belongs to can be presented in the

following linear form:
[Vel

Z@‘qu‘ - Z;=0
j=1

3The facets that lie along the coordination plane are excluded.
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where ¢;; and Z; are coefficients of the plane function. If we formulate ¢ into a
matrix @ = (¢;;)|s|x|v,|» then the polytope T can be represented in the following
vector form.

b.q< 7

where Z = (Z;, ¢p; € D).

When the data rates of all wireless links are the same, we call such a rate the
capacity of the wireless channel and denote it as C'pq,, . If we scale the independent
set polytope Tg by Cehan, then under the ideal centralized MAC scheduling, this
polytope represents the solution space of our problem. In other words, a wireless link
rate allocation y = (y;,1 € L) is feasible, if the following condition holds:

b - Yy < Ochan 4. (65)
Let A = (Aif)|1|x|F| be the routing matrix defined as follows:

A — 1, if flow f passes through wireless link [
1700, otherwise.

It is easy to see that A - & = y. Substituting inequality (6.5) into the constraint of
problem S in (6.2), we can easily derive that R = @ - A and C = C_pqy, - Z. From
these properties, we observe that each facet ¢; € P can be regarded as a resource
element with an independent capacity Ccpan - Z;. Though the concept of independent
set has been used in the existing works to explore the throughput limit of multihop
wireless networks [14], the concept of facets of independent set polytope is never
discussed. However, constructing the solution space by the formulation of facets is
critical to the development of a decentralized algorithm.

A {a,c}

0,1,00  (1,1,0)

0,1,1)

(1,1,1)

(1,0,0) {:,d}

{bcy _0,0,1)  (1,0,1)

Fig. 6.5. Solution space of wireline network in Fig. 6.1 (a).

As an interesting finding, we also notice that the wireline network model is a spe-
cial case of this formulation. Take the network shown in Fig. 6.4 (a) as an example.
Since all links are independent from each other, any subset of the link set L is an
independent set. The resulting independent set polytope (with each dimension nor-
malized by the capacity of its corresponding link) is shown in Fig. 6.5. An important
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property of this polytope is that it is a cube. That means for each of its facets, the
plane it belongs to only intersects with one axis. Since each axis represents a wireline
link, back to Inequality (6.5), this implies that (1) & = I, the identity matrix, thus
A =R,and (2) Z; = 1 for any ¢; € .

Note that the above formulation could be easily extended to the case of heteroge-
neous wireless link data rates. We denote the wireless link data rates using a vector
b = (bi,l € L). It is obvious that ¢; = §- for v; which corresponds to [. Let
b’ = (1/b;,1 € L). It is obvious that ¢ = y - b’T. Thus the constraint for wireless
link rate allocation is given as follows:

.y bV <2z

For simplicity, we only consider the homogeneous wireless link rate in the fol-
lowing discussions.

6.3.2 Approximating Resource Element

To this end, we have clearly identified the resource elements of a multihop wireless
mesh backbone network. However, applying this model to the resource allocation
framework can still be difficult, as the problem of finding all independent sets is NP-
hard. Besides, this model assumes ideal MAC scheduling. It is difficult to be applied
for practical implementation in realistic wireless network settings, (e.g., with non-
ideal MAC algorithm such as IEEE 802.11), because the facets of the independent
set polytope of the contention graph lack the intuition to be mapped into any instance
in the physical wireless network, not to mention to be implemented via distributed
algorithms.

To address this difficulty, we explore the approximation of resource elements
by studying the upper bound of the resource constraint in a multihop wireless net-
work. Here we present a maximal-clique-based approximation. Such an approxima-
tion gives a good intuitive explanation on the structure of the resource element in
the physical network. Thus it can also facilitate the distributed implementation of
resource allocation algorithms.

In a graph, a complete subgraph is referred to as a clique. A maximal clique is de-
fined as a clique that is not contained in any other cliques*. In a contention graph, the
vertices in a maximal clique represent a maximal set of mutually contending wireless
links, along which at most one subflow may transmit at any given time. Intuitively,
each maximal clique in a contention graph represents a maximal distinct contention
region, since at most one subflow in the clique can transmit at any time, and adding
any other flows into this clique will introduce the possibility of simultaneous trans-
missions. We denote the set of all maximal cliques in G, as Q.

“Note that the maximal clique has a different definition from the maximum clique of a
graph, which is the maximal clique with the largest number of vertices. Finding the maximum
clique of a graph is a NP-complete problem, while enumerating all the maximal cliques of a
graph can be solved in polynomial time [13].
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Based on the above discussions, we have the following results for rate allocation
vector y:

Proposition 4. If rate allocation y = (y;,l € L) is feasible, then the following
condition is satisfied.
Ve € Q7 Z Y < Cchan (66)

1eVie)
where V (e) C L is the set of vertices in clique e.

Eq. (6.6) gives an upper bound on the rate allocations to the wireless links. Such
a bound may not be tight. First, there may exist no schedules that assign rates to
the wireless links to achieve this bound. Such scenario happens when the contention
graph has odd holes or odd anti-holes [14]. Second, for some contention graphs, even
if there exists an ideal centralized scheduling algorithm that can achieve this bound,
the distributed scheduling algorithms that employ carrier sensing multiple access
(e.g., IEEE 802.11) can not achieve this bound. To address the above issues, we
introduce C., the achievable channel capacity at a clique e so that if ), evie) Y <
C. then y = (y;,! € L) is feasible. To this end, we observe that a maximal clique e
can be regarded as an approximation of a resource element with capacity C..

We now proceed to consider the resource constraint of a wireless mesh backbone
network using the maximal clique as the approximation of the resource element. In
particular, we define a clique-flow matrix R = {R.y}, where R,y = |V (e) N L(f)]
represents the number of subflows that flow f has in the clique e. If we treat a max-
imal clique as a resource element, then the clique-flow matrix R represents the “re-
source usage pattern” of each flow. Let the vector C' = (Ce, e € Q) be the vector
of achievable channel capacities in each of the cliques. Constraints with respect to
rate allocations to end-to-end aggregated flows are presented in the following propo-
sition.

Proposition 5. In a multi-hop wireless network G = (N, L) with a set of flows F,
there exists a feasible rate allocation © = (zy¢, f € F), ifand only if R -« < C.

Q7 i \ e m T
H 1 1—2—3—4—5 Io@s e (5} N
1 2 7—6—3 ! i , N
: 13 6—3—2—1 Nyl | ’ \\
| ’
Q 6 4 5—4 36) (g \)ILG,M | \
- ~ qt ]
1 ~ I
i .’ N ) ) !
! // — \ N \ //
[o} O O O o [ua ST e o2 67) ,
1 2 3 4 5 NP . So 3.2) Pid
(a) Network topology (b) Wireless link contention graph (dix = dint) (c) Wireless link contention graph (2dx = dint)

Fig. 6.6. Approximate resource model of multihop wireless network.

We present an example to illustrate the above concepts and notations. Fig. 6.6(a)
shows the topology of the network, as well as its ongoing flows. The correspond-
ing contention graph is shown in Fig. 6.6(b). In this example, there are 4 end-

to-end flows f; = {{1,2},{2,3},{3,4},{4,5}}, fo = {{7,6},{6,3}}, f3 =
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{{6,3},{3,2},{2,1}} and f4 = {{5,4}}. As such, in Fig. 6.6(b) there are three
maximal cliques in the contention graph: e; = {{1,2},{3,2},{3,4},{3,6}},ex =
{{37 2}7 {37 4}7 {47 5}7 {3a 6}} and e3 = {{Sa 2}’ {3ﬂ 4}v {3v G}v {Gv 7}}

We use y;; to denote the aggregated rate of all subflows along wireless link {¢, j}.
For example, y12 = =1 + 23, Y36 = T2 + 3. In each clique, the aggregated rate may
not exceed the corresponding channel capacity. That is

Y12 + Y32 + Y34 +y36 < C1 6.7
Y32 + Y34 + yas +y36 < Co (6.8)
Y32 + Y34 + Y36 + Yo7 < C3. (6.9)

When it comes to end-to-end flow rate allocation, the resource constraint imposed
by shared wireless channels is as follows:

3130
3121 |- =z<C.
2220

We collect the notations introduced in this section into Table 6.2.

Table 6.2. Notations in Section 6.3.

Notation Definition

n; € N Wireless node

Il ={ni,n;} € L |Wireless link connecting nodes n; and n;
dij Distance between nodes n; and n;
G=(N,L) Wireless network

G. = (N. = L, L.)|Conflict graph of G

I1CV, Independent set of G,

tr = (¢5,v; € Vi) |Independence vector of 1

Tc Independent set polytope of G

q = (gj,v; € Vo) |Active time scheduling vector for all links
= (y,l€L) Link flow scheduling vector

45 (¢:j)1®|x|v.| |Facet matrix of polytope T

Z = (Z;, ¢; € D) |Facet coefficient vector of polytope T

Cehan Wireless channel capacity

A = (Rif)|L|x|r| |Routing matrix

6.4 Price-Based Resource Allocation Algorithm

We now present the decentralized algorithms for resource allocation in multihop
wireless networks based on the theoretical framework in Section 6.2 and the resource
model in Section 6.3.
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6.4.1 Price Model

We first illustrate the concepts and components of the generalized resource allocation
framework in the setting of wireless mesh network. Recall that a resource element
e in multihop wireless networks is a set of wireless links defined by a facet of in-
dependent set polytope ¢; € @, which could be approximated by a maximal clique
e € . Thus the amount of traffic y. at the resource element e is the sum of traffic at
the wireless links that belong to the resource element e:

Ye = Zyl-

lce

As a wireless link / may be the member of several resource elements e, we define the
price of wireless link as follows:

My = Z He-
e:l€e

Thus the price of a flow f can be represented in following two alternative ways:

A= Repne (6.10)
ecE
= > m 6.11)
l: f passes |

The first representation (6.10) can be explained as follows. Flow f needs to pay for
all the resource elements it uses. For each resource element, the cost is the product
of the number of wireless links that f traverses in this resource element and its price.
In the second representation (6.11), flow price is the aggregated price of all wireless
links it passes. Note that for each wireless link, its price is the aggregated price of all
the resource elements that it belongs to.

6.4.2 Price-Based Rate Limiting Algorithm

Assume that resource element prices u = (p.,e € F) are generated appropriately
as a function of the load y = (y., e € E) at these resource elements. We first study
how flows adjust their resource usages.

As presented in the theoretical framework in Section 6.2, flow f attempts to
maximize its net benefit.

max{Uy(xy) = Ay -2y}
A simple first-order condition establishes that

Uplzs) = As.
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Thus it adapts its rates to equalize the flow price, i.e., \f = > peRey, with
a target value U (z ). Formally, the rate adaptation algorithm of flow f can be rep-
resented in the following differential equation:

d 1
yreadQ :7<1 - W;ue(t)&f> (6.12)

where x ¢ (¢) is the rate of f at time ¢. The price p.(t) = pe(ye(t)) is a non-negative,
continuous and increasing function of the total traffic y. = ) | feF Rcyxy atresource
e at time ¢, and -y is the amount of adjustment. Alternatively, it can be represented in
the discrete time form:

xf[t+1]=xf[t]+7(1 Zﬂe of ) (6.13)
eeE
We now establish the stability of this algorlthm. Further we show that, at equi-
librium each flow maximizes its own net benefit; moreover, the flows collectively
solve the relaxation of the original problem. This result is formally presented in the
following theorem.
Theorem 1. Let

ZUf a:f Z/ Me ede

feF ecE

V() is a strictly concave function. Moreover, it is a Lyapunov function for the
system of the differential equation (6.12). The unique value x that maximizes V(x)
is a stable point of the system, to which all trajectories converge. In addition, x is
the unique equilibrium of the discrete time system specified by (6.13).

Proof. Observe that

V(x) Uh(ay) — Z,Ue(ye)Ref- (6.14)

al‘f ccE

Setting these derivatives to zero identifies the maximum. Further

Z V(z) dxf ) (6.15)
fer 5$f
1 2
- U 1— ———pe(ye) Re (6.16)
7}; f(xf)< Enl (e) f)

establishes that V(x(t)) is strictly increasing with ¢, unless x(¢) = x*, the unique
x maximizing V(x). The function V(z) is thus a Lyapunov function for the sys-
tem (6.12), which establishes the result of Theorem 1.

The presented rate adaptation algorithm can be implemented as an ingress rate
limiting mechanism for aggregated flows at local access points as in [15].
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6.4.3 Discussion

The clique-based resource element definition is based on the assumption of ideal
MAC scheduling. Such a definition helps us to define the upper bound of the so-
lution space of the resource allocation problem. Yet, in practice, MAC algorithms,
such as IEEE 802.11, can perform much worse than the ideal one. Also in order
to calculate the price of a clique, the mesh routers need to communicate with each
other to exchange their load, which may incur unnecessary overhead [16]. In recog-
nition of the hardness of this problem, here we present a heuristic algorithm for price
generation in IEEE 802.11-based networks. The main propose of this algorithm is
to illustrate how the presented theoretical framework can be applied to real network
settings.

Our approximation is based on two observations. First, due to the characteristics
of conflict graph, the wireless links within a clique are most likely to be close to
each other geographically. Second, contention window size in IEEE 802.11 can give
important hints for traffic load in the neighborhood. Based on these observations, we
make the following approximation in the calculation. First, we consider a resource
element e consisting of a wireless link [ and its neighborhood wireless links I which
has one node that is within the range of virtual carrier sense, i.e., one node of I’ can
hear the RTS or CTS sent from wireless link /. Second, we use the contention win-
dow sizes cw of the nodes connecting these links to infer the traffic at this resource
element. Formally, the price p. of resource element e is generated as follows:

te(t) = B - m(cwe(t), cw). (6.17)

In (6.17), 3 is a scaling factor. cw,(t) is the average contention window size
within resource element e at time ¢. Nodes exchange the information of their con-
tention window sizes via piggybacking them onto RTS/CTS control frames, cw is the
target contention window size, which is a tunable parameter of this implementation.
An ideal target contention window size needs to be tuned according the node density
of the network. Function m(cw.(t), cw) is defined as the probability that cw.(t) is
larger than cw. It is easy to see that m(cw.(t), cw) is an increasing function of cw,
and a decreasing function of cw.

6.5 Performance Evaluation

In this section, we evaluate the performance of our resource allocation algorithm. We
implement the algorithm based on the wireless extensions in ns-2. In the simulation,
the physical wireless channel capacity is 1 Mbps; the utility function is Uy (zs) =
log(z f); the packet size is 1000 bytes; the transmission range and interference range
are 250m and 550m, respectively. We use static shortest path routing as the routing
protocol. The algorithm is simulated over two simple mesh network topologies as
shown in Fig. 6.7. We study the performance of resource allocation algorithm in
terms of system stability and fairness for flows with different lengths.
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(a) Flows with the same length (b) Flows with different lengths

Fig. 6.7. Simulation topologies.

We first study the instantaneous behavior of the resource allocation algorithm
and investigate the stability of the system with different settings of parameter + and
initial flow rate x ¢. In this experiment, our algorithm is simulated over the topology
in Fig. 6.7(a). The default parameter values are set as follows: v = 0.005, G = 10,
and 21(0) = x2(0) = 200 Kbps. Fig. 6.8 plots the instantaneous throughput of
the system with different initial sending rates x(0) along with the optimal rates.
The results show that the system stabilizes around the optimal rate, independent of
the initial condition. The small fluctuations around the optimal value are caused by
the imprecise channel measurements and the communication delay between the flow
sources and the intermediate nodes where prices are generated.

Fig. 6.9 shows that the value of x will affect the stability and the convergence
rate of the algorithm. In particular, if « is too large (e.g., kK = 0.005), the flow rates
always fluctuate. The value of x needs to be small enough (< 0.002) to ensure the
stabilization of the system. On the other hand, the algorithm will converge slower
with smaller x value.

We now proceed to show the fairness of our price-based rate allocation. Recall
that when the utility function is set to Uy(zy) = log(z ), the price-based rate al-
location is able to achieve proportional fairness [17]. Here we present some intu-
itive properties of proportional fairness. (1) If flows f; and f, share the same path
(uses the same amount of resources), then x1 = zo; (2) if flow f; uses more bot-
tleneck resources than f5, then 1 < xo. Specifically, if the prices of flow f; and
f2 are k1 and Ko, then % = :—f To quantitatively study the property of fairness,
we define the fairness i2ndex in the single resource element case (no spatial reuse)

. zy/H
as I = [
channel. Note that I € [0, 1]. Larger value of I indicates better fairness. Fig. 6.10
plots the fairness index in the simulation scenario as shown in Fig. 6.7. We compare
our algorithm with TCP, which is shown to be unfair for end-to-end flows in wireless
backhaul mesh network [15]. The results show that our algorithm outperforms TCP
in terms of fairness, independent of the values of § and cw.

where H is the number of hops the flow passes in this

6.6 Related Work

We compare and highlight the contributions of this work in light of previous related
work.
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Fig. 6.8. Instantaneous throughput with different initial sending rates: (a) z(0) = 20 Kbps, (b)
2(0) =200 Kbps, and (c) z(0) = 500 Kbps.
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Fig. 6.9. Instantaneous throughput with different values of ~y: (a) v = 0.005, (b) v = 0.002, and

(c) v =0.001.
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fairness index

(a) fairness with symmetric flow (b) fairness with asymmetric flow

Fig. 6.10. Fairness.

Existing research on WMN has focused on how to better utilize the wireless
channel resource and enhance its performance. Proposed solutions include equip-
ping mesh nodes with multiple radios and distributing the wireless backbone traffic
over different channels, routing the traffic through different paths [18,19], or a joint
solution of these two [20,21]. These existing approaches usually fall into two ends of
the spectrum. On one end of the spectrum are the heuristic algorithms (e.g., [18,21]).
Although many of such approaches are adaptive to the dynamic environments of
wireless networks, they lack the theoretical foundation to analyze how well the net-
work performs globally (e.g., whether the network resource is fully utilized, whether
the flows share the network in a fair fashion). On the other end of the spectrum,
there are theoretical studies that formulate these network planning decisions into op-
timization problems (e.g., [22,23]). Yet these results usually make ideal assumptions
and present centralized algorithms. None of them has realistically considered the
highly dynamic and distributed nature of wireless mesh network environments. Fur-
ther, these existing solutions only apply to routing and channel allocation, while our
work addresses the resource allocation and rate limiting problem for wireless mesh
network.

The problem of optimal and fair resource allocation has been extensively studied
in the context of wireline networks, where pricing has been shown to be an effec-
tive approach (e.g., [9,24,25]). Our approach is similar to [9,25], which solves the
resource allocation problem using a penalty-based approach. Nevertheless, the fun-
damental differences in contention models between multihop wireless and wireline
networks deserve a fresh treatment to this topic. One of the highlights of this work is
to propose a generalized theoretical framework of resource allocation that fits both
wireline and multihop wireless networks. Within this framework we show that the re-
source model of wireline network is just a special case, in comparison with multihop
wireless networks.

The problem of fair and effective resource allocation in multihop wireless net-
works has also been previously studied, using MAC-layer fair scheduling which tar-
gets on single-hop MAC layer flows [26]- [28]. In comparison, this work studies
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end-to-end multihop flows in such networks. It can be shown that fair resource allo-
cation among single-hop flows may not be optimal for multi-hop flows, due to the
unawareness of bottlenecks and lack of coordination among upstream and down-
stream hops. Moreover, global optimal resource allocation among multi-hop flows
can not be completely reached only by MAC-layer scheduling, which is only based
on local information. In this context, the only remedial solution is to use prices as
signals to coordinate global resource allocation.

This work is also related to the work of [29] and [11], in that both works explore
the fundamental performance limit of a multihop wireless network in presence of in-
terference. Yet our work is different from these works in the following aspects. First,
we seek to maximize the aggregated utility, which can be a nonlinear function of
flow rates. Such an objective can achieve maximum throughput under different fair-
ness models by specifying appropriate utility functions. Second, the solution space
of their approach is defined by routing [11] or joint scheduling and routing [29],
while this work defines its solution space by rate control. Third, the works of [11,29]
aim at deriving the limit of optimal throughput by centralized algorithms. This work
focuses on how to achieve such a limit, by presenting a decentralized algorithm and
a distributed implementation.

The work of [30] provides an intuitive solution to improve TCP fairness via
neighborhood RED. Our work can be regarded as its theoretical interpretation. Our
early work in [16] also presents a resource allocation algorithm for multihop wire-
less networks. Compared to [16], this chapter presents a more precise and general
resource model from the view of independent set polytope. Moreover, in terms of
resource allocation algorithm, [16] uses a dual approach which provides an exact so-
lution to the original resource allocation problem directly. In contrast, the resource
allocation framework presented in this paper uses a primal approach that solves the
relaxation of the original problem. We argue that this approach may be more suit-
able for real deployment in multihop wireless mesh networks, as the prices can be
generated directly from channel conditions.

A collection of papers have studied the use of price in the context of wireless
networks (e.g., [31,32]). In these papers, pricing has been used as a mechanism for
optimal distributed power control. In addition, Liao et al. [33] use prices to provide
incentives for service allocation in wireless LANs. The work of [34, 35] also uses
prices as incentives to encourage packet relays in multihop wireless networks. Our
work is different from these works in that we apply pricing to regulate resource usage
rather than providing incentives.

Conclusion

This chapter targets on the resource allocation problem in wireless mesh network.
What we desire is a generalized theoretical framework, which can effectively capture
the common nature of these problems, i.e., they can all be categorized as constrained
non-linear optimization problem. Applying this generalized framework to the setting
of multihop wireless mesh backbone network, we find out that a resource element is
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not a wireless link, but a facet of the polytope determined by independent sets in the
conflict graph of the wireless network. Through this finding, we are able to outline
the solution space of the resource allocation problem in wireless mesh network, and
derive the corresponding decentralized algorithm. The same framework also provides
theoretical evidence to help judge the feasibility of existing solutions. We reveal that
the fundamental problem of TCP unfairness in multihop wireless networks lies in its
incorrect congestion signal (i.e., price). Our work also offers theoretical validation to
recent-proposed solutions, such as neighborhood RED [30], IFA [15].
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7.1 Introduction

WLAN mesh networks are currently being deployed for outdoor wireless coverage
in many metro-area Wi-Fi hotzones. One of the costs of these mesh deployments is
that of providing nodes with continuous electrical power. In many of these cases,
continuous node powering from the AC power mains is expensive or practically im-
possible. This is increasingly true as network coverage moves into more expansive
outdoor areas.

An alternative to a fixed power connection is to operate some of the WLAN nodes
using a sustainable energy source such as solar or wind power. The SolarMESH
network is an operational testbed deployment which uses this approach [1]. In either
solar or wind powered options, node resource allocation involves assigning solar
panel or wind turbine size, and battery capacity to each mesh node. This assignment
must use “geographic provisioning” to account for the solar insolation or wind power
capability of the node location. Resource assignment is done using a target load
profile for the node, which specifies the power consumption workload for which it is
being configured. Since the cost of the battery and the solar panel or wind turbine can
be a significant fraction of the total node cost, it is important that power consumption
on the node is minimized as much as possible.

In this chapter we present geographic provisioning results for solar and wind
powered WLAN mesh nodes. A cost model is introduced which is used to optimize
the hybrid provisioning of the nodes. The results suggest that in certain geographic
locations a hybrid wind/solar powered WLAN mesh node is the optimum cost config-
uration. Cases will be included using existing IEEE 802.11 standard assumptions and
will also consider the case where modifications are made to the standard so that mesh
AP power saving is possible. Several North American locations have been chosen for
these results, i.e., Toronto and Yellowknife, Canada; Seattle, Wa. and Phoenix, Az.
These locations have been chosen to illustrate a variety of differing meteorological
situations.
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7.2 Background

Solar panel and battery sizing methods were studied in [2] along with discussions of
how various photovoltaic (PV) components result in different system configurations.
Three methods for sizing PV systems were compared in [3]. The first assigns the
battery capacity such that it can support a fixed load for a preset number of days.
Then the solar panel is sized so that a full battery re-charge can be done within a
specified time period. The second scheme is based on computer simulations using
historical solar insolation data which is used to track the evolution of the battery
state-of-charge. In the third approach [4] a Markovian model was used for battery
state of charge modeling. To use this method however, the mean and variance of the
daily solar insolation must be known. This model was refined in [5] and accounts for
the effects of daily correlation in the solar irradiation. Another performance evalua-
tion of PV systems based on Markovian modeling was presented in [6]. In [3] it was
shown that the simulation method yields the most accurate results.

In [7] and [8] the sky clearance index was used for simulating solar irradiance,
and in [9] variable loading was taken into account in PV system sizing. A fuzzy
decision process was used in [10] for evaluating subjective factors in PV system
sizing. Energy management in a space station was also considered assuming limited
energy constraints [11].

Much of the literature assumes an idealized battery model which can sometimes
lead to significant inaccuracies. In practical systems the battery capacity is a strong
function of ambient temperature and must be taken into consideration. In [12, 13]
and [14] models for non-ideal battery behavior were studied.

In [15] a study was presented of the resource allocation problem in solar pow-
ered WLAN mesh nodes. This work also showed the potential of mesh node power
saving on the resource assignment. It was shown that there can be a significant reduc-
tion in node cost when AP power saving is used. In addition, several outage control
strategies were presented that can be used to prevent mesh node outage.

A number of previous works investigated the use of hybrid powered systems [16]-
[19]. In [16], long-term hourly weather data for 30 years was used in order to calcu-
late the optimum size of a PV array for a stand-alone hybrid wind/PV system. This
was done by generating probability density functions of the wind speed and solar
insolation for each hour in any given month. A least squares method was then used
in order to find the best fit of the PV array and wind turbine for a given load. In [17]
a similar approach was used, except that a more refined method was introduced for
calculating the probability density function. This was then used to compute the num-
ber of required storage batteries and PV panels. Readers who are interested in the
theoretical background of wind and solar power characteristics should refer to [20],
which provides a step-by-step analysis of both energy sources.

In [18] a simple numerical algorithm was used to compute the optimum gener-
ation capacity and storage needed for three scenarios in a remote area in Montana,
with a typical residential load. These options are stand-alone wind, PV, and hybrid
wind/PV. The paper then performs an economic analysis in order to measure the cost
effectiveness of the three scenarios. Finally, in [19] the output power of wind tur-
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Fig. 7.1. Best-effort mesh AP power saving with movable boundary.

bines in cold weather was discussed. The conclusions were based on experiments
performed in Tiverton, Canada, and showed that wind turbines are practical in cold
regions.

Many of the above studies deal with the tradeoffs between node resource re-
quirements and the power consumption of the node. The ability for WLAN mesh
infrastructure to conserve power is a highly desirable capability and can lead to sig-
nificantly reduced node cost. This issue is discussed in detail in the next section.

7.2.1 Power Saving in WLAN Mesh Access Point

WLAN mesh APs which operate using a sustainable energy source can benefit
greatly from reduced power consumption [15]. IEEE 802.11 however, does not pro-
vide a mechanism for placing APs into a power saving mode. The standard does
define power saving for client devices, by allowing the nodes to switch between the
Awake and Doze states. While in the Awake state, the client device is fully powered
and is capable of transmitting, receiving, and of sensing channel activity. Conversely,
during the Doze state, the client device operates in power save (PS) mode where it
is not able to perform any of these functions. When the station is in this state the AP
to which it is associated must hold any incoming packets until the client returns to
the Awake state. In an IEEE 802.11 AP, beacon packets are transmitted periodically,
which include a traffic indicating map (TIM), indicating if packets are currently be-
ing buffered on behalf of PS mode stations. The retrieval of packets from the AP
is then done one at a time using PS-Poll frames transmitted by the station. A noti-
fication of pending broadcast and multicast traffic is indicated in a delivery traffic
indication map (DTIM). The delivery of the actual downlink broadcast and multicast
traffic is done immediately after the beacons are sent.

IEEE 802.11e has a power saving mechanism that is similar to that of legacy
IEEE 802.11 and includes both contention and polling based options. For example,
the Hybrid Coordinator (HC) can define periodic service intervals which allow the
synchronous delivery of traffic using Automatic Power Save Delivery (APSD).

To realize the cost savings associated with power saving mesh APs, two varia-
tions of IEEE 802.11 have recently been proposed [21,22]. In [21], the AP dynami-
cally modifies its sleeping schedule to adaptively support current loading conditions
while saving as much power as possible. Reference [22] proposed a power saving
WLAN mesh architecture based on the IEEE 802.11e [23].

In [22] a power saving AP includes a network allocation map (NAM) in its bea-
con broadcasts, which specifies periods of time within the superframe when it is
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Fig. 7.2. Forced mesh AP power saving (FPS) with 50% offered capacity.

unavailable. During these periods the AP is assumed to be inactive and conserving
power. Fig. 7.1 shows an example of this type of activity for a single inter-beacon
period. The channel activity is shown in the upper timeline, and the NAMs are shown
on the lower timeline. In this example three HCCA (or EDCA) periods (each last-
ing 20 ms) have been scheduled and the AP advertises the NAMs as shown so that
power saving can occur when the channel is not needed. The example shown might
be used when the AP is supporting a combination of VoIP connections (based on
a 40 ms packetization interval) and best-effort data traffic. In this case the AP is
satisfying the quality of service requirements of the mobile stations, and using the
remaining time for power saving. An algorithm for dynamically updating the NAMs
was proposed in [22].

In some cases it is desirable for the AP to force a maximum level of activity,
regardless of mobile station traffic requirements. This may happen when the AP
workload exceeds that for which the node was originally provisioned, leading to
the possibility of node outage. Rather than an outage, the AP may artificially reduce
its offered capacity, and this is referred to as Forced Power Saving (FPS). Fig. 7.2
shows an example of an AP that is using FPS. In this example the AP advertises a
NAM restricting its activity to a maximum of 50% of the inter-beacon interval. This
capability can be used to develop outage control algorithms as proposed in [15].

WLAN mesh point relay links which do not require communication with stan-
dard compliant end devices may use proprietary power saving mechanisms. This
approach is currently being considered by the IEEE 802.11s working group, based
on modified versions of conventional IEEE 802.11 protocols [24].

7.3 Hybrid Sustainable Energy WLAN Mesh Nodes

In this section we discuss the basic configuration of a hybrid powered WLAN mesh
AP (MAP) or mesh point (MP) node. A simplified block diagram is shown in
Fig. 7.3. The system includes a wind turbine and/or solar panel, and a battery. When
both a solar panel and wind turbine are used, we refer to this as a hybrid configu-
ration. The solar panel and/or wind turbine are connected to the battery through a
charge controller which disconnects the battery to protect it from under- and over-
charging.

We can define an energy flow model for this configuration, where e,qne; (k) is
the energy produced in the solar panel over the time increment [(k — 1) A, kA], and
A is the time-step length considered. In hybrid PV systems designed using publicly



7 Hybrid Solar/Wind Powered WLAN Mesh Networks 171

‘Wind Turbine ( ( >>

SRSSSRVANGIAS SRR )

Radio and Host

Fig. 7.3. Solar/wind powered WLAN mesh node components.

available meteorological data, data collection and modeling is done in discrete time,
using 1 hour A increments. The solar panel size is given by Spanes, and is normally
rated in watts at peak solar insolation. e, pine (k) is the energy produced by the wind
turbine and it is a function of wind speed W, i.e.,

1
etu’r’bine(k) = Qf,OWRQW?’A (71)

where £ is the efficiency of the turbine, which cannot exceed the theoretical limit of
59.26%. This restriction was discovered by Betz in 1919. In practice, the achievable
wind turbine output power is much lower than this limit due to losses in the alternator
and due to the non-ideal aerodynamic properties of the turbine blades. Typical values
for commercial wind turbines are in the 30% range. In (7.1), p represents the air
density which is roughly 1.23 kg per cubic meter at sea level. Wind turbines have
two additional key parameters, namely, the cut-in speed which is the minimum wind
speed at which the turbine starts generating power, and the cut-out speed where the
turbine must be turned away from the wind to protect the blades.

We also define B(k) to be the residual battery energy stored at time kA, and
B,.... is defined to be the total battery capacity. If we assume that £(k) is the load
energy demand over the time duration [(k — 1) A, kA], then we can write [6]

B(k) = mln{maX[B(k — 1) + epanel(k)+
eturbine(k) - ‘C(k)’ Boutage]; Bmaw}- 7.2)

In the above equation, Bytqge is the maximum allowed depth of discharge, based
on safety and battery life considerations [2]. When B(k) < Boutage, the charge con-
troller will disconnect the MAP/MP load and the node will experience a radio outage.
It is also important to take into account the temperature because any reduction leads
to a reduced charge storage capability in the battery. This effect has been taken into
account in the results that will be presented later.

In most photovoltaic applications, fixed solar panels are pointed directly south
and sloped slightly greater than the geographic latitude so that solar absorption is
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highest during winter months. Meteorological data, however, is only available for
horizontal and fully-tracking (direct normal) components and cannot be used directly
for a fixed planar solar panel. For this reason a conversion model is used to compute
the energy incident on the solar panel using horizontal and fully-tracking irradiance
records. In [15] different conversion methodologies are shown for the solar data.
In the remainder of this chapter, we assume that the solar data has been properly
converted to match the installed panel. The value of the solar insolation is rated
in watts, and it is normalized to the panel’s peak power. For example, when the
insolation is 0.1 and it is incident on a 60 W solar panel, the overall power generated
is6W.

7.4 Energy Source Examples

In this section we give some example configurations of renewable energy resource
assignment using the above procedures for two diverse climatic locations, i.e.,
Toronto, Canada, and Phoenix, Az. For a given location it is important to quan-
tify the joint statistical distribution of the wind and the solar energy. For example, if
wind speed increases greatly during nighttime hours and is almost zero during the
day when there is bright sunlight, this would suggest that a hybrid wind/solar system
might be cost effective. In this case a node could operate during the daytime hours
from the solar panel and at night from the wind turbine thus minimizing the size of
the battery needed for either case alone. The same argument applies to long term
correlations between the energy sources.

Our simulator implements the energy balance equation shown in (7.2) for a given
geographic location. It also accepts as input the publicly available meteorological
information for a given geographic location. These records are maintained in the Na-
tional Solar Radiation Data Base (NSRDB), National Renewable Energy Laboratory
(NREL), U.S. Department of Energy [25] for the USA while in Canada data may
be obtained from the National Climate Data and Information Archive, The Meteo-
rological Service of Canada (MSC) [26]. The data is usually presented on an hourly
basis, i.e., A = 1 hour. The simulator incorporates the algorithm mentioned in [15]
to convert the available solar data based on the different solar angles. The simulator
provides the outage events and the battery charge at every hour during the simula-
tion. This approach is similar to that adopted by several commercial simulators such
as PVSYST and PV-Design Pro.

7.4.1 Example Short-Term Statistics

In this section, we investigate the short-term statistics of the different energy sources
for two example locations, Toronto, Canada, and Phoenix, Az. In the results, we
assume that we use a small, commercially available wind turbine of fixed size, the
Muartec Rutland 503 [27] which generates approximately 24 watts at a wind speed
of 10 m/s. For the city of Toronto, we assume a 60 W solar panel which corresponds
to the wind energy available at the maximum wind speed.
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Fig. 7.4. Comparison of solar power and wind power for Toronto in January and July.

Fig. 7.4 shows a time distribution example of solar power and wind power for
the first 100 hours in January and July, 1990, for the city of Toronto. It can be seen
that in January, the wind power is more dominant than solar power. We also observe
a strong positive correlation between the increase in solar insolation and the increase
in wind speed, yet the power available from the wind is much greater. For example,
if we examine the first 24 hours, we see that the wind power is always present and it
peaks at almost 50 W while the solar insolation is not always available and peaks at
42 W.

The situation is reversed in July where we see that the solar insolation outper-
forms the wind power. For example, the solar insolation peaks during the day at
slightly less than 45 W while at the same time the wind dies down to values less than
18 W during the day. During the night, we again see a very strong correlation, i.e,
both sources produce negligible power.

The positive solar/wind power correlation that is observed for Toronto would
suggest that a hybrid solar/wind powered node may not be cost effective. When the
sources are strongly correlated, it may be best to use the one that is the most cost
effective. However, this conclusion needs to be verified by incorporating a cost model
which will influence the optimal mix of both energy sources. This will be treated in
more detail in Section 7.6.

If we consider the city of Phoenix, the maximum wind power is 35 W. In this
case we compare to a solar panel with peak power equal to 35 W. Fig. 7.5 shows the
power distribution over time for the first 100 hours of January and July, 1990. We
can see that the solar power clearly dominates the wind power for January and July,
indicating that it may always be more cost-effective. We can see that the collected
solar power is almost always at its peak of 35 W (and zero at night), while the wind
power rarely exceeds 10 W. In addition, we notice that even though the increase in
wind speed is correlated to the decrease in solar insolation, the values are so low that
it may not significantly reduce the required battery size. These traces suggest that
in a location such as Phoenix, wind power alone or a hybrid wind/solar solution is
probably not feasible.
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Fig. 7.5. Comparison of solar power and wind power for Phoenix in January and July.

7.4.2 Example Long-Term Statistics

We now consider some examples of the long-term behavior of the wind and the
solar energy sources. In the first set of results we present examples that compare the
relative value of solar versus wind power, when the total average power from each
source is the same. For comparison purposes we assume the source can generate
a long term average power output of 2 W, which is roughly the minimum power
consumption of a single radio WLAN mesh AP whose radio is always active [1].

For the city of Toronto (1990) the average wind speed is 7 m/s, and in order to
supply an average of 2 W, we would need a 7 cm wind turbine assuming a turbine ef-
ficiency of 30%. On the other hand, the average solar insolation is 0.1746, so the solar
panel size would be approximately 11.5 W. The comparison is shown in Fig. 7.6. We
can see that for a city like Toronto with a temperate climate the solar powered node
slightly outperforms the wind-powered node. For example, at a battery size of 10 Ah
the wind outage is 0.28 while it is 0.2 for the solar-powered node. For Phoenix, the
average wind speed is 2.6945 and therefore, the wind turbine radius would be 35 cm.
The solar insolation is 0.2651, which yields a solar panel size of 7.5443 W. These
results are also shown in Fig. 7.6. We can see that the solar panel in Phoenix greatly
outperforms the wind turbine. For example, at a battery size of 50 Ah, the solar panel
outage is almost zero while it is still 0.2 for the wind turbine case.

The behavior seen in Fig. 7.6 is somewhat counter-intuitive. If the long-term
average output power from solar and wind power is the same, and if both processes
were stationary over short time periods (on the order of days), then one might expect
that wind power would achieve better outage performance than solar. This is because
solar insolation is always absent at night time, whereas the same is not true for wind
power. On this basis one could argue that solar insolation is more “bursty” than wind
power (for the same long term average), and thus requires a higher battery capacity
to achieve the same outage probability.

The above behavior is explained by considering the seasonal correlation between
solar and wind power. In Fig. 7.7 we show the state of charge of an initially full bat-
tery when it is powered only by a wind turbine and then only by solar power. Again
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Fig. 7.6. Comparison of sources for Toronto and Phoenix for a2 W load with the same average
power.

both sources produce an average of 2 W. Examining the curves carefully, we can
see that the wind and solar energy have a strong negative seasonal correlation. For
example, in the summer the battery is always full when powered by the sun while it
is almost empty when powered by the wind. The situation is reversed to a lesser de-
gree in late fall and winter when the wind energy increases while the solar energy is
greatly reduced. These results strongly suggest that a node placed in Toronto would
benefit from a hybrid design with more emphasis on solar energy, however, the ratios
of the contributions of the sources will be dictated by cost considerations. The short-
term statistics would have suggested that wind power is more perpetual on an hourly
basis especially at night when the solar panel generates zero energy. However, after
examining these results it is clear that the wind and solar energy for Toronto have
the potential for augmenting each other on a seasonal basis. These observations can-
not be generalized, i.e., if we examine Fig. 7.8 we can see a similar comparison of
sources for Phoenix. It is clear that the node almost never runs into an outage when
powered by solar energy. On the other hand, we can see that the wind energy fluctu-
ates seasonally, leading to outage. In this case it seems that without considering the
relative costs involved, solar energy is the clear winner as the node’s energy supply.

In Fig. 7.9 for Seattle, the results are similar to Toronto, though both the wind
and solar energy are slightly less. Finally, for Yellowknife, as shown in Fig. 7.10,
we can see that the solar energy is very weak and almost nonexistent in the fall and
winter. The wind power during this period is better, which suggests that the wind
source would be useful in supplementing the node during the darker months. Again,
the results suggest a hybrid approach.
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Fig. 7.7. Percentage charge versus time for different sources for Toronto with a 50 Ah battery.
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Fig. 7.8. Percentage Charge versus Time for Different Sources for Phoenix with a 50 Ah
Battery.

7.5 Node Sustainability

In this section we consider the sustainability of a given hybrid system for the dif-
ferent geographical locations. We consider two possible scenarios. In the first case,
we assume a small commercial wind turbine (Muartec Rutland 503) that is used to
supplement the system. The other scenario to be considered is when the turbine size
may be arbitrarily chosen. It is important to point out that the performance of any
practical wind turbine is less than the theoretical optimum. This effect is shown in
Fig. 7.11. However, it should be noted that at the most common wind speeds the
values of the power for both cases are almost identical. In all of the following simu-
lations we assume that the air density is constant and equal to 1.23 kg/m? and that
the cut-in and cut-out speeds are cut;, = 3.75 m/s, cut,,: = 20 m/s, respectively.
We also assume that the load to be powered is a constant 2 W.
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Fig. 7.9. Percentage charge versus time for different sources for Seattle with a 50 Ah battery.
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Fig. 7.10. Percentage charge versus time for different sources for Yellowknife with a 50 Ah
battery.

7.5.1 Fixed Wind Turbine Source

In this section we assume a specific wind turbine configuration (the Muartec Rutland
503) with no solar panel, and simulate the system to find the battery sizes needed to
eliminate outage. This wind turbine is one of the few that are commercially available
at about the size needed for WLAN mesh AP applications. Fig. 7.12 shows the out-
age probability versus the battery size for the 4 different geographical locations. We
can see that a battery size of 12.5 Ah will completely eliminate outages for Toronto,
and for the other cities a much larger battery is needed and even then it may not
eliminate outages completely. By comparison, the same turbine installed at Phoenix
will never eliminate outages even for a very large battery due to the scarcity of wind
power as previously discussed. We also see that the results for Yellowknife and Seat-
tle are between those for Toronto and Phoenix. We notice that Yellowknife greatly
outperforms Seattle which indicates that the wind energy is more abundant in that
region even though the storage capabilities of the battery are greatly impaired due to
cold temperatures effects.
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Fig. 7.12. Po: vs. battery size for the Muartec Rutland 503 wind turbine.

It can be seen that the option of simply installing a commercially available wind
turbine will not eliminate outages in some cases even for very large battery sizes.
In the following section, we examine the case when we can choose the size of the
turbine freely without the restriction of current commercial availability.

7.5.2 Variable Wind Turbine Size

In this section we assume that we can select the wind turbine size for a given loca-
tion. Fig. 7.13 shows the contour plots of the outage probability for different turbine
radii and battery sizes for Toronto. For example, if an outage probability of 0.0001 is
required, the battery size will be 15 Ah with a turbine radius of 15 cm. From this we
can conclude that wind power in Toronto can successfully eliminate outage. How-
ever, as we will see in the next section, it is important to take into account the cost
of the turbine. In addition, examining the seasonal correlation with solar power will
dictate the optimal mix of both sources.

On the other hand, Fig. 7.14 shows the corresponding contour plots for Phoenix.
Clearly the resources needed at Phoenix are much higher than Toronto. By following
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Fig. 7.13. Contour plot of Po.; for different wind turbine and battery sizes for Toronto.

the same example, the battery size would be 45 Ah which is a threefold increase. The
wind turbine radius is 70 cm which is an increase of 4.5 times over that of Toronto.
We can conclude that installing a wind turbine at Phoenix is likely to be prohibitively
expensive and will never successfully eliminate outages.
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Fig. 7.14. Contour plot of Po., for different wind turbine and battery sizes for Phoenix.

Fig. 7.15 shows the results for Seattle, and we can see that the battery size is
25 Ah and the turbine radius is 30 cm. Finally, Fig. 7.16 shows the results for Yel-
lowknife, where the required battery size is 70 Ah and the turbine radius is 35 cm.
We can conclude that in most locations, wind energy will be sufficient to meet an
acceptable outage probability criterion, however this will be at the expense of the
costs associated with the size of the wind turbine and battery needed.

In the following section, we examine the effect of integrating the cost model with
the energy model for each city in order to obtain the optimal mix of energy sources
and to find out when it would be best to deploy a hybrid node versus a node powered
by a single energy source.



180 A. A. Sayegh, T. D. Todd, and M. N. Smadi

0.5 T

0.45-

©
0.4F 7 2 1

o

w

&
T

2 4

o
/V

20, ,K—e.oogn—e.oom—e.oom—#. ,
\ T e0———gg ooy
—oo, |
—0t— a0 o0

Mo+ 5y 44

Radius in meters
o 2
» o
[

o
)
T

o
T

o

o

&
T

L
70 80 920 100

w0 50 60
Battery Size in Ah

Fig. 7.15. Contour plot of Po. for different wind turbine and battery sizes for Seattle.
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7.6 Hybrid Node Cost Optimization

From the previous discussion, we can conclude that in most cases the addition of a
wind turbine will greatly improve the performance of a WLAN mesh node. However,
the addition of the turbine must justify its added cost to the system. In this section we
provide a cost optimization for a hybrid solar/wind node. The optimization must in-
corporate a realistic model in order to determine the cost-optimal resource allocation.
In the following we develop a cost model which aims to be as realistic as possible.
We assume current (2007 year) retail values. We assume that the costs include the
installation costs but do not account for differences in the ongoing maintenance of
the solar or wind powered components. Also, the fixed cost of the node electronics
is not included. For the wind turbine, the Canadian Wind Energy Association (Can-
Wea) [28] states that the cost of a small wind turbine is in the range of 5000-6400
CAD/KW. KW ratings are usually at 10 m/s for 300 W to 1000 W. Commercially
available turbines are not very common at the ratings we are considering due to the
lack of demand, and because of the use of wind technology for much higher powered
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applications. For this reason, we mainly rely on extrapolating the costs from larger
wind turbines.

Based on publicly available values, we can see that the relationship between the
power output and the turbine area can be written as 1 KW = 0.28 x Area CAD, and
hence we can write that Cost &~ 1400 x 7 x R%2 CAD, where R is the turbine radius.
Therefore, the cost of the wind turbine is roughly proportional to the square of the
radius. For experimentation, we introduce an economy-of-scale discount factor for
smaller radii, 7. This factor will be used to experiment with the optimal target costs
for the wind turbine. Using commercial data sheets for the solar panel, we find that
the cost is roughly o x P CAD, where P is the peak panel power in watts, « is
typically about 6.7. Similarly, the cost of a lead acid battery is about § x B CAD
where B is the battery size in Ah and [ is typically about 3.4.

Since the average power is also a quadratic function of the wind turbine radius,
the cost per watt is constant for the turbine. In Toronto, for example, it is about 10.45
CAD per watt and is constant for any radius. This is calculated for the average power
generated by a turbine for the year 1990. On the other hand the cost per watt for the
solar panel is about 41 CAD. This is due to the fact that the average power from a
panel is low since it only produces power during the day and no power during the
night. For Phoenix it is 25.27 CAD/W for the solar panel and 245.83 CAD/W for the
wind turbine. For Seattle it is 46.3 for the panel and 63.51 for the wind turbine. For
Yellowknife it is 40.98 for the panel and 59.95 for the wind turbine.

We wish to minimize the total cost of the node while making sure that outage
does not exceed a target outage probability, Poyidesign. We also assume that the
battery, solar panel and turbine have an upper and lower bound on size and that we
will only optimize over discrete values of B, P and R. Our optimization problem is
given as

ming p r Cost (7.3)
such that
Cost = Costp + Costg + Costg (7.4)
Costp = aP (7.5)
Costg = 3B (7.6)
Costr = 4400 x nR? 7.7
Pout = f(B,P,R) (7.8)
Pout < Poutdesign (7.9)
Buyrin £ B < Byag (7.10)
Pyrin <P < Puray (7.11)
Ryrin < R < Rpygae- (7.12)

In (7.3), we seek to minimize the total cost of the node. The cost function is com-
prised of the sum of three components as seen in 7.4; namely, the costs of the bat-
tery, the solar panel and the wind turbine as seen in (7.5), (7.6), and (7.7). These cost
components follow the cost model that we previously discussed. In this optimization,
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Table 7.1. Parameter definitions used in the optimization.

Parameter |Definition

@ Cost per unit solar panel power.
8 Cost per unit battery storage.
n Economy of scale factor for the wind turbine.

Pout |Outage probability.
B Battery size in Ah.
P Solar panel size in watts.
R Wind turbine radius in meters.

Po.; is defined as the outage probability of the node. Unfortunately, Po,: is a com-
plex non-linear function of B, P and R which we define as f(B, P, R) as seenin 7.8.
This non-linearity makes the optimization problem very difficult. In (7.9) there is a
constraint on Pp,; since it must satisfy a design target, referred to as Poytdesign-
Finally, the constraints in (7.10), (7.11), and (7.12) specify that there are upper and
lower bounds on B, P, and R. Since discrete values of B, P, and R are required, the
above problem can be classified as an integer programming problem. The parameters
defined above are listed in Table 7.1.

Due to the non-linearity of Pp,:, we adopt an iterative approach to solv-
ing this problem. First, we perform a discrete event simulation of different bat-
tery/panel/turbine configurations using the tool developed in [15], where we assume
the increment in battery and solar panel sizes is 1 Ah and 1 W respectively, and for
the turbine radius we assume increments of 1 cm. The simulation will provide the as-
sociated outage probability for a given geographic location and node configuration.
Once the simulation is completed, we are then able to use the results of a discrete
optimizer that we wrote using Matlab that finds the optimal values of B, P, and R
for a given geographic location.

We assume the outage probabilities, 0, 0.0001, 0.001, 0.01 and 0.1, for Poytdesign -
We also assume that « = 6.7, 3 = 3.4, and n = 1. Finally, we have assumed that
Bz = 50, Ppae = 50, and R4, = 0.5. The results are shown in Tables 7.2, 7.3,
7.4, and 7.5 and apply for a 2W load for the year 1990.

As shown in Table 7.2, for Phoenix the most cost effective configurations do not
include the wind turbine and hence R = 0 for all cases. This is not surprising based
on our previous discussion of the solar and wind energy available at that location. If
the required load is increased to 4 W, we can see in Table 7.6 that still the wind tur-
bine size is zero while the total cost has increased in a linear fashion. If we consider
Phoenix with a discount factor of = 0.25 as shown in Table 7.7, we still see that
there is no value in using a wind powered source.

As seen in Table 7.3 for Toronto, a wind turbine of radius 0.1 m is always nec-
essary in order to achieve optimal cost. This is due to the high cost of the battery
and due to its reduced storage capacity due to cold temperatures. By comparison if
we examine Table 7.8, we can see the effect of eliminating the wind turbine on the
total node cost. For example, for the case of Pp,; = 0.1 the cost is reduced from



7 Hybrid Solar/Wind Powered WLAN Mesh Networks 183

146.53 CAD to 74.2 CAD. If we examine Toronto for higher loads of 4 W and 10
W as shown in Tables 7.9 and 7.10 respectively, we can see that for the 4 W case,
the turbine size does not increase much. However, at the 10 W load level the turbine
size increases to 23 cm for the zero outage case. As expected the cost of the node in-
creases with the increase in loading, following an almost linear trend. If we consider
a discount factor of 0.5 for a load of 2 W, Table 7.11 shows that the size of the wind
turbine increases by 50% to 15 cm.

For Seattle, as shown in Table 7.4, we see that a turbine of radius 0.11 is required
for minimum cost and decreases to 0.1. In all cases, more resources need to be allo-
cated than for Toronto. Finally, if we examine the Yellowknife location (Table 7.5),
we see that a hybrid approach works well. We notice that the resources required for
Yellowknife are much higher than the other locations we have considered.

If we consider the zero outage case, we can see that the total cost of the system for
Yellowknife is 338.57 CAD, in Toronto it is 131.6 CAD, in Seattle it is 242.23 CAD,
and in Phoenix it is 107.2 CAD. The cost of deploying a node in Yellowknife is over
three times the cost that provides the same level of service in Phoenix. By compar-
ison, the cost in Yellowknife is almost two and a half times the cost in Toronto and
it is slightly less than one and a half times the cost in Seattle. We also observe that
relaxing the constraints on the outage probability leads to significant cost savings,
for example, in Toronto, relaxing the outage target from O to 0.1 leads to a reduction
in cost from 131.6 CAD to 71.69 CAD, which is almost a factor of 2. On the other
hand, in Phoenix the reduction is from 107.2 CAD to 63.53 CAD and in Yellowknife
it is reduced from 338.75 CAD to 175.03 CAD. Therefore, for Toronto, Seattle, and
Yellowknife a hybrid solar/wind powered node is the most optimum from a cost
viewpoint. This is due to the fact that even though solar power is scarce, wind tur-
bines are very expensive and hence a trade-off is necessary in order to minimize the
cost.

Table 7.2. Minimum cost node configuration for Phoenix (2 W load).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout |Poutdesign| Cost
8 12 0 0 0 107.2
8 12 0 0 0.0001 107.2
8 11 0.02 0.0009| 0.001 102.29
6 10 0.02 0.0099 0.01 88.83
3 8 0 0.075 0.1 63.53

7.6.1 Mesh AP Power Saving

In this section, we examine the effect of using mesh AP power saving on the cost of
the WLAN mesh node. Tables 7.12, 7.13, 7.14, and 7.15 show the results of simula-
tions with a load power of 0.5 W. Examining Table 7.12 we can see that the required
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Table 7.3. Minimum cost node configuration for Toronto (2 W load).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout |Poutdesign| Cost
14 60 0.1 0 0 131.6
140 60 0.1 0 0.0001 131.6
130 60 0.1 0.0009| 0.001 128.2
140 30 0.0900 0.0099 0.01 103.24
30 50 0.0800 0.0951 0.1 71.69

Table 7.4. Minimum cost node configuration for Seattle (2 W load).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout |Poutdesign| Cost
33 10 0.12 0 0 242.23
33 10 0.12 0 0.0001 |242.23
32 10 0.12 0.0005| 0.001 |238.83
21 13 0.11 0.0098 0.01 211.31
8 11 0.10 0.0961 0.1 144.53

Table 7.5. Minimum cost node configuration for Yellowknife (2 W load).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pou: |Poutdesign| Cost
39 14 0.16 0 0 338.57
39 14 0.16 0 0.0001 |338.57
37 14 0.16 0.0008| 0.001 [331.77
30 13 0.16 0.0095| 0.01 |301.31
10 10 0.13 0.0994 0.1 175.03

Table 7.6. Minimum cost node configuration for Phoenix for a 4 W load.

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout |Poutdesign| Cost
17 23 0 0 0 211.13

17 23 0 0 0.0001 |211.13
17 22 0 0.00079] 0.001 |204.67
14 19 0 0.0095 0.01 174.27
6 15 0 0.0927 0.1 120.4

resources are greatly reduced from 131.6 CAD to almost 34 CAD for the zero out-
age case. By comparison, the reduction is from 107.2 to 26.8 CAD for Phoenix,
from 242.3 to 62.09 CAD for Seattle, and finally, from 338.57 to 85.43 CAD for
Yellowknife. We can see that for all cities the total cost is reduced almost linearly
by a factor of 4. This is due to the fact that the total cost is proportional to the av-
erage power load of the node. These examples illustrate the cost and size reductions
possible when power saving is implemented.



7 Hybrid Solar/Wind Powered WLAN Mesh Networks 185

Table 7.7. Minimum cost node configuration for Phoenix for n = 0.25.

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout |Poutdesign| Cost
9 11 0.04 0 0 105.69
9 11 0.04 0 0.0001 |105.69
8 11 0.02 0.0009| 0.001 [100.97
6 10 0.02 0.0099 0.01 87.51
3 8 0 0.075 0.1 63.53

Table 7.8. Minimum cost node configuration for Toronto with no wind turbine.

Battery Size, B|Solar Panel Size, P| Pout |Poutdesign| Cost
29 26.99 0 0 278.59
36.12 23 0.0001| 0.0001 |[276.15
29 25.96 0.001 | 0.001 |271.69
24 24.93 0.01 0.01 247.82
10 16.88 0.1 0.1 146.53

Table 7.9. Minimum cost node configuration for Toronto (4 W load).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pou: |Poutdesign| Cost
38 13 0.1 0 0 259.87
38 13 0.1 0 0.0001 |259.87
35 12 0.11 0.0009| 0.001 |252.24
26 8 0.12 0.0098|  0.01  |205.09
8 9 0.11 0.0937 0.1 140.44

Table 7.10. Minimum cost node configuration for Toronto (10 W load).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout |Poutdesign| Cost
50 43 0.23 0 0 689.43
50 43 0.23 0 0.0001 |689.43
49 49 0.19 0.0008| 0.001 |652.11
48 27 0.20 0.0098 0.01 519.20
25 15 0.19 0.0997 0.1 343.84
Conclusion

In this chapter, we have presented geographic provisioning results for solar and wind
powered WLAN mesh nodes. A cost model has been introduced which is used to
optimize the provisioning of such networks. The model suggests that in certain ge-
ographic locations a hybrid wind/solar powered WLAN mesh node is the optimum
cost configuration. The presented results have compared various design alternatives
including infrastructure power saving and non-power saving options.
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Table 7.11. Minimum cost node configuration for Toronto (2 W load) n = 0.5.

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout |Poutdesign| Cost
14 0 0.15 0 0 97.10
14 0 0.15 0 0.0001 |97.10
13 0 0.15 0.0007| 0.001 |93.70
8 0 0.15 0.0075 0.01 76.70
6 0 0.11 0.0925 0.1 47.02

Table 7.12. Minimum cost node configuration for Toronto for a 0.5W load (power-saving).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout |Poutdesign| Cost
4 2 0.04 0 0 33.97
4 2 0.04 0 0.0001 |33.97
4 2 0.04 0 0.001 (33.97
4 1 0.04 0.0066 0.01 27.31
2 1 0.04 0.0437 0.1 20.51

Table 7.13. Minimum cost node configuration for Phoenix for a 0.5W load (power-saving).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout|Poutdesign | Cost
2 3 0 0 0 26.80
2 3 0 0 0.0001 [26.80
2 3 0 0 0.001  |26.80
2 3 0 0 0.01 |26.80
1 2 0 0.06 0.1 16.73

Table 7.14. Minimum cost node configuration for Seattle for a 0.5W load (power-saving).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pout|Poutdesign | Cost
8 2 0.07 0 0 62.09
8 2 0.07 0 0.0001 |62.09
8 2 0.07 0 0.001 {62.09
6 3 0.06 0.01 0.01 56.24
2 3 0.05 0.08 0.1 37.80

As an example, for the city of Toronto our results suggest that the cost increases
greatly with the load power. The cost for the node at zero outage increased from
33.97 to 131.6 to 259.87 to 689.43 CAD when the load increased from 0.5 to 2 to 4
to 10 W. This example has showed the importance of power-saving on the node cost.
Our results have also showed that for Toronto a hybrid solution is much more cost
effective than a solar powered approach, where the cost was reduced from 278.59
to 131.6 CAD. Our results have also shown that not all geographic locations will be
able to make use of a hybrid mix of energy sources. For example, locations such as
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Table 7.15. Minimum cost node configuration for Yellowknife for a 0.5W load (power-

saving).

Battery Size, B|Solar Panel Size, P|Wind Turbine Radius, R| Pou: |Poutdesign| Cost
9 4 0.08 0 0 85.43
9 4 0.08 0 0.0001 |85.43
9 4 0.08 0 0.001 [85.43
7 4 0.08 0.0071918 0.01 78.63
3 2 0.07 0.092580 0.1 45.09

Phoenix, Az cannot make use of wind power to reduce cost due to the abundance
of solar insolation. We have also shown that the temporal distribution of the power
sources is of utmost importance when the node is being sized. Our results suggest
that the short-term statistics are not sufficient in order to assess the optimal ratio of
solar to wind power used in the system. The long-term and yearly statistics are much
more important.

Finally, our results and examples have shown that mesh AP power saving is
highly beneficial since it reduces the allocated resources and hence the node cost.
This is based on the observation that total cost is almost linearly proportional to the
node load power consumption which may be greatly reduced by using power saving.
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8.1 Introduction

In a Wireless Mesh Network (WMN) [1] end users are provided with wireless broad-
band connectivity by means of a pre-defined system hierarchy. To describe this orga-
nization, several notations can be used. In the following, we adopt the terminology
of [2]. The end terminals, also referred to as Mesh Clients (MCs), are connected to
special nodes, denoted as Mesh Routers (MRs). These nodes do not generate traffic,
since they are simply meant to relay the packets of their MCs. Additionally, some
MRs, called Mesh Access Points (MAPs), can be provided with a wired connection,
and can therefore act as gateways toward the Internet. The MAPs are also wirelessly
interconnected to all the other MRs in a multi-hop fashion, without necessarily fol-
lowing pre-defined paths. Instead, an MC can interact only with the MR it is con-
nected to. MRs form what is usually named as the backbone of the WMN, which
can physically cover a large region in a wireless manner. This structure offers a good
cost/benefit balance, since it almost entirely avoids cable set up. For this reason, it is
deemed to be applicable in rural areas, where the deployment of wireline networks
may be too expensive. WMNSs can also be envisaged for dense residential or business
areas, and in general, anyplace where the installation of cables is difficult because of
physical obstacles.

There are several possibilities to specify the Medium Access Control (MAC)
used by a WMN. These are often related to existing standards, especially IEEE
802.11 [3] and IEEE 802.16 [4], parts of which are dedicated to WMNs. Actually, the
first hop from any MC to its related MR is often assumed to employ a radio access
interface different from the one used in the backbone, and entirely orthogonal (i.e.,
perfectly non-interfering) to it, e.g., since it uses another frequency, and possibly an-
other technology. Moreover, the first hop may adopt management strategies typical
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of cellular networks [5], and is therefore conceptually simpler. For this reason, we
will not investigate this part of the WMN in greater detail. Conversely, realizing the
interconnections among MRs poses many theoretical challenges, most of which are
common to all kinds of multi-hop networks, such as ad hoc and sensor networks.
However, when revising them for WMNs, some important properties come into play.
Usually, MCs can be portable devices, whereas MRs and MAPs are not mobile.
Therefore, the backbone management does not suffer from most mobility issues,
neither at the transport layer (i.e., paths do not need to be updated), nor at the physi-
cal layer (channel variability is relatively moderate). Moreover, communications in a
WMN are usually to or from the Internet, thus all routes have either the source or the
destination in a MAP. Finally, as MRs can be easily placed near to a power outlet,
energy saving is not an issue. These properties considerably distinguish the back-
bone of WMNSs from an ad hoc network (for what concerns pre-defined hierarchy
and absence of mobility) or a sensor network (lack of terminal battery limitations).

The issues which arise in the backbone management relate to different layers of
the protocol stack. On the one hand, the creation of low-interference and high-rate
paths to the MAPs is key to achieve good rates at each MR. This may also involve
the exploitation of multiple channels as, for example, MRs can own several Network
Interface Cards (NICs), which can simultaneously operate on different frequencies.
On the other hand, the link layer needs to schedule packets over multiple links in or-
der to achieve good transmission parallelism and possibly forward more data towards
the MAPs at the same time.

The main problems which will be investigated by our analysis are:

e routing algorithms, i.e., network level procedures to discover efficient paths
which connect the ordinary MRs (and therefore their MCs) to the MAPs. Note
that routing strategies designed for ad hoc networks usually admit also peer-to-
peer communications, which are not common for WMNs. Moreover, the goal in
WDMNs is more often to obtain high system throughput rather than maximizing
battery lifetime.

e link scheduling, which involves medium access level procedures to activate com-
munication links. Its goal is to ensure network connectivity while at the same
time satisfying physical constraints related to technology, interference and net-
work management.

e cross-layer management, operating at an intermediate level with both network
and link layer procedures, jointly addressing these problems.

The aforementioned issues involve other related topics, which are also worth
discussing. In certain cases very broad subjects are involved, which will be discussed
here only for what concerns their impact on the definition of routing and scheduling
strategies. There are also other aspects of these matters which fall out of the scope
of the present article, and therefore, will not be discussed here in detail. However,
the reader will be addressed to external references to find further material on them.
Some of the related problems which will be framed into our analysis are:

e channel assignment and node placement: in our analysis, these are considered
to be aspects of network deployment, which means they have already been per-
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formed at the time routing or scheduling strategies are sought. However, it will be
briefly outlined how it is possible to incorporate them into the same cross-layer
framework used for routing and scheduling with a modular approach, thus with
no need for significant modifications of the reasonings presented in the rest of
the article.

e models of wireless interference: for this point, two important considerations must
be made. First of all, we propose a detailed review and classification of the pos-
sible approaches to characterize interference. We try to resolve terminology am-
biguity due to the use of different names for the same model or of the same name
for distinct models in the literature. Moreover, we discuss the choice of the model
itself, which is driven by two contrasting aspects. On the one hand, the interfer-
ence model should be as accurate as possible. In this sense, the use of heavily
simplified interference models may end up in poor algorithm performance when
applied to realistic cases. On the other hand, a certain degree of approximation
is unavoidable as related to the properties of the Medium Access Control (MAC)
protocol. In fact, in a layered network management, algorithms operating on top
of the link layer necessarily abstract some aspects of the physical layer, such as
interference. For these reasons, we will first concentrate our analysis on general
results which hold true regardless of the interference model, such as theoretical
performance bounds. Then, we will discuss how these findings translate to prac-
tical cases, at which point different interference models need to be taken into
account.

The rest of this chapter is organized as follows. In Section 8.2 we give a brief
overview of the problem studied and we clarify terminology and notations employed
in the rest of the chapter. In Section 8.3 we present a review of the works which
discussed related topics in a way applicable to WMNS. In Section 8.4 we mathemat-
ically formalize the problem, in particular identifying the constraints determined by
capabilities of the terminals and wireless interference. This latter aspect, in partic-
ular, is discussed in depth in Section 8.5, proposing a classification of interference
models, and also touching MAC protocol issues. In Section 8.6 we give both the-
oretical and practical evaluations of the performance of WMNs. Even though the
problem is NP-complete and exact approaches are hard, we present some original
analytical results which determine both upper and lower performance bounds, and
we give quantitative insights by applying them to sample WMN topologies. Finally,
we present the conclusions.

8.2 Preliminaries

We represent the backbone of a WMN as a graph G = (N, £). The nodes in set
N are the MRs, which are in turn connected by the edges belonging to set £ C
N2, thus representing the communication links of the backbone. This approach is
commonly used for multi-hop wireless networks [6,7], even though the graph is often
considered bi-directional, i.e., with undirected edges. This is a limiting assumption,
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as will be discussed in Subsection 8.5.1. Similar to [8, 9], we will assume instead
that the edges, as actual wireless communication links, are uni-directional. Thus, the
communication link where a sender node ¢ € N transmits to a receiver j € N is
represented by an element e € £ equal to the ordered pair (7, j). The inclusion of
this link in £ actually happens only if node j can receive a transmission from 7 in the
absence of any other interference source.

In the following, we will denote with R; and S; the set of nodes which are pos-
sible receivers from and senders to node ¢, respectively. In other words, R; and S;
contain the one-hop output and input neighbors of <. Formally:

Ri={jeN:(i,j) et} 8.1
S;={jeN:(j,i) €&} (8.2)

We will also refer to other properties of the communication link represented by
edge (i,7) € &. To quantify the capacity of the link we make use of variables 75,
called link rates and collected into a matrix R = (r;;). Rate r;; can be regarded
as the number of bits which can be transmitted over the link represented by edge
(7,7) in a given time unit. When required by physical specifications, we will also
consider a parameter g;; corresponding to the wireless link gain' over (i, j). A matrix
G = (gsj) can be introduced collecting the ¢ variables for all edges.

In our investigations, we consider an underlying Space and Time Division Mul-
tiple Access (STDMA) scheme [10]. For wireless multi-hop networks it is in fact
crucial to exploit space and time parallelism in order to obtain an efficient transmis-
sion scheme.

Our mathematical representation of scheduling and routing over the WMN back-
bone is similar to the ones reported in [6,8,11]. A link represented by edge (7, j) € £
is said to be active if node ¢ transmits to node j. Thus, for any edge e € £ of the
graph, we define a binary variable z.(t), which varies over a discrete (slotted) time
and indicates activation of the corresponding link at time ¢, i.e., z.(¢t) = 1 if the
link is active and x.(t) = 0 otherwise. By varying ¢, the activation variables z.(t)
determine a time-division scheduling for the WMN backbone according to what we
refer to in the following as link activation pattern. Similar to the analysis presented
in [11-13], we remark that the derivation of the scheduling through a link activation
pattern implicitly determines the routing as well. This is visible, for example, in Fig.
8.1, where a packet needs to be sent from A to D. Assume that nodes B and C do not
have packets to send themselves and can act as relays. A route is created from node
A to node D by subsequently allocating links e (from A to B), f (from B to C), and g
(from C to D). Note that the entire route is actually realized by operating over three
time slots.

To be efficient, such an STDMA link activation scheme needs to be aware of the
network topology. This is a strong requirement in many types of wireless multi-
hop networks, where nodes are mobile, but as the backbone usually consists of

'The wireless link gain is the ratio between received and transmitted power. It is well
known that wireless channels are strongly time-varying. However, for simplicity, we will con-
sider slowly varying scenarios where the g;; parameters can be approximated as constants.
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Fig. 8.1. Example of route obtained through link activation.

fixed nodes, this is not much of an issue for WMNs. Moreover, finding an efficient
STDMA link activation pattern has the drawback of being computationally expen-
sive. However, this can be done by a centralized unit (e.g., located in one of the
MAPs, which are usually the most computationally capable among the MRs), which
determines a proper transmission schedule and communicates it to the other nodes.
This can be realized by broadcast messages or by piggy-backing this information in
other control messages.

In the following, we will specify modalities according to which the 0—1 decision
variables corresponding to link activation can be determined. In particular, it is not
restrictive to focus on an uplink problem, i.e., on how to deliver a given amount
of packets, known a priori, from all MRs fo any of the MAPs in the shortest time.
This problem can be generalized to a downlink problem (i.e., to activate links so
as to deliver traffic from any of the gateways to all MRs), which is conceptually
identical. In fact, the downlink problem can be solved by looking at an equivalent
uplink problem with reversed delivery requirements (i.e., where packets are to be sent
from nodes to gateways instead of the opposite). For the uplink problem, since we
assume a directed graph, we should also reverse flow directions and link parameters
(e.g., g;; must be changed into g;;). The link activation pattern found for the uplink
problem can be flipped over time to obtain the solution to the downlink problem.

However, activation variables z. () can not take arbitrary values. The manage-
ment of link activations should satisfy feasibility conditions related to the physical
nature of the problem. Among the key points which will be discussed in the follow-
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ing, we highlight here the interference requirements, which forbid certain links from
being simultaneously activated, since some of the resulting transmissions will not
be successful. Considerations about interference are also often coupled with MAC
protocol issues. In fact, as shown in many contributions (e.g., in [14]), in a central-
ized environment, deterministic access provided by an STDMA scheme obtains bet-
ter performance than random access schemes such as the Distributed Coordination
Function (DCF) of the IEEE 802.11 MAC. However, our STDMA scheduling might
simply be a deterministic link activation pattern superimposed onto an underlying
MAC protocol, which is designed for distributed and random access. Indeed, sev-
eral contributions [6, 12, 15-17] make (explicitly or implicitly) this assumption and
for this reason combine interference and MAC protocol issues when determining the
compatibility of simultaneous link activation.

The most widely used classification of interference models in the literature dates
back to [18] and distinguishes between the so-called physical and protocol interfer-
ence models. In the former, the feasibility of simultaneous link activations is de-
termined by the Signal-to-Interference-Ratio (SIR) of all receivers being above a
given threshold. The latter imposes instead simpler interference conditions modeled
through graph neighborhood relationships. Actually, more than of a single model, we
should speak of protocol models. In fact, the protocol model was originally intended
to represent the IEEE 802.11 MAC protocol (hence the name), but in some works a
slightly different implementation can be found, especially when IEEE 802.16 is used
instead, even though the interference model is still called the same. These issues will
be discussed in detail in the following, and we will present a classification which
also aims at solving some terminology inconsistencies.

In addition to these two classes there is another possible approach, i.e., to di-
rectly estimate the interference, e.g., by measuring it in the scenario of interest [19],
or through higher layer statistics [20]. Since we take an a priori approach to inter-
ference characterization, we will not discuss this measurement-based interference
model further. However, it is worth mentioning as the one which is, in a sense,
adopted by some related contributions, especially those dealing with routing met-
rics, e.g., [20,21].

8.3 State of the Art

There is a vast literature in the field of wireless networks. The increasing interest for
WDMN s has recently brought researchers to revise typical issues of wireless networks
in the context of this emerging technology. Specifically, traditional research topics
such as link scheduling, routing, channel assignment and topology control find in
WMNs new challenges and applications, as WMNSs raise challenges and problems
which need new solutions as the existing ones do not apply directly.

In this section, we provide an exhaustive up-to-date review of the literature on
routing, scheduling and related cross-layer approaches for WMNs. The research
works are classified according to the investigated research topics so as to guide the



8 Scheduling, Routing, and Related Cross-Layer Issues ...in WMNs 197

Table 8.1. Taxonomy of related work.

Reference Schd | Rout (ChAs|Interf. | Approach
Alicherry et al. [6] v v v P 0,A
Tang et al. [7] v v P O
Cruz, Santhanam [8] v v 0] O
Brar et al. [10] v P A
Kodialam, Nandagopal (1) [12]| v v T,0,A
Kodialam, Nandagopal (2) [13]| v v v P T,0,A
Jun, Sichitiu [15] v P T
Ben Salem, Hubaux [17] v P T,A
Draves et al. [20] Ve M (0]
Yang et al. [21] v v M T
Wu et al. [22] v v M A
Salonidis, Tassiulas [23] v P A
Djukic, Valaee [24] v P A
Jain et al. [25] v v P O
Cao et al. [26] v v (0]
Wei et al. [27] v v P 0,A
Subramanian et al. [28] v P A

Schd = scheduling, Rout = routing, ChAs = channel assignment
For “Interf.”(=interference): P=protocol model, ®=physical model, M=measurement.

For “Approach”: O=optimization framework, A=practical algorithm, T=theoretical results.

reader to the contributions of interest. In Table 8.1, we report a taxonomy of the re-
viewed works. For each work, the table indicates the research issues addressed, the
assumption about the interference model and the proposed approach.

The rationale for TDMA scheduling over WMNs can be derived from the very
general approach for multi-hop wireless networks presented in [11]. In [23], the au-
thors proposed a distributed implementation of such an approach for ad hoc net-
works. However, the resulting rationale can be applied, with minor modifications, to
WDMNSs as well. In this work, a fluid model is proposed to quantify link activations,
and the resulting evaluations are used by the terminals so as to share the medium in
a fair and entirely distributed manner. Wireless interference is characterized through
the protocol model. Another related approach to address TDMA scheduling for a
WMN was presented in [24], where again the protocol model was used.

This same interference model was also used in two different works, [15] and [17],
where wireless mesh scheduling was investigated from a theoretical point of view.
Among the contributions presented in these works, we highlight in particular that the
former gives a lower bound on the length of the optimal WMN link activation pattern,
whereas the latter determines an upper bound on the same value, and proposes a
fair scheduling mechanism. In the following sections, we will revisit the theoretical
results of these works and extend them so that they can be applied in a more general
way, i.e., with any interference model.

Another work dealing with scheduling in WMNSs is [26], where the specific case
of IEEE 802.16 mesh mode operating with centralized scheduling was addressed.
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Here, an optimization framework was presented to maximize system throughput
under specific fairness constraints. However, no interference model was presented,
since the link allocation is only limited by what will be referred to in the following
as half-duplex constraint. A further point of interest of this work is that the authors
considered a Pareto dominance approach to compare scheduling solutions and find
the optimal one.

The limitations imposed by oversimplified interference models heavily affect
scheduling, as shown in [10]. The main contribution of this work is to show that
assuming the protocol interference model may lead to inefficiencies in the scheduler
implementation, whereas taking the physical interference model into account can
achieve better network performance. To this end, a fast heuristic algorithm was pro-
posed which assumes pre-determined traffic weights on each link (which, e.g., can
come from a routing algorithm executed a priori).

Like scheduling, routing is also a challenging task in WMNSs. In this scenario,
several works investigated the task of properly defining metrics to be used in rout-
ing algorithms [20-22, 28]. In [20], the authors introduced a routing metric which
is computed through the estimation of the interference of the links belonging to a
path by means of delay probes. This approach was extended in [21] and [22] to the
multi-channel case by also including the channel assignment problem. The former
work used a theoretical approach, whereas the latter presented a practical algorithm
supported by experimental results. Finally, [28] included interference awareness con-
siderations in the computation of the routing metric, by utilizing the physical inter-
ference model.

Topology control considerations were included in the routing investigation per-
formed in [7]. In this paper, optimality conditions to derive routing under QoS con-
straints were studied for a multiple channel network. The protocol interference model
was used.

In general, standard solutions based on shortest-path algorithms are very likely
not to be suitable for WMNs [21]. In fact, routing metrics based on the minimum
hop count may have poor performance because they try to exploit wireless links
between distant nodes. These long wireless links can be slow and lossy, leading to
poor throughput. Furthermore, the objective of a traditional shortest-path routing al-
gorithm is usually in contrast with that of link scheduling algorithms. Assuming a
predefined path between a source and a destination implies that any link scheduling
algorithm is forced to activate only the links belonging to that path. The link schedul-
ing may be sub-optimal in the sense that any scheduling algorithm is prevented from
optimizing the exploitation of the available network resources.

A pipelined approach which addresses both routing and scheduling has been con-
sidered in some recent works. In [27], scheduling and routing are performed. The
scenario is specifically an IEEE 802.16 mesh operating with centralized scheduling.
Here, a two-step procedure was proposed. First, a route selection algorithm identifies
low interference paths toward the destination. Then, scheduling is performed among
the routes by considering compatible link activations according to the protocol inter-
ference model.
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However, as shown in [25], scheduling and routing algorithms impact each other
and their optimality is strongly coupled. In particular, after a review of interference
models, [25] addressed the question of combining optimal link scheduling with sub-
optimal routing and vice versa. The main conclusion is that interference-awareness
is also beneficial at the routing level. In a more general sense, this also implies that a
joint optimization of routing and scheduling [11] is the most preferable solution.

A framework for joint scheduling and routing was described in [12], where the
authors introduced a heuristic technique to solve the joint routing/scheduling prob-
lem. Specifically, routing and scheduling were solved as optimization problems over
an undirected graph. The authors considered communication links as compatible if
they respect what we call duplex constraints, i.e., the number of transmissions and
receptions that nodes can simultaneously perform are limited. No additional inter-
ference constraint was considered. The necessary and the sufficient conditions were
then derived to guarantee the link scheduling feasibility. For a given pair of nodes
the objective was to determine the maximum achievable flow rate under the duplex
constraints and the link scheduling feasibility conditions. This can be formulated as
a linear programming problem. The proposed solution ensures that the link schedul-
ing is feasible as the scheduling constraints are considered when solving the routing
problem. The scheduling of each flow was then performed by coloring the network
graph with a known graph coloring algorithm [29]. In [13], the authors extended
their model to multiple channels and the protocol interference model. Specifically,
they derive both necessary and sufficient conditions for a feasible channel assign-
ment and scheduling in a multi-radio network. Again, the channel assignment prob-
lem was modeled as a linear optimization problem. Additionally, a heuristic algo-
rithm is proposed for solving the problem. A similar approach was proposed in [6].
In this paper, the authors mathematically formulated a joint channel assignment and
routing framework, taking into account the protocol model interference constraints,
the number of channels in the network, and the number of radios available at each
mesh router. Within this framework, they devised a heuristic to perform routing and
channel assignment aimed at optimizing the network throughput performance.

Finally, in [8] a joint analysis of routing and scheduling for multi-hop networks
was presented, which also includes power control. Another interesting aspect of this
paper is that it addresses half-duplex limitations of the wireless medium, as well as
directionality of links and the physical interference model. However, the paper does
not directly investigate WMNSs, but rather it mainly focuses on systems similar to ad
hoc or sensor networks, since the objective of the optimization is the minimization
of the power consumption, which is not an issue in WMNss.

To sum up, joint and cross-layer approaches were proposed by several papers
dealing with routing and scheduling for WMN:Ss, but the formulation of an overall
framework which encompasses all of these issues is still an open field of research.
Existing approaches are often unsuitable for WMNSs due to dissimilar optimization
goals and/or oversimplified interference models. The formulation of a comprehen-
sive framework for these issues, also addressing technological issues in a realistic
manner and correctly taking into account link directionality, duplex constraints and
different possibilities for the inter-link interference model, is a promising goal for
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future research. As a first step in this direction, we will give in the following some
guidelines and analytical insights on the performance of joint routing and scheduling
in WMN .

8.4 Problem Statement

To study routing and scheduling under the graph formulation reported in Section 8.2,
we will use the language of constrained linear programming problems, as this is an
approach commonly used to decide the assignment of . variables [6, 12]. We will
therefore speak of constraints to describe any limitation imposed to the activation of
links by MAC and physical layers.

These constraints can be of different natures, and we will describe them in sepa-
rate subsections. First of all, edge activation implies node activation for transmission
and reception, for which there are limitations on the transceiver capabilities of each
node involved. As will be discussed in Subsection 8.4.2, the activation of edge (3, j),
which employs ¢ and j as transmitter and receiver, respectively, may not be feasible,
if these nodes participate in other link activations.

Moreover, links which involve different nodes for what concerns both the trans-
mitter and the receiver, might or might not activate simultaneously depending on the
mutual electro-magnetic interference. For this reason, we need to define a compat-
ibility relationship among the links in the network. Several models for this will be
reviewed in Subsection 8.5.3. In most cases, they can be subdivided into the two
main classes of protocol and physical model, already mentioned in Section 8.2. To
better understand the “protocol model”, in Subsection 8.5.3 we will also briefly dis-
cuss the underlying assumptions of IEEE 802.11 and IEEE 802.16 standards for what
concerns access control.

Prior to investigating in detail these constraints, we give an overview of other
related problems which can be framed within our approach, which is the goal of
Subsection 8.4.1.

8.4.1 Channel Assignment and Node Placement Framed into the Model

Some issues discussed previously in Section 8.3 can be incorporated in our frame-
work. For instance, it is common to assume that the wireless medium has several
channels available for transmission. From a simplified point of view, these channels
are often considered orthogonal [12,22,30] and it is further assumed that the MRs
own different NICs so that they can communicate on many channels in parallel. A
relevant point in this case is whether the terminals can rapidly change the channels
on which their NICs are active. With current state-of-the-art technology [31], the or-
der of magnitude of channel switching time can be 0.1 s, which is likely to be much
higher than one time-slot; thus, we need to assume that the assignment is not mod-
ified during the schedule, and every node can be active only on certain channels of
choice.
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For this reason, the study of channel assignment in this case mostly relates to
routing, and corresponds to identifying low-interference paths whose parallelism is
further improved by the presence of orthogonal channels. In fact, links which would
interfere if scheduled jointly can be activated together if their transmitters and re-
ceivers are tuned to different channels. The issue of channel assignment in the or-
thogonal case is therefore often seen as a graph-coloring problem, where colors as-
signed to edges represent orthogonal wireless channels. From the perspective of our
link activation framework, the orthogonal multiple-channel assignment can be in-
corporated following a similar rationale, e.g., by defining variables xe(c) (t), where
the additional color index ¢ spans over a set of channels C and denotes the channel
possibly used by link e. This imposes additional constraints, i.e., that the number of
activated channels for a node is less than or equal to a given parameter, correspond-
ing to the number of NICs it owns, and that a link can be activated only if transmitter
and receiver share a common active channel.

In general, the additional challenges imposed by the presence of multiple or-
thogonal channels are not further considered here, since they are out of scope of our
analysis. Note only that, from a purely mathematical point of view, if frequency is
considered as a perfectly separable resource, differences between frequency-division
and time-division multiplexing are limited and they can be translated into our frame-
work. For this reason, most of the conclusions we will draw in the time domain also
hold for orthogonal multiple channel assignment.

An important observation raised, e.g., in [32], stems from the observation that, in
real network systems, contiguous channels are not perfectly separated at the physical
level, but are instead partially overlapping. In general, this is regarded as an undesired
effect and to deal with it channels are assumed to have guard bands that are not used
for transmission. It is, for example, usual to limit the use of IEEE 802.11 MAC to
channels 1, 6, and 11, which can be considered as orthogonal with a good degree of
accuracy, leaving the remaining channels unused [16]. However, an entirely different
approach was used in [32] and related papers. These contributions show that the
existence of partially overlapping channels, instead of being a problem, may turn
into an advantage for the network if properly exploited. In particular, it is possible
to partially obtain transmission parallelism even by using a single NIC. Intuitively
speaking, this happens as the intended transmitter and receiver do not need to be
tuned to the same channel, but they can choose two different partially overlapping
channels. The choice of the channel to which a node tunes is therefore a trade-off
between maximizing the overlap for useful connections and minimizing it for the
interference it causes to other links when transmitting.

Such an extension to multiple overlapping channels can be framed in our joint
routing and scheduling framework, even though it would require a long analysis
which can not be reported here for space reasons. However, we consider it as a pos-
sible interesting subject for future research.

Another possible related investigation is the evaluation of the network deploy-
ment, especially for what concerns node placement (MRs and MAPs). In most of the
related work it is assumed that the nodes’ positions are decided a priori. The reason
for this is twofold: on the one hand, it is realistic to think of network deployment as
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realized in a different design phase than routing and scheduling; on the other hand, it
is also difficult to allow for an entirely free node placement, due to physical and en-
vironmental constraints, as well as the not-in-my-backyard problem. Nevertheless, it
is still possible to allow a certain degree of choice without violating realism. This can
be done by following the approach presented in [33], and adapted to WMNSs in [34].
The problem statement is slightly changed, so that nodes of the graph no longer rep-
resent terminals but are instead candidate positions where terminals can be placed
(in [33] terminals are UMTS base stations, whereas in the WMN case, they are MRs
and MAPs). An additional binary decision variable ¥, is introduced for every n € N’
to denote whether position n is actually occupied by a terminal or not. The rest of the
analysis proceeds identically, with the only modification of requiring any edge acti-
vation variable x(; ;) to be less than or equal to both y; and y;, as a communication
link can be actually activated only if both its ends correspond to physically deployed
terminals.

8.4.2 Transceiver Constraints

Our graph-based approach determines a joint scheduling and routing through link
activation. As communication links are represented through edges of the graph, most
of the constraints are edge-based, i.e., they must be respected by every active edge.
However, the first important constraint we discuss is node-based, i.e., it has to be
evaluated at every node, and relates to the fact that the node capabilities for trans-
mission and reception are limited. In particular, we focus here on narrowband chan-
nels, where it is not possible to receive simultaneously from multiple sources. We
remark that special techniques, such as Wideband Code-Division Multiple Access
(WCDMA) [35] or Multiple Input Multiple Output (MIMO) [36] channels, can im-
prove this condition. However, they are out of the scope of our investigations. In the
following, we therefore assume that at most one signal can be decoded, and any other
transmission the receiver is able to listen to can only be regarded as interference. The
presence of interference at the receiver does not necessarily mean that the packet can
not be correctly decoded. As will be shown in the next subsection, the interference
model comes into play at this point. If the protocol model is used, any superposition
of signals will result in a collision, i.e., no packet can be received. In the physical
model, the strongest received signal may still be successfully decoded. However, re-
gardless of the interference model, the maximum number of possible simultaneous
successful receptions is one.

A similar situation happens for the transmitter. Even though on the wireless
medium it is possible to operate in a multicast fashion, i.e., from one transmitter
to many receivers, in this case the same transmission takes place for all of them.
Note also that multicast transmission, which would require additional specifications,
e.g., for duplicated packet control, does not correspond to the problem we consider,
where the intended destination is only one. For these reasons, we will assume in the
following that multiple transmissions from the same node are forbidden. However,
we remark that the issue of exploiting the possibility for some relay nodes to listen
to the communication, even when they are not the intended receivers, to improve the
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network connectivity by exploiting cooperation [37] or network coding [38] is a very
promising subject for future research in wireless networks.

Finally, not only can simultaneous transmissions and receptions be at most one,
but also the wireless communication medium is intrinsically half-duplex, i.e., a node
can not listen on the same channel on which it is transmitting at the same time,
or the transmitted signal will jam any packet reception [39]. Possible solutions to
this problem, so as to realize a sort of full-duplex communication with simultaneous
transmission and reception at a node, can be to utilize more than one NIC to exploit
the possible presence of multiple channels [16, 22], or to use multiple directional
antennas [40,41]. However, these techniques do not entirely solve the problem, as
they obtain full-duplex capability at the price of additional resources. Moreover, they
decrease network connectivity, which in certain cases can be an undesirable effect,
as the nodes should use compatible channels or antenna beams. Finally, we remark
that in the multiple channel case any NIC is still utilized in a half-duplex fashion, i.e.,
no simultaneous transmission and reception is still possible on the same channel. For
these reasons, we impose that the activation of links should satisfy the constraint of
not activating more than one operation (i.e., either a transmission or a reception) for
each node. Formally, this constraint translates into the following:

Vi € N,Vt : Z .Z‘ji(t) + Z J,‘ij(t) <1. (8.3)

JES; JER;

Apparently, the importance of including the half-duplex aspect in this constraint
is often underestimated when modeling multi-hop wireless networks. In fact, the
need for such a constraint is rarely mentioned. This may be due to the fact that, as
already emphasized, most of the investigations use the protocol interference model
which, as discussed in the following, prevents simultaneous transmission and recep-
tion at the same node from happening. However, we believe that it is important to
distinguish the edge-based interference constraints from the node-based duplexing
limitation. Indeed, the interference constraint does not necessarily translate into the
protocol model, which can be replaced, e.g., by the physical model. Instead, the du-
plexing limitation holds irrespective of the interference model. For this reason, we
will always impose the half-duplex constraint in any problem formulation. Note also
that our assumption in this respect might seem different from [12], where the authors
allow for the possibility of using both directions of the link at the same time in what
they call full-duplex case. However, this case is used in conjunction with the proto-
col interference model. In general, any case where full-duplex nodes are mentioned
does not refer in reality to the possibility of transmitting and receiving on the same
frequency at the same time instant.

Apart from this very general constraint, other limitations to the simultaneous
activation of edges make specific assumptions on the nature of radio interference and
on the underlying MAC protocols. We will review both these aspects in the following
section.
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8.5 Interference Models and Relationships with MAC Protocols

In Section 8.2 we mentioned the need for using uni-directional edges in our network
graph G = (N, £). First of all, this subsection aims at motivating this choice in more
detail. After this explanation, we outline some aspects of well-known MAC protocols
and finally we review which model of mutual interference among nodes can be used
to determine if the activation allows the correct reception of all transmitted packets.

8.5.1 Link Directionality

The choice of using the directed graph representation, which captures the anisotropic
nature of wireless links is surely more realistic from the physical point of view. In
fact, wireless links are characterized by strong asymmetry [42]. Due to environmen-
tal limitations and also different power levels, it is even possible that two nodes ¢ and
J belonging to A/ are linked only one-way, i.e., (i,7) € £ but (j,4) ¢ £.

However, our choice is not only motivated by the desire to better adhere to reality.
In fact, the frequent assumption of bi-directional links is in most cases due to the
application of the analysis to IEEE 802.11 scenarios. As the IEEE 802.11 standard is
supposed to work on entirely reliable links only, edges in £ need to be bi-directional,
This also relates to the choice, which will be discussed in the next subsection, of
modeling interference with the protocol interference model, in its implementation
more closely related to IEEE 802.11.

Yet, the decrease in the problem complexity gained with bi-directionality as-
sumption is marginal (the number of edges is only decreased by a constant factor
of 2), and implies an oversimplification in modeling interference conflicts [9], espe-
cially when focusing on a centralized STDMA scheme, if an underlying IEEE 802.11
MAC is not employed. Instead, not only is the problem version with directed edges
of £ more accurate, but it also includes the undirected graph as a special case.

8.5.2 Overview of MAC Protocols

To realize distributed medium access with low cost technology, random MAC pro-
tocols are often used. In particular, the IEEE 802.11 standard has obtained a great
success for what concerns its DCF-based version, operating with four way hand-
shake, which implies that the transmission is initiated after a successful request-to-
send (RTS) and clear-to-send (CTS) exchange, and after the data transmission an
acknowledgement (ACK) is also to be sent from the receiver to the transmitter.
However, IEEE 802.11 is known to suffer from many problems, which are
severely limiting for WMNS. In fact, to operate in a totally distributed manner, IEEE
802.11 requires the transmission of many control packets, whose overhead is often
heavy. In a WMN most of them are not necessary since most of the control can be
centralized. Moreover, its collision avoidance mechanism often imposes unnecessary
constraints which limit network parallelism, especially because it does not properly
capture wireless interference. Finally, the main advantage of the conceptual simplic-
ity and ease of implementation of the IEEE 802.11 MAC is not strictly required in
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Fig. 8.2. A case of transmission showing hidden terminal problem.

the WMN backbone, which is composed of more expensive and technologically ad-
vanced terminals. Anyway, note that IEEE 802.11 can still be used to interface a
MR with its MCs; however, as has been already said, this part of the network is not
investigated in our analysis.

Another standard which is envisioned to have applicability for WMN is IEEE
802.16 [4], which besides the point-to-multipoint (PMP) mode is also available
in a mesh mode. We focus on the following distributed scheduling version. IEEE
802.16 aims at partially solving some of the aforementioned problems as, unlike
IEEE 802.11, it utilizes a random access-based procedure in the control frame with
a three-way handshake procedure, where a Request is answered by a Grant, which is
finally followed by a Confirm message from the transmitter. Part of the advantage of
IEEE 802.16 stems from the additional requirement for topology awareness, which is
exploited in the distributed election mechanism to guarantee that no collision arises
in the control message exchange.

The reason for these protocols to include specific handshaking procedures, and
possibly also further random decisions and exponential backoff algorithms, is to cope
with the fact that nodes can operate in a distributed fashion. In fact, random medium
access protocols in IEEE 802.11 and IEEE 802.16 potentially suffer from problems
due to uncoordinated transmissions. One well known inefficiency of random access
protocols is the hidden terminal problem. This occurs when a node transmits, be-
ing unaware of other ongoing transmissions, which will cause a collision at some
receivers.

An instance of this problem is shown in Fig. 8.2, where terminal A transmits to
B and C transmits to D. Assume that A and C can both transmit to B but not to each
other; hence, the reference to C being “hidden” to A and vice versa. In this case, A
is unaware of C’s transmission, which can be harmful for the reception at terminal
B. Conversely, also node C is not informed of A’s intention to transmit to B. Thus,
a collision will occur at B, i.e., presence of strong interference, which is generally
assumed to cause inability for the receiver (in this case, node B) to successfully
decode the packet.

It is very easy to construct other similar examples of hidden terminal problems,
see also [43,44] where the interested reader can find further details. In general, the
hidden terminal problem affects the transmission efficiency in the sense of causing
possibly erroneous transmissions, which result in wasted bandwidth.
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Fig. 8.3. A case of transmission showing exposed terminal problem.

At the same time, a similar issue with different consequences is the exposed
terminal problem, which is exemplified in Fig. 8.3. Here, B and C intend to transmit
to A and D, respectively. This time, the wireless medium is used inefficiently as
both transmissions could be accomplished in parallel, but the senders are instead
“exposed” to each other; thus, one of them transmits but the other refrains from
sending packets as soon as it listens to the transmission of the other node, considering
that it could cause collision. In this case, the medium access procedure is inefficient
due to the low channel utilization not fully exploiting both possibilities of sending
data over the channel.

Actually, both IEEE 802.11 and IEEE 802.16 MAC protocols aim at partially
solving these problems. The four-way handshake mechanism of DCF tries to avoid
the hidden terminal problem, since, e.g., a CTS sent by the intended receiver silences
other potential transmitters which listen to it, thus blocking their transmissions. How-
ever, the exposed terminal problem is still unsolved, and is often considered as one of
the main reasons of IEEE 802.11’s inefficiencies [14]. The mesh mode of the IEEE
802.16 standard operates similarly to avoid the hidden terminal problem, since the
three way handshake can work in the same way. Moreover, the distributed election
mechanism allows to alleviate the exposed terminal problem.

However, if applicable, a perfectly centralized medium access, which follows
a pre-determined collision-free schedule, would work even better to prevent such
situations from arising. A WMN would be theoretically able to apply a central-
ized STDMA schedule with the only constraints of the half-duplex limitation and
the physical interference (i.e., without additional limitations to the transmission par-
allelism imposed by random MAC protocols), which clearly obtains better perfor-
mance than more constrained cases. In general, centralized control can have disad-
vantages due to delay in collecting the information from the whole network, which
causes the topology awareness to be inaccurate. However, in a WMN MRs are fixed
and the network topology is therefore relatively stable, thus this solution is likely to
be preferable to distributed algorithms. Still, centralized scheduling is also applicable
if an underlying MAC protocol (in particular, either IEEE 802.11 or IEEE 802.16)
is present, even though the performance will be suboptimal due to the additional
protocol constraints.

As a side comment, note also that, in spite of the aforementioned techniques to
solve them, the hidden/exposed terminal problems may be present in case of link
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asymmetry and/or time-varying channel. This happens because the rationale behind
these protocols assumes that hidden transmitters are necessarily in the reception
neighborhood of the potential receiver. However, this is true only if g;; = g;;. If this
condition is not verified, a node can be unaware of hidden terminals even after a suc-
cessful handshake exchange. Similarly, in the asymmetric channel condition, some
nodes can become aware that they are exposed terminals only when certain interfer-
ing nodes, which are unable to listen to the packets of those nodes, start transmitting.
Finally, due to erratic behavior of the wireless channel, it might happen that topol-
ogy information collected at a single node is outdated or wrong. Also in this case,
centralized control would help the network management in identifying and solving
inconsistent information, whereas if the nodes operate in a distributed fashion, the
effect of the hidden or exposed terminal problem may be stronger.

8.5.3 Characterizing Interference

The contribution in [18], besides having settled the basis for information-theoretic
studies on the capacity of wireless networks, also introduced two useful models of
interference among radio transmissions. Following their classification, we refer to
them as protocol and physical interference model, respectively. Indeed, the literature
reports several variations of these models, which we review below. For simplicity,
we will avoid more complicated extensions which model transmission aspects such
as directional antennas, capture effect (when modeled with a threshold) and so on.
An overview about this can be found in [45].

Protocol Interference Models

The protocol interference model, in its original version, follows the rationale behind
the IEEE 802.11 MAC. It models interference as causing collision, i.e., impossibility
of correctly decoding a received packet, if other nodes in the network simultane-
ously exchange messages with sufficient power to disturb the ongoing transmission.
The main advantage of an interference description through the protocol model is its
conceptual simplicity, and the ease of mathematically formalizing the resulting inter-
ference conditions. We believe that this is, in fact, the main reason for the widespread
use of the model.

The rules of the protocol interference model simply forbid that certain transmis-
sions are simultaneously activated, when it is assumed that they will cause collision.
It should be noted that, in spite of the node-based nature of the interference, this cri-
terion is modeled through an edge-based constraint, i.e., to be verified for any active
edge. As reported in [6, 12], a way to formalize this constraint is to define a con-
flicting set of edges Z(e) associated to any edge e € £. According to the notation
employed, the set Z(e) may or may not include e itself. In the following, we will
tacitly assume that e is included in Z(e). The required condition is then that if edge
e is active, its associated set Z(e) must contain no more than one active edge (i.e., e
itself). Formally,
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> ap(t) <1 iflink e is active at time £, i.e., zo(t) = 1. (8.4)
fEZ(e)

In other formulations where e does not belong to Z(e), the condition above can be
promptly modified by imposing the sum of activity variables over Z(e) to be 0 if e is
an active link.

Sometimes, this relationship is translated into a conflict graph Go = (€, L¢)
where conflict relationships among edges are represented [16, 17]. In this formula-
tion, the nodes of graph Go are the edges of G, whereas every edge of Lo, which
is a pair (e, f) with e, f € &, represents that e € Z(f). Though conceptually nice,
this representation turns out to be very impractical in most cases, since £ usually
contains many more elements than A (in the worst case, || = [N - (V| — 1),
where | - | is the cardinality of the set). Also, considering the conflict graph does not
solve the problem of the high computational complexity of graph operations (usually
NP-complete), rather sometimes it worsens it, due to a larger graph size. Finally, we
remark that the contributions which utilize the conflict graph representation consider
the WMN to be a bi-directional graph, thus they utilize a bi-directional version of
the conflict graph. However, this worsens the problems with respect to the link direc-
tionality issue. In fact, in this way it is impossible to describe that e causes a collision
at f but not vice versa. For these reasons, the conflict graph description, introduced
here for the sake of completeness, will not be mentioned further in our analysis, but
the simpler approach based on the set of conflicting edges Z(e) will be used.

The way to determine this set depends on which MAC protocol is used. In the
literature, there are subtle differences among its definition, since some authors refer
to the protocol model albeit they have in mind a different access strategy than IEEE
802.11 MAC or implicitly implement some protocol improvement. We refer to them
as the class of protocol interference models, which actually encompasses several
mathematical formulations. In the following we will speak of protocol model with-
out any further specification only when describing general properties of the class.
Otherwise, a specific version of the model will be mentioned.

Before describing other more complicated versions, we intentionally introduce a
very simple model belonging to the protocol interference class. One straightforward
possibility of defining Z(e), though also an extreme one, is to consider Z(e) = & for
all e € &, i.e., at most one edge can be activated at any given time throughout the
whole network. In other words, either exactly one edge is active, or no edge is active
at all. Due to this property, we refer to this version as the 0lprotocol model. Even
though it is quite oversimplified, it can be useful as a theoretical term of comparison.
In fact, the OIprotocol model is clearly the worst possible case of interference condi-
tion, where space diversity can not be exploited to obtain transmission parallelism.

Actually, this situation necessarily occurs on certain special topologies. For in-
stance, in [45] this model is mentioned as used in [46] to derive the performance of
DCF in an IEEE 802.11 hot-spot controlled by a single access point. Indeed, it is true
that the 0O1protocol model holds here, but the reason is not electromagnetic interfer-
ence, but rather that the topology is a star network (every node is connected only
to the access-point). Therefore, the reason for having such a constraint of at most
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one link activation at any given time stems from the transceiver constraints, not from
interference. We emphasize that this limitation should not be confused with interfer-
ence constraints. Apart from their different motivation, already discussed in Subsec-
tion 8.4.2, the Olprotocol is clearly a more restrictive condition than the transceiver
constraint (i.e., the interference constraint described by the OIprotocol is a sufficient
condition for the duplex constraint). It may happen that the transmission parallelism
is very difficult to obtain due to physical reasons. In certain cases, the propagation
environment may exhibit extremely low attenuation from path loss so that interfer-
ing signals propagate for very long distances. If this is the situation, the 0lprotocol
model can be appropriate to capture such weakness of the links even if the topology
is loosely connected. On the other hand, as has already been mentioned the duplex
constraint holds true for any single-channel network regardless of the interference
model.

Apart from the simple 0lprotocol model, other versions need to rely on prop-
agation aspects, though still simplified, to be formally described. It is common in
the literature [16, 17,44] to adopt a simple approach which makes use of geometric
considerations, by implicitly assuming omni-directional propagation, isotropic envi-
ronment and absence of fading. Actually, these assumptions are introduced only for
the sake of presentation, as they are clearly unrealistic from the transmission physics
point of view. Note however that it is possible to remove them without changing the
rationale.

First of all, define the concepts of coverage and disturbance of a node.”> Node i
is said to cover node j if a transmission from 7 can be correctly received by j in the
absence of any other transmission (i.e., the only factor degrading the signal quality
is the thermal noise at the receiver). This means that an edge (i, j) exists in £, and
therefore, j € R;, or identically ¢ € S;. Similarly, node 1 is said to disturb node
7 if 7 can detect that ¢ is transmitting, even though it may not be able to decode
the message. The coverage relation is clearly a sufficient condition for disturbance,
but not necessary. It is also common to find these relationships as translated into the
definition of a coverage area and a disturbance area.

Following the line of neglecting several propagation effects and considering only
the distance-based path loss, a so-called transmission range can be defined. Note
that, in the literature on ad hoc networks, this range is often considered equal for all
nodes. For WMNSs this might be a strong approximation, since nodes may be con-
siderably heterogeneous. Moreover, another weak point of this definition is that the
distance up to which a communication link can be activated does not depend on the
transmitter’s characteristics (in particular, on its transmitted power) only, but also on
the receiver’s sensitivity. However, the transmission range assumption can be relaxed
without changing the rationale, so we leave them only for presentation reasons. Thus,
in the following we assume that coverage and disturbance areas are circular with ra-
dius equal to the transmission range and to a given constant 1) (usually larger than 1)

2The term which is most widely used [6, 14] for the latter is “interference.” We use the
term “disturbance” to avoid confusion for the reader, as the term “interference” is used in our
analysis with a broader meaning, and does not necessarily refer to the protocol model.
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times the transmission range, respectively. Formally, if rrx is the transmission range,
the coverage and disturbance area for a node n are two-dimensional balls centered
on n (i.e., on its location) with radii rrx and ¥ - r1x, respectively.

In the original and more common version, which we call hereafter //protocol
model, it is implicitly assumed that the IEEE 802.11 MAC is employed. For this rea-
son, we make the assumption that links are bi-directional, as IEEE 802.11 is designed
to work for bi-directional links only, and heavily relies on this hypothesis.

Following the IEEE 802.11 MAC, the I1protocol model dictates that a transmis-
sion on (7,7) € £ is interference free, and can therefore be activated, only if there
are no transmitters, nor receivers, belonging to any active link, with either ¢ or j in
the disturbance area, apart from ¢ and j themselves. Remember that, to enable the
transmission, the IEEE 802.11 MAC protocol requires that both ¢ and j are in the
coverage area, and thus also in the disturbance area, of each other.

Note that the reason for requiring the absence of interferers in both receiver’s and
transmitter’s disturbance area of both interfering transmitters and receivers is that
the IEEE 802.11 standard forces the receiver to acknowledge RTS and data packet
with CTS and ACK, respectively. In other words, due to the four way handshake, a
logical receiver is also a physical transmitter, therefore, it can cause disturbance to
others. Similarly, the logical transmitter needs to perform reception (i.e., to receive
CTS and ACK), for which it has to be collision-free. The four way handshake of
IEEE 802.11 exactly aims at avoiding the hidden terminal problem on both forward
and reverse link (the existence of which is specifically required by the protocol).

However, if IEEE 802.11 MAC is not used in the WMN backbone, there is no rea-
son to impose such restrictive constraints, e.g., to mute a node which potentially dis-
turbs the transmitter, but not the receiver. Note that to see this we need uni-directional
edges, which we previously claimed to help in reducing unnecessary constraints on
multiple transmissions, beyond being a better model per se.

In particular, these conditions can be relaxed if the IEEE 802.16 MAC is used
instead. There are differences, not discussed here since they are out of scope of
the analysis, between the four-way and three-way handshake, which do not only
involve the packets exchanged, but also the aforementioned relationships of distur-
bance among nodes. We can then formulate a /6protocol interference model, which
proceeds identically to the /Iprotocol model, with the notable exception that a col-
lision is determined only when the designated receiver falls within the disturbance
range of another transmitter. Any other combination (transmitter is under coverage
of an interfering transmitter, or another receiver covers either the receiver or the
transmitter) does not do any harm.

The 16protocol model solves not only the hidden terminal, but also the exposed
terminal problem, and it better accounts for the directionality of the wireless links.
In particular, note that the condition of interference of the /6protocol model refers
to the intended receiver being under coverage of an interfering transmitter, not vice
versa, since these conditions may not be equivalent.

A possible definition of Z(e) in the I Iprotocol model is thus
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Z(e) = {f € & : transmitter or receiver of f disturbs

transmitter or receiver of e} (8.5)
whereas in the /6protocol model it is
Z(e) = {f € & : transmitter of f disturbs receiver of e}. (8.6)

Note that in both definitions Z(e) includes e itself.

In most of the works dealing with WMN backbone management, the / Iprotocol
model is what is meant when the protocol model is cited. However, if links are not bi-
directional and the MAC does not follow the IEEE 802.11 standard, and especially if
the IEEE 802.16 standard is used instead, there is no reason for using the //protocol,
and the /6protocol model would be more appropriate.

The general behavior of the model heavily depends on the ratio between the
disturbance range and the coverage range. Apart from being in general hardware de-
pendent, this value is also hard to quantify exactly, since the concepts of disturbance
and coverage themselves have a vague physical meaning. In most cases, 9 is arbi-
trarily chosen between 1 and 2, e.g., 1.6. This follows the approach commonly used,
e.g., in sensor networks, where it is however conceptually more appropriate due to
the fact that nodes are homogeneous (a condition which does not hold in WMNSs).

If ¥ can be taken equal to 1, both /protocol and 16protocol model can be trans-
lated to a simpler formulation connected with graph neighborhood relationships. In
fact, in the case ¥ = 1, the coverage range is equal to the disturbance range, and the
coverage relationship (which is always necessary, but also sufficient for the distur-
bance if ¥ = 1) is implicitly assumed in determining the existence of an edge in £
between a transmitter and a covered receiver. Thus, node ¢ disturbs j if and only if
they are neighbors. The exact kind of neighborhood depends on which version of the
protocol model is considered.

For the I Iprotocol model,

Z((i,4)) ={(k, ) € £ : {i, j} N (R URy) # 0} (8.7)
whereas for the 16protocol model
Z((i,)) = {(k,0) € £ : j € R}, (8.8)

From this formulation, it is clear that the /6protocol model simplifies the 11protocol
model as it considers the receiver j being in the coverage range of an interfering
transmitter k£ as the situation where collision occurs. The Iprotocol model instead
considers four possible combinations as colliding, i.e., all cases where ¢ or j is under
coverage of either an interfering transmitter k or an interfering receiver /.

This last formulation of the protocol model through neighborhood relationships
is very common in the literature. We briefly remark that it can be extended to cases
where the disturbance area is larger than the coverage area, i.e., ¥ > 1. This happens
by considering an extended graph with virtual edges £;, which can not be activated as
useful communication links but simply describe the interference relationships. The
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one-hop output neighborhood R; of a node 4 can then be replaced by a larger set R/,
defined similarly to what reported in (8.1) but replacing £ with £ U &;.

To sum up, the protocol interference model is easy to implement, and it offers
several possibilities both to describe MAC aspects, which have been classified in
the three different versions (0lprotocol, 11protocol, 16protocol), and to employ the
preferred mathematical model (coverage/disturbance range, conflict graph, neighbor-
hood relationships). However, these practical advantages come at the price of some
theoretical drawbacks. In fact, all versions of the protocol model are imperfect in
capturing wireless interference. First of all, the notion of coverage range (or equiva-
lently, conflict graph or node neighborhood) is not entirely realistic. If several power
levels are adopted, it is not possible to define a single measure of coverage even from
an abstract perspective. Differently from, e.g., motes of a sensor network, the MRs
may be heterogeneous devices, and therefore, may have unequal characteristics in
terms of transmit power, receiver sensitivity, installation site and so on. Thus, it is
very hard to summarize all these physical layer effects under a single item, e.g., a
single coverage range.

Moreover, a definite reason of criticism against the protocol model is that inter-
ference is not a binary relationship [10,25]. It is true that the outcome of interference
evaluations can be reasonably limited to two values, i.e., the activation of multiple
links is either interfered or interference-free. However, the number of involved nodes
and edges, especially in large topologies, is larger than 2, and the “disturbance” re-
lationship defined above does not correspond to a well stated binary operation when
other communication links are active in the network.

For example, strong interference, which leads to packet loss, may be present
in case three specific edges are simultaneously activated, but not when any two of
them are. Thus, no specific link alone causes interference, but the problem is the
joint effect of all links. Seen from the point of view of a single edge e, it might
happen that f,g € £ can individually coexist with e, but not jointly. In this case,
it is doubtful whether f and g should be inserted in Z(e). We remark that usually
the conflict set Z(e) is evaluated pair-wise, as defined above, which would lead to
problems as the joint activation of f and g is not prohibited. On the other hand, the
alternative approach where any edge possibly disturbing e (even if this happens only
if other links are activated as well) is put into Z(e), would be too conservative to be
practically useful.

Physical Interference Model

These problems can be overcome by means of the physical interference model,
whose rationale is as follows. The packet error rate (PER) at the receiver is a mono-
tonically decreasing function of the Signal-to-Interference-and-Noise Ratio (SINR).
It is often reasonable to simplify this relationship and consider a threshold approach,
where it is assumed that a packet is correctly received with probability 1 if the SINR
is above a given threshold. A way to formalize this is as follows:

P;g;;

> (8.9)
Doz Pogry +Nj — 7
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where (7, j) is the link of interest, the index & in the lower sum denotes a possible
interferer (7 is in fact excluded from the sum, as it is the intended transmitter), P, is
the power emitted by node x, g, is the path gain from x to y and Nj; is the noise
at the receiver node j. The value 7;, which defines the SINR threshold, can be in
general a different value for every node j.

Hereafter we use these assumptions, which are made only for ease of exposition,
but without loss of generality, as avoiding them would only lead to a more cumber-
some (though conceptually identical) formulation. We take y; = -y for all 5. We also
neglect the noise terms and we consider an equal power level P among all trans-
mitting nodes. In particular, the last assumption is equivalent to assuming that the
power level is simply fixed. If this is the case, the elements (g;;) of the matrix G can
be replaced by gl’-j = P,g;; and the power term can be omitted. If the power level
is instead not fixed, it would become necessary to also include power control in the
analysis. However, this can be performed within a very similar framework, as shown
in [8].

In the context of our framework which describes scheduling and routing through
link activation patterns, the constraint can be formalized as follows:

g D welt)
keS;\{i} LeR\{j} if link (’i, j) is active at time ¢, i.e., x;; (t) = 1.

The basic assumption of the model, i.e., the possibility of reducing the PER to a
step function around the value +, is indeed an approximation. However, it is much
more accurate than those made under the protocol models. In fact, it takes into ac-
count physical propagation, and allows for a correct packet reception even in the
presence of (moderate) interference, differently from the collision assumption. Also,
it properly accounts for the cumulative character of interference. Indeed, the choice
of v depends on the shape of the PER function, which in turn relates to the modula-
tion scheme, and on the PER value which is considered as acceptable at the applica-
tion level. However, none of these factors depends on MAC issues; thus, the physical
model allows to operate between MAC and other layers in a more modular manner.

The drawback of this model is that it translates into more complex mathemati-
cal relationships than the protocol model. Moreover, if a specific MAC needs to be
addressed, additional constraints are required. For example, in an IEEE 802.11 net-
work, the physical model fails to describe certain constraints on link activation due
to the RTS/CTS exchange, which are instead taken into account in the /Iprotocol
model. Hence, which is the best model to use ultimately depends on the purpose
of the analysis. From the point of view of theoretical analysis of WMNs, however,
the physical model has a good point against the protocol model, as described, e.g.,
in [10, 15]. In dense topologies, where the number of incoming or outgoing links
at a node is high, the protocol models are very restrictive and obtain lower network
parallelism, due to their requirement of silencing allegedly colliding connections.
As shown above, when the WMN topology is rich of edges, all protocol models
approach the OIprotocol model, which is the most restrictive case and implies that
at most one edge is activated. This is a problem for WMNSs, which, being meant
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to provide good network coverage and high data rates, usually have a dense topol-
ogy. The better performance obtained in this sense by utilizing the physical model
should also imply the need to re-think existing access protocols for WMN. Indeed,
the mesh versions of both IEEE 802.11 and IEEE 802.16 take these aspects into
account. However, in our view the protocol design of improved interference-aware
routing and scheduling strategies is still an open research challenge.

8.6 Performance Evaluation

In this section, we focus on the problem of defining efficient link activation patterns
which not only satisfy all the constraints but also deliver traffic to the MAPs acting as
gateways for the WMN. We focus on the minimal time scheduling problem, i.e., to
deliver a given amount of traffic from all the non-gateway MRs to the MAPs (as we
deal with the uplink case) in the shortest possible time. This problem is also closely
related to the throughput maximization, i.e., to obtain the highest amount of traffic
delivered to the gateways in an assigned time. Indeed, with minor modifications our
framework can work to solve this problem as well.

In the following, we will refer to the backlog queue length at node ¢, assumed to
be varying over time, as ¢;(t). Thus, all non-gateway MRs have, at time 0, a backlog
of length ¢;(0) to be sent to any of the MAPs. The minimal time scheduling problem
corresponds to finding the lowest length T},,;, of a feasible link activation pattern
which delivers all traffic to the gateways. Denoting the set of gateways by ), this
implies that

Thin = min{t : ¢;(t) =0, Vi e N\ V}. 8.1

For simplicity, we assume that the value of ¢;(0) is known a priori and no further
packet arrivals take place after link activation has started. In this way, if the uplink
problem can be solved over a specified finite time-horizon 7', i.e., Ty, is lower than
or equal to 7', its solution can also serve as the basis for a periodic schedule, where a
link activation pattern of length 7' is indefinitely repeated. In other words, it is pos-
sible to see the uplink problem as a way to deliver a given amount of packets under
loose delay guarantees (i.e., every packet is delivered within 27" slots, provided that
the arrival rate to the MRs from MCs can be assumed constant). A further extension
is possible to the cases of prioritized traffic with different priority classes or different
required delay guarantees. Another option is to consider packet arrivals within the
time frame. All these differences do not change most of the considerations we will
present in the following, and can be investigated within a similar framework. We
identify them as possible interesting directions for future research.

Finding the shortest-time link activation pattern for the uplink problem can be ad-
dressed in the context of an optimization problem, by adding proper flow constraints
to the already mentioned duplex and interference constraints. Among these, the most
important is the flow conservation property, i.e., the traffic transmitted over (¢, 7) in a
given time slot ¢ is upper bounded by the number of packets available at node ¢ after
the transmission occurred at time ¢t — 1. Note that this is true if, as assumed above,
all traffic arrives at the MRs at the beginning of the schedule.
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Other conditions may impose that an edge (4, j) can be active at time ¢ only if
qi(t) > 0 or that the edges from an MAP are never activated. These constraints are
not strictly necessary, but they eliminate from the feasible region parts of the search
space which are guaranteed to contain only non-optimal solutions.

Several approaches have been proposed to formalize the problem of finding the
optimal link activation pattern to minimize the time to deliver all traffic to MAPs
[7,26]. However, the resulting optimization problem is NP-complete [10]. For this
reason, we focus our analysis on some theoretical results on the overall performance
of WMNs for the minimal scheduling problem. Within this approach, not only is
it possible to frame other existing results, but also we are able to draw interesting
guidelines and conclusions about the performance of WMNSs.

8.6.1 Theoretical Performance Bounds

Determining the value of T}, is interesting for both theoretical and practical rea-
sons. In fact, the problem of delivering a given amount of traffic can also be seen
from the information theoretical point of view as a capacity estimation, since the
shorter the time to deliver a given amount of packets, the higher the throughput over
a given time interval. Also, if Ti,,;y, is sufficiently low, a centralized periodic schedul-
ing can be implemented. However, the problem of determining 7},;,, exactly is very
complicated. Not only is it an NP-complete problem, but also it strongly depends
on the network parameters, i.e., the graph topology, the edge rates and the initial
backlog at each node.

Thus, solutions based on integer linear programming often introduce simplifi-
cations to make the problem more tractable. For instance, [13] employs a fluidic
approximation to the link rates, i.e., the x;; variables are relaxed to be time-invariant
real numbers between 0 and 1 instead of being binary digits variable over time. In
other words, the z;; variables represent the average activity of link (¢, j) over the time
period. However, this approach has some drawbacks, for example it leads to round-
ing problems. If it is found that the optimal average link activity for link (7, j) is, say,
0.83, and T is found to be equal to 10, it is not clear whether (4, j) should be active
on 8 or 9 time slots. Moreover, the practicality of the approach is decreased with
respect to the initial integer problem, where the solution could be directly translated
into a schedule simply by taking the resulting link activation pattern, which is no
longer possible. Finally, the overall T;,,;,, to schedule all the traffic is underestimated
with respect to the original integer case, as observed by the authors themselves.

Another possibility which is sometimes proposed [7] is to employ topology con-
trol to reduce the number of edges which can be activated. Even though this indeed
decreases the complexity of the problem, we argue that this procedure can lead to a
severe decrease of the transmission parallelism, therefore obtaining low throughput
as a result. Thus, it is in general not recommended to prune edges to decrease the
cardinality of £. This is true even for the cases where topology control is claimed to
be interference-aware: as discussed in previous sections, allocating non-interfering
simultaneous connections is a task to be performed at the MAC layer, i.e., through a
scheduler (or in our case, through a joint routing-scheduling procedure), not with a
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routing algorithm. If interference awareness is introduced in the network by simply
reducing the possible routes, the most significant result is a decrease of the overall
performance.

Finally, the most natural way to deal with difficult problems, i.e., to introduce a
heuristic solution method, is also common in the literature [6,27]. Indeed, to identify
novel and possibly topology-adaptive heuristics or meta-heuristics is another pos-
sible direction for further research. Instead of proposing yet another heuristic, we
present some theoretical results which hold in general for WMNS. Similar findings
have been also presented in other contributions [13, 15, 17], which however heavily
rely on the assumption of the protocol interference model. Instead, our analysis is
independent of the underlying interference model, as it only relies on the half-duplex
assumption, which, as discussed in Subsection 8.4.2, holds in any case. Under this
hypothesis, we derive theoretical bounds for the performance of WMNSs, in which the
interference model of choice can be framed (obtaining different results, according to
how restrictive it is).

Prior to describing the analytical formulation, note what follows about the nota-
tion of the following theoretical statements. As observed above, a TDMA scheduler
operates on discrete time slots. Thus, the number of slots required to accomplish a
transmission is an integer. However, in the following we will refer to the time to
transmit a given amount of traffic as a real number. Different from [13], this does not
imply that we are relaxing the constraints of x;;(t) to be integer, but simply that in all
the cases where the time to transmit is non-integer, the number of slots corresponds
to its rounded-up version. Thus, the results shown in the following can be refined to
properly capture the fact that time slots are integer numbers by adding ceilings where
necessary.

The first result is an upper bound on 7},;, which can be seen, to some extent,
as introduced by [17]. The overall idea of this paper is to determine the minimal
time scheduling by deriving maximal cliques of edges which can be compatibly al-
located. This is just a different formulation of the problem, which does not solve in
any way its NP-completeness. Besides, the whole analysis is based on the protocol
interference model. However, an interesting point is given in the paper. No matter
how inefficient the schedule is, at least one edge should be activated at a time. Thus,
an upper bound for T};,, denoted as TV, , is implicitly obtained, exactly by taking
this as a worst case assumption. Note that this upper bound corresponds to what, in
Subsection 8.5.3, was referred to as OIprotocol model. Therefore, this upper bound
is also tight in the sense that there is an interference condition in which the shortest
link activation pattern must necessarily be TV, slots long. This is exactly when the
interference corresponds to the 0lprotocol model, which is the worst possible case.

To derive TU. , we simply take a weighted shortest path to the gateways from
any node, e.g., by using the well known Dijkstra algorithm, where the weights are
the inverse of the link rates r;;. In fact, it is easy to see that, if transmitting a backlog
q over a link of rate r takes a time equal to gr~!, the time to transmit it over the
series of two links (activated one at a time) having rate r; and ry, respectively, is
q(ri* + 7y 1), Finally, the value of TV, is derived as

min
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= Y a(0) > rt (8.12)

1EN\Y e€P;

where P; is the shortest path in the sense mentioned above for node 7.

The upper bound described by TV,  corresponds to a very conservative case of
protection against interference. The minimal time to deliver all the traffic is 7.,  only
in the case of Olprotocol model, or very high SIR target in the physical model. For
this reason, we introduce also a lower bound on T},,;,, for a single gateway case. This
condition is likely to be present in most WMNs and has been first envisioned by [15]
as a possible bottleneck for the network capacity of such systems. The authors of this
paper argue that if a single gateway is used and the highest rate of all links entering in
it is a, there is a lower bound on the time to deliver all packets, equal to () /a, where
@ is the sum of all backlogs in the network at time 0. This lower bound is trivial
in most cases, but it might be interesting for certain sparse topologies. Especially
in [15] it is shown that a chain topology behaves badly in this sense. Moreover, the
authors further improve this result by giving some theoretical considerations based
on the protocol model (more specifically, the 11protocol model version).

Though inspired by this result, we follow here another approach. We demonstrate
that taking only the half duplex constraint into account is sufficient to significantly
improve the aforementioned lower bound. Even though the problem of determining
a tight lower bound on 7T,,,;;, would still be NP-complete, we remark that in practice
our theoretical result gives a good estimate of T,,;,, for the case of no interference
(hence, the other extreme with respect to 7¥; ) in several cases. If more than one
gateway is present, the gateway bottleneck is strongly mitigated; thus, an immediate
conclusion of our analysis is that WMNSs perform significantly better if two or more
MAPs are available.

To derive the lower bound, referred to in the following as T'L. . we proceed as
follows. Consider, as in [15], the edge entering the gateway with highest rate (equal
to a). The transmitter node of this edge would be called in the following “MR number
1”7 and its backlog will be denoted as q. As above, let () indicate the overall backlog
in the network. Let s be the highest rate of all edges entering MR number 1, and
let b be the highest rate among the edges entering the gateway, not counting the one
from MR number 1 (hence, a > b). If multiple nodes can be chosen as MR number
1, since several edges to the gateway have equal rate, simply put b = a and s will
be consequently equal to the highest possible rate among all edges entering those
nodes. For simplicity, we assume that b > 0 and s > 0. However, it is still possible
to generalize the result shown in the following to b = 0 or s = 0.

The situation is represented in Fig. 8.4. In the following, we neglect all edges in
the rest of the network, and we will also neglect multiple edges with identical rates.
As a matter of fact, we only consider three links: from MR number 1 to the gateway,
from the rest of the network to the gateway and from the rest of the network to MR
number 1, having rates a, b and s, respectively. With a slight abuse of notation, we
will call them with their rate value, for brevity. The lower bound T, is derived
considering all the traffic in the rest of the network (equal to ) — g packets) to be
always available on “border” nodes which can use these links. Actually, this is an
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gateway (MAP)

MR number 1 /

backlog = q

rest of the WMN
backlog = Q0 -¢g

Fig. 8.4. Notations used to derive the lower bound T%; .

optimistic assumption as these packets can be instead queued at other nodes which
are not directly connected to the gateway, or to MR number 1. The derivation of Tém
is obtained through the following theorem.

Theorem 1. A lower bound on Tyiy, is given by

s

75n=f+9:§@+7) (8.13)
Proof. First, observe a general property. When edge a is active, i.e., MR number 1
sends packets to the gateway, no other transmission to these nodes can be activated
due to the half-duplex constraint. At most, it is possible to activate in parallel some
transmissions within the “rest of the network,” but this has no effect whatsoever, since
we are under the optimistic assumption that all the traffic which is not queued at MR
number 1 is always available for transmission on links b and s. We can therefore
neglect these transmissions as they can not improve the lower bound T'L, . Thus, it
is not restrictive to assume that all the traffic available at MR number 1 is transmitted
first, which takes a time equal to ¢/a. Then, TL, = q/a + Ty, where T} is a lower
bound on the delivery time in the same network, where however ¢ has been delivered
to the gateway. Since MR number 1 now has no packets in the queue, links b and s
need to be activated. The best possibility (i.e., the one minimizing the delivery time)
is that they can operate perfectly in parallel. During such a parallel transmission,
assume that x and y are the amounts of traffic sent over link s and b, respectively.
After this transmission, no packets are left in the rest of the network, so z+y = Q—q.
Moreover, the minimum transmission time is obtained when x and y take exactly the
same time to be transmitted. This means that

r+y=Q—q
{x:SZy:b. (8.14)
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Fig. 8.5. An example of network topology.

This system of equations can be solved so as to obtain

Q—q _ 94
st+b Y s+b

=s (8.15)
The parallel transmission over b and s is also found to have a duration of (Q —
q)/(s + b). After its termination, an amount of traffic equal to y has been delivered
to the gateway, whereas z is still in queue at MR number 1. The best possibility to
transmit x is to use link a, which takes a time equal to (s/a)(Q — q)/(s + b). Thus,
collecting all these results,

Q—q

== (1+2) (8.16)

and the theorem is proved. ll

This result has many practical consequences. For example, not only does a im-
pact Tinin, but so do b and s. In particular, if s < a, the gateway bottleneck is
worsened, since packets arrive at MR number 1 with very low rate, thus alternate
paths (hence with rate b lower than a) have to be used. On the same line, link a can
not always be used for transmitting packets, since it can not be activated when MR
number 1 is receiving. If b is considerably lower than a, there may be a decrease
in the network throughput. These considerations give some practical guidelines for
network deployment. First of all, it is important to have several “good” links to the
gateway, i.e., b should be close to a, and there should be multiple non-interfering
paths to the gateway, so as to allow parallel allocation of links to the gateway and to
some of the neighbors of the gateway. Instead, if all routes to the gateway traverse the
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same node, the single gateway bottleneck is worsened. Moreover, the rate of connec-
tions to the gateway should be high, but it is also important to have a good relaying
speed to the gateway neighbors (i.e., high s).

For what concerns numerical evaluations, we found that this lower bound works
well in practical cases. In particular, it is much stricter than the trivial lower bound
given by Q/a, and it also has the advantage of limiting the analysis to three numerical
values, i.e., the best rate and the second best rate of edges entering the gateway and
the best rate of edges entering MR number 1. To give an idea of this, consider’ the
sample WMN represented in Fig. 8.5. Numbers reported on the edges denote their
rates (again, with the same abuse of notation, we speak, e.g., of edge 1 to indicate
the one from node C to node A). Assume that node G is the gateway (this is also
implicitly taken into account in the figure, where no edges from G are depicted),
and that ¢;(0) = 24 for every node. In such a case, T.; | = 9 (shortest paths are
through direct links for all MRs but for node C, whose best path is through edges
8 and 12, with an overall rate of 24/5), which is indeed the actual value of T}, if
the Olprotocol model holds. Since a = 12, b = 6, s = 8, the “trivial” lower bound
Q/a is 6, whereas TL. = 7.71. This latter value is much more accurate than the
former, as the minimal length of the schedule is 8 time slots (the optimal schedule
corresponds in fact to activating edges 8 and 6 simultaneously for three slots, then
edge 6 alone for one slot and finally edge 12 for four slots). The slightly lower value
of T'L. with respect to the real value is a consequence of the fact that the parallelism
of edges 8 and 6 is not perfect (even though the round-up still eliminates this issue).
Moreover, the activation of this parallel transmission is possible only if it does not
violate any additional interference constraint. In fact, if for example the I1protocol
interference model is assumed, since the network topology here is a clique, we obtain
Z(e) = & for all e, thus we fall again in the case described by the upper bound.

This suggests that, according to the interference model, the network performance
in terms of T},,;, moves from the upper to the lower bound (or close to it). In the next
subsection, we will show a more extensive analysis of this behavior.

8.6.2 Numerical Results

In this section we analyze, through an example, the resulting network capacity when
different interference models are adopted. To this end, we focus on the network topol-
ogy reported in Fig. 8.6 which consists of six nodes. Node 0 is assumed to be the
gateway. The links between nodes are represented by directional edges whose rate
is either o or 3. With respect to protocol models, the disturbance range is assumed
to be equal to the transmission range, i.e., ¥ = 1. Thus, a node can disturb only
the nodes it can transmit to, and vice versa. The nodes that do not have a direct link
toward the gateway exploit their neighboring nodes to relay their packets. We as-
sume that each node is provided with an equal amount of traffic to forward to the

3We remark that this topology, and also the one shown in the next subsection, have only
the value of examples and are not proposed in this paper as realistic or efficient network
deployments.
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Fig. 8.6. Example topology: The gateway is node 0, edge rates are either « (black links) or 8
(grey links).

gateway. The network capacity is evaluated by means of [Ti,in/q], i.e., the number
of slots needed to deliver the overall network workload to the gateway, normalized
over the initial amount of traffic of the nodes. To some extent, we can draw in this
way general conclusions on the network capacity irrespective of the initial traffic
load of the nodes. Depending on the interference model, our analysis is carried out
either with the theoretical results described in Subsection 8.6.1 or through numeri-
cal evaluations, performed with an exhaustive search over all possible link activation
patterns.

In Fig. 8.7 we plot this metric versus the ratio «//3, considering a case where
af = 1, for different interference models. As can be seen, the 0Iprotocol model
curve (also corresponding to the analytical upper bound for the performance of any
MAC) always lies above the other ones due to the restrictive constraint that at most
one link can be active at a time. Even though the curves exhibit slightly variable
behavior when «/( is changed, there is in any case a significant gap (a factor of
1.8 or more) between the 01protocol model and the theoretical lower bound curves.
Instead, the half duplex performance, derived through exhaustive search in the least
restrictive condition of simultaneous link activation, is well approximated by the
analytical lower bound. Especially, the lower bound is fairly tight when o < (3.

Any value between the 01protocol model and the half-duplex curves may poten-
tially be achievable depending on the interference model. In particular, if the physical
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Fig. 8.7. Numerical results (for all protocol models ¥} = 1 is considered).

model is utilized, the performance will span between the two extreme curves almost
with continuity. If a protocol model is used instead, the behavior is more difficult
to change. The performance of both /Iprotocol and 16protocol can be observed in
the figure to be according to the reasonings of Subsection 8.5.3. For example, the
I Iprotocol is closer to the Olprotocol than the 16protocol due to its more restrictive
assumptions. Recall that, in the /protocol, all the nodes falling into the disturbance
range of both the transmitter and the receiver need to be silenced. This assumption is
relaxed in the 16protocol which thus permits more parallelism of the transmissions.
However, both the /Iprotocol and 16protocol models obtain a significantly higher
Tinin than when only the half-duplex constraint is assumed, but no further constraint
is imposed.

The condition o = (3 corresponds to the case where the link rates in the network
become homogeneous, i.e., all nodes transmit at the same rate. As envisioned in the
previous discussion, this is a good condition for achieving high throughput, since the
lack of potential bottlenecks caused by slower links permits to efficiently exploit the
overall network capacity. As soon as the link rates in the network become heteroge-
neous, we observe that the performance degrades in this sense. Note that, because
af = 1, when « is increased, it also happens that 3 decreases in an inversely pro-
portional fashion. For o > (3 link rates are higher on aggregate: e.g., when /3 = 4,
the average link rate is equal to 4/3 instead of 1. However, this does not correspond
to an improvement in the scheduling efficiency, because there are high rate links to
the gateway, but also strong variability of the link rates is present. Due to the afore-
mentioned bottlenecks, the case only constrained by half-duplex limitations keeps its
performance almost constant.
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Conclusion

In this chapter, we have investigated some research issues arising in the context of
link activation for WMNSs. Specifically, we have revisited the classic problems of
routing and link scheduling over multi-hop wireless networks to provide the reader
with a clear overview of the hottest topics in WMNSs. After a brief introduction dis-
cussing preliminary concepts of wireless networks, we have critically reviewed the
recent literature in this field, highlighting pros and cons of possible approaches to
the problem. We have proposed an approach which jointly considers the routing and
link scheduling problems. To this aim, we have introduced and described theoret-
ical models to characterize wireless networks, which include the nodes’ transmis-
sion/reception constraints and the interference of wireless links. Within this theoreti-
cal framework, we have discussed the characteristics of the most common MAC pro-
tocols. Finally, we have derived theoretical performance bounds for network capacity
and have compared these bounds to the results obtained by the presented models in
a sample topology.

We believe that these results can be useful in many ways. Certainly, one possibil-
ity is to use them as guidelines for WMN deployment so as to avoid bottlenecks in
the network and allow instead high data rates to the end users, which corresponds to
the major objective of such systems. At the same time, we remark how our findings
highlight the need for a proper interference characterization. This point seems often
neglected, as testified by the widespread usage of the protocol interference models,
which do not correctly describe the underlying physical aspects and also lead to pes-
simistic performance results. We believe that further investigation on wireless inter-
ference models and their impact on MAC and network layer aspects is an interesting
scientific challenge. Finally, efficient link activation strategies exhibit a performance
with a high degree of variability between the evaluated analytical upper and lower
bounds. In this respect, novel proposals which are able to fill this gap are clearly
emphasized as very promising directions of future research.
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9.1 Introduction

In this chapter we address the problem of selecting good paths in networks made up
of multiple wireless links!, such as wireless mesh networks. By “good paths”, we
mean paths that both benefit individual data transfers (in terms of TCP connection
throughput, for example), and which lead to high aggregate network capacity.
Finding good paths between nodes in a wireless network involves two steps:

1. Assigning cost metrics to links and paths.
2. Disseminating routing information.

The second step, route dissemination, has received much attention over the past
decade. The link and/or path metrics need to be disseminated to the nodes in the
network using a routing protocol, to help nodes select best paths in a distributed
fashion. There are two types of protocols in how the route dissemination is done:
proactive and reactive protocols.

Proactive protocols determine paths before there is any demand for communi-
cation. They calculate the routing tables ahead of time and maintain them through
periodic update messages. Examples include Destination-Sequenced Distance Vec-
tor Routing (DSDV, [1]), Fisheye State Routing (FSR, [2]), and Optimized Link State
Routing (OLSR, [3]).

Reactive protocols, on the other hand, do not calculate routes ahead of time.
Route discovery follows the communication request. Examples of reactive protocols
include Ad Hoc On Demand Distance Vector (AODYV, [4]), Temporarily Ordered
Routing Algorithm (TORA, [5]) and Dynamic Source Routing (DSR, [6]).

In this chapter we address the first issue, assigning cost metrics to links. Re-
gardless of whether a protocol is proactive or reactive, it requires a mechanism to
differentiate between different paths. This differentiation is done using cost metrics.

The cost metric of a link is the cost of forwarding a packet along the link. The
problem of defining a cost metric is considerably harder in wireless networks than

"We use the term “link” to refer to the communication channel between a pair of nodes.
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in traditional wired networks, because the notion of a “link” between nodes is not
well-defined. The properties of the radio channel between any pair of nodes vary
with time, and the reliable radio communication range is often unpredictable. The
communication quality of a radio channel depends on background noise, obstacles
and channel fading, as well as on other transmissions occurring simultaneously in the
network. The appropriate cost metric must take into account a number of factors due
to the vagaries of radio channels, which in turn makes the task of assigning metrics
non-trivial. Moreover, it is desirable that the metrics for the links along a path be
composable, so that the end-to-end cost of a path can be easily derived from the
individual metrics of the links along the path.

We observe that the type of quality aware routing metric to be chosen depends
on the physical layer being used. Designing and implementing a physical layer that
can fully “hide” the vagaries of the radio channel from higher layers has proven
to be difficult for a number of reasons. It requires the physical layer to be able to
accurately estimate and adapt several parameters (e.g., transmit power, modulation,
error control coding, etc.) to cope with channel conditions that vary rapidly in time.
In fact, we are not aware of any current or next-generation radios that propose to
employ sophisticated techniques to fully handle channel quality issues at the physical
layer, because of implementation complexity and the absence of practically useful
codes that can perform well (especially in the non-asymptotic limit of finite packet
sizes) across the large range of channel conditions that are observed in practice.

Indeed, practical wireless radios such as the ones based on the various IEEE 802
standards (e.g., 802.11, 802.15, etc.) employ only a simple coding strategy, mostly
for error detection. Nodes transmit at one of a discrete set of power levels, and rely
on a small number of link-layer packet retransmissions to overcome errors. All other
packet losses are visible to higher layers, where they may be recovered using end-to-
end mechanisms (such as TCP retransmissions or packet-level forward error correc-
tion implemented by applications). Most wireless mesh networks are radio networks
comprised of radios similar to 802.11.

Another way modern radios (e.g., 802.11 chip-sets) cope with channel variations
is the use of adaptive modulation schemes, allowing higher layers to set one of sev-
eral possible bit rates. If frame loss rates at a particular bit rate rise, reducing the bit
rate can reduce the observed frame loss ratio and improve throughput. Several bit
rate adaptation schemes have been proposed (see [7] for a detailed treatment), and
the topic remains an active area of work. We view bit rate selection as being comple-
mentary to quality-aware routing, in the sense that once the routing protocol picks
the best neighbor to use for a destination using measured cost metrics, the link layer
picks the best bit rate (modulation scheme) to use for that neighbor.

In the presence of bit rate adaptation, some routing metrics may need to be read-
justed, and properly normalized with respect to the transmission rate. For instance,
for many applications, a packet loss rate of 10% at 10 Mbps may be preferable over
a 5% loss rate at 1 Mbps. Hence, a metric based solely on the loss rate should be
modified to take the variety of available rates into account.
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9.2 Routing Metrics for Wireless Mesh Networks

In this section we study seven cost metrics, discuss their relative benefits and short-
comings, and whether they would be appropriate for wireless mesh networks. These
metrics are Hop Count, Per-hop Round Trip Time (RTT, [8]), Per-hop Packet Pair
Delay (PktPair), quantized loss rate [9], Expected Transmission Count (ETX, [10]),
modified ETX (mETX, [11]) and Effective Number of Transmissions (ENT, [11]).

9.2.1 Hop Count

The traditional approach to routing in ad hoc wireless networks is minimum-hop
(shortest-path) routing (e.g., [1,5]). The hop count is the simplest cost metric, and
the simplicity of it may be attractive for networks for which mobility is high. Indeed,
all other cost metrics require a link-level quantity to be measured or estimated and
this process takes time, during which the same quantity may alter significantly. Con-
sequently, in mobile networks one may be forced to use the simple hop count, which
requires minimal amount of measurement.

Although simple, minimum-hop routing inherently “quantizes” the state of a link
into one of the two states, “up” or “down.” In reality, the state of a wireless link is
not in any one of the two states at any point in time. For instance, Fig. 9.1 illustrates
the packet delivery ratio taken from a certain link in the Roofnet wireless mesh net-
work [12]. Each node in the network has an 802.11b wireless card and an antenna.
The transmission rate is set to a constant 11 Mbps. The delivery ratio was obtained
by sending a sequence of 1500-byte broadcast packets, with the receiver keeping
track of which packets were received successfully. The successful receipt or loss of
a packet defines a binary random variable; each sample delivery ratio in the graph
is the average of a window of 40 successive binary random variables. The window
advances by 1 for each reported sample. Clearly, the loss rate is almost never O or 1,
but most of the time it is in the “grey” area in between these two extremes.

It has also been illustrated in different platforms (e.g., [13]) that in the presence
of link variability, which is a common phenomenon in wireless mesh networks, min-
imum hop fails to have a satisfactory performance.

9.2.2 Per-hop Round Trip Time

A delay-based link cost metric was proposed in [8]. This metric uses the measured
average round trip time (RTT) seen by unicast probes between neighboring nodes. It
is originally built as a part of a Multi-Radio Unification Protocol (MUP) -a channel
assignment protocol for community networks. Its application as a routing cost metric
was implemented in [13].

To measure the channel, a probe packet is broadcast every 500 ms. Upon receiv-
ing a probe packet, each neighbor responds immediately, but in a non-preemptive
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Fig. 9.1. Packet delivery rate for a link of Roofnet.

manner. The acknowledgment contains a time-stamp so that the RTT can be calcu-
lated. The node keeps an exponentially weighted moving average (EWMA) of the
RTT samples for each neighbor:

RTT estimate[n + 1] = 0.1 x RTT[n] + 0.9 x RTT estimate[n]

which is a low pass filter with a bandwidth of a few packets. The RTT estimate of
the link is then assigned as the cost for the link. This metric is composable, since
the sum of the RTT estimates over two links in cascade is the RTT estimate for the
two-hop path.

The RTT cost metric contains several components contributing to the delay at a
link.

e Queueing delay: Since the neighbors reply to the probe packets in a non-
preemptive manner, the instantaneous RTT incorporates the time it takes for the
existing jobs to be processed at a node.

e Channel quality: A packet may not be correctly decoded due to channel issues
caused by fading or interference by other nodes not directly contending with our
node. In this case, the packet is retransmitted up to a certain maximum number
of times, contributing to the RTT calculation.

o Channel contention: If there are other nodes in the vicinity of one of the neigh-
bors, the probe packet or the acknowledgment can get delayed due to direct con-
tention. Contention can also be viewed as a channel issue (an outage) caused by
a nearby node causing an intolerable amount of interference.

All of the above factors are legitimate factors that should be taken into account when
considering the cost of a link. Indeed, it was illustrated in [8] that in a 12 node net-
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work simulation with a real world web traffic model, the RTT metric is a reasonably
well representative of the actual load at the nodes. Another set of simulations were
run for a relatively lightly loaded network of 35 nodes, a small subset of which gen-
erates web traffic. When the RTT metric was used for channel assignment to pick the
cleaner frequency for each hop, the network throughput increased by up to 70% and
the average delay reduced by 50%.

However, there is a fundamental problem associated with using a routing metric,
such as the RTT, which varies with varying load. It leads to either a highly oscil-
latory behavior or even instability. Specifically, suppose the delay at a certain node
decreases due to reduced load at that node. Then, more and more of the paths tend
to pass through this node, which will pull the delay, and hence the RTT metric back
to a high value. The way the protocol is designed, such oscillations leading to route
instability cannot be suppressed. The factors causing this type of route instability is
referred to as “self interference.”

In [13], the RTT metric was experimentally analyzed in a 23 node network in
which every node pair initiates a long TCP session. The median of the average
throughputs of all the sessions may be 75% lower when RTT is used instead of
the simple hop count (which achieves around 1100 Kbps). The authors also illus-
trated that this reduction was indeed due to self interference, since the optimal path
assignments change about 20 times more frequently with RTT, compared to the hop
count.

One needs to be careful in using delay related quantities as a cost metric because
of the self interference phenomenon. One solution proposed is to use another metric,
per hop packet pair delay (PktPair), which is based on a simple modification to the
per-hop RTT metric. We study the PktPair metric in the next section. Some other
issues associated with the RTT metric can be listed as:

e The overhead associated with measuring the RTT may be high.

e This metric implicitly accounts for the link rate (the transmission time is in-
versely proportional to the link rate), but when the queueing delay is large rela-
tive to the transmission time, the link rate becomes an insignificant portion of the
metric. However, in a dense network, increased link rate is a much more impor-
tant component of the system performance since the interference and duration of
contention are reduced by an increased data rate. Hence the amount of RTT spent
on air should be a more important portion of the link cost compared to that spent
in a queue at a node. Any throughput based metric can be modified simply to
take the link rate into consideration, but it is not as easy for a delay based metric.

o This metric does not respond to the channel variability at time scales shorter than
tens of packets. Indeed, the instantaneous RTT is sampled once every 500 msec
and the resulting sequence is further low pass filtered with an EMWA filter. Thus,
for a certain change to be effective in the route calculation, it should be sustained
for an extended amount of time (5-6 seconds). The system is not responsive to
the variations or bursty losses at time scales lower than that.
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9.2.3 Per-hop Packet Pair Delay (PktPair)

PktPair was built by [13] in an effort to modify per hop RTT, which was shown to be
problematic due to two issues. First one is the self interference and the second one is
the relative significance of the queueing delay compared to the transmission time in
the overall cost.

The idea of PktPair is based on sending a short probe packet ahead of a long one
and using the short one to set a time reference. A small packet (of size 137 bytes) and
a large one (1000 bytes) are sent in succession and each neighboring node keeps the
time difference between the reception of these two packets. This value is fed back to
the sender, which keeps an EWMA. This average is assigned as the cost metric for
the link.

The measured difference between the times of reception of two successive pack-
ets includes potential delays due to contention for the medium with other nodes and
the possible retransmissions due to channel issues caused by fading and other nodes
communicating in the vicinity. Unlike the per hop RTT, PktPair does not have any
component for the queueing and processing delay in it. This suppresses the route in-
stability due to self interference to some extent. Indeed, the queueing and processing
portion of an increase in delay do not contribute to an increase in the metric. How-
ever, an increase in contention still causes the metric to increase. Consequently, in a
dense network with long term TCP flows, the average throughput increases (to 600
Kbps) by more than 100% and frequency of the change in the optimal path assign-
ments reduce by about 50% compared to the RTT. Nevertheless the improvement is
still not good enough for PktPair to outperform even the simple hop count metric.

Another issue associated with PktPair is the overhead, which is even higher than
the overhead with per hop RTT.

9.2.4 Quantized Loss Rate

In [9] Yarvis et al. proposed a routing metric that estimates the per-link frame deliv-
ery ratios and uses the end-to-end path loss probability as the cost of routing over a
path. Since the increase in the load affects the metric only through the increased con-
tention, the effects leading to self interference are suppressed as much as the PktPair.
The implementation was done for the sensor network platform; therefore, a large
number of simplifications were made to make it practical in the presence of limited
computational power.

To measure the link quality, each node keeps track of the number of correctly
received packets from each of its neighbors. In particular, a window of the most re-
cent 32 packets is considered for each downlink and an average number of correctly
decoded packets is calculated. This value is then quantized depending on the region
it lies: Qp: 53-100% loss, Q1: 21-53% loss, Q2: 10-21% loss and Q3: 0-10% loss.
The midpoint of each region (i.e., 75%, 35%, 15% and 5%) is assigned as the repre-
sentative of the region. Each node keeps track of its uplink to every neighbor as well
and records the higher one of the two quantized loss rates as the (bi-directional) cost
of the link.
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The quantized loss rate metric is composable. Even though the end to end loss
rate is not equal to the sum of the individual loss rates, one can simply use the log
function. Indeed, we can add the -log of the estimated delivery rate (R, = 1 —
loss rate) of each link to get the log of the end-to-end delivery rate for the path. This
simple modification is used in the actual algorithm. The following table summarizes
the metric assignment process.

Quality|delivery rate| R. |—log(R.)|cost metric
Qs | 90-100% |0.95| 0.05 1
Q- 79-90% |0.85| 0.16 3
Q1 47-19% |0.65| 0.43 8
Qo 0-47% 0.25 1.39 28

This metric was tested over DSDV in a sensor network platform, and its perfor-
mance is compared with that of the plain DSDV, for which the hop count is the cost
metric. For 28 nodes, the quantized loss rate metric reduced the network wide loss
rate by a percentage between 24-32%. For increased number of nodes, the amount
of improvement decreases (e.g., for a 48 node network, percent improvement is be-
tween 6-20% and for a 91 node network it is between 2-4%). The authors argued
that a good portion of this reduction in improvement might be due to the limitation
of computational resources in the sensor nodes. Specifically, an increased number of
nodes may be leading to an overflow in the neighbor lists, causing them to become
ineffective. Note that, in wireless mesh networks, the lack of resources is less of an
issue and the reduced improvement may be less significant.

Another issue about this metric is that it does not account for the total bandwidth
consumed, because it will prefer two links of low loss rate over a single link with
higher loss-rate. When link-layer retransmissions are used, the one-hop path may be
able to deliver the packet without as many total transmissions as the two-hop path.
In fact, ETX is motivated by this observation.

9.2.5 Expected Transmission Count (ETX)

ETX is a metric proposed by [10] for 802.11-based radios employing link-layer re-
transmissions to recover from frame losses. Basically, the ETX of a radio link is the
estimated average number of {data frame, ACK frame} transmissions necessary to
transfer a packet successfully over the wireless link. In ETX, each node estimates
the frame loss ratio py to each of its neighbors over a recent time window, and ob-
tains an estimate p,. of the reverse direction from its neighbor. These loss estimates
are obtained using broadcast probe packets (that are not retransmitted) at the link
layer once every second. The estimate for py and p, is, respectively, the fraction of
the probes and the acknowledgments correctly decoded in the last ten seconds. The
node then calculates the expected transmission (ETX) count for the link between the
neighbor as m. The ETX metric is composable, since the expected value

of total number of transmissions over a path is the sum of the individual expected
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number of transmissions of the links along the path. In the presence of bit rate adap-
tation, the only modification required for ETX is to use the Expected Transmission
Time (rather than Count) as the metric [14], because a lower bit rate ends up using
the channel for a longer period of time.

The number of transmissions of a packet on a radio link is an appealing cost
metric because minimizing the total number of transmissions maximizes the overall
throughput. It was shown in [13] that the ETX metric improves the average through-
put of the TCP flows in the 23 node network (to 1357 Kbps) by 23.1% over the
hop count metric. Also, the frequency of the changes in the calculated optimal paths
is only 3 times as much as the hop count, which implies that the effects leading to
self interference are mostly suppressed. This is expected since the link level retrans-
missions depend only on the link level packet errors caused by channel issues. The
channel issues are almost completely independent of the load at a node.

Although the experimental results show that ETX performs better that traditional
shortest path routing under static network conditions, it may perform poorly under
highly variable channel conditions and burst-loss situations. Indeed, the ETX of the
link is the reciprocal of the (estimated) probability of correct packet delivery. This
definition implies that the probability of delivery of distinct packets is assumed to be
an independent and identically distributed process, and hence the number of trans-
missions per packet has a geometric distribution. If successive packets were lost
independently with probability equal to the average packet error rate of the channel,
the assumption would be accurate. However, packet losses generally occur in bursts
and the packet loss probability is usually variable and correlated.

Consider for example the traces in Fig. 9.2 taken from four distinct links in the
Roofnet (the first trace was already given in Fig. 9.1 and the method of obtaining
the traces was explained back there). Each of these four links has an ETX of ap-
proximately 2 during the testing period. Therefore, if ETX is taken as the metric for
quality, these four links are identical. On the other hand, the sample variances of the
delivery ratios are quite different for these links, i.e., these wireless links have similar
long-term average behaviors, even though their short-term behaviors are quite differ-
ent. Indeed, the sample coefficient of variation for the binary packet error sequences
are 7.92, 2.16, 1.20 and 0.61.

One may ask whether it is possible to increase the frequency of ETX measure-
ments and change the optimum paths accordingly more and more frequently un-
til the “remaining” variability between updates is somewhat insignificant. Unfortu-
nately, the update procedure involves significant amount of overhead in the network.
If repeated frequently, it causes inefficient use of resources, extra interference and
even instability of the routing algorithm. Therefore, the time-scale over which path-
selection decisions are made is typically no less than tens or hundreds of packets;
i.e., once a path between two nodes has been selected, it is likely to remain for sev-
eral seconds. As shown in Fig. 9.2, there may be a huge channel variability over that
time-scale and the ETX has to live with that.

In [15] Koksal et al. showed that the variability in short, as well as the longer
time scales has a significant impact on the expected number of transmissions. It was
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Fig. 9.2. Packet delivery rate for four distinct links of Roofnet.

further shown in [11] that, given two links in Roofnet, it not uncommon that the
link with a lower ETX metric may in fact lead to a higher observed loss rate at the
transport layer. The main reason for this is that good link-layer protocols do not try
to retransmit lost packets forever but give up after a threshold number of attempts.
When losses occur in bursts, picking the link in the middle of a burst-error situation
would be bad even if it had a lower ETX.

To summarize, ETX can improve the throughput of a wireless mesh network by
a significant amount compared to the hop count cost metric. However, ETX metric
cannot track the variability of the channel at short time scales due to potential route
instability.

9.3 Modified Expected Number of Transmissions (mETX)

This metric is built to overcome the shortcomings of ETX in the presence of channel
variability. The development is based on a certain characterization of the channel
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given in [15]. The authors developed tools to analyze the channels with non-iid losses
and quantify the impact of channel variability on the number of transmissions. This
lead to the mETX metric proposed in [11].

The model assumes that the bit error probability on a link is a (non-iid) stationary
stochastic process. The variability of the link is modeled using the statistics of this
stochastic process. Then, the mean number of transmissions is analytically calculated
and the results show that it can be closely approximated with the first two order
statistics of the bit error probability, summed over a packet duration. For mETX, the
critical time scale for the link variability is the transmission time of a single packet
including all its retransmissions.

The mETX metric is a function of the mean, ux and the variance, 022 of X, the
bit error probability summed over a packet duration:

1
mETX = exp <,u2 + 20}) . 9.1)

The p 5 term represents the impact of slowly varying and static components in the
channel (e.g., shadowing, slow fading), while the 0% represents the impact of rela-
tively rapid channel variations (e.g., flat fading, interference) that the yx term (and
hence the ETX) cannot track.

To estimate these two parameters, bit level information is necessary. Counting
only the packet losses is not sufficient; thus, probe packets with a known content
are used for estimation. The parameters py and 0% are estimated by considering
the number of errored bits in each probe packet. As in the ETX metric, each node
sends probe packets periodically to calculate a loss rate sample and this information
is passed to a moving average filter. Alternatively an EWMA filter can be used.

In [11], results of link measurements taken from 57 links that belong to distinct
pairs of 12 different nodes of the Roofnet testbed were illustrated at a transmission
rate of 11 Mbps. Based on the measurements, it was shown that the packet loss
probability has a higher correlation coefficient (p = 0.85) with 03, than it has with
wx (p = 0.59). Consequently, the link variability can be even more relevant than the
ETX for packet losses. Also, by combining the impact of variability and the average
loss rate, mETX achieves a drop of between 7%-50% in the average network loss
rate (corresponds to an improvement of up to 60% in TCP throughput). The amount
of reduction varies with the number of nodes and the node density.

The main drawback of the mETX metric is the complexity of the channel es-
timation. Firstly, the probe packets need to be processed at the bit level. This may
not necessarily be an issue for the mesh networks due to the relative abundance of
processing power, however, may be problematic for other platforms such as sensor
networks. Secondly, the variance component, 022 increases with increased estima-
tion error. Namely, a link may have a high mETX metric due to not only the high
channel variability, but also the estimation error. Consequently, a better link with a
high estimation error may end up having a higher metric than a worse link. On the
other hand, one can justify the fact that links with more degraded information are less
preferable, using the famous quote: “the shortest way home is the way you know.”
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In the same way as ETX, the mETX can be adapted easily for radios that provide
bit rate adaptation by normalizing the metric with respect to the transmission rate.

9.4 Effective Number of Transmissions (ENT)

The motivation for the ENT metric is to find routes that satisfy certain higher-layer
protocol requirements. The challenge is finding a path that achieves high network
capacity while ensuring that the end-to-end packet loss rate visible to higher layers
(such as TCP) does not exceed a specified value. Given a loss constraint, picking
the path that maximizes the link layer throughput may not be sufficient, because it
may involve links with high loss rates. Because link-layer protocols give up after a
certain threshold number of retransmissions (M), ETX and mETX may pick links
that violate the loss rate requirement visible to higher layers. The ENT metric is
designed to meet the desired goal.

Similar to the mETX metric, the ENT metric also characterizes the probability
of bit error as a stationary stochastic process. Using a large deviations approach, it
was shown in [11] that the probability of a packet loss (i.e., number of transmissions
exceeding M) can be well approximated with

1 (logM — 2
Poss = exp l_Q (gO'ZuE> ] 9.2)

for large packet sizes and large values of M. Now suppose the desired loss probabil-
ity is Pyesired and let § = —10g Pyesired/ log M. There is a one-to-one correspondence
between the desired loss rate and ¢. Thus the parameter ¢ uniquely specifies Pyegired-
Note that § is referred to as the temporal diversity gain in wireless communication.
For a given Pjegireq (i-€., 9) to be met, Poss < Pyesirea and consequently,

wx + 2(5022 < log M. 9.3)

The sum in the left side of (9.3) is defined as the log effective number of transmis-
sions (i.e., log ENT) of the link.

One way to interpret (9.3) is as follows. Suppose the higher layer does not specify
any loss probability constraint, i.e., § = 0. Condition (9.3) turns into a comparison of
15 (hence the average bit error probability of the channel) with M. Thus, the higher-
layer requirement turns into a condition involving average link parameters only, as
is the case with ETX. Now suppose the higher-layer has a loss rate requirement, i.e.,
0 > 0. In that case one needs to underbook the resources to meet the loss probability
target. The amount of spare ETX that has to be put aside in order to accommodate
channel fluctuations is 200%. This margin allows the packet loss probability target
to be met. As expected, this amount is directly related to the variability, 0%, of the
channel and the strictness, ¢, of the loss rate requirement. This interpretation of ENT
is analogous to the notion of effective bandwidth, which was developed to model
variable traffic sources in queueing networks. Indeed, ENT can be interpreted as the
effective bandwidth of the discrete stochastic process, the number of transmissions.
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ENT has a structure similar to mETX. The main difference is the extra degree
of freedom due to the factor 2. Indeed, the mETX is the ENT evaluated at § =
1/4. Similar to the mETX, a by-product of ENT is to reduce the packet loss ratio
observed by higher-layer protocols, after any link-layer retransmissions are done.
Also, since exactly the same parameters are used in the ENT as in the mETX, the
channel estimation procedure is identical.

On the other hand, the ENT metric is not additive as the ETX or the mETX. The
metric is composed over successive links using minimax type routing algorithms.
More precisely, among all the paths between two nodes, the path along which the
links minimizes the maximum ENT is selected as the best route. Another algorithm
that combines the ETX and the ENT metrics was proposed in [11]:

“For each link, compute its log ENT. Compare against log M. Assign a cost
of oo to the links that have log ENT > log M and assign a cost of ETX to the
others. Between any pair of nodes use the path that minimizes the total cost.” This
algorithm focuses only on the feasible links, i.e., the ones that satisfy the application
loss requirement, Pg. It picks those with the minimum ETX among those.

The average network loss rate is also simulated with the link-level data acquired
from the Roofnet. The set of feasible links are defined to be those that have an ENT
of less than 16 for the § parameter varied between 1 and 2.5. There were some inter-
esting trends. First, the observed loss rates can be controlled by merely adjusting the
“space parameter” §, which acts as a knob to control the performance. Not only it is
guaranteed that each link has no more than a certain desired loss rate, but also the
average network loss rate can be reduced by an amount between 7-55% depending
on the network size and the control parameter §.

There is a catch, though. The loss rate does not decrease monotonically with in-
creasing 0. Beyond a certain threshold, the loss rate starts to increase. The reason for
this transition is that too many links are eliminated for violating the loss constraint.
Consequently, even many “decent” links are gone and no feasible paths remain be-
tween some node pairs and the network becomes disconnected.

Another benefit of ENT is that it can be calibrated. A network architect can ad-
just the § parameter until the desired network performance is achieved. Indeed, the
derivations in [11] are based on certain assumptions, which can be partly violated in
different platforms and environments. It is useful to have a degree of freedom for the
necessary adjustments.

The main drawback of the mETX metric is valid for the ENT as well. Since the
same channel estimation procedure is followed, the estimation error affects the ENT
metric similar to the mETX metric.

9.5 Geometric Interpretation of Routing Cost Metrics
This section provides a unified geometric framework that combines the mean and

standard deviation of the bit error rate process to visually compare the (quantized)
loss rate, ETX, mETX and the ENT metrics.



9 Quality-Aware Routing Metrics in Wireless Mesh Networks

239
us —log M
« Oy
b —
* . — links
T/
[ ]
[ ]
[ ]
T min expected
# transmissions

(a) Each point in (o, ux) coordinate space repre-
sents a link.

uy—log M
Ox
L.
Q l; N . l
l”\\ . ‘\
%sin

probability of loss

(b) The slopes of the dashed lines are represen-
tatives of the loss probability.

uy —log M

Oy

region

(c) The points in the feasible region satisfy Poss < exp(—d(
log M)).

Fig. 9.3. The geometry of the channel parameters and the loss probability.



240 C. E. Koksal

Let us represent a wireless link by two parameters, p1x and ox. Each link cor-
responds to a point in the coordinate space (o, ux) as illustrated in Fig. 3(a). In
these graphs we use pyx — log M instead of px as the y-axis. This only introduces
a linear shift, but simplifies our discussions. In this space, the point with the lowest
ordinate value is the one that minimizes the ETX. Such links will be preferred by
routing algorithms that employ 5 as the link cost metric (e.g., ETX).

For any given point, the slope of the line connecting the origin to that point is
(ux — log M) /o5 Combining this with Eq. (9.2), points with smaller slopes, i.e.,
points with larger |(uy — log M) /o x| have lower loss probabilities. For instance,
in Fig. 3(b), link [ has a higher loss probability (and hence a higher Quantized Loss
Rate) than link I’. If the objective is to minimize the probability of loss, then the path
selection algorithm should choose points with large |(ux — log M) /o 5| ratios.

The set of points with a certain diversity gain, i.e., for a given J, the links that sat-
isfy 0 = — log Pioss/ log M lie on a parabola as shown in Fig. 3(c). Thus, the points
outside the shaded region have a lower diversity gain and fail to satisfy the required
constraint for Pj,. The shaded region can therefore be regarded as a feasible region.
Notice that for § = 0 (i.e., no loss-rate requirement) the feasible region is the entire
fourth quadrant. The region shrinks as ¢ is increased since the boundary of the region
becomes more and more concave. Hence, a smaller number of links become feasible.
For instance, consider the routing algorithm, which minimizes the ETX subject to an
ENT constraint. It should pick the links with small ordinate values among the points
in the feasible region.

Similarly, the set of links with a constant mETX constitute a parabola in the
coordinate space (o, 1x). Indeed, the set of points with mETX equal to the constant
c lie on the parabola specified by

L,
Uy + 05 =c.

2
These parabolas can also be viewed as the boundaries for a feasible region, where the
feasible links are those with mETX less than some given c¢ value. Constant mETX
curves are illustrated in Fig. 4(a). As c is reduced, the boundary moves farther away
from the x-axis and consequently the set of points with smaller mETX shrink.

Finally, consider the vertical distance, D)), between any admissible link I :

(03, py) and the boundary of a feasible region of links. As illustrated in Fig. 4(b),

DY = —(uy —log M) — 260%
=log M — ENTW(5). 9.4)

Hence, the feasible link that maximizes the vertical distance to the boundary of the
feasible region is the one that minimizes the ENT. This means that, given an increase
in the expected number of transmissions, the link with a small ENT is more likely to
remain in the admissible region. Thus, if the objective is robustness with respect to
the uncertainty in the measured parameters and to changes in the expected number
of transmissions, the routing algorithm should choose points with smaller ENT.
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Conclusion

In this chapter we have studied seven routing cost metrics to be used for selecting
good paths in wireless mesh networks. The following table summarizes these met-
rics, their benefits and drawbacks.

Metric Definition Benefit Drawback
Hop Count # Hops Simplicity Chooses poor links
Per hop RTT Delay/hop Incorp. multiple factors Self interference

PktPair | Transmit delay/hop |Reduces self interference High overhead
Loss Rate Packet loss rate Eliminates lossy links | Low bandwidth paths

ETX # Transmissions Improves throughput | Fails under variability

mETX ETX w/variability | Works w/variable links | Sensitive to est. errors

ENT Effective bandwidth| Provides controlled QoS |Not composable solely
of link

There are a couple of directions along which the routing metrics can be stud-
ied further. One paradigm for routing in wireless networks is cooperative diversity.
Cooperative diversity takes advantage of broadcast transmission to send information
through multiple relays concurrently. Similar to the traditional routing protocols, co-
operative schemes also require a differentiation mechanism among different links,
which makes the cost metrics necessary. For instance in EXOR [16], once a packet
is transmitted over a hop, it may be decoded correctly by a number of other nodes
as well as the intended next hop. After the transmission, a priority ordering of such
nodes is made to decide who will relay the packet next. This ordering is based on
the total cost of different paths from each node that has a copy of the packet to the
ultimate destination.

New metrics can be engineered specifically for cooperative communication as
well as the multipath routing setting, in which data between a pair of nodes can be
carried over multiple paths simultaneously. In the multipath scenario, the compos-
ability of a metric becomes critical not only along each path, but also over parallel
paths.

Another extension can be to build metrics based on physical layer parameters
such as the signal-to-noise ratio (SNR). This can shed further light on the impact of
physical layer on optimal routing decisions. It can also bring the channel estimation
in line with the common practice of using physical layer pilot symbols to estimate
the channel gain.

Finally, studying the impact of adaptive coding and power control on routing is
critical for WiFi and 802.11 based networks, since rate adaptation is an integral part
of these standards.
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10.1 Introduction

Wireless mesh networks [1] is an emerging wireless technology that allows robust
and reliable wireless broadband service access at relatively low cost. They include
two types of nodes: mesh routers and mesh clients. Both types of nodes operate
not only as hosts but also as routers, forwarding packets on behalf of other nodes
that may not be within direct wireless transmission range of their destinations; in
addition, a mesh router may have gateway/bridge functionalities [1]. Wireless mesh
nodes dynamically self-organize and self-configure, automatically establishing and
maintaining mesh connectivity among themselves.

This chapter focuses on a mesh network using the IEEE 802.11 technology. Con-
sider the network section including mesh clients and routers (hereinafter also called
nodes) that wish to connect to a mesh gateway, through either direct or multihop
communications. The problem addressed here is how to transfer traffic between the
wireless nodes and a gateway in a fair, efficient manner.

Routing protocols for wireless networks are usually designed considering that all
nodes within transmission range of a transmitter are equivalent. However, this is of-
ten false, as the quality of the channel toward (and from) different one hop neighbors
may significantly vary with distance, presence of obstacles and interfering transmis-
sions. Also, since 802.11 off-the-shelf devices implement rate-adaptation techniques,
the link quality directly determines the data transmission rate to be used between
pairs of nodes. Thus, measuring routing distances in terms of number of hops may
be misleading, as routing through a larger number of high-rate hops may lead to a
higher network throughput with respect to performing fewer low-rate forwards [2,3].
An example of this behavior can be observed in the simple scenario of Fig. 10.1.
Here, all nodes are within receive range of each other, and both A and B send CBR
over UDP data to C using the 802.11 Distributed Coordination Function (DCF) to
access the radio channel. Assume that A enjoys an optimal channel quality toward C,

*This work was supported by the Italian Ministry of University and Research through the
TWELVE and the MEADOW projects.
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while B experiences a low quality channel due to distance and/or obstacles. The re-
sulting decrease in B’s data transmission rate is the cause of the well-known 802.11
anomaly phenomenon [4], which reduces the overall network throughput, as shown
in Fig. 10.2. However, if the channel quality between B and A is good enough and
A relays data from B toward C, then the resulting overall network throughput is
better than that obtained with a 2 Mb/s direct data transfer between B and C'. Even
higher improvements are obtained when employing TCP, which introduces reverse
acknowledgments flows from C'to A and B.

Fig. 10.1. Single-hop anomaly scenario.
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Fig. 10.2. Network throughput versus per-node offered load, with rac and rpa equal to 11
Mbps and varying rpc.

An idea to overcome the problem described above is to design a routing protocol
accounting for medium access control (MAC) and physical layer performance in the
route computation, by making multiple fast hops preferable to single slow ones. The
joint design of MAC and routing schemes is however a challenging issue. Indeed,
even if the use of relay nodes may alleviate the anomaly effect and increase the
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system throughput, as shown in the example above, the role of relay is a thankless
one: in addition to its own traffic, the relay node must carry other nodes’ traffic.
Therefore, some incentives are needed so that the throughput of the relay node is
close to that of the same node without relay traffic.

In this chapter, we first define and examine two relay strategies that aim at giving
relay nodes some incentives for their roles, while at the same time enhancing the
overall throughput of the network. The first strategy involves the implementation of
two Logical Link Control (LLC) queues at each node: one handles ‘local’ traffic,
the other collects relay traffic from other nodes. The second technique relies on the
enhanced distributed channel access (EDCA) specified by the IEEE 802.11e draft
standard [5]. We then use experimental measurements and simulation results to de-
rive some guidelines on designing an efficient, cross-layer, relay selection scheme
that accounts for quality and transmission rate of the available links. We describe a
relay selection algorithm and define a relay-quality aware routing [6], as an extension
of the Optimized Link State Routing (OLSR) [7] protocol.

The rest of the chapter is organized as follows. Section 10.2 reviews some work
on routing in ad hoc networks. The benefits of multihop forwarding in counteracting
the anomaly effect are discussed in Section 10.3, with the help of experimental mea-
surements. Section 10.4 describes the proposed traffic forwarding strategies and their
performance. Section 10.5 summarizes the major lessons learned from experimen-
tal measurements and simulation results, and presents our relay selection algorithm.
Section 10.6 describes its implementation and shows some performance results.

10.2 Packet Relaying in Wireless Networks

Routing in wireless networks has received a great deal of interest, and several
schemes have been proposed which exploit various metrics for route selection.

In [8] it has been observed that a routing scheme using the hop count as a metric
for route selection may not be the best choice. Indeed, while this scheme may be
appropriate in single-rate networks, in a multi-rate environment it tends to select
short paths composed of maximum length links. Since long distance links operate at
low rates, poor throughput performances are likely to be obtained. To select high-
throughput paths in multihop networks, the use of the expected transmission count
(ETX) metric is proposed in [2]. Based on the ETX metric, the route featuring the
fewest expected number of transmissions (including retransmissions) to deliver a
packet is chosen.

The solutions presented in [3, 9, 10] design multirate-aware routing schemes to
increase utilization of 802.11-based, multihop networks. In particular, the key idea
in [9] is to change the next-hop node to another node where higher data rates are
available. In [3], the authors proposed a scheme for route selection that attempts at
solving the ‘anomaly’ effect thus yielding improved throughput performance. When-
ever a source node requires a route to a destination node, the proposed scheme de-
termines the best path based on the collision probability at the MAC layer and the
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Table 10.1. Testbed details: Hardware and software tools.

NIC Cisco wireless 802.11a/b/g chipset Atheros
NIC Driver Madwifi
(0N Linux, live CD Slackware based
PHY 802.11b
Enabled Interfaces Monitor mode/Ad-Hoc Mode

available bandwidth. The work in [10] presented a modified routing metric with re-
spect to ETX, which accounts also for the bandwidth available at the 802.11 nodes.
Similar issues were addressed in [11], where a MAC-layer, relay-enabled Point
Coordination Function (PCF) protocol was presented. The scheme allows packet de-
livery through a relay node if the direct link has low quality and low rate.
Finally, in [12] an analytical tool was presented, which evaluates the expected
throughput along a route in 802.11 multihop mobile networks.

10.3 Preliminaries

Given an 802.11 network with infrastructure where communication nodes use the
DCF scheme, the overall system throughput significantly decreases in presence of
low data-rate transmitters. The reason for this behavior is that DCF is based on
the CSMA/CA which provides an equal, long-term channel access probability to
all nodes. When a low data-rate node seizes the channel, it keeps it for a long time,
thus penalizing other high-rate nodes [4].

In this section, we describe the experimental measurements performed to study
the 802.11 anomaly and evaluate the advantages of the multihop relay mechanism.

10.3.1 Experimental Measurements

Experiments have been carried out in outdoor environments with the hardware and
software equipment described in Table 10.1. We employ three different laptops be-
having as wireless ad hoc nodes. Every laptop is equipped with a WLAN PCMCIA
network interface card (NIC). Thanks to the functionalities provided by the MadWifi
driver, we can enable multiple virtual network interfaces on each WLAN network
interface card: we exploit this feature to create on each machine two virtual inter-
faces, operating concurrently in ad hoc mode and in monitor mode, respectively. The
former mode allows every node to work as a router; the latter is used to dump traffic
traces at each node. Monitor mode is indeed necessary to collect all packets heard
on the channel, and to send them to the upper layers to dump them on a log file. For
our measurements, we use packet-level traces that are collected at every interface
involved, with the aim of having a faithful observation of the channel activity from
any possible active radio transceiver.
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The traffic generator iperf [13] is employed to generate both UDP and TCP traf-
fic, although here we show results under the UDP traffic scenario only. UDP data
flows consist of CBR data. The software used for traffic sniffing is called Tethereal —
the command-line version of the more known Ethereal.

The two network configurations that we test are as follows. A wireless node,
WNI, receives traffic from sources WN2 and WN3. WN2 uses a direct link at 11
Mb/s toward WN1 (flow tagged as Flow 2-1); WN3 can use either a direct link with
data rate set at 1 or 2 Mb/s (tagged Flow 3-1), or a single-relay transmission by
sending its traffic to WN2 through a 11 Mb/s link (flows tagged as Flow 3-2 and
Flow 2-1 R, respectively).
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Fig. 10.3. Aggregate throughput under the UDP traffic scenario.

Results

Fig. 10.3 presents the aggregate throughput as a function of the traffic generated at
one single node. Each point on the graph represents the average throughput over 4
different experiments with identical settings. Every single experiment spanned over
a 30 seconds time interval. The aggregate throughput is obtained as the sum of the
throughput gained by the two source nodes (WN2 and WN3). We considered the
traces collected at the receiving node, i.e., WN1, and took into account all packets
correctly delivered and acknowledged.

In each plot, three different scenarios are compared: the Relay configuration, the
configuration with No Relay where WN?3 transmits at 1 Mb/s and the configuration
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with No Relay where WIN3 transmits at 2 Mb/s. As expected, Fig. 10.4 shows that
the more the offered traffic, the higher the total throughput achieved by the network,
resulting in a linear slope till the network saturation is reached. It is interesting to
notice the advantage of the single-relay forwarding against the slower direct link:
the relay configuration clearly allows higher values of the aggregate throughput with
respect to the other two scenarios. The network with relay starts being saturated when
each wireless node generates 2.4 Mb/s, while with the direct links at 1 Mb/s and 2
Mb/s saturation is reached when the offered traffic per source is 600 kb/s and 1400
Kb/s, respectively.

The throughput achieved by each traffic flow is depicted in Figs. 10.4(a) and
10.4(b) for the No Relay and the Relay scenario, respectively, under UDP traffic. The
vertical continuous lines represent the computed confidence intervals. In Fig. 10.4(a)
the penalized node, WN3, is transmitting directly to the destination at 2 Mb/s. The
performance anomaly can be clearly detected here. When saturation is reached (i.e.,
the offered traffic is 1400 Kb/s), not only the throughput of Flow 3-1 is decreased
(dotted line), but also the throughput of the fast node (bold line) is significantly re-
duced, almost reaching the same values as the slow node for high traffic load. When
the relay node is employed (Fig. 10.4(b)), we obtain much better performance, and
the throughput starts decreasing only when the traffic sources generate 2.4 Mb/s
each. Interestingly, for high network load, the flow achieving the highest throughput
is Flow 3-2, while the slowest flow is the relayed traffic (Flow 2-1 R). The reason for
this behavior is that WN2 has to relay traffic besides transmitting its own, its through-
put is therefore lower than the one of Flow 3-2. As for Flow 2-1 R, several packets
belonging to relayed traffic are dropped at WN2 due to buffer overflow, leading to
a reduction in the flow performance. Results on loss probability and retransmission
probability confirmed the above considerations.

10.4 Forwarding Strategies

Here we present our forwarding strategies, which aim at providing an efficient as
well as fair traffic delivery in mesh networks. In the following we consider the traffic
to flow in the downlink direction, i.e., from a mesh gateway to wireless mesh nodes.
Similar observations are valid for the uplink traffic.

10.4.1 The Split Queues Approach

This approach provides for two LLC queues for each MAC queue at the wireless
node. We will call these queues “Local” and “Relay” queues: the former collects
packets originated locally and the latter collects relay traffic from other nodes. A
dispatcher at the queues input reads network-layer packets as they are handed down
to the link layer, and, based on the network-layer address, feeds them to the cor-
responding queue. A scheduler at the queues output serves the Local or the Relay
queue according to a simple Split Queues (SQ) algorithm that operates in the follow-
ing fashion:
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e the Relay queue is served if the Local queue was served in the previous round,
OR if the Local queue size is smaller than a threshold 77;

e the Local queue is served if the Relay queue was served in the previous round
AND if the Local queue size is larger or equal than a threshold 7;.

The algorithm is work-conserving, so if either queue is empty, the other is served
by default. This solution can be implemented on 802.11b wireless cards, requiring
only a modification of the LLC driver and no hardware changes.

10.4.2 The Access Category Approach

The second approach that we evaluate relies on 802.11e EDCA capabilities. In the
following, we first describe the main features of EDCA in order to make the paper
self-contained, then we introduce the proposed strategy.

Overview of 802.11e EDCA

Like 802.11 DCF, EDCA is based on the CSMA/CA scheme and employs the con-
cepts of Inter Frame Space (IFS) and backoff to distributively control the channel
access; furthermore it introduces the following innovations.

e When an 802.11e node seizes the channel, it is entitled to transmit one or more
packets for a time interval named Transmission Opportunity (TXOP); a TXOP is
characterized by a maximum duration, called TXOP_Limit.

e Various Access Categories (ACs) are defined, each of which corresponds to a
different priority level and to a different set of parameters to be used for con-
tending the channel. In particular, an 802.11e node operating under the EDCA
function includes up to four MAC queues; each queue corresponds to a dif-
ferent AC and represents a separate instance of the CSMA/CA protocol. A
queue employs the following parameters to access the channel: (i) the Arbitra-
tion Inter Frame Spacing (AIFS[AC]), similar to the DIFS used in DCEF, (ii) the
Minimum and the Maximum Contention Window (CW ;,[AC], CWmax[AC]),
(iii) and the TXOP_Limit[AC]. The higher the AC priority is, the smaller the
AIFS[AC], CW iy [AC] and CWmax[AC] are. The larger the TXOP_Limit[AC],
the greater the share of capacity of the AC. However, the values of CW ,;, [AC]
and CWnax[AC] have to be carefully chosen so as to avoid high collision proba-
bility among traffic flows belonging to the same AC, and the value of AIFS must
be at least as long as the DIFS interval (the only exception is for the AP that
can use a shorter AIFS in order to gain control of the channel for coordination
purposes, such as beacon transmission).

e Within every 802.11e node, a scheduler solves virtual collisions among the AC
queues, i.e., among the various CSMA/CA instances, by always enabling the
queue associated with the highest priority to transmit.
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The Proposed Approach

Consider that several queues are implemented at the MAC layer, each associated to
an Access Category (AC). Referring for the sake of concreteness to an 802.11e node
operating under the EDCA function, up to four MAC queues can be defined, each of
which corresponds to a different priority level and to a different set of parameters to
be used for contending the channel.

In the AC approach, packets are dispatched to a different MAC queue, hence to
a different Access Category, based on the locality of their address, and the type of
traffic. The choice that we have investigated performs the following assignments to
Access Categories in order of decreasing priority:

ACJ0] - Local UDP
ACJ1] - Local TCP
AC[2] - Relay UDP
AC[3] - Relay TCP

It is assumed that all other nodes implement 802.11e as well, and that, if they
are not acting as relays, their traffic can only enjoy AC[2] or AC[3] status, which
means a lower priority than local traffic from relay nodes. This provides an incentive
to users to have their wireless node act as a relay, since this will allow their own local
traffic to receive high-priority access. As a further incentive, relay nodes may be al-
lowed an extended burst of packet transmissions by tweaking their 802.11e TXOPs.
In our study we have experimented with TXOPs that allowed relay nodes to transmit
as many as three back-to-back packets. As can be easily seen, this solution requires
an 802.11e-enabled wireless LAN, and, though results are more promising than the
previous approach, its implementation depends on the availability of 802.11e tech-
nology.

10.4.3 Simulation Results

We study the performance of our strategies under various network scenarios, using
the ns-2 simulator. Firstly, we present two sets of results related to sample single-
relay and multiple-relay configurations, deriving preliminary observations. These re-
sults provide a comparison of the performance of the different strategies in a generic
setting, allowing the identification of the most promising solution. Next, we try to
establish elementary patterns of behavior in a simple four-node configuration with
different bit rates and varying number of relays. Our aim is to couple the best relay-
ing approach with the most effective choice of relay position and number.

Single- and Multiple-relay Scenario

In the following, we examine the results obtained by assuming the network topolo-
gies in Figs. 10.5 and 10.6. In both configurations we have 5 ‘fast’ nodes, i.e., close
to the mesh gateway (GW) and enjoying an 11 Mb/s link with the gateway. Then,
there are 5 ‘slow’ nodes to which the gateway can transmit either through a direct
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link at 1 Mb/s, or by using a ‘fast’ node as a relay. Note that relay nodes can transmit
to slow nodes through an 11 Mb/s link, and vice versa. We consider both the case of
a single relay for all slow nodes, and the case of multiple relays, one for each slow
node.
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Fig. 10.7. Aggregate UDP throughput achieved by the different strategies: Single relay.
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Fig. 10.8. Aggregate downlink TCP throughput achieved by the different strategies: Single
relay.

Traffic in the simulations is a mix of downlink UDP flows (mimicking a video
streaming application) and client-server interactions over TCP flows (with the wire-
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less nodes acting as clients and the server being located on the wired portion of the
network).
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Fig. 10.9. UDP Throughput Fairness index for the different strategies: Single relay.

Figs. 10.7 and 10.8 show the aggregate throughput achieved by UDP and TCP
downlink transfers, as a function of the offered UDP load, in the single-relay sce-
nario. The benchmark results using standard configurations show that, while the “no
relay” case clearly suffers from the anomaly effects of low-rate transmissions from
far nodes, the use of a relay node (curves labeled “with relay”) provides additional
throughput for UDP and TCP flows. Compared to these benchmarks, the improve-
ment introduced by our solution is clearly visible only for the Access Category ap-
proach (UDP throughput labeled “AC” and “AC with burst”). The use of the Split
Queues (“SQ”) only benefits the TCP throughput, while it is irrelevant as far as UDP
is concerned. Indeed, it behaves similarly to the standard relay case. A further insight
is gained by looking at the UDP throughput fairness index [14], that, for a variable
X, is defined as, )

iz Xi)
F(X)===5— 10.1
(X) NS X, (10.1)
where the X;’s denote the n samples of X. Fig. 10.9 shows that the SQ approach is
the least fair (and a little less fair than the standard relay case); such poor performance
highlights the inadequacy of the SQ approach at handling relay traffic when only one
node acts as relay for multiple nodes.

If we now consider the multiple-relay scenario, in Figs. 10.10 and 10.11, the UDP
throughput do not differ much from the single-relay ones, save for the AC approach
using extended three-packet bursts, which reaches higher values, at the expense of
fairness (relay nodes manage to transmit more local traffic). As far as fairness is
concerned, the Split Queue approach evenly distributes the throughput among near
and far nodes without incurring the penalizing unbalance experienced by the standard
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Fig. 10.10. Aggregate UDP throughput achieved by the different strategies: Multiple relays.

relay case, where far nodes achieve higher throughput than the local traffic of relay
nodes.

To summarize, throughput and throughput fairness index results in the latter sce-
nario provide us with a clear hierarchy of solutions. The Split Queue approach guar-
antees the same additional throughput of a simple relay solution, but can provide very
high and load-insensitive fairness, which cannot be said of the simple relay solution.
On the other hand, the use of 802.11e introduces remarkable throughput gains; the
performance is even better if coupled with relay burst transmission. The fairness at
best matches that of the no relay case, while it is worse for the burst case, as can be
expected.
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Fig. 10.11. UDP throughput fairness index for the different strategies: Multiple relays.
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Four-node Scenario

Having ascertained that the Access Category approach provides remarkable perfor-
mance gains in generic scenarios, we now seek to pinpoint the best combination of
relay strategy and relay position (as well as number of relays). The availability of
several bit rates across the network also provides us with an indication of the impact
of the 802.11 performance anomaly due to a mixture of different rates. The network
configuration shown in Fig. 10.12 allows us to single out test case behaviors without
the superposition of effects that a crowded WLAN exhibits. The nodes are spaced so
that the quality of the link between the mesh gateway and farther nodes is decreasing
with distance, and nodes are within radio range of each other. If no node acts as relay,
link speeds of nodes WN1 to WN4 are, respectively, 11, 5.5, 2 and 1 Mb/s, corre-
sponding to the four bit rates allowed by the IEEE 802.11b standard. Table 10.2 also
summarizes the configuration, whose results are referred to as the “no relay” case in
the plots, and are used as reference case.
We only consider UDP downlink traffic (i.e., no background TCP traffic).

Fig. 10.12. Simulated topology: Four-node configuration.

We begin by comparing results for three different single-relay configurations.
Tables 10.3, 10.4 and 10.5 show the relay position, marked by (R) beside the node
name. The “Next Hop” column indicates the destination of local and, possibly, relay
traffic of every node in the uplink direction (downlink transfers are routed over the
same path in the opposite direction); the “Bit Rate” column details the bit rate at
which data are exchanged with the next hop.

Table 10.2. No relay.

Node||Bit Rate (Mb/s)|Next Hop

WN1 11 GW
WN2 5.5 GW
WN3 2 GW

WN4 1 GW
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The comparison of throughput in Figs. 10.13, 10.15 and 10.17, corresponding
to a relay positioned at WN3, WN2 and WNI, respectively, confirms that the best
overall results are still yielded by the AC approach. However, only configuration 2
(WN2 as relay and lowest bit rate at 5.5 Mb/s) achieves a significant gain over the
no relay case, mainly because the position of the relay guarantees that no low-rate
transmissions take place, thus minimizing the impact of the anomaly. Configuration
3 (WNI as relay) not only yields low throughput, comparable to the no relay case,
but it is also hardly fair unless the AC approach is used (Fig. 10.18). Figs. 10.14 and
10.16 show that fairness is acceptable for configurations 1 and 2.
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Fig. 10.13. Downlink UDP throughput with a single relay (conf. 1).

Although not shown here for lack of space, uplink UDP results exhibit similar
behaviors in the three configurations considered.

The case of multiple relays has been studied in two sample cases: multiple relays
supporting different nodes (thus introducing a single additional hop to communi-
cations between far nodes and gateway) and multiple recursive relays (introducing
more than one hop between far nodes and gateway). The routing settings chosen by
each configuration are summarized in Tables 10.6 and 10.7, respectively. The inspec-

Table 10.3. Single relay - configuration 1.

Node ||Bit Rate (Mb/s)|Next Hop

WN1 11 GW
WN2 55 GW
WN3 (R) 2 GW

WN4 11 WN3
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Fig. 10.14. Downlink UDP throughput fairness index for the different strategies: Single relay
(conf. 1).
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Fig. 10.15. Downlink UDP throughput with a single relay (conf. 2).

Table 10.4. Single relay - configuration 2.

Node ||Bit Rate (Mb/s)|Next Hop

WNI1 11 GW
WN2 (R) 55 GW
WN3 11 WN2

WN4 55 WN2




10 Cross-layer Solutions for Traffic Forwarding in Mesh Networks 261

T T T T ]
Iy L - - .\W
Ty
0.9998 [ miv o S e b -
g | | 3 3 3
E 09996 [ e R A e e —
F : : : ; : :
0.9994 — """"" """"" ‘ " no rélay —e— ]
; ; with relay —%—
: : SQ —8—
0.9992 |-t b AC —a— ]
| | ~ AC with burst —6—
0.999 | | | | | |

512 768 1024 1280 1536 1792 2048 2304
Offered load [kb/s]

Fig. 10.16. Downlink UDP throughput fairness index for the different strategies: Single relay
(conf. 2).
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Fig. 10.17. Downlink UDP throughput with a single relay (conf. 3).

Table 10.5. Single relay - configuration 3.

Node ||Bit Rate (Mb/s)|Next Hop

WNI1 (R) 11 GW
WN2 11 WNI1
WN3 5.5 WNI1

WN4 2 WNI1
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Fig. 10.18. Downlink UDP throughput fairness index for the different strategies: Single relay
(conf. 3).

tion of results in Figs. 10.19, 10.20, 10.21, and 10.22 suggests that while multiple
one-hop relays are beneficial to the system (even more so using our scheme), re-
cursive relays are to be avoided. The dismal throughput performance highlighted in
Fig. 10.21 can be ascribed to the offered load increase caused by copies of the same
packet being transmitted several times across relays, though at high speed. Similarly,
fairness (Fig. 10.22) is seriously compromised by the different load imposed to relay
nodes (decreasing for nodes farther from the gateway).

Table 10.6. Multiple relays - configuration 1.

Node ||Bit Rate (Mb/s)|Next Hop
WNI (R) 11 GW
WN2 (R) 5.5 GW

WN3 55 WNI1

WN4 5.5 WN2

Table 10.7. Multiple relays - configuration 2.

Node ||Bit Rate (Mb/s)|Next Hop

WNI1 (R) 11 GW
WN2 (R) 11 WN1
WN3 (R) 11 WN2

WN4 (R) 11 WN3
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Fig. 10.19. Downlink UDP throughput with multiple relays (conf. 1).
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Fig. 10.20. Downlink UDP throughput fairness index for the different strategies: Multiple
relays (conf. 1).

10.5 The Fair Relay Selection Algorithm

The results shown in the previous sections allow us to draw a set of observations that
might be used as a springboard to design a Fair Relay Selection Algorithm (FRSA).
Below, we summarize the main conclusions that simulation has provided:

the 802.11 performance anomaly can be solved through the use of relays;
using differentiation techniques to support relay and local traffic is beneficial;
single relays offer a good compromise between the use of higher bit rates and
lower numbers of packet replicas;

e best performance is achieved if relay(s) uses similar rates between gateway and
mesh nodes;
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Fig. 10.21. Downlink UDP throughput with multiple relays (conf. 2).
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Fig. 10.22. Downlink UDP throughput fairness index for the different strategies: Multiple
relays (conf. 2).

e if multiple relays are available, it is best to distribute far nodes among them;
e recursive relaying should be avoided.

The definition of FRSA leverages existing routing algorithms for ad hoc net-
works; we choose to refer to a proactive routing scheme, such as OLSR, since it
seemed more suitable for including FRSA (see the following section). Also, given
the limited support currently available for IEEE 802.11e capabilities in commercial
hardware, we choose not to use any MAC-layer differentiation techniques. Nor do
we implement the Split Queues approach, in order to test the benefits deriving from
the new FRSA algorithm alone.
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The main requirement of the algorithm is the identification and ordering of
the available paths between a node and the gateway. The paths providing the best
throughput will be ranked first.

Following common notation, the resulting topology information stored by each
wireless node can then be mapped into a graph G(V, A), where V is a set of vertices,
representing the network nodes (n;), and A is a set of arcs, representing links be-
tween pairs of nodes (I;;); each link is associated to a cost ¢;;, a function of the link
feasible rate (i.e., the highest bit rate that can be used on that link). We define the
cost of link I;; as ¢;; = S, /r;;, where S; is the number of flows that go through node
1. We then select the minimum-cost path to each destination, that can be computed
by a shortest path algorithm, such as Dijkstra’s or Bellman-Ford’s algorithm.

10.6 FRSA Implementation as an Extension of the OLSR Scheme

In this section, we briefly summarize the main features of the OLSR protocol, and
then describe how we extend the OLSR scheme to apply our FRSA, leading to a
relay-quality aware routing. Finally, we show some performance results obtained via
simulation.

10.6.1 Background on OLSR

OLSR is a proactive link state protocol, which involves regular exchange of topology
information among the network nodes. It employs designated nodes called Multi
Point Relays (MPRs) to facilitate controlled flooding of topology information. MPRs
are also the sole constituent nodes in the route between any source-destination pair
in the network.

HELLO Message Broadcast and Processing. Every OLSR node periodically broad-
casts heartbeat HELLO messages, with information about its neighbors and the cor-
responding link states. A link state can be symmetric, asymmetric or MPR. An MPR
link state with a neighbor indicates that the neighbor has been selected by this node
as an MPR; MPR links are symmetric. The HELLO messages are broadcast to all
one-hop neighbors, but are not relayed to nodes which are further away. A Neighbor
Table at each node stores the information about the one-hop neighbors. Upon receiv-
ing a HELLO message, a node creates or updates the neighbor entry corresponding
to the node which sent the message.

Multipoint Relays. Based on the information obtained from the HELLO message,
each node in the network selects a set of nodes amongst its symmetrically-linked
neighbors, that help in controlled flooding of broadcast messages. This set of nodes
is called the Multipoint Relay set of the node. The neighbors of the node which are
not in its MPR set, receive and process broadcast messages from the node, but do
not retransmit them. The MPR set is selected such that it covers all the nodes that are
two hops away.

Topology Control Message Broadcast and Processing. The Topology Control (TC)
messages are broadcast by a node in the network to declare its Multipoint Relay
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Selector Set (MPRSS). The MPRSS of a node x includes the nodes that have selected
z as an MPR. A node obtains MPRSS information from periodic HELLO messages
received from its neighbors. Each node in the network maintains a Topology Table,
in which it records the information about network topology as obtained from the TC
messages. An entry in the topology table contains the destination address, Tg¢s;, and
the address of the last hop to the destination, 7;,s:. Each such entry means that node
Tyest has selected node 7j,s; as an MPR and that node 7,5 has announced this
information through a TC message.

Routing Table Calculation. The routing table is evaluated based on the connectiv-
ity information in the neighbor table and topology table. Shortest path algorithm is
employed for route calculation. Each resulting route entry consists of the destination
entry, the next node from the sender, and number of hops to the destination.

10.6.2 Relay Quality-Aware Routing

In principle, in order to perform a relay quality-aware routing, a node would need
a complete knowledge of the network, in terms of nodes, connected pairs and rela-
tive rates. Since acquiring such knowledge is unrealistic, we will describe a scalable
approach below.

The measurement of the data transmission rate requires cross-layer interaction
between the routing protocol and the MAC layer, which is common to many recent
proposals. However, the MAC layer evaluation of the maximum rate between nodes
raises a further issue. Since broadcast transmissions are performed by 802.11 at 1
Mb/s, determining the actual maximum achievable rate between node pairs requires
unicast transmissions. Sending unicast data to every node within transmission range
would introduce complexity, overhead and unreliability (e.g., latency in detecting
topology changes). Our idea, instead, exploits the signal to noise plus interference
ratio (SINR) to estimate the available data transmission rate. This information can be
obtained at the MAC layer at each packet reception, no matter the data transmission
rate employed by the sender. Thus, a single broadcast transmission allows all neigh-
bors to estimate the quality of the channel from the originating node, at the same
time. Note that this approach is especially fit to proactive routing such as OLSR:
indeed, the topology control messages each node is required to send at short, regular
time intervals allow a comprehensive and frequently updated SINR estimation for
each neighbor. Recorded SINR information is handed over to the routing protocol,
which smooths it through an Exponential Moving Average filter to avoid short—-term
effects, and extrapolates the corresponding data rate by looking at SINR thresholds,
which separate the working intervals of the different channel coding techniques [9].

The rate resulting from the previous computation refers to the link from the
neighbor node to the node which receives the data, i.e., the reverse link. Since link
symmetry is not guaranteed in a wireless environment, this value could not corre-
spond to the rate achievable from the current node to its neighbor. Thus, the informa-
tion about the reverse link quality must be communicated back to the neighbor that
generated the transmission.
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Once a node receives the reverse link rate information from a neighbor (cor-
responding to its forward rate to the neighbor), it can add this information to its
knowledge base, and notify it along with other topology information in the control
messages that are necessary to the proactive routing functioning.

Referring to the notation introduced in Section 10.4, we implemented the cost
function as ¢;; = K + 1/(r;; - w;), where K is a constant, r;; is the data trans-
mission rate from node ¢ to node j, and w; is the relay willingness of node 1, i.e., a
measure of the willingness of the node to act as a relay for the data coming from an
additional node. The additive constant K weighs each extra hop by an empirically
determined value of 0.25, so as to fulfill the guidelines listed in Section 10.4. The
relay willingness is locally set by each node considering factors such as the locally
generated traffic, the already relayed traffic, the level of mobility, the selfishness of
the user. As an example, a highly mobile node should not act as a relay, since its link
will often break. The relay willingness information must be advertised by nodes, and,
again, this can be easily done through topology control messages.

Next, we describe how OLSR can be easily extended so that each node performs
arelay quality-aware routing limited to its two-hop neighborhood, and not applied to
the whole network. This means that, for nodes that are farther than two hops away, a
node uses the standard OLSR routing table computation. This choice is justified by
the fact that, once the forwarded data exits the two-hop neighborhood of the origina-
tor, the node that relayed the data last can apply the relay quality-aware routing over
the next two hops, and so on.

0 7 15 23 31
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Fig. 10.23. Modified HELLO message format.

Our design for a relay quality-aware routing extension to OLSR does not require
any change in the structure of control messages. However, reserved fields of the
HELLO message format are used to exchange link quality and relay willingness
information, as described below and shown in Fig. 10.23.

e An 8-bit Relay Willingness field, advertising the willingness of the node to act
as a relay for data flows. This information is used to compute the link cost, as
described before.
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e An 8-bit Quality Code, advertising the forward and reverse link quality to and
from the neighbor nodes, characterized by the given Link Code, listed below.
The 4-bit forward link quality is used to compute the cost of the link, while the
4-bit reverse link quality lets each neighbor know its forward quality to the node
originating the message, as previously discussed. Four bits allow a wide range of
choices: in the simplest implementation, five codes are allowed, corresponding
to the four data rates provided by 802.11b.

The following changes to the record structure defined by the standard are also
needed.

e Two fields, L_fwd_quality and L_rev_quality, are added to the Link Tuple format,
storing forward and reverse link quality. The reverse quality value is computed
from the SINR observed for the current link, while the forward link quality is
obtained from HELLO messages.

o A N_fwd_quality field is added to the 2-hop neighbor set, storing the quality of
the link from the node neighbor to the two-hop node neighbor, and is used to
compute the cost of the link.

Clearly, this scheme, limiting the relay quality-aware routing to two times the trans-
mission range, could generate sub-optimal results. An extension of the relay quality-
aware routing to the whole network is also possible, by operating an MPR selection
based on measured and advertised link quality scores, similar to [7], and then intro-
ducing link quality information on OLSR TC messages.

10.6.3 Simulation Results

We tested FRSA on three topologies, shown in Fig. 10.24, 10.25 and 10.26, that we
dubbed, respectively, the parking lot, the fork, and the fan topology.

~/

\kf/ = 7 <
) &

Fig. 10.25. Fork topology.
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L.

Fig. 10.26. Fan topology.

Where not specified differently, it is assumed that propagation conditions are
such that nodes that are adjacent to each other in the above figures can achieve on
average a reciprocal transmission rate of 11 Mb/s; the rate between two wireless
nodes falls to 5.5 Mb/s if there is one intermediate node among them, and to 2 Mb/s
and 1 Mb/s in case of two or three intermediate nodes, respectively. Nodes farther
than that cannot decode each other’s transmissions, but they still sense each other,
thus all of the presented scenarios identify a cligue when the relative interference
graph is taken into account.
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Fig. 10.27. Single CBR flow throughput with standard OLSR (parking lot topology).

Therefore, as an example, node B in the fork topology can communicate at 11
Mb/s with both C and D, and at 5.5 Mb/s with both E and F. As already pointed
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Fig. 10.28. Single CBR flow throughput with FRSA (parking lot topology).
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Fig. 10.29. Aggregate throughput comparison between standard OLSR and FRSA (parking
lot topology).

out, these are average values, since the coupled simulation of ARF techniques at
nodes and propagation-dependent channel errors force the nodes to vary their rates
over time. All traffic is supposed to be of CBR over UDP nature and flowing in the
downlink direction, i.e., from the mesh gateway (GW) to the mesh nodes.

The first set of results refers to the parking lot topology and it shows the average
throughput achieved by every node as a function of the source transmission rate.
Simulations are performed using standard OLSR (Fig. 10.27) and FRSA (Fig. 10.28),
and they show that a significant throughput increase (over 50%) can be achieved by
FRSA, while maintaining fair access. Fig. 10.29 provides additional proof of our
claims by reporting the aggregate throughput.
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The fork topology illustrates a special case: due to their distance from the AP,
no node can achieve 11 Mb/s on its direct link from the AP, the node that enjoys the
highest rate from the AP being node A, with a 5.5 Mb/s transmission rate. Standard
OLSR (Fig. 10.30) has nodes C, D communicate directly with the AP at 1 Mb/s,
while it has nodes E, F use D as their relay, achieving a combined 11 Mb/s + 2 Mb/s
rate. This is clearly a suboptimal solution, since it lowers all transmission rates, hence
decreasing the overall performance due to the anomaly. FRSA, on the contrary, has
C, D use A as their relay, and E, F use B as their relay; in either case, the rates
are a combined 5.5 Mb/s + 5.5 Mb/s. Since no node has the upper hand in terms
of transmission rates, the balance is tipped in favour of those nodes, namely A and
B, who receive their traffic through fewer hops (Fig. 10.31). However, the overall
throughput of the system again experiences a 50% rise, as shown in Fig. 10.32.

350

node A flow —&—
node B flow —x—
300 | node C flow —&—
node D flow —il—
node E flow —6—
250 node F flow —@—

200

150

Average throughput (kbps)

100 |

50

100 150 200 250 300 350 400 450 500
CBR transmission rate (kbps)

Fig. 10.30. Single CBR flow throughput with standard OLSR (fork topology).

The fan topology defines three concentric areas around the AP. Nodes on the
same branch are referred to as relative nodes. The first rim, including nodes A, B
and C, can achieve a 5.5 Mb/s direct rate to the AP; the second rim, including nodes
D, E and F, has 1 Mb/s direct rate to the AP, or a 5.5 Mb/s rate toward their relative
inner rim node; finally, no direct link can be established between nodes on the third,
outer rim and the AP. These nodes can instead establish a 1 Mb/s link toward their
relative first rim node, or a 5.5 Mb/s link toward their relative intermediate rim node.
Note that these rates only refer to relative nodes, i.e., two nodes on separate branches
can experience different rates with respect to those mentioned above, depending on
their distance. In this case, standard OLSR can route traffic to nodes on the third rim
through any of the six nodes in the inner rims, and, since it just considers the hop
count as the cost metric, all the six inner rim nodes are considered as equivalent.
This can bring standard OLSR to select paths which are trivially sub-optimal. As an
example, in one of our simulations, standard OLSR initially routed traffic directed to
node G through node B, while node A would have been a better relay in any case,
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Fig. 10.31. Single CBR flow throughput with FRSA (fork topology).
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Fig. 10.32. Aggregate throughput comparison between standard OLSR and FRSA (fork topol-
0gy)-

its distance from G being clearly lower than B’s. Moreover, standard OLSR’s lack
of preference in the relays toward the outer rim nodes brings the network to very
high route instability, when traffic saturation conditions are reached. As a matter of
fact, the losses deriving from high contention and full buffers involve OLSR rout-
ing messages and lead to very frequent path changes. We noticed that, under such
conditions, it is not possible to identify clear routing paths anymore, as the nodes
continuously modify their routing tables, struggling for reliable links. Obviously, it
would be desirable to avoid such a behavior, as it only adds overhead and definitely
does not bring any advantage to the network.

When FRSA is employed, we first of all observe an optimal route selection, as
the fast 5.5 Mb/s links are fully exploited at the expenses of the 1 Mb/s links, which
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Fig. 10.33. Single CBR flow throughput with standard OLSR (fan topology).
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Fig. 10.34. Single CBR flow throughput with FRSA (fan topology).
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are avoided instead. This means that each node uses its relative inner rim neighbor to
route the traffic, with the middle rim nodes reached through a two-hop path and the
outer rim nodes reached via a three-hop route. Secondly, simulation results show that
this distribution of independent data flows along the different branches of the fan is
not affected by the traffic load. The routes are rarely changed, even when the system
reaches saturation, as FRSA manages to identify that the most profitable paths do
not change as the uniform traffic load increases. The beneficial effect of FRSA is
evident when comparing Fig. 10.33 and Fig. 10.34, showing the per-flow throughput
obtained in the two cases: when FRSA is used, fairness is maintained but the network
performances are noticeably improved, leading to an aggregate throughput, depicted
in Fig. 10.35, nearly doubled at high loads.



274 V. Baiamonte, C. Casetti, C. F. Chiasserini, and M. Fiore

2000

800 ./
600 //‘
400 ./)'
200
0 i

0 25 50 75 100 125 150 175 200
CBR transmission rate (kbps)

OLSR —o—

1800 FFRSA —e—
£ 1600 .
<2
£ 140 /,,/
o0
2 1200 =
jé /
S 1000 S
<
& /‘
5h
£
S
E
g
<

Fig. 10.35. Aggregate throughput comparison between standard OLSR and FRSA (fan topol-
0gy)-

5500 T
OLSR
5000 FFRSA ——

4500
4000

3500 (
3000 '

Throughput (kbps)

2500 f
2000 ,WMU‘
1500 f
1000 v 1 f%{ U’
AR
500 /LW\H\ .
0
200 160 120 80 40 0

Distance from gateway (m)

Fig. 10.36. Temporal diagram of aggregate throughput of standard OLSR and FRSA (parking
lot topology with mobile node).

In the fourth scenario, we tested a mobile environment where a node is moving
on a straight line toward the AP, along the parking lot topology. The mobile node
starts outside radio range of node F and inches toward the AP, receiving traffic as
soon as it can establish a link with any node in the neighborhood. All other nodes
are supposed to have no traffic of their own, but they relay traffic to the mobile node,
if needed. Fig. 10.36 shows the achievable throughput over time as the node cruises
along the topology toward the AP, again showing the higher throughput achieved by
FRSA. The histograms in Fig. 10.37 and Fig. 10.38 show the distribution of relay
choices with standard OLSR and FRSA, respectively; each bar reports the fraction
of packets routed through the mesh node at each achievable rate.
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Fig. 10.37. Distribution of relay choices with standard OLSR (parking lot topology with mo-
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When running standard OLSR, the AP privileges routing downlink traffic through
the closest neighbor that has a direct link toward the mobile node. As a result, the
algorithm tends to use the lowest rates, as they guarantee the greatest reach. On
the other hand, FRSA alternately picks all nodes of the topology exploiting the best
available links. The data transmission is only routed directly to the mobile node when
the link exhibits a sufficiently high quality.

Conclusion

This chapter has provided some perspectives on issues related to mesh networks.
First, the anomaly effect in 802.11-based networks has been outlined and the use
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of multihop transmission through traffic relays has been introduced as a counter-
measure. Then, two relay strategies have been described, which aims at exploit-
ing MAC/routing interactions in an 802.11-based, multi-rate WLAN. The presented
techniques give incentives to relay nodes so that high-throughput multihop commu-
nications can take place. Finally, a Fair Relay Selection Algorithm (FRSA) has been
proposed and implemented as an extension of the OLSR routing protocol. Following
the guidelines laid out by empirical observations, FRSA aims at an efficient selec-
tion of relay nodes in an automated fashion. An extensive set of simulation results
have showed that higher throughput and fairer channel access among all mesh nodes
are achievable when FRSA is used instead of OLSR in both static and mobile mesh
scenarios.
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11.1 Introduction

Wireless mesh networks (WMNS5s) is a relatively new and promising key technol-
ogy for next generation wireless networking that have recently attracted both the
academic and industrial interest. Mesh networks are expected gradually to partially
substitute the wired network infrastructure functionality by being able to provide
a cheap, quick and efficient solution for wireless data networking in urban, subur-
ban and even rural environments. Their popularity comes from the fact that they
are self-organized, self-configurable and easily adaptable to different traffic require-
ments and network changes. Mesh networks are composed of static wireless nodes
that have ample energy supply. Each node operates not only as an conventional ac-
cess point (AP)/gateway to the internet but also as a wireless router (Fig. 11.1) able
to relay packets from other nodes without direct access to their destinations [1] [2].
The destination can be an internet gateway or a mobile user served by another AP in
the same mesh network. Moreover, some nodes may only have the backhauling func-
tionality, meaning that they do not serve any mobile user directly but their purpose
is to forward other APs’ packets.

For wide area access, the access points (or base stations) are typically located
at high towers or at the rooftop of buildings. However, as the capacity demands
increase, the AP is moving closer to the user and it could be placed at below-the-
rooftop heights. In this way it can provide better signal reception and higher spatial
frequency reuse factor. For a cellular network point of view this means that the cell
size has to shrink in order to satisfy the increased capacity demands. Therefore, the
whole network topology in terms of base station location has to be revised and addi-
tional base stations have to be installed by the network operator. In case where fiber
is not readily available, the cost of backhauling by using e.g. E3 lines may be pro-
hibitive for the operator. Wireless mesh networks can be proven an appealing alter-
native backhauling solution in this case since they do not require wired connection,
they are easy to deploy fast and without extensive network planning requirements
since they are self configurable and adaptable to network changes and demands.
For instance, Multi-Element Multihop Backhaul Reconfigurable Antenna Network
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Fig. 11.1. Conceptual illustration of a multi-hop wireless mesh network.

(MEMBRANE) [3] is an IST-funded project that aims to bring an efficient wireless
backhaul design as an alternative technology to serve wireless broadband networks
in cases where a wired backhaul would be more costly to access and/or would take
longer to deploy.

Moreover, wireless mesh network can enhance the presence of broadband in ru-
ral and remote zones, thus helping combat the “digital divide” between these areas
and the big urban centers, caused mainly by the inadequacy (or even absence) of
wired network infrastructure. It is not only doubtful that the required investment for
bringing cable and/or fiber will ever pay for itself in such remote zones and commu-
nities but, more importantly, such an undertaking will probably take several years.
Wireless mesh networks can provide a quick and economically affordable solution
in this case.

Technology Enablers: Mesh networks must meet a number of technical require-
ments. First of all, they must meet the high capacity needs of the access nodes which
have to forward the accumulated traffic of their underling users. Furthermore, they
have to cope with the delay and other strict quality-of-service (QoS) requirements of
the end user applications. Finally they must provide a large enough effective commu-
nication range to ensure that no APs (or groups of APs) are isolated from the Internet
gateways. In order to satisfy the above requirements, a range of novel techniques has
to be exploited. Such technology enablers include but not limited to multi-hopping,
various multiple antennas techniques and novel medium access control (MAC) and
routing algorithms.
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Multi-hopping, i.e. the use of multiple relays (or forwarding nodes) between the
end user and the Internet gateway, is primarily motivated by the low power and the
low heights of the access and relay nodes. Clearly, in low power transmissions, multi-
hopping helps increase the range. Moreover, since low height access points are likely
to be surrounded by several obstacles (buildings, cars, etc.), their line-of-site (LOS)
will be typically obstructed, affecting in this way the one-hop node connectivity to a
gateway.

Multiple antenna techniques (also known as smart antennas) constitute another
enabling technology that is highly beneficial to the wireless mesh network architec-
tures. These techniques include fixed beam antennas, adaptive antennas and multiple-
input multiple-output (MIMO) coding [4] [5]. Depending on the used technique,
multiple antennas can provide power, diversity and multiplexing gain and therefore
increase the transmission range, reduce the transmitting power, mitigate interference,
increase channel reliability and increase data throughout. Each of these techniques
is more appropriate in different types of propagation scenarios; for example beam-
forming is well suited to cases with narrow angle spread, such as in high towers;
whereas MIMO is more appropriate in cases of rich electromagnetic scattering, such
as in low-height links without strong LOS component.

Given the different types of propagation environments that are expected in wire-
less mesh networks, smart antenna techniques are expected to boost throughput
performance and reduce interference and delay, thus improving overall end-to-end
performance. However, multiple antenna techniques have been extensively analyzed
only for single-link communications. The combination of multi-hopping with mul-
tiple smart antennas in a wireless mesh network environment is a field that has not
received much research attention. This combination is expected to boost network
capacity and achieve the target QoS.

Novel medium access control and routing algorithms that are able to exploit the
benefits of multiple antenna usage on the wireless mesh access points is another
enabling technology of paramount importance. Employment of smart antennas tech-
niques without thorough understanding and consideration of their interaction with
layer two and three algorithms can be proven counter productive for the mesh net-
work functionality. Deafness, hidden and exposed terminals and multi-stream in-
terference are some of the problems that have to be addressed by novel MAC and
routing schemes since they can highly affect not only the individual links but also
the overall network performance.

The main aim of this chapter is to give an insight into both the improvements
and various challenges generated by the deployment of multiple antennas in wireless
mesh networks and how these can be addressed by layer two and three algorithms. In
the rest of this chapter the wireless mesh network and channel characteristics are dis-
cussed in Section 11.2. A thorough analysis of the various smart antenna techniques
and their main advantages and disadvantages follows in Section 11.3. In Section 11.4,
the challenges that smart antenna techniques will impose to medium access control
and network layers are introduced together with some possible solutions. Finally,
Sections 11.5 and 11.6 discus several scheduling and routing schemes, respectively,
with smart antenna considerations.
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11.2 Channel Characteristics

The wireless channel in a mesh network is expected to be highly dynamic. The dy-
namic nature of the channel comes both from environmental changes/ movements
and from the interference fluctuations from network transmissions. In this chapter,
we consider only the access point (AP) to AP communication (rather than the AP
to user communication); therefore, we do not expect to have any explicit mobility
in terms of transmitter or receiver movement. Nevertheless, the wireless mesh net-
works are expected to be deployed in urban or suburban environments where the
surrounding objects (cars, trains, and people) may be in constant move. Also nodes
failure can affect the network connectivity by causing to higher layers similar effects
as node mobility.

11.2.1 Propagation Scenarios

Unlike legacy cellular networks, where base stations are exclusively mounted on
high towers or at the rooftops of tall buildings after extensive network planning,
aiming for high LOS coverage, wireless mesh APs can be less neatly deployed. In
order to reduce the deployment cost and being closer to the users, the APs and relay
nodes are mostly placed at low-to-moderate heights, in order of 3-10m (for exam-
ple mounted on electrical and telephone poles, traffic lights, building sidewalls and
rooftops) where direct LOS is difficult to be guaranteed. Depending on the relative
position of the AP we can have different communication scenarios that highly affect
the channel propagation statistics [3]:

Rooftop to Rooftop: In this scenario both ends of a link are placed above the
rooftop level. Pure LoS conditions are met as far as the first Fresnel zone is clear.

Below-rooftop to Below-rooftop: This refers to the case where both nodes are
deployed below the level of the surrounding buildings and it covers both LoS and
NLoS outdoor propagation conditions.

Rooftop to Below-rooftop: In this scenario the one end of the link is located
above the rooftop level while the other is below that. This case possesses strong sim-
ilarities with the traditional cellular case. The major difference is the Doppler spec-
trum shape and that the APs are placed at moderate height. Although LoS conditions
are possible, the NLoS case is more probable.

Each scenario has an important impact in various channel properties, such as
path-loss, angle and delay spread and highly affect the optimum multiple antenna
technique that should be used. For instance, at large scattering angles, MIMO per-
forms better than adaptive beamforming techniques. However, at low-moderate scat-
tering angles adaptive or even some simple switched beam techniques can be more
beneficial than MIMO.

11.2.2 Power Constraints

Since the mesh network transceivers are usually located on the top or side-walls of
buildings or special contracted poles that have easy access to power through wires,



11 Multiple Antenna Techniques for Wireless Mesh Networks 281

power supply and consumption is not a crucial issue for mesh network unlike sensor
and mobile ad hoc networks. Moreover, since they are located close to the users,
and for health and safety reasons, the wireless mesh transceivers are expected to
operate at relatively low powers (on the order of at most a few Watts). Last but not the
least, total effective radiation power limitations may apply in different countries for
directional transmissions in unlicensed bands (where a mesh network can operate)
as it will be discussed in a latter section.

11.2.3 Interference Characteristics

Inevitably, due to the spatial channel reuse in wireless mesh networks a given node
will suffer (co-channel) interference from other nodes making the wireless commu-
nication more interference limited rather than noise limited. In multiple-antenna sys-
tems it is not only the signal-to-interference-plus-noise ratio (SINR) that affects the
network capacity but also the distribution of the interference power. In a mesh net-
work, the interference is not spatially white but it will rather emanate unequally
from different directions (spatial color). Recent results in [6] and [7] have shown
that MIMO systems for a given SINR perform more efficiently the more spatially
colored the interference is (i.e., it is better to have few and high-power interference
components rather that many low-power ones).

Moreover, in urban highways, big buildings in both sides act as natural obstacles
that can waveguide the signal and significantly reduce the interference from/towards
adjacent streets. The degree that buildings and natural obstacles can affect the signal
propagation and reception highly depends on the carrier frequency of the signal.
These interference characteristics have to be taken into account for the optimum
design of wireless mesh network algorithms.

11.3 Smart Antenna Techniques

The use of intelligent antennas in ad hoc networks has recently attracted a great
amount of attention as a means to optimize power transmission/reception ( [8] and
references therein). Two basic types of intelligent antennas are considered in this
context: directional antennas (fixed beams) and adaptive antenna arrays (also known
as smart antennas). A directional antenna generates multiple pre-defined fixed beam
patterns and applies one at a time towards the direction of interest. It is the simplest
technique, essentially providing sectorisation with the capability of illuminating the
selected sector according to, for instance, an SINR-related metric. An adaptive an-
tenna array can formulate the beam structure based on a certain optimization crite-
rion, such as maximizing the array gain towards the signal of interest and suppress-
ing interfering signals. MIMO techniques can be seen as an extension of adaptive
antenna arrays. They require multiple antennas at both end of the link and are capa-
ble to provide spatial multiplexing or diversity gain. In this section, we a) summarize
the different multiple antenna techniques, b) give an insight into the tradeoffs of the
various performance gains they can achieve and c) discuss the cases (e.g. channel
conditions, network requirements) that their usage would be more appropriate.
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11.3.1 Directional Antenna Techniques

Switched-Beam Antennas: Switched beam is the simplest technique. A predeter-
mined antenna array pattern or separate directive antennas are used to generate a
limited number of beams that point to desired directions. These beams can be used
either for transmission or reception and each time a beam-switching algorithm deter-
mines which particular beam will be used to maintain the highest quality signal. The
predefined beams can be switched in a mechanical or electronic way. This ability to
concentrate power in a certain direction provides a directive gain (also called power
gain or array gain) that can be used for extending range or reducing power. This type
of antenna is easy to be implemented (e.g. using multiple antenna elements, each
pointing to different direction, where direction is chosen by choosing the element),
but it gives a limited improvement.

Steered-Beam Antennas (or Dynamically Phased Arrays): Steered beam an-
tennas have also predefined patterns but they can be pointed to any of a near con-
tinuous set of directions. This can be achieved by phase shifting and combining the
signals emitted from each element of an antenna array. Direction of arrival (DoA)
techniques can be used to continuously track the direction of the receiving signal
and steer the beam accordingly [4]. This helps to avoid the performance degradation
occurred in switched beam antennas due to “scalloping loss” [9] (the degradation
due to scalloping loss is more significant in mobile environments rather than in static
mesh networks). Although any arrangement of antennas can be used, the most typical
would be linear, circular, and planar arrays [12].

While directional antenna techniques can provide sufficient gain in terms of
SINR in presence of strong line-of-sight component and no interference, their per-
formance deteriorates significantly in multi-path environments where the desirable
signal can arrive from multiple directions.

11.3.2 Adaptive Antenna Techniques

Adaptive antenna arrays, or smart antennas [10], use a combination of an array of
multiple antennas and appropriate signal processing to produce desirable antenna
patterns. Such patterns have high gain in the direction of desired signals and nulls in
the direction of undesired signals.

Adaptive Antenna Arrays: Adaptive antenna array at the receiver can provide
power gain (array gain) by coherent combining the received signal copies from all
antenna elements. The effective total received signal power increases linearly with
the number of antenna elements. Furthermore, its radiation patterns can be adjusted
to null out the interference from other directions [11]. In order to achieve this, in-
telligent digital signal processing (DSP) algorithms should be used [15] to estimate
the DoA (several direction of arrival estimation techniques such as ESPRIT [13]
and MUSIC [14] can be used) of all the impinging signals, both signal of interest
and interfering signals. Interference suppression is obtained by steering beam pat-
tern nulls in the direction of the interfering signals while maintaining the main lobe
in the direction of the desired signal. For an antenna array with NV elements and for
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M interfering nodes (M < N), M nulls can be formed to eliminate the receiving
power of N separate interference while the remaining N — M antennas can be used
to beamform towards the direction of the desired signal. Finally, at the transmitter
side the adaptive array can form a narrow beam towards the direction of the desired
receiver while optimally suppresses the interference towards any other possible ad-
jacent receivers.

MIMO Techniques: MIMO systems can be viewed as an extension of the smart
antenna techniques described above. The main characteristic of MIMO techniques
is their ability to exploit multi-path propagation rather than mitigate it. They take
advantage of random channel fading and multi-path delay spread for multiplying
transfer rates (multiplexing gain) or improve the transmission quality/reliability (di-
versity gain) at no cost of extra spectrum (only hardware and complexity are added).
In this way it transforms a traditionally pitfall of wireless channel into a benefit of
the communication system.

CSI: There is a large number of transmission and reception schemes over MIMO
channels depending on the channel state information (CSI) available at the transmit-
ter and/or receiver side and on the diversity and/or multiplexing gain that has to be
achieved. CSI at the receiver end (CSIR) can be obtained fairly easy by sending a pi-
lot symbol for channel estimation. At the transmitter side, channel state information
(CSIT) can be obtained by CSIR transmission from the receiver through a feedback
channel. Alternatively, CSIT can be estimated in bi-directional systems without feed-
back by exploiting the reciprocal properties of the channel. The former method intro-
duces a trade-off between feedback channel bandwidth and CSI accuracy while the
latter one cannot be applied in communication systems, such as frequency-division
duplex (FDD) systems, where the reciprocal property does not hold.

Spatial Diversity Gain: Antenna diversity (or spatial diversity) can be achieved
by placing multiple elements at the receiver and/or the transmitter. These antenna el-
ements need to be placed sufficiently far apart such that the received signal replicas
from different antenna elements fade more or less independently. In this case, there
is a high probability that at least one or more of these signal components will not be
in a deep fade that reduces the variance of the SNR. The required antenna separation
depends on the local scattering environment as well as on the carrier frequency. The
spatial diversity gain depends on the diversity order, which in turn depends on the
degree of which the multi-path fading on the different antenna elements is uncorre-
lated. For M transmit and N receive antennas a maximum diversity gain of M N can
be achieved.

Transmit diversity can be achieved via space-time-coding (STC) schemes. The
simplest STC scheme is the Alamouti scheme [16], designed for two transmit and
two receive antennas without any feedback from the receiver and is one of the most
popular techniques proposed in several third-generation cellular standards for trans-
mit diversity. Space-time block coding (STBC), introduced in [17], generalizes the
Alamouti scheme to an arbitrary number of transmit antennas and is able to achieve
the full diversity promised by the transmit and receive antennas. At the receiver end
linear processing maximum likelihood (ML) decoding is used to decouple the signals
transmitted from different antennas and perfect CSIR is assumed.
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Spatial Multiplexing Gain: In the presence of multi-path or rich scattering, a
MIMO system can provide spatial multiplexing gain. This can be achieved by simply
sending independent data streams over each of the transmit antenna elements. This
technique is known as Vertical Bell Labs Space-Time Architecture (V-BLAST) [18]
and it is the first spatial multiplexing technique implemented in real-time in a labo-
ratory. For M transmit and N receive antennas, and under fast fading channel con-
ditions, min(M, V) independent data stream can be transmitted (often referred to as
degrees of freedom (DOFs)). In slow fading channel though, the V-BLAST architec-
ture is strictly suboptimal. Another architecture, i.e., Diagonal Bell Labs Space-Time
Architecture (D-BLAST) [19] can provide significant improvements by coding and
interleaving the code-words across the antennas. However, the diagonal approach
suffers from certain implementation complexities. The receiver must multiplex the
signals in order to reconstruct the transmitting symbols. Maximum likelihood (ML)
decoding is an optimal solution in the sense that it compares all the possible combi-
nations of the symbols, but its complexity increases with the modulation order. Other
popular techniques include zero forcing and minimum mean square error estimation
combined with successive interference cancelation (MMSE-SIC) [20]. Diversity and
multiplexing gain can be simultaneously obtained for a given multiple-antenna chan-
nel, but there is a fundamental tradeoff between how much each coding scheme can
get [21].

11.3.3 Space-Division Multiple Access (SDMA)

In a wireless network scenario with several nodes communicating to a common re-
ceiver, multiple receive antennas also allow the spatial separation of the signals of
different transceivers, thus providing a multiple-access gain. This use of multiple an-
tennas is also called space-division multiple access (SDMA). The fact that a MIMO
receiver can isolate and decode min(M, N) independent data streams (M transmit
and N receive antennas), can be extended to the case of single receiver employed
with NV antennas and M independent transmitters with one antenna element. This
can be generalized to the case of several transmitters using overall M antenna ele-
ments in any possible combination given that the received streams are independent.

Based on the communication scenario (e.g., LOS or NLOS), the nature of the
channel (e.g., fast or slow fading, high or low SNR) and the type of gain (e.g.,
power, range, diversity, multiplexing) that has to be achieved, the multiple antenna
transceivers have to choose the optimum technique for communication [22]. How-
ever, in wireless mesh networks, the choice of a multiple antenna technique in a
single link can highly influence the respective decisions of the adjusted links and
affect in this way the overall network performance. In this point, it is the respon-
sibility of the higher layers to assist and coordinate the individual link decisions
based on one-hop and end-to-end characteristics and requirements in order to har-
monize the network functionality. Therefore, it is of paramount importance to design
novel medium access control and routing schemes that are able to apply these tech-
niques to the dynamic wireless mesh networks. The deployment of multiple antenna
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techniques gives to this design an additional degree of freedom compared to the
traditional omni-directional transceivers and makes it an extremely interesting and
challenging task. In the remaining of this chapter we give a description of the several
research and implementation challenges that come along with the usage of multiple
antennas in wireless mesh networks (Section 11.4) and describe several scheduling
(Section 11.5) and routing (Section 11.6) solutions proposed in the literature.

11.4 Smart Antenna Challenges and Design Criteria for Mesh
Protocols

While antenna arrays can provide numerous advantages to wireless communications
as discussed above, their introduction in wireless mesh network communication has
to be thoroughly investigated since inappropriate or undesirable interaction with
higher layers can lead to overall performance degradation. In the following of this
section, we introduce and analyze all these issues and research challenges that have
to be taken into account during the design of medium access control and routing
protocols that used in conjunction with different antenna array techniques. It will
be clear that some of the existing layer two and three traditional protocols cannot
be used unmodified since their performance will be much worse compared to the
omni-directional transmission.

In order to simplify the representation of different communication scenarios we
use the same terminology as in [23] to define the distance between two neighbor
nodes:

Omni-Omni (O0) Neighbors: Nodes can directionally communicate with each
other even if both of them are in omni-directional mode.

Omni-Directional (OD) Neighbors: Nodes can directionally communicate with
each other even if one of them is in omni-directional mode and the second one in
directional mode, pointing the first one.

Directional-Directional (DD) Neighbors: Nodes can directionally communicate
with each other only if both of the nodes are using directional transmission/reception
and pointing each other.

Note here that two OO-nodes can achieve OD and DD communication and an
OD pair can perform DD communication but not the other way around.

11.4.1 Deafness

Deafness is a common problem that arises due to the use of directional antenna
techniques and it occurs when a transmitter fails to communicate to its intended
receiver, because the receiver beamforms towards a direction away from the trans-
mitter [24]. Therefore, a receiver can increase its power gain from the direction of
its main beam(s), but at the same time it becomes deaf in all the remaining direc-
tions. For example, in Fig. 11.2, node A is unable to hear nodes B transmission since
node A’s main-lobe is shifted to a different direction. Deafness can give rise to other
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Fig. 11.2. Deafness problem.

problems such as the exposed terminal problem and back off fairness. Deafness can
be a useful property if proper action is taken into account from higher layers since
it can be used for interference mitigation purposes. For instance, a receiver can be-
come deaf to the direction of the impinging interfering signals. In a mesh network,
where multiple transmissions take place, new scheduling algorithms have to be de-
fined such that they mitigate the deafness effect for useful signals reception while at
the same time take advantage of its interference suppression properties.

11.4.2 Hidden/Exposed Terminal Problem Escalation

The hidden/exposed terminal problem is a well known issue in wireless networks [25].
A hidden terminal refers to a terminal which is outside the coverage area of the trans-
mitting node but within the coverage area of the receiving node. A hidden terminal
is unable to sense the ongoing transmission, and therefore it may try to transmit and
inevitably create interference (or possible packet collision) to the receiving node.
Exposed is a terminal that is located within the coverage area of the transmitting
node but outside the coverage area of the receiving node. As a result, the exposed
terminal will sense the ongoing transmission and will defer its transmission while it
should be able to transmit (to another available receiver) since its transmission will
not interfere with the ongoing transmission.

Proposed solutions to the hidden/exposed terminal problem are the transmis-
sion of a busy tone from the receiver in a separate channel [25] and the exchange
of signaling between transmitter and receiver (request-to-send (RTS) and clear-to-
send (CTS)) before the actual transmission takes place [26]. The commercial IEEE
802.11 [27] protocols have adopted the RTS/CTS signaling concept from [26] en-
hanced with the network allocation vector (NAV). While directional transmission
can reduce the interference to adjacent nodes at the same time it can augment the
hidden and exposed terminal problem if careful consideration of the impact of the
beamforming on the medium access control algorithms design is not taken into ac-
count [28]. In the following we analyze all these issues related to the usage of direc-
tional antennas in carrier sensing multiple access (CSMA) based MAC protocol.

Initial Channel Sensing: It is desirable for an idle user to listen to the channel
omni-directionally (unless there is a special topology or it knows the location of the
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Fig. 11.3. A communication example - hidden terminals.

transmitter a priori) because a potential transmitter can be located in any possible
position around. Moreover, a node has to overhear any other ongoing transmission
around its area of coverage. The problem in this case though is that direct commu-
nication cannot be established if the transmitter is far enough (DD-neighbors) that
cannot be sensed even if directional transmission of RTS takes place. Direct DD-
communication could be possible if the receiver is sensing the channel directionally
towards the direction of RTS transmission. Therefore, a special mechanism is needed
to inform the receiver for the potential transmitter direction. On the other hand, a
node that is willing to transmit has to sense the channel in the direction of the re-
ceiver in order to avoid hidden terminals in that direction. However, for the time the
potential transmitter is in a directional sensing mode it is deaf to any transmission in
the direction of its side lobes.

RTS Transmission: Since the idle nodes sense the channel omni-directionally a
directional RTS packet transmission is needed to initiate communication with an
OD-neighbor. Otherwise only the OO-neighbors within its omni-directional cover-
age area will be able to sense the RTS packet. However, this may generate some
hidden terminals in the direction of the transmitter’s side lobes.

Channel Sensing after RTS Transmission (Transmitter): After sending a direc-
tional RTS packet the potential transmitter senses omni-directionally for CTS reply
or any other transmission. This has as an effect the escalation of the exposed terminal
since it will sense transmissions from directions that will be eventually suppressed
from the side lobes. Furthermore, it will be unable to sense possible transmission
from the direction of its receiver that are located outside the omni-directional carrier
sensing range but inside the directional range.

For example, in Fig. 11.3, node A sends a directional RTS to node B and switches
to omni-mode to sense the channel. Node A will sense the transmission from node
D, it will assume that this will overlap with its own transmission and it will defer
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Fig. 11.4. Directional CTS communication.

its transmission. However, this transmission will be suppressed by its side lobes and
will not affect the A to B communication. On the other hand, transmission from C
will not be detected if A is in omni-mode, and will create a collision since A and C
are DD-neighbors that point to each other.

Consider now the case that after sending a directional RTS packet the potential
transmitter continues to sense at the same direction for CTS packet or any other
transmission. This solves the hidden and exposed terminal problem of the previous
case but will not avoid hidden terminals from the direction of its side lobes. For
example, the node A becomes deaf to the direction of node F. Node F may create
interference to node B since they are DD-neighbors that point to each other.

Channel Sensing before CTS Transmission (Receiver): After a node receives an
RTS packet it has to determine its DoA and if a packet is destined for itself or any
other node. If the packet is intended for the given receiver it can directionally sense
the channel towards the estimated DoA for any other ongoing or new transmissions.
In this way it reduces the impact of both the hidden terminals problem in the direction
of the main beam and the exposed terminals problem from the direction of the side
lobes. Collisions can still occur as it is demonstrated by the following example:

Node B sends an RTS to node A (Fig. 11.3) that successfully receives the packet
and continues to sense the channel omni-directionally before it replies with a CTS.
Node C is unaware of the RTS transmission and performs directional transmission
to the direction of A. Node A, which is unable to sense the transmission from C,
will proceed on CTS transmission and collision will occur since A and C are DD-
neighbors that point to its other. In a separate case, node D, that is also unaware of
the RTS transmission, performs directional transmission to the direction of A. Node
A will sense the transmission from D and abort its CTS reply. However, this is a
wrong decision since the transmission from D will be suppressed from A’s side lobes
and will not affect the nodes A and B communication. If directional channel sensing
takes place at node A, these two events will be avoided. However, node A is unable
to sense the transmission from node F that will create interference to node B. This
could have been avoided by omni-directional carrier sensing.

CTS Transmission: By sending a directional CTS packet the potential receiver
will inform the nodes towards its main-beam direction for the forthcoming data trans-
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mission. However, this does not solve the future hidden terminal problem from the
directions of its side lobes. These terminals will be unable to hear the CTS trans-
mission and the will assume that the channel is idle. For example, in Fig. 11.4, node
A sends a directional RTS, and node B replies with directional CTS. In this way,
node D that is willing to transmit toward the direction of B (and therefore performs
directional sensing) will be able to sense the CTS. Note that node D has not sensed
the directional RTS from A. Node C, on the other hand, will sense the RTS from A
but not the CTS from B and it may assume that the RTS was unsuccessful and the
channel is free. Omni-directional CTS transmission does not solve the problem either
since the adjacent nodes sense omni-directionally the channel and therefore only the
0OO0-neighbor may sense the CTS transmission (OD-neighbors may be able to sense
the CTS transmission only if they point towards the direction of the CTS transmit-
ter). For example, node D (in Fig. 11.4) will not be able to sense an omni-directional
CTS transmission from B.

Data and Acknowledgment Transmission: Data transmission and positive or neg-
ative acknowledgment from the receiver have to take place in a directional way.

Different Antenna Beamforming Patterns: In a practical mesh network, it is pos-
sible that not all of the wireless transceiver will be equipped with multiple antennas.
Therefore, some of the nodes may be able to perform only omni-directional transmis-
sion and reception. Furthermore, the radiation patterns (beam-width and directivity)
may be different in each transceiver depending on the available number of antenna
elements. All these issues have to be also taken into account in the design of realistic
medium access control protocols.

As a conclusion, hidden terminal problem is a highly important and still open re-
search issue for nodes communication in a wireless mesh network that is complicated
by the introduction of directional transmissions. Traditional RTS/CTS techniques
are proven to be inadequate for directional transmissions. Medium access control
schemes may have to allocate considerable amount of their wireless resources to
mitigate this problem and exploit the benefits of beamforming. Therefore, very care-
ful consideration must be taken into account in the design of higher layer protocols
for wireless mesh networks.

11.4.3 Congestion Control: Hidden Terminal vs. Deafness Fairness

From the above discussion it is clear that packet collision and deafness are two differ-
ent issues that cause a node to abort its transmission and increase its back-off period.
However, these two events have to be handled in a different way. For instance, the
fact that a receiver is deaf towards a specific direction does not imply that the net-
work is highly congested; therefore, an unsuccessful transmitter should not increase
its back-off period because this will highly decrease its probability to win the channel
contention when the channel becomes finally available. On the other hand, a series of
unsuccessful transmissions due to collision implies heavy traffic condition that has
to be handled by appropriate congestion control.

Therefore, a novel mechanism has to be defined that differentiate these two events
and take appropriate action whenever each of them takes place. Moreover, most of
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the existing back-off algorithms have been designed and optimized for an omni-
directional network model. Its performance may have to be reconsidered for a direc-
tional antenna system.

11.4.4 Directional NAV

Another issue that has to be taken into account when directional transmission is
employed in a mesh network is the modification of the Network Allocation Vector
(NAV). Sensing a transmission from a specific direction does not necessarily imply
that a node has to defer its own transmission and modify its back-off timer (as it
happens in the omni-directional case). On the contrary, if a node is able to resolve the
angle of arrival and deduce that its transmission does not interfere with the ongoing
communication, it should presume that the channel is idle. Therefore, a node needs a
table to keep track of the directions and the corresponding durations towards which a
node must not initiate a transmission, i.e., Directional NAV (DNAV). The continuous
update of this table with the right information in order to keep neighbors silenced
towards the right direction during a transmission is important both for dealing with
the hidden terminal problem as well as for the spatial reuse.

11.4.5 MIMO Related Issues

Multiple-input multiple-output (MIMO) links have been seen in the previous section
to provide high spectral efficiency in rich multi-path environments through multiple
spatial channels without additional bandwidth requirements. This enormous spectral
efficiency is obtained for a single link with no external interference. In a wireless
mesh environment though, there will be channel reuse and therefore co-channel in-
terference from other APs transmissions. Recent research results have shown that co-
channel interference can seriously degrade the overall capacity when MIMO chan-
nels are used in a cellular system [29].

Moreover, it has been proven that for flat Rayleigh fading channels, with inde-
pendent fading coefficients for each path, it is possible to achieve higher capacity
by reducing the number of MIMO streams. More specifically, for a system with n
receive antennas, m transmit streams and k interfering streams, all the m transmit
streams can be isolated and decoded successfully as long as m + k < n. A group of
m antenna elements will be used for data reception while the remaining n — m ele-
ments are used to null out the interfering streams. The best performance is achieved
when all the degrees of freedom of the MIMO channel are used, i.e., m = n — k. On
the other hand, if the incoming streams are more than the receiver antenna elements
(i.e., m+k > n), it may not be possible for the receiver to decode any of the desired
signal streams if the excess streams degrade the overall SINR below a threshold. It
must be noted here that if the interfering (k) streams are far weaker than the desired
(m) streams, it may be possible to decode the desired streams (even if m + k£ > n)
given that the SINR is above the required threshold.

These observations can be directly applied to the design requirements of multiple
access schemes for wireless mesh networks with MIMO channels. Moreover, it has
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been shown [20] that for multi-user communication, the channel capacity can be
achieved by letting all the users simultaneously transmit and jointly decoded by the
receiver rather than organize orthogonal channel access. However, the total number
of possible simultaneous transmissions that can be decoded is limited by the number
of the antenna elements at the receiver end. Given n receiver antennas, a rule of
thumb is to have groups of n users transmit simultaneously and schedule different
groups in an orthogonal way (e.g., TDMA).

In a wireless mesh network where multiple antennas are deployed at each AP a
transmission can occupy multiple streams depending on the number of transmit an-
tenna elements. In this case, it is more appropriate if a transmitter chooses only a sub-
set of the strongest streams and distributes its power (e.g. using different water-filling
techniques) over these streams instead of using the maximum number of streams for
transmission [9]. The gain (known as stream control gain) is twofold: only the best
channel modes (streams) are used for transmission while on the other hand multiple
transmissions take place simultaneously which leads closer to capacity achievement
as discussed above. The optimal number of simultaneous transmissions depends on
the number of antenna elements used in each transceiver subset, the number of an-
tennas at the receiver end and the number of possible interfering streams.

However, this requires perfect channel state estimation at the transmitter end in
order to choose the strongest channel modes. At the receiver side, MMSE is the op-
timal compromise between maximizing the signal strength from the user of interest
and suppressing the interference from the other users. Even better performance can
be achieved from an MMSE with successive interference cancelation (MMSE-CSI)
receiver.

All these make clear the paramount importance for novel medium access control
and routing schemes that exploit these new communication opportunities provided
by MIMO channels. For instance, the MAC scheduler should be able to allocate ap-
propriate number of streams per transmitter-receiver pair in a way that a receiver is
not overwhelmed by extended number of transmissions. This gives a rise to new kind
of hidden and exposed terminal issue. Optimal resource allocation between data and
feedback channel must be also performed (for instance, this information can be in-
cluded in RTS and CTS packets [9]) so that always the best channel models are used.
Here, a fairness model (e.g. proportional fairness) should be used in conjunction with
the medium access control scheme so that weaker links in the mesh network are not
starving. Moreover, appropriate power control schemes are needed so that interfer-
ence suppression can be performed in the receiver side in conjunction with the stream
control. The multiplexing vs diversity trade off must be also taken into account since
channel reliability and delay limitations are as much important as high throughput
for QoS constrained applications. Finally, QoS routing schemes should include these
MIMO parameters (degrees of freedom, stream quality, and multi-stream interfer-
ence) in their utility functions during route discovery and maintenance.
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11.4.6 FCC Regulations

In this point we would like to briefly discuss another emerging issue regarding the
maximum allowed transmitting power for directional transmissions if the wireless
mesh network operates in unlicensed frequency bands. For example, U.S. Federal
Communications Commission (FCC) regulations extended the total effective radi-
ated power in unlicensed radio bands from 30dBm for single antenna systems, to
36dBm for beamforming systems. Most of the academic works on MAC and routing
schemes for mesh networks do not take into account this parameter and they assume
much higher directive gain (compared to the omni-directional transmission) in order,
for example, to decrease the number of hops in multi-hop transmissions or increase
the network connectivity. However this is a realistic and highly important issue that
must be considered in the design of practical wireless mesh networks.

To summarize this section, it is of paramount importance the introduction of
novel medium access control and routing schemes that exploit the benefits of multi-
ple antenna deployment on the receiver and/or the receiver side of a wireless mesh
network. Without careful consideration in the design of higher layers the usage of
smart antenna techniques can have negative impact on the overall mesh network
performance. This is why recently the design and performance analysis of medium
access control and routing schemes with multiple antennas have attracted high re-
search interest and some of them will be presented in the next section. A cross-layer
approach must be taken since most of the issues cannot be handled by individual
layers.

11.5 Smart Antenna for Scheduling

In the following we describe a number of proposed medium access control schemes
with multiple antenna arrays for wireless mesh networks. These protocols are ex-
ploiting the benefits of multiple antenna systems while at the same time are trying to
overcome the aforementioned problems and challenges that multiple antenna tech-
niques will impose to higher layers. We initially present some CSMA based MAC
extensions of the popular IEEE 802.11 protocol that take into account the directional
transmission property of smart antennas. We describe a TDMA based scheme with
directional antennas and we conclude this section with the description of a couple of
MAC protocols that exploit the diversity and multiplexing gain of MIMO systems.

11.5.1 Directional-MAC (DMAC)

Directional-MAC (DMAC) [30] is a scheme similar to IEEE 802.11 adapted to the
use of directional antennas. The popular 4-way handshake CSMA/CA is used for
channel reservation, data transmission and acknowledgment (for more information
on the 4-way handshake CSMA/CA and IEEE 802.11 protocol see [27]). The RTS
and CTS packets are transmitted directionally while the idle transceivers listen to the
channel omni-directionally. In this way a potential receiver is able to estimate the



11 Multiple Antenna Techniques for Wireless Mesh Networks 293

DoA of the RTS packet and set the direction of the CTS accordingly. More specifi-
cally, the DMAC scheme operates as follows:

RTS Transmission: Under the assumption that a transmitter knows the location
of the receiver, a source performs directional physical carrier sensing towards the
direction of the receiver. If the channel is sensed idle the source checks the back-
off counter in the Directional Network Allocation Vector (DNAV) where the virtual
carrier sensing status for each DoA is maintained. If the back-off counter counts
down to zero, the RTS packet is directionally transmitted.

RTS Reception and CTS Reply: An idle transceiver is sensing the channel omni-
directionally. In this way, the receiver of an RTS packet should be able to deter-
mine the DoA of the incoming signal (different DoA estimation techniques such as
ESPRIT [13] and MUSIC [14] can be used). If transmission is permitted (both di-
rectional physical and virtual carrier sensing) towards the direction of source, the
receiver beamforms towards the direction of the source and continues to sense the
channel for SIFS time slots. If the channel remains free for the duration of SIFS, the
receiver replies with a CTS packet, otherwise, if the carrier is sensed busy, the CTS
transmission is cancelled (similar to 802.11 [27]). All the other nodes (except the
potential receiver) that are receiving the RTS packet update their respective DNAV
tables with the transfer duration specified in the RTS packet. This prevents them
from transmission in a certain range towards the reverse direction of the DoA of the
receiving RTS.

CTS Reception and DATA/ACK Reply: The source node continues to beamform
to the direction of the receiver, waiting for the CTS packet reply. If the CTS packet
is successfully received within the CTS-timeout duration the DATA transmission
starts. Both transmitter and receiver have their beam shifted towards the direction
of each other. Upon the successful completion of DATA transfer the receiver replies
with an ACK. If the CTS packet is not received within the CTS-timeout duration
the transmission is cancelled and the source reschedules the transmission of RTS
according to the updated back-off counter. All other nodes that overhear the CTS,
DATA and ACK packets update their respective DNAV tables with the directions
specified in these packets.

DMAC is a simplified approach that manages to exploit (up to certain point)
the beamforming capabilities of multiple antenna transmitters in a wireless mesh
network. Nevertheless, DMAC has failed to address the deafness problem while hid-
den terminals still exit as a result of the omni-directional channel sensing. Moreover,
DMAC is unable to establish direct communication between DD-neighbors. See [24]
for a more thorough discussion on the problems with DMAC.

11.5.2 Multi-hop RTS MAC Protocol (MMAC)

Multi-hop RTS MAC (MMAC) protocol [23] is an extension of the basic DMAC
protocol described before. MMAC attempts to exploit the extended transmission
range property of directional antennas. If both transmitter and receiver are pointing
their beams to each other the communication range can be significantly extended.
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A-B: DD - neighbors
A-C, C-D, D-B : DO — neighbors

Fig. 11.5. DD-link activation in MMAC protocol.

DMAC has failed to address this property since the idle transceivers listens omni-
directionally for new transmissions. This is highly important since it can reduce the
number of hops between source and destination and reduce the end-to-end delay in
multi-hop communications and increase the spatial reuse factor.

Although two DD-neighbors can communicate with each other directly, they
need somehow to coordinate their beams to point to each other’s direction. This is the
main motivation of MMAC protocol that attempts to find an alternative DO-neighbor
route for signaling exchange between the two DD-neighbors to coordinate their di-
rections of transmission. To achieve this, an RTS packet has to be forwarded from
the DD-source through multiple DO-neighbors to reach the DD-destination while
the DD-source is inactively waiting for CTS reply. For instance, in Fig. 11.5, nodes
A and B are DD-neighbors that cannot communicate unless they point each other.
An RTS packet is sent through the A-C-D-B route to inform B for A’s intention. The
multi-hop RTS transmission and CTS, DATA and ACK packet exchange mechanism
is described in the following:

RTS Transmission: MMAC protocol does not provide any neighbor discovery
phase. Therefore, it is anticipated that each node have knowledge of the position of
all its DD and DO-neighbors. Moreover, it is assumed that a module running above
the MAC layer is capable of deciding the appropriate communication scheme (e.g.
sometimes it may be more appropriate to use multi-hop DO-route rather than direct
DD-transmission) and finding the optimal DO-route to a DD-neighbor.

The source performs directional physical carrier sensing towards the direction of
the potential DD-neighbor receiver. If the channel is sensed idle and also the DNAV
allows a transmission to this direction, the source is sending an RTS packet towards
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the DD-receiver. There is a high probability that this packet may not reach the des-
tination DD-neighbor since this node may be in omni-mode or has shifted its beam
to different direction. The aim of such a transmission is to reserve the channel in the
region between the DD-neighbors rather than to successfully deliver the RTS packet.
Nodes in this region that overhear the RTS transmission will update their DNAV ta-
ble to defer any transmission towards the directions of both the DD-neighbor nodes
for a certain time. This time duration is specified in the RTS packet and is equal to
the time required for the RTS packet to reach the DD-receiver plus the CTS packet
transmission time (these time durations are described in the following).

If the DD-receiver happens to be beamformed to the direction of RTS, it may di-
rectly reply with a CTS packet and the DD-neighbors can proceed on the DATA/ACK
phase. Otherwise, the DD-transmitter constructs a special type of RTS packet (called
forwarding RTS) that is delivered to destination over multiple DO-hops. This packet
contains the information of the DO-neighbors in the route from source to destina-
tion. None of the nodes modify their DNAV tables on receiving or overhearing the
forwarding-RTS packet. The forwarding-RTS packet gets highest priority for trans-
mission (it does not involve any back-off) while the nodes in the forwarding route
simply drop the RTS if they are busy. This implies that the time required for a suc-
cessful RTS transmission is a constant, known a priori.

RTS Reception and CTS Reply: In the DD-receiver side two events may happen.
If this receiver happens to be beamformed to the direction of the DD-transmitter it
can receiver the direct RTS packet. In this case it can directly reply with a directional
CTS packet such that the multiple RTS forwarding procedure will be avoided. (Note
that, in [23] it is not clear when such an event may happen, since whenever a node is
idle and able to receive it will be in omni-mode by default. Nevertheless, this can hap-
pen in case the DD-neighbor pair wants to extend their ongoing communication). In
the second event, on receiving the forwarding-RTS packet, the DD-receiver proceeds
on virtual and physical carrier sensing toward the direction of the DD-transmitter for
SIFS time slots (similar to DMAC) and continues with CTS directional transmission.

CTS Reception and DATA/ACK Reply: Upon the reception of the CTS packet, the
DD-link has been established and the DATA transmission starts. If the DATA trans-
mission finishes successfully, the DD-receiver acknowledges the DD-transmitter
with an ACK packet. If no CTS packet received during the CTS-timeout duration
the transmission is aborted and the DD-transmitter reschedules the RTS transmis-
sion according to its directional back-off timer. Nodes that overhear the CTS and
DATA packets update their DNAV with the duration specified in the packets.

MMAC can significantly increase the spatial reuse in a wireless mesh network.
Simulation results for random topologies [24] showed that MMAC outperforms
DMAC and IEEE 802.11 with omni-directional transmissions. The performance of
MMAC is expected to be even better in the case of wireless mesh networks where
the topology is more structured and static. Nevertheless, the multi-hop forwarding of
RTS packet highly increase the probability of packet collision or drop (since back-off
is not used) especially when the traffic demand in the network increases. This can
offset the advantages of utilizing DD-links when using MMAC as it increases the
average end-to-end delay when compared to DMAC.
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Omi-directional
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Fig. 11.6. Circular directional RTS transmission.

11.5.3 CRTS and CRCM

Circular RTS (CRTS) [31] is a simple implementation protocol based on the concept
of the IEEE 802.11 but it uses only directional transmissions. It assumes antenna
with predefined number if beams i.e., switched beam antenna, that cover all the area
around the transmitter. In this scheme the RTS is transmitted in a circular way so
that it covers the entire azimuthal-angle domain. For instance, in Fig. 11.6, a nodes
with M predefined number of beams starts sending its RTS with beam 1. Shortly
afterwards it turns its transmission to beam 2 and transmits the same RTS packet and
so on until it covers the whole are by transmitting with beam M. The RTS contains
the direction and duration of the intended four way handshake (similar to 802.11).

At the end of the RTS circulation, all the neighbors of the transmitter are in-
formed about the intended transmission and after executing a simple algorithm [31]
decide if they will defer their transmission in the direction of transmitter or receiver.
On the other hand, the transmitter hears the channel omni-directionally to receive the
CTS reply within a predefined period. Note that the receiver has to wait an appropri-
ate amount of time until the transmitter finishes the RTS circulation and switches to
receiving mode before it proceeds to its CTS reply.

Circular RTS and CTS MAC (CRCM) [32] is an extension of CRTS that further
improves the robustness of medium access control by introducing a combination of
circular transmission of RTS and CTS messages. In CRTS, not all of the receiver’s
neighbors are made aware of the pending DATA and ACK transmissions and there-
fore it does not solve the hidden terminal problem in receiver’s neighborhood. In
particular, these nodes can initiate transmissions that can cause a collision during the
ACK reception at the transmitter.

In order to tackle this problem the CRCM algorithm introduces an efficient mech-
anism for the directional transmission of CTS. The circular RTS transmission is
the same as CRTS, however, the receiver after replying with a directional CTS to
the transmitter will further transmit directional CTS messages towards the unaware
neighboring nodes (i.e., those nodes that are in the coverage range of the receiver but
not in that of the transmitter). For example, in Fig. 11.7, node B avoids the trans-
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Circular RTS Circular CTS

Fig. 11.7. Circular directional RTS and CTS transmission.

mission of CTS to the directions that have been already covered by the circular RTS
message. The receiver’s neighbors execute the same algorithm [32] as did the trans-
mitter’s neighbors in order to decide on whether or not to postpone their transmission
towards the sender-receiver pair.

CRCM algorithm gives a solution to the hidden terminal problem due to asym-
metry in gain, arising due to the deployment of directional antennas in wireless ad
hoc or mesh networks. While power consumption because of the extensive circular
packet transmission is not an important issue in mesh networks, the time spent for
these transmissions can be proven crucial for several delay-sensitive applications.

11.5.4 ToneDMCA

ToneDMAC [24] is a medium access control scheme that tries to alleviate the im-
pact of deafness problem while retaining the benefits of directional beamforming.
Similar to previous directional MAC protocols, ToneMAC adopts the CSMA/CA
principles of IEEE 802.11 and combines it with switched beam antenna transceiver
and a tone-based mechanism. The main idea is that both transmitter and receiver, af-
ter the completion of their communication, transmit omni-directionally out-of-band
tones to differentiate deafness from congestion. In this way, the backlogged nodes
can deduce deadness as the cause of their previous failure (and not congestion) and
adjust their back-off interval accordingly.

At the beginning, the transmitter and receiver exchange directional RTS and CTS
packets without trying to inform their “omni-directional” neighbors of their intended
communication. If the initial handshake is successful, data and ACK packets trans-
mission follow in a similar directional way. After the completion of their dialogue,
both nodes omni-directionally transmit out-of-band tones to notify their neighbors
that it was them that have been engaged in communication over the recent past.
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The intended transmitter beamforms in the direction of its intended receiver and
performs physical carrier sensing towards that direction. If the channel is sensed
idle, the transmitter randomly chooses the time it will transmit within the back-off
window interval [0, CW,,,;,,]. Then it switches to omni-directional mode and senses
the channel while performing the back-off counting. If a signal is sensed, it performs
azimuthal beam scan to determine its DoA. If the signal arrives from a direction
different than the direction of its potential receiver, it continues with the countdown.
Otherwise it stops the counter until the channel is sensed idle again. Note here that
since this node is in sensing mode, it may happen to receive a RTS packet that is
intended for itself. In this case, it may choose to abort its own transmission and reply
with a CTS packet, alleviating the possibility of deafness and deadlock.

In ToneMAC, the channel is divided into two sub-channels: a data channel
where RTS, CTS, data and ACK packets are transmitted, and a narrow control chan-
nel where the busy tones are sent. The busy tones do not contain any information
(e.g. sinusoids with sufficient spectral separation). These tones can only be detected
(through energy estimation) but the receivers will not be able to determine the sender
of the tones. To solve this issue, ToneMAC proposes a simple hash function that al-
locates tones of different frequencies and time durations to different nodes according
to node’s identifier. If a node ¢ can choose a tone of frequency f; from a set of K
frequencies, and an integer time duration ¢; from an interval [t,,,;,,, T'], a simple hash
function is used to assign a tuple (f;,¢;) to node 4 such that

fi=@G mod K)+1 (11.1)
t; = (i mod (T —1)) + 2. (11.2)

The transmit power of the tones is increased such that the omni-directed trans-
mission range will be equal to the range of directional transmission. (Please note
that even this is what is mentioned in [24], smaller transmission power will be ap-
propriate since the busy-tone has only to be sensed but not decoded [12]). Of course
there is a small probability that two or more nodes have the same (f, t) signature or
they may have the same frequency and different tone duration but their tones overlap
in time. This probability is quite small since these nodes may be located far away
from each other or they point in different directions; also their randomized back-off
counters further reduce the probability of simultaneous tone transmission (for more
information on this issue see [24]).

ToneDMAC comprises a practical solution for CSMA based mesh networks with
directional antennas due its ability to reduce channel-idle time and resolve deafness
deadlocks. Nevertheless, since tones are transmitted on a narrow bandwidth channel,
and the duration of transmission is short, tones may be detected partially, or may not
be detected at all. Multi-path effects can also cause a tone to arrive from a different
direction than the known direction of a neighbor. Clearly, both these effects can cause
a node to misclassify the cause of transmission failure.
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11.5.5 Directional Transmission and Reception Algorithm (DTRA)

DTRA [33] is a TDMA-based MAC algorithm for load-dependent slot reservation
in a wireless ad hoc network with directional antennas. The main characteristics
of DTRA are that (1) it provides fully directional transmission/reception, (2) it is
distributed, (3) it provides dynamic on-demand slot allocation and reservation to dif-
ferent links, and (4) it includes power control. Its TDMA-based reservation scheme
makes it appropriate for quality-of-service (QoS) support in wireless ad hoc and
mesh networks. DTRA requires that each node is equipped with one transceiver with
a steerable antenna and all nodes are synchronized. Each node can rapidly switch
between transmitting and receiving mode (half duplex). In order to communicate,
two nodes must point their beams at each other at the same time and be in a com-
plementary transmit-receive mode. The timeline is divided into frames that each of
them comprises three sections dedicated to neighbor discovery, data reservation and
data transmission.

Neighbor Discovery Phase: During neighbor discovery phase a node performs a
scan by transmitting a sequence of advertisements in each possible direction. A three-
way handshake is used, where the receiver node of an advertisement replies with its
own advertisement and expects to receive an acknowledgment in return within a
short time interval. During the three-way handshake, the nodes can exchange trans-
mit power level information and also redefine their directional information. More-
over, they make an agreement on the future mini-slots that they will listen to each
other in the reservation phase (a detailed description of the handshake algorithm and
the information exchanged is given in [33]). These agreements are valid until the
time the two nodes detect each other again. The actual number of scans needed by
a node to discover all of its potential neighbors depends on the characteristics of the
achievable network graph, its beam-width, and the algorithm used in each node for
their mode (scanning or listening) decision. A deterministic mode selection algo-
rithm was proposed so that two neighbors can be detected by each other in at most
loga N scans, where N is the maximum number of nodes in the network. A random
mode selection algorithm was also proposed in [34] where a node decides whether to
be in scan or listen mode with equal probability independent of the decisions made
in previous slots.

Slot Contention and Reservation Phase: In the reservation phase, reassurance of
two nodes connection and reservation of data slots will take place. Two nodes will
re-detect each other at the predefined mini-slots by pointing in the direction agreed
on during neighbor discovery. A three-way handshake will take place similar to the
discovery phase where the two nodes negotiate who is going to transmit/receive and
agree on the mutual available slots to be reserved for data transmission in the next
phase. It is possible that none of the nodes desire to make a reservation or the mutual
available slots are not sufficient for their communication (e.g. QoS requirement are
not satisfied).

Data Transmission and QoS: In order to provide QoS support, three priority
queues for each neighbor are defined and the available slots in the data transmis-
sion phase are ranked with a priority metric. When making a reservation, if there



300 A. Gkelias and K. K. Leung

are not sufficient slot for high-priority traffic, slots allocated to lower priority can be
asked to be reallocated. To ensure fairness, a threshold on the maximum number of
slots for each priority class should be set.

One of the main advantages of DTRA protocol is that it takes advantage of the
fully directional communication (both directional transmission and reception all the
time) capability of a multiple antenna system. Moreover, its slot reservation scheme
makes it appropriate to a mesh network with various QoS constrains and demands.
One of the main disadvantages is its delay performance for low traffic (e.g., compared
to omni-directional IEEE 802.11) because of the fixed resource allocation phase.
Such delays will be accumulated in each hop in a multi-hop scenario. Since it is
based on directional transmission, the performance of DTRA will highly degrade in
multi-path communication environment without a dominant LOS component.

11.5.6 SD-MAC

SD-MAC [35] is an IEEE 802.11 based medium access control scheme that exploits
the spatial diversity gain of MIMO systems, given that the wireless transceiver are
employed with multiple antennas. In order to achieve full-order spatial diversity,
space time coding is used on the transmitter end. CSI knowledge is required at the
transmitter while channel gains at the receiver are obtained by using preamble sym-
bols. SD-MAC is based on the RTS/CTS mechanism of the IEEE 802.11 distributed
coordination function (DCF). More specifically, a source node performs channel vir-
tual carrier sensing similar to 802.11 and physical carrier sensing by using all its
antenna elements. If NAV is empty and channel is sensed free, the RTS packet is
transmitted in a default rate using space-time coding in order to exploit the trans-
mission diversity. The destination node receives the RTS and uses the preamble
symbols to perform channel estimation before it decodes the space-time encoded
packet. Other nodes that overhear the RTS packet decode the transmission duration
and update their NAV tables. The destination node replies with a space-time encoded
CTS packet that contains the rate control information for the following DATA packet
based on the channel estimation. The source node receives the CTS packet, adapts its
transmission data rate according to the information passed by the CTS and transmits
the multi-rate DATA packet. The destination replies with a default-rate ACK packet
to confirm the data reception.

While SD-MAC scheme exploits the spatial diversity of the MIMO system, it
fails to exploit multiplexing gain. This could be achievable since the RTS/CTS pack-
ets can be used as a feedback channel for CSI information at the transmitter. The
diversity can improve significantly the channel reliability and increase the transmis-
sion rate indirectly. On the other hand, diversity can also increase the transmission
range for the same data rate. This can have a great impact on the routing scheme
since it can reduce the number of hops and decrease the corresponding end-to-end
delay. However, a higher transmission range will increase the area of coverage which
can lead to delays due to contention and packet collisions. The impact of SD-MAC
on the routing in terms of the optimal hop distance was analyzed in [35].
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11.5.7 Stream Controlled Medium Access (SCMA)

Both a centralized and distributed versions of Stream Controlled Medium Access
were proposed in [9]. Since the main focus of this chapter is on distributed algorithms
for mesh networks, only the latter version will be presented here. The main objective
of SCMA is to maximize the network utilization subject to a given fairness model.
More specifically, SCMA tries to leverage the benefits of stream control (transmis-
sion on a subset of the strongest streams) and partial interference suppression (use
the remaining streams for interference suppression) in a distributed way where all
the available degrees of freedom are shared between the mesh network transceivers.
The main components of the SCMA algorithm are presented in the following:

Node Coloring: Initially the distributed SCMA protocol performs identification
of bottleneck links, i.e., the links that belong to multiple contention regions in the
network. These bottleneck links are colored “red” while the remaining nodes of each
contention region are colored “white”. The red links are scheduled in a non-stream
controlled manner (operate on all available steams) while the white links are based
on pure stream control. This is due to the fact that the red links are consuming re-
sources from multiple contention regions that otherwise can operate simultaneously
on all their available resources. Therefore it is preferable that the red links are sched-
uled independently (for some examples on how this differentiation will improve the
overall resource allocation together with the complete coloring algorithm descrip-
tion, see [9]).

Contention and Channel Access: After the nodes have chosen their color, they
move to the channel contention phase that depends on their color. This includes four
modes: (1) No_Contend,(2) Contend,(3) Acquire and (4) Sched_W hite_Links.
Every node is initially in the No_C'ontend mode. Whenever a node has a packet to
transmit, it moves to C'ontend mode with probability P,e., = Poiq (P,q is a net-
work parameter that represents the persistence value; the entire network adaptation
progress is based on this value). In Contend mode, a node chooses a waiting time (in
number of slots) uniformly distributed from the interval (0, B) after which it senses
if the channel is busy. The busy state of the channel here corresponds to a lack of
available degrees of freedom (streams) in the channel around the transmitter and the
receiver. If the channel is sensed busy, the node aborts its transmission and readjusts
its persistence to P,;q = (1—f3) Py1q. Moreover, if the it is a white node, it further up-
dates its Ppey value to Ppey = (PoiaKoid)/ Knew- Same readjustment is performed
if the node faces or detects a collision.

If the channel is sensed idle, the node proceeds to Acquire mode where the actual
data transmission takes place. Every node in the two-hop range away from the trans-
mitter automatically expends the appropriate number of resources (antenna elements)
to suppress the interference from this transmission. At the end of a transmission, all
the neighbour nodes having a packet to transmit increase their persistence P,;q =
P4 + a, while the white nodes further update their Preyy = (PoiaKoid)/Knew-
Typical values for o and 3 are 0.1 and 0.5, respectively [9]. In order to determine
the resource availability a node has to estimate each time the amount of remain-
ing streams of every node in its two hop neighbourhood by listening to the con-
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trol (RTS/CTS) packets transmissions. Therefore the reception range of the control
packets has to be extended by a factor of two. This can be achieved by transmitting
multiple copies of the control packets on at least four streams (double range can be
achieved with 4 antenna elements and a path-loss exponent of 4). Since CSI is not
available at the receiver in this stage, space-time block codes can be used to exploit
the transmit diversity gain of MIMO for range extension.

Coordinated Scheduling: The first white node in a clique, which gains access to
the channel, coordinates the other white nodes to transmit in the same slot using their
own estimated fair share. This is the Sched_W hite_Links mode. This is achieved
by the introduction of a flag in the RTS/CTS packets. All the white links that have a
packet to transmit schedule themselves in the same slot, irrespective of whether they
contend for channel access in that slot or not. However, all the transmitting white
links (except the initiator of the coordinating scheduling) will still have to update
their persistence to P,jq = (1 — 3)Py4.

SCMA algorithm comprises a novel technique to exploit the propitious character-
istics of MIMO links in wireless mesh networks. SCMA can improve the aggregate
network throughput and improve the fairness [9] compared to CSMA/CA(k), i.e.
conventional CSMA with transmission over all the k-streams. However, as the num-
ber the node density increases, more independent contention regions will overlap,
and as a result, more nodes will be colored red and the SCMA network performance
will converge to CSMA/CA(k). Moreover, further investigations are needed on how
the power of adjusted interfering streams does affect the ongoing data stream trans-
missions.

11.5.8 Conclusions on Scheduling with Multiple Antennas

In this section several distributed medium access control protocols with multiple an-
tennas deployment have been presented and their advantages and drawbacks have
been discussed. The majority of these schemes ( [30] [23] [31] [32] [24]) are exten-
sions of the popular IEEE 802.11 protocol, therefore, are based on random channel
access that makes them inappropriate for strict QoS constraints. DTRA [33] protocol
provides slot reservation that can promise QoS at the price of relatively high delays
for low traffic networks as discussed before. All these protocols are based on beam-
forming techniques. SD-MAC [35] and SCMA [9] on the other hand, are exploiting
the diversity and multiplexing gain respectively of the MIMO channel in order to
increase channel reliability and data throughput.

The overall mesh network system performance can be further improved if oppor-
tunistic transmissions are considered. Recent work on opportunistic scheduling [36]
with omnidirectional transmissions has shown that by using appropriate utility func-
tions considerable opportunistic gain can be achieved, while at the same time the
generated interference is reasonably temporal-correlated. This is an important prop-
erty that ensures satisfactory channel prediction for better distributed power control
and scheduling performance. Opportunistic scheduling schemes combined with the
aforementioned multiple antenna techniques is an unexplored and promising area of



11 Multiple Antenna Techniques for Wireless Mesh Networks 303

high research interest and potentials (e.g., it is part of the research agenda for the
MEMBRANE project [3]).

11.6 Smart Antennas for Routing

While multiple antenna techniques have been widely analyzed from a MAC perspec-
tive, their usage and impact on network layer and more specifically their interaction
with routing has not received much research attention. Moreover, the research com-
munity interest over the last decades regarding wireless routing has been only con-
centrated on omnidirectional transmissions. In the following we briefly demonstrate
and discuss a number of proposed routing schemes that take into account multiple
antenna techniques (mainly for directional transmission).

The impact of smart antennas on QoS routing for multi-hop wireless networks
was evaluated by simulations in [37] as an extension of the Wireless Fixed Relay
routing (WiFR) [38] protocol. However, the analysis is based on a mathematical
programming model, and no routing algorithm was defined in terms of signaling that
has to be exchanged through the route and the required cross layer interaction in
order to solve the aforementioned problems related with directional transmissions.

The routing improvement using directional antennas in adhoc networks was
demonstrated in [39] where two techniques are proposed to a) bridge permanent
network partitions and b) repair routes in use in case of link breakage by using direc-
tional transmissions. The design and evaluation was based on the Dynamic Source
Routing protocol [40], an on-demand routing protocol for mobile ad hoc networks,
in which, the originator of a packet decides the entire sequence of hops through
which the packet is to be forwarded to the final destination. However, this protocol
is designed to enhance network connectivity rather than increasing the end-to-end
throughput or guarantee quality of service. Therefore, the directionality is used only
when two nodes are located far enough for omnidirectional communication (the de-
cision is based on SINR measurements).

Another approach on routing with beamforming was illustrated in [41]. The pro-
posed algorithm is based on the well known Ad-Hoc On-Demand Distance Vector
routing protocol (AODV) [42] with directional transmitters and omnidirectional re-
ceivers. Nodes are assumed to be equipped with switched beam antennas consisting
of K directional non-overlapping beams each of them spanning an angle of 2w /K
radians. For unicast packets, if the destination nodes are located on the direction
of the same beam, the transmissions are time multiplexed, while different beams are
simultaneously activated if the receivers are located in separate directions. For broad-
casting messages, such as Route Request, all the beams are activated. However, this
work also fails to address the problem of deafness and the beam synchronization for
DD-nodes communication.

While the previous work on routing with multiple antennas is mainly focused on
using the directionality to increase connectivity, a wireless mesh network must also
provide high data throughput and meet the various QoS requirements of the overlying
applications. Smart antennas is definitely a key technology that can highly contribute
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towards this direction. Therefore, it is of paramount importance to design efficient
QoS routing protocols that harmonically coexist with lower layers and exploit the
multiple capabilities and benefits that the multiple antenna technologies can provide.
For instance, novel routing schemes exploiting the SDMA opportunities of MIMO
techniques have to be investigated in conjunction with new utility functions com-
prising of new interference patterns and increased transmission ranges. Furthermore,
algorithms for DD-synchronization and communication through the route have to be
designed to reduce end-to-end packet delays.

Conclusion

The impact of multiple antenna array techniques on medium access control schemes
for mesh networks has been analyzed in this chapter. Several multiple antenna ar-
chitectures and methodologies, such as steered-beam antennas, adaptive antennas,
and MIMO coding, have been demonstrated. It has been clear that while these tech-
niques can significantly improve the performance of single-link communications,
from a wireless mesh network perspective they can also considerably degrade the
overall performance of wireless mesh networks if careful consideration of their in-
teraction with higher layers is not taken into account. Different design challenges,
such as deafness, hidden and exposed terminals and MIMO related issues have been
discussed. Several proposed MAC protocols for wireless ad hoc and mesh networks
with directional antennas and MIMO techniques have been presented and their ad-
vantages and weaknesses have been discussed. Finally, we have briefly discussed the
lack of efficient routing algorithms for nodes with multiple antennas and the need of
routing schemes that exploit the smart antenna’s capabilities.
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12.1 Introduction

With recent advances in wireless technologies such as multiple-input multiple-output
(MIMO) systems and smart antennas, wireless mesh networks (WMNs) have at-
tracted increasing attention as an alternative for large-scale deployment of metropoli-
tan area wireless networks.

Ethernet LAN for \
homelcorporation network

Fig. 12.1. Typical infrastructure of WMN.

Fig. 12.1 illustrates a typical architecture of a WMN. The mesh routers con-
stitute a self-configuring, self-healing network backbone. The various types of net-
works interconnected by the backbone communicate with each other through the
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wireless multihop links between the mesh routers. WMNs share some nice features
with wireless ad hoc networks, including self-organization and self-configuration.
However, since the mesh routers are either static or with minimal mobility, there ex-
ists a predictable infrastructure in WMN. Thus, WMNSs have the advantage of being
extremely easy to deploy and relatively cheap in terms of both infrastructure and
maintenance cost.

These desirable features make WMNSs an appealing solution for a plethora of ap-
plications, such as broadband home networking, community networking, etc. How-
ever, there are still several challenges and issues preventing WMNs to be widely
deployed in large scales. The first major issue is that the performance (through-
put, delay, or packet loss rate) of WMNs drops sharply with increasing number of
wireless hops the packets traverse through. The multi-radio, multi-channel technique
( [2], [48]) is being researched to overcome this problem. The second major issue
is the lack of an integrated cross-layer solution to provide security in WMNSs, which
has received meager attention in the literature. Clearly, without a well designed secu-
rity solution, WMNSs are vulnerable to various types of internal and external attacks
that may cause significant inconvenience to the users and operators.

In this chapter, we will address the security issues in wireless mesh networks.
The rest of the chapter is organized as follows. In Section 12.2 we discuss the se-
curity goals and challenges posed in WMNs. Section 12.3 surveys and analyzes the
applicability of existing security techniques to WMNSs. In Section 12.4 we point out
the open problems in this area. Finally, we conclude this chapter.

12.2 Security Goals and Challenges

For any application (not necessarily on WMNs), the following general goals are de-
sired to ensure security.

Confidentiality or Privacy: The communication between users must be secured
such that the information cannot be disclosed to any eavesdroppers.

Integrity: The whole transmission paths must be protected to ensure the messages
are not illegally altered or replayed during the transmission.

Availability: Applications should provide reliable delivery of messages against
denial of service (DoS).

Authentication: When a user sends messages, there should be some processes to
identify the user to ensure the messages are really sent by the claimed sender rather
than fabricated by someone else.

Authorization: Before any user performs some tasks, there should be mechanism
to ensure the corresponding users have the right to do them.

Accounting: When a user is using some services, some process should be able to
measure the resources the user consumes for billing information.

Here we assume the existence of upper layer security mechanisms, such as anti-
virus software and Secure Sockets Layer (SSL) protocol, and focus on additional
security challenges posed by the unique features of WMNSs.
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12.2.1 WMN Specific Security Challenges

The shared nature of wireless medium, the absence of globally trusted central con-
troller, and the lack of physical protection of mesh routers pose the main challenges
for securing WMN:gs.

First, like any wireless networks, the shared wireless medium makes it easy for
attackers to launch jamming attacks, eavesdrop the communication between the mesh
routers and inject malicious information into the shared medium. Given the fact that
the correctness of routing messages is fatal to achieve wireless multihop routing in
WMNSs, the most harmful kind of malicious information is due to the fabricated
routing messages.

Attacker:
Internet “| am the

gateway”

R,

Gateway Mesh / Mesh
Mesh Router Router

Router
\_//

Fig. 12.2. The attacker fools mesh router B.

Fig. 12.2 illustrates a simple example of such attacks. The correct route for Mesh
Router B to access the Internet is via Mesh Router A and the Gateway Mesh Router,
while the attacker fools Mesh Router B by broadcasting the message: “I am the gate-
way to the Internet.” If Mesh Router B could not detect such a message as faulty, it
will direct all its Internet traffic to the attacker. Because the wireless medium is open,
it is impossible to prevent the mesh routers from receiving such malicious messages.
Therefore, an authentication mechanism is essential to distinguish the malicious in-
formation from the legitimate information.

Second, an authentication mechanism is usually implemented with the help of
Public Key Infrastructure (PKI), which requires a globally trusted entity to issue
certificates. However, it is impractical to maintain a globally trusted entity in WMNSs.
The details of authentication challenges are discussed in Section 12.3.1.

Third, the mesh routers are located outdoor, usually on roof tops or traffic light
poles. They are not physically protected like the wired routers and wireless LAN ac-
cess points. Therefore, it is much easier for attackers to capture the mesh routers and
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get full control of the device. If a router is fully controlled by attackers, the attacks
can be launched from that router and the information sent by the attackers will be re-
garded as authenticated by other routers. The cryptographic authentication schemes
are thus broken and there must be another line of defense behind the authentication
protection.

The above major challenges demand a set of cross-layer, self-adapted security
mechanisms to protect WMNSs.

In the following sections, we will discuss if and how some of the existing security
solutions proposed for wireless ad hoc or sensor networks could be employed to
protect WMNSs by overcoming these challenges.

12.3 Security Concerns and Current Countermeasures

While the security of WMNSs is a fairly new research topic, there exist several
schemes to secure wireless ad hoc networks and wireless sensor networks which
share similarities with WMNs to some extent. Let us analyze these solutions and
discuss how to utilize them to secure WMNss.

12.3.1 Authentication

In wireless networks, authentication is very important because of the shared nature
of the wireless medium. Any node, legitimate or malicious, with a suitable hardware
device can send data into the network. Verifying that the data received is from a legit-
imate entity is critical for securing the network. Public key infrastructure (PKI) and
certification authority (CA) provide two important mechanisms for authentication.

PKI and CA

Authentication is usually realized by implementing PKI based on asymmetric cryp-
tography in which each user has a pair of cryptographic keys: public key and private
key. The public key is widely distributed and known by all the users while the pri-
vate key is only secretly kept by the user. One property of the pair of keys is that a
message encrypted with the public key can only be decrypted with the correspond-
ing private key and vice versa. By exploiting this, authentication can be achieved.
For instance, a sender can digitally sign the packets using its own private key before
sending them. If the receiver can successfully decrypt the messages with the sender’s
public key, it is assured that the packets are really sent by the claimed sender rather
that someone else.

To check the validity of a digital signature, it is necessary to first verify that the
sender’s public key does belong to the sender, which requires a Certificate Authority
(CA) be involved in the authentication procedure. The CA signs the binding of an
entity’s identity and its public key with its private key, and issues the signature as
the entity’s certificate. Any entity can validate the binding of sender’s identity and
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public key by checking its certificate using CA’s public key. A node may update its
certificate periodically to reduce the chance of brute-force attack on its private key.
So the CA has to stay on-line to reflect the periodically changing certificates. This
scheme is based on the following assumptions: (a) the CA’s public key is known
by every entity in the network, (b) the CA’s public key and signed certificates are
globally trusted in the network, and (c) the communication channels through which
the entities get other’s certificate from CA are secure.

However, the absence of pre-established trusted network infrastructure in WMN’s
obstructs direct application of PKI. This is because it is impractical to deploy a CA
that every node can trust and establish a secure communication channel with. A
distributed CA scheme is thus required.

Distributed CA

An ingenious method is to distribute the functionality of the centralized CA to the
whole network by applying threshold cryptography [15]. Basically, an (n,t + 1)-
threshold cryptography scheme allows n parties to share the ability to create a digital
signature so that ¢t + 1 parties can jointly generate a valid signature, whereas it is
infeasible for at most ¢ parties to do so. The scheme is based on the assumption that
the number of compromised parties will never exceed .

In WMN:S, if the CA’s public key is globally known and its private key is di-
vided into n shares (one share for each node in the network), the threshold signature
scheme [62] can be designed so that the certificate of a particular node is signed by
combining t + 1 partial signatures generated by ¢ + 1 nodes respectively, and the
certificate can be verified by the CA’s public key which is known by each node in the
network.

Fig. 12.3 shows a (5, 3)-threshold signature scheme, in which the CA’s private
key is divided into 5 shares for each node: s1, s2, ..., s5. A message m (the identity
and public key of a particular node) could be signed by any three of the nodes. In
Fig. 3(a), nodes 1,2 and 3 generate the partial signatures of message m as follows:
PS(m,sl), PS(m, s2) and PS(m, s3). The three partial signatures could be com-
bined to obtain the certificate C, which is the same as it is signed by the CA’s private
key. In Fig. 3(b), nodes 4 and 5 are compromised by the attackers, but the two mali-
cious nodes can not generate a valid certificate by themselves because at least three
partial signatures are needed to be combined to sign a message.

This example shows that although a compromised node could also generate an
incorrect partial signature, which would yield an invalid signature, a combiner can
verify the validity of a computed signature using the CA’s public key. In case the
verification fails, the combiner tries another set of ¢ + 1 partial signatures. This pro-
cess continues until the combiner constructs the correct signature from ¢ + 1 correct
partial signatures.

The scheme described above was proposed in [62] for wireless ad hoc net-
works. Compared with ad hoc networks, WMNs are more favorable for utilizing the
threshold cryptography key management scheme. First, WMN:ss is typically operator-
managed, which makes it easier to pre-establish the distributed central authority (the
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Fig. 12.3. (5, 3)-threshold signature.

CA’s public key and private key shares) in WMNs than in ad hoc networks. Moreover,
the nodes in WMNSs are usually not mobile and hence do not rely on the battery power
supply. Therefore, the asymmetric cryptography computation can be frequently pro-
cessed in WMNSs without much concern of the resource limitation.

There exists another public-key management scheme [41] in which two nodes
can authenticate each other by finding a certificate chain between them. This scheme
differs from the above in that it proposes a full-organized public key management
system, where security does not rely on any trusted authority, not even in the ini-
tialization phase. Although the operator-managed WMNs do not require such a full
self-organization key management, the certificate chain approach in [41] poses an
interesting question: if A can authenticate B which in turn can authenticate C, is it
100% safe for A to authenticate C'? In other words, even if A can authenticate B,
should A fully trust what B trusts (that is, C'is authentic)? Furthermore, we can re-
gard the whole process of authentication as a trust evaluation problem: “do I trust
that you are who you claim you are?” The trust model for securing WMNs will be
discussed in Section 12.4.5.
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12.3.2 Secure Routing

In WMNs, the data travel via multiple wireless hops from the source node to its
destination. The routing protocols for WMNs are designed to achieve:

Self- configuration of the routing tables.

Self-adaptation to changes in the wireless link quality.

Maximized performance metrics such as end-to-end delay, throughput and packet
loss rate.

The routing protocols for wireless ad hoc networks have also similar require-
ments such as routing through wireless multihop links, self-configuration and self-
adaptation. Although very few routing protocols have been proposed specifically for
WDMN:s, the similarities between WMNSs and wireless ad hoc networks make it fea-
sible for WMNSs to borrow the ideas from the domain of wireless ad hoc networks,
which have been extensively studied in the literature. For example, in 802.11s [63],
the IEEE 802.11 standard for wireless LAN mesh networking, the Ad hoc On De-
mand Distance Vector (AODV) protocol [46] is extended to Radio Metric AODV
(RM-AODV), an on demand routing protocol for wireless LAN mesh networks.

The self-configured and self-adapted wireless multihop routing mechanisms rely
on the fact that all participating nodes cooperate with each other without disrupting
the operation of the protocol. Without proper protection, the routing mechanisms
could be attacked by both external and internal attacks [4].

External Attacks

Due to the shared nature of the wireless medium, anyone with a suitable hardware
is able to send information into the medium. Indeed, external attackers can inject
fabricated routing information into the network or maliciously alter the content of
routing messages exchanged between the nodes. Therefore, the correctness of routing
information exchange is vital to any routing protocols.

To secure routing, some proactive ad hoc routing protocols, such as DSDV [45]
and OLSR [11], require that the routing messages are exchanged periodically be-
tween all the nodes so that each node has a view of the whole network’s topology,
based on which the routing decisions are made. The malicious routing messages
with false topology information will make some nodes getting an incorrect view of
the topology. On the other hand, for reactive routing protocols, such as AODV and
DSR [26], the routing messages are exchanged between the source, destination and
the intermediate nodes in order to find the best route after the source node initializing
a route discovery process sends a packet to the destination. The route discovery pro-
cess will then end up with a false route with the existence of the malicious routing
massages.

To protect routing messages exchanging from attacks, the routing protocols need
effective mechanisms to:

e Authenticate the received routing message to validate that it is sent by a legiti-
mate node.
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e Check the integrity of the received routing message to validate that it has not
been altered by the attacker.

Such mechanisms are often achieved by employing cryptographic solutions.
Asymmetric Cryptography Approach

As described in Section 12.3.1, asymmetric cryptography based authentication can
prevent the fabricated routing information. When sending a routing message, the
sender attaches the certificate signed by CA to the message and digitally signs the
message with its private key. Upon receiving a routing message, the receiver first
checks the validity of the certificate attached to the message using the CA’s globally
known public key and then checks the message’s integrity using the digital signature
and the sender’s public key. ARAN [52] is an on demand protocol utilizing the digital
signature scheme, in which the routing messages such as route discovery packet,
reply packet and shortest path confirmation messages are signed by the sender and
validated by the receiving node.

Symmetric Cryptography Approach

In this scheme, a single secret key is used for both encryption and decryption.

Generate
( _________________
1ix;) 1ix3)
X, —X, — X,
_________________ )
Reveal

Fig. 12.4. One-way hash chain.

One of the most common schemes is one-way hash chains. As cited in [4], “A
one-way hash function is a function that takes an input of arbitrary length and re-
turns an output of fixed length”. Computing the input of a hash function from the
output requires a huge amount of computation resource, so hash functions are com-
putationally expensive to reverse. A hash chain is generated by applying a given hash
function f() repeatedly (n times) to an initial input « and obtaining a chain of outputs
fi(x),i = 1,2...,n. The protocols utilizing one-way hash chains require that a shared
secret, f;(x), exists so that the validity of f;(«) for ¢ < j can be checked by applying
the hash function j — ¢ times on it and comparing the result with f;(x). Fig. 12.4 is
an example of a one-way hash chain with length three. The chain is generated by ap-
plying the hash function f() on x3 such that zo = f(x3),z1 = f(f(x3)) = fo(x3).
Since 1 is a shared secret, 25 and x5 could be validated by checking if f(x2) = 21
and fo(z3) = z1.

For instance, TESLA [47] is a broadcast authentication protocol based on one-
way hash chains. In this protocol, the receivers need to buffer a message to wait for
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the delayed key disclosure from the sender, which requires time synchronization.
TESLA is employed by a distance vector protocol, SEAD [24], and a source routing
protocol, Ariadne [23].

Compared with the digital signature scheme, the one-way hash chain scheme has
the advantage of light weight computation cost and no need to maintain a globally
trusted CA, but it requires clock synchronization of all the nodes in network. Fur-
thermore, in TESLA, a received message has to be stored in buffer waiting for the
disclosed key to authenticate it before being processed, which degrades the perfor-
mance of the network.

To overcome such limitations, a hybrid approach, SAODV [60] was proposed
where the non-mutable fields of the routing messages are signed by asymmetric
cryptography while the mutable field, hop count, is authenticated using a hash chain
so that the expensive asymmetric cryptographic computation is only needed for the
source and destination nodes and the intermediate nodes authenticate the hop count
using hash function.

The one-way hash chain scheme is more favorable for wireless ad hoc networks
in which the nodes are battery-powered and the computation resource is limited.
Furthermore, the node mobility in wireless ad hoc networks makes it difficult to
maintain an online CA available for all the nodes. However, the nodes in WMNSs are
not mobile and they do not rely on battery power supply. So the digital signature
scheme is a better choice for WMNs if the clock synchronization is hard to achieve.

Internal Attacks

If an attacker gains full control of a legitimate node, the cryptographic approaches
will not be able to prevent the attacks launched from the node because the node has
valid cryptographic keys and the messages sent by the node are also cryptographi-
cally valid. The compromised nodes could attack the routing mechanisms by gen-
erating false routing information, scheduling the data packets forwarding for their
own benefits, selectively forwarding the packets, or not forwarding any packet at all.
Here, we discuss some countermeasures to internal attacks.

Packet Leash

In [25], a challenging attack, called the wormhole attack was defined. If an attacker
gets control of two nodes with a wired communication link (tunnel) between them,
the wormhole attacks could be launched by sending all the packets received from one
node through the tunnel and replaying these packets at the other end of the tunnel.
Fig. 12.5 shows an example of wormbhole attack [4]. Because the packets through the
tunneled link (A — B) arrive sooner than the packets through the multihop wireless
links (1 — 2 — 3 — 4), nodes 2 and 3 are excluded from the network, and the traffic
between nodes 1 and 4 is completely under the control of the attacker.

The Packet Leash solution [25] is to add some extra information to each message
at the sender side in order to allow the receiver to determine if the packet has tra-
versed an unrealistic distance. The extra information could be a precise timestamp,
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Fig. 12.5. A wormbhole attack performed by colluding malicious nodes A and B.

which requires extremely precise clock synchronization, or the location information
with a timestamp, which requires less precise clock synchronization.

Neighbor Monitoring

The neighbor monitoring approach to discover misbehaving nodes takes the advan-
tage of the broadcast nature of wireless network: any packet sent in to the air can be
overheard by the neighbor nodes. After a node sends a packet to its neighbor, it could
monitor the behavior of its neighbor to see whether it forwards the packet to the next
hop without any misbehavior. Each node maintains a rating record of all the nodes
it knows, and the misbehaviors of a particular node being detected cause the rating
to decrease. The low rating nodes are considered misbehaving or non-trust nodes so
that they will not be included in the route of forwarding packets from source to the
destination nodes.

Based on this approach, two other solutions [42] and [8] were proposed to defend
against packet forwarding attacks.

Byzantine Failure Resilience

In [5], an on-demand secure routing protocol was proposed that is resilient to Byzan-
tine failures caused by Byzantine behavior, which is defined as “any action by an
authenticated node that results in disruption or degradation of the routing service”.
The failure refers to “any disruption that causes significant loss or delay in the net-
work”. The detection of such failures is based on acknowledgements (acks). The
destination node sends an ack back to the source node when receiving a packet. If an
ack is not received after a certain time, the source node assumes it has been lost. The
number of lost (to the same destination) exceeding a threshold triggers the Byzantine
fault detection.

Fig. 12.6 illustrates the detection process [5]. The source node launches a binary
search of all the links along the path by probing the intermediate nodes. The normally
behaving nodes send acks back to the source when receiving the probe. Half of the
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Fig. 12.6. Byzantine fault detection: The faulty link is located after log n probes.

links are excluded from the suspects of failure for each probe. The faulty link will
be identified after logn probes, where n is the number of hops between the source
and destination. After the failure is located, the source node will start a new route
discovery process and try to bypass the faulty link.

Fig. 12.7 summarizes various schemes for secure routing that may be applied to
WDMNs.

Secure routing scheme

Defend external attacks Defend internal attacks
Asymmetric | | Symmetric Hybrid Packet Neighbor | ( Byzantine
cryptography| [cryptography| [cryptography Leash Monitoring Failure

approach approach approach Resilience
ARAN SE AD SAODV
Ariadne

Fig. 12.7. Secure routing protocols.
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12.3.3 Secure Location Information

As mentioned before, most routing protocols in WMNs are adopted from ad hoc
networks, including both topology-based and geographic routing schemes. For geo-
graphic routing schemes [6, 12, 19,22], the location information of the mesh routers
are crucial to multihop routing schemes and thus subject to attack.

For securing location information, two general methods are currently employed:
correctly compute location information, and verify location claims.

Generally speaking, a mesh router’s location can be determined either with the
help of GPS or some location-known beacons. The goal of the first approach is to
ensure the accuracy of location computation even when the calculation is under at-
tack. For example, although GPS is the most common approach to get the geographic
position information, no secure protection for public civilian GPS makes it vulner-
able to different kinds of attacks [34]. As an example, a signal-synthesis attack can
fool a receiver to connect to a device present at some pretended location. Similarly,
selective-delay attack can convert a signal received at time ¢ and position 7 into an-
other signal that would have been received at earlier time ¢’ and position 7.

To defend such attacks, an information-hiding based asymmetric security mech-
anism was proposed in [34]. The essence of the scheme is to introduce time asym-
metry through a delayed disclosure of despreading key. Specifically, when a spread-
spectrum broadcast signal temporarily hidden in the background noise is transmit-
ted, the receivers store the whole radio band in buffer. And the despreading key is
not published until the delay is larger than the uncertainty of the local clock in the
receiver. In this way, both signal-synthesis and selective-delay attack can be easily
detected.

For the schemes that utilize beacons, a cryptographic-based scheme, SeRLoc (Se-
cure Range-independent Location), was proposed to enable the nodes to determine
their location even in the presence of malicious adversaries [37]. In SeRLoc, some
nodes which are equipped with directional antennas and have acquired the location
and the orientation through GPS receivers are termed “locator”. Each locator trans-
mits different beacons at each antenna sector containing its coordinates and the an-
gles of the antenna boundary lines with respect to a common global axis. The nodes
will collect the beacons from all locators they can hear and then determine their
location. To protect the localization information, a global symmetric key is shared
between nodes and locators. Moreover, every sensor shares a symmetric pairwise
key with every locator so that the beacons from each locator can be authenticated.
The analysis shows SeRLoc is robust against several attacks including wormhole at-
tack, Sybil attack and compromised nodes. However, one limitation of this scheme
lies in that it assumes locators are always trusted and cannot be compromised by an
adversary.

Besides directly securing the location calculation, the location information may
also be verified from spoofing. Due to the fact that the mesh routers in WMNs are
usually static, a claim of location information made by the mesh routers to the mesh
clients would often be more than just location calculation. Therefore, location verifi-
cation would be more agreeable in WMNSs. To validate a node is in a region of its po-
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sition claim, different techniques such as exampling by public key based challenge-
response protocol [7] and robust statistical methods [36,39,40] can be employed. In
addition, by exploiting the physical properties of sound and RF signal propagation
in wireless communication, a simple protocol called “Echo”, was proposed [53] that
requires no cryptography nor time synchronization. Another mechanism, called Ver-
ifiable Multilateration (VM), achieves both secure position computation and location
verification [9]. All such schemes proposed for wireless sensor networks seem to be
applicable to WMNs as well.

12.3.4 Modeling Virus Propagation

Given the fast emergence of computer viruses in the host computers and the Internet,
the threat of virus in wireless networks is not an unrealistic panic. In fact, there have
been some viruses that spread over the air, such as the Brador virus [55] and the
Cabir worm [18] for the mobile devices, the evil twin and the promiscuous client for
Wi-Fi users [16].

In order to effectively defend the virus attack, one important issue is how to
model the virus propagation to get a better understanding on the virus behavior in
wireless networks. Inspired by biological modeling techniques, some researchers
have adopted Epidemic theory to model the virus propagation problem.

Epidemic theory [3] is the study of the dynamics of how contagious diseases
spread in a population, resulting in an epidemic. It can mathematically model the
progress of the infectious diseases and measure its outcome in relation to a popula-
tion at risk. In general, the population is divided into three groups: the susceptible
(S), who are healthy and are subjective to catching the disease; the infected (I), who
have the disease and can transmit it; and the removed (R), who have had the dis-
ease and are recovered now. In general, there are two popular models to characterize
the infection spread: Susceptible Infected Susceptible (SIS) and Susceptible Infected
Recovered (SIR). The difference between these two models is the following. For an
individual who acquires infection, this individual can becomes susceptible again after
some infectious period in the former model, while in the latter model, the individual
becomes immune to further infections after recovery.

An important aspect in Epidemic theory is that the phase transition of the spread-
ing process is dependent on an threshold of the epidemic parameter. That is, when the
epidemic parameter is above the threshold, the infection will spread out and become
persistent; on the contrary, if the parameter is below the threshold, the infection will
die out. Therefore, identifying this threshold value is critical in the study of how an
epidemic spreads and how it can be controlled [13].

Epidemic theory has been employed to investigate virus spreading problem not
only in wirelined networks, but also in wireless networks. Here, we list two schemes
that apply Epidemic theory to model the worm and compromised nodes propagation,
respectively.
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Topologically-Aware Worm Propagation Model (TWPM)

TWPM was proposed in [33] for wireless sensor networks. By parameterizing the
effects of physical, MAC, and network layers on the worm propagation, the authors
incorporated all these parameters in the SIS model and analytically derived the worm
propagation model from a partial differential equation. With some assumptions in-
cluding regular two-dimensional grid topology and constant infection rate, they also
obtained a closed-form expression for the TWPM model.

Although this work is originally proposed for wireless sensor networks, it has the
potential to adapt to WMNSs by taking real topology into account. In WMNs, most
mesh routers have a neighbor list, either for routing purpose or infrastructure main-
tenance. Unfortunately, the scanning worms, called fopologically-aware worms, can
take advantage of this list and spread the infection quite effectively by just commu-
nicating to its next-hop neighbors.

Modeling Node Compromise Spread

Unlike TWPM using a differential equation approach to solve the problem, a network
and graph theory based technique was proposed to model node compromise spread
in wireless sensor networks [14].

In general, no matter whether its is a sensor network or a mesh network, for se-
cure communication, a secret key used to encrypt the messages is shard between each
communication party. However, without physical protection, the nodes are subject to
capture. Once a node is captured, its keys are known by the attackers, thus affecting
communications with all the compromised node involved. The work in [14] studied
how an adversary capturing one or two nodes and thereby extracting the secret keys
can possibly propagate the node compromise to the whole network.

By constructing a random graph model of the key sharing overlay graph of the
sensor network and presenting the compromised propagation model as a Poisson
process, this work investigated the probability of a breakout (when the whole net-
work is compromised) and also computed the size of the compromised clusters of
nodes under no breakout. Additionally, the effects of two scenarios — recovery and
no recovery — on the compromised nodes recovery were analyzed in this work.

Although this scheme is proposed for wireless sensor networks, the essential idea
and basic assumptions are still valid for WMNSs. Therefore, they shed some light on
modeling virus propagation in WMNSs.

12.4 Summary and Open Problems

Wireless mesh networks (WMNSs) possess some nice features and promise to offer
better wireless network connectivity and larger coverage area. On the other hand,
these features also pose significant challenges to the network security. In this chap-
ter, we have reviewed some existing solutions that could potentially be employed
to secure WMNs. The threshold signature and TESLA schemes could be utilized to
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realize the authentication between mesh routers. Such authentication schemes also
help routing protocols such as ARAN, SEAD and Ariande to defend against exter-
nal attacks. The Packet Leash, neighbors monitoring and Byzantine failure resilience
solutions provide possible approaches to detect and countermeasure internal attacks
to the wireless multihop routing protocols. The secure location information solu-
tions for wireless sensor networks can help securing the geographic routing schemes.
However, there are still a lot of open problems for security in WMNs that need fur-
ther investigation. These are discussed below.

12.4.1 Secure Medium Access Control

The IEEE 802.11 medium access control (MAC) protocol has been adopted as the de
facto MAC scheme of WMNSs in many research projects and commercial products
([10,44,51]). The cryptographic approach for securing the 802.11 MAC protocol had
evolved from Wired Equivalent Privacy (WEP) protocol to IEEE 802.11i standard
[64].

In IEEE 802.11i, an authentication server (AS) is incorporated to authenticate
the mobile node (MN) that tries to associate with the mesh access point (AP). IEEE
802.11s [63], the IEEE standard for wireless LAN mesh networking, utilizes IEEE
802.11i based security mechanism to provide link-by-link security in WLAN mesh
networks. According to IEEE 802.11s, the AS is collocated with a mesh point (MP)
or located in a remote entity to which an MP has a secure connection. It is assumed
by the standard that an MP could establish a secure connection to the remote AS
after establishing a secure connection with the MP that collocates with the AS or has
a secure connection with the AS. But the standard neither proposes how to estab-
lish the secure connection nor evaluates the practicality of establishing such a secure
connection. Furthermore, the 802.11i security framework has a centralized structure
in which the MNs submit authentication request to AP which in turn communicates
with AS to decide whether to authenticate or not. But such a hierarchical structure
is not suitable for WMNSs in which two MPs need to authenticate each other before
they start communication; in other words, the MPs are both the authentication suppli-
cants and the authenticator. This mutual authentication requires that both MPs have
a secure connection with AS, which is impractical in WMNss.

The cryptographic approach to secure the MAC protocol is to answer the ques-
tion “who can utilize the mesh medium?” However, it does not address the issue of
fair utilization of the medium. The attacks to the backoff scheme of IEEE 802.11
MAC protocol break the fairness of using the wireless medium. The IEEE 802.11
MAC protocol uses CSMA/CA (Carrier Sense Multiple Access/Collision Avoid-
ance) scheme to reduce the probability of collisions in accessing the medium. If the
sender senses the channel to be busy before transmission, it defers the transmission
for a random backoff time. Simulation results reported in [35] show that if a misbe-
having node selects smaller backoff time than other nodes complying the protocol, it
will obtain more than its fair share of the bandwidth and degrade the throughput of
well-behaved nodes.
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A modification to IEEE 802.11 protocol was proposed in [35] to countermeasure
this attack. In this proposal, the sender does not decide the value of random backoff
time. Instead, the receiver selects a backoff time value and sends it to the sender. The
receiver can identify whether a sender deviated the protocol by monitoring the time
intervals between the sender’s transmissions and comparing them with the backoff
time assigned to the sender. If the deviation is identified, the receiver will penalize
the sender by assigning larger backoff values to it than those assigned to normal
nodes. Such a scheme could restrict the selfish nodes to get more bandwidth share,
but it could do nothing to prevent the malicious nodes from attacking the backoff
scheme if the malicious nodes that do not care how much bandwidth to share, keep
transmitting data without backoff time at all. Such an attack is a denial of service
(DoS) attack to the MAC layer protocol, which is still an open issue for the wireless
networks relying on the CSMA/CA scheme.

12.4.2 Defense Against DoS Attacks

Denial of Service (DoS) attacks can reduce the availability of resource and result in
massive service disruption. A robust WMN application should be resilient to DoS
attacks and be able to defend against such attacks launched either by the end devices
or other adversaries.

DoS attacks could happen at all the layers in the protocol stack from the physical
to the application layer [56]. Usually different approaches are employed in different
layers of the protocol. For instance, at the physical layer, the most common defense
against DoS (e.g., jamming) is spread spectrum. At the MAC layer, some special
measures such as rate limitation and error correcting code may be used to defend
against DoS attacks. Although most of routing schemes in WMNs are adopted from
ad hoc networks, the characteristics of WMNSs, especially multihop routing, should
be taken into account for the defense mechanisms at the network layer. In particular,
a poorly designed multihop routing scheme may introduce traffic unfairness or star-
vation, which even leads to DoS for some mesh routers that are close to the backbone
network.

Even though there is no universal way to defend against DoS attacks, a systematic
framework that can comprehensively consider all these issues at the beginning de-
sign phase would be more effective. Furthermore, an integrated, cross-layer security
solution is more desirable.

12.4.3 Embedded Security Schemes vs. System Level Monitoring

The majority of the current security mechanisms are embedded in the network pro-
tocols, so they usually focus on some particular attacks at a specific layer and are
efficient for outside (external) attacks.

An alternate approach is to design a cross-layer framework that can monitor in
real time the whole network to detect attacks and respond promptly. Compared with
the embedded schemes, the monitoring framework can work as an intrusion detection
system (IDS) to detect any real-time abnormality. Since the intrusion includes not
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only the attacks launched by the outsiders but also the misuse from the inside, it is
more effective and flexible to defend insider (internal) attacks.

However, WMNs pose new challenges for designing intrusion detection schemes.
First, mesh routers that are usually not physically protected are subject to capture.
Once a mesh router gets captured, all of its secret information including keys is
disclosed to the adversary. These corrupted mesh routers not only compromise the
whole network security, but can also modify the network configuration or inject false
information to disturb the routing schemes. Moreover, the delay introduced by multi-
hop communication causes difficulty for traffic monitoring. Therefore, how to detect
the corrupted mesh routers and inform the whole network in a timely manner is still
an open problem in WMNSs.

12.4.4 Integration Issues

One main advantage of WMN:s is that it enables us to integrate various existing net-
works such as Wi-Fi, cellular networks, sensor networks, etc, through the gateways.
However, this benefit also brings related vulnerability in WMNSs.

Various (heterogeneous) networks as part of WMN clients imply their proper-
ties may have significant differences as well. For example, although the public key
cryptography is a common approach for most networks for authentication, it may be
computationally too costly for sensor networks. Naturally, WMNs should be able to
customize the security schemes according to the characteristics of network clients
while not compromising the security features of the overall network. Therefore, the
interworking of several different types of networks poses a new challenge to securing
WMNGs.

12.4.5 Trust Relationships

Some security issues, such as establishing certificate chains [41] and collaborating
between mesh routers to implement routing protocols or reduce the authentication
delay by sharing the security key [21], imply the existence of trust relationships be-
tween different entities of WMNSs. A mechanism to define how to establish and quan-
tify such trust relationships could help the mesh routers to make proper decisions in
the presence of potential attacks, and thus improve the reliability and robustness of
the networks.

Although the trust and reputation systems have been extensively and successfully
applied in E-commerce applications [50, 57, 59], public key authentication [20, 38,
43,49], peer-to-peer networks [32,58], mobile ad hoc networks [17,54] and wireless
sensor networks [61], some characteristics of WMNs differ from these networks or
applications. Therefore, there is a need for new trust establishment and management
in WMNe .

On one hand, the existence of infrastructure/backbone in WMNSs favors the trust
establishment. Unlike ad hoc networks supporting node mobility, most of the mesh
routers are static. Intuitively, a trust infrastructure could be established on top of the
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fixed WMN backbone. And once it is created, the entities and their trust chains will
be permanently present.

On the other hand, the erroneous and uncertain nature of wireless links cannot
guarantee stable connectivity between the mesh routers even when they physically
exist. Moreover, the quality of wireless links may also change frequently. While in
traditional applications, the trust relation are usually established and updated based
on a long time observation, in WMNs, however, the trust infrastructure should have
the capability to respond to temporary disconnections between the mesh routers.
Hence, the evaluation of the trust relation must be fast enough to promptly reflect the
instantaneous changes in the environment.

Moreover, the mesh routers in WMNs can only monitor their neighbors within
the radio range which means that the trust relation is establishment locally and thus
distributed. Therefore, when the packets are routed via multihop links, the trust
should be uniformly evaluated. As a result, it is necessary to develop some scheme
that can manage the trust propagation. In [31], a method of Trust Network Analysis
with Subjective Logic (TNA-SL) was designed based on graph simplification and
trust derivation with subjective logic. TNA-SL expresses and propagates both posi-
tive and negative trust values and takes the confidence level (certainty) into account,
which might make it an appropriate model for calculating and evaluating quantified
trust in WMNS . There exist other works that were proposed to define the trust tran-
sitivity and manage trust propagation [27-30]. However, the validation and perfor-
mance of such schemes under real WMNSs applications needs further investigation.

Besides the above issues, a node in a WMN may not always be able to monitor its
neighbors if they are using different radio interfaces. In addition, how to effectively
make the trust relation globally available to the whole network is also a challenging
problem in WMNSs. However, the trust based system fits the characteristics of WMNs
and provides a promising solution to secure WMNSs.

Conclusion

In this chapter, we have addressed some security issues in WMNs and surveyed state-
of-the-art solutions that have either been applied to WMNs or have the potential to
be adopted. It is worth noting that no panacea exists that can solve all the problems
identified. In fact, there are currently more open problems that need further investi-
gation than solutions to secure WMNs. Depending on the specific applications and
requirements, some approaches need to work together to achieve the desired security,
or a cross-layer solution should be developed while designing WMN applications.
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