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Abstract and figures

Phishing is  social ing technique used to , which means trying to obtain confidential Abstract

information such as username, password or bank account information. One of the most important challenges on L N N - N . N - .
the Internet today is the risk of phishing attack and Internet scams. These attacks cost the United States billions Pl“’\h“‘g is a social engineering "Ed""(l"e used to deceive us: which means tryl
of dollars a year. Therefore, researchers have made great efforts to identify and combat such attacks. Accordingly, fidential information such as username, password or bank account information.

the present study aims to evaluate the methods of identifying phishing websites. This research is applied in terms
of its objectives and descriptive-analytical in nature. In this article, the classification approach is used to identify
phish-ing websites. From a machine learning point of view, f a suitable strategy is used, the ensemble of votes of

important challenges on the Internet today s the risk of phishing attack and Inter:
attacks cost the United States billions of dollars a year. Therefore, researchers

different classifiers can be used to increase the accuracy of classification. In the method proposed in this paper, efforts to identify and combat such attacks. Accordingly, the present study aim:
three inherently different ensemble classifiers, called bagging, AdaBoost, and rotation forest are employed. In this methods of identifying phishing websites. This research is applied in terms of it
method, the stacked i strategy is used as )y A ly new dataset is employed descriptive-analyt; in nature. In this article, the classification approach is used 1

10 evaluate the performance of the proposed method. The database was added to the UCI Database in 2015 and
uses 30 features that appear to be appropriate for distinguishing phishing and non-phishing websites. The present

ing websites. From a machine learning point of view, if a suitable strategy is us

study uses 10-fold-cross-validation method as an evaluation strategy. The numerical results indicate that the of votes of different classifiers can be used to increase the accuracy of classificatior
proposed method can be used as a promising method for detecting phishing websites. It is worth mentioning that proposed in this paper, three inherently different ensemble classifier alled bagging

in this method, an F-score of 96.3 is resulted, which is a good result in detecting phishing. rotation forest are

nployed. Tn this method, the stacked generalization strategy
semble strategy. A relatively new dataset is employed to evaluate the performance
method. The database was added to the UCI Database in 2015 and uses 30 feat
to be iate for distinguishing phishing and non-phishing websites. The pr
10-fold-cross-validation method as an evaluation strategy. The numeri results
proposed method can be used as a promising method for detecting phishing webs
mentioning that in this method, an F-score of 96.3 is resulted, which is a good re
phishing.

Keywords: Phishing, Classification, Ensembling, Stacked general

*Corresponding author

Figure content uploaded by Farzad Tat Shahdost  Author content

'a P 4 Email addresses: orseryasat@shansgonbad.ac.ir (Omid Rahmani Seryasat ), s.ahnadi.e
(Sina Ahmadi ), yousefi.pouyautiau.ac.ir (Pouya Yousefi ), Farzad tateyahoo.con (Far:
Htpsresearchaate netlpublication 354418807 Recogrizing_ phishing websites_based on_a_bayesian combiner " s researchgate netlpublication/354418807_Recogrizing_phishing_websites_based_on_a_bayesian_combiner 24 htpsiwsesearchgate.netpublicaion/354418807_Recognzing_ phishing_websies_based_on_a_bayesian_combiner e

Content may be subject to copyright.

919121, 5:01 PM

Overview Stats Comments Citations References (21

:l e

About us - News - Careers - Help Center - Advertsing  Recruiting | Terms - Prvacy - Copyright - Imprint ©2006-2021 ResearchGate GmbH. #

& o i

hitps:/jwww resoarchgate.netipublication/354418807_Recognizing_phishing_websitos_based_on_a_bayesian_combiner 4



